
Firmware for EDR-G9010 Series Release Notes

Supported Operating Systems

Notes

Changes

Applicable Products

Bugs Fixed

• Compliance with the IEC 62443-4-2 industrial cybersecurity standard.
• Increased the maximum DHCP lease time from 99,999 to 527,039 minutes.
• Increased the maximum number of Zone-based Bridge interfaces from 2 to 4.
• Increased the maximum number of VLANs from 16 to 32.
• Increased the maximum number of Static Multicast Table entries from 128 to 256.

• Enabling Bridge Mode may sometimes cause the system to perform a cold restart.
• Users are unable to change the VID of the Management VLAN.
• The SNMP encryption key incorrectly allows the use of illegal characters.
• When specifying a 64-character long IPsec pre-shared key, the system will incorrectly store it as 63
characters long.
• The SSH connection will randomly disconnect when using a non-default port configuration.
• Importing configurations will fail if Daylight Saving is enabled.
• The auto logout function of the login policy does not function properly.
• Enabling the Digital Input notification causes the STATE LED to turn red.

Enhancements

N/A

EDR-G9010 Series

• Added support for Network Security Package version 6.0 or higher.
• Added the Auto Create Source NAT setting for 1-to-1 NAT.
• Added a Range option for the 1-to- 1 NAT Destination IP Mapping Type.
• Added support for user-defined Engine ID to the SNMP function.
• Added support for SFTP to the Configuration Backup and Restore function.
• Added support for Firmware Version Checking to the Configuration Backup and Restore function.
• Added support for Password Max-life-time to the Password Policy function.
• Added support for NTP Authentication to the System Time function.
• Added support for Syslog Authentication to the Syslog function.
• Added support for Layer 2 Policy firewall logs to the Event Log function.
• Added support for DHCP Relay Agent to the DHCP server function.

New Features

• Changed the HTTP port range from 1-65535 to 1024-65535 (default port: 80).
• Changed the HTTPS port range from 1-65535 to 1024-65535 (default port: 443).
• Changed the Telnet port range from 1-65535 to 1024-65535 (default port: 23).
• Changed the SSH port range from 1-65535 to 1024-65535 (default port: 22).
• Changed the maximum length of the Bridge Zone name from 13 to 12 characters.
• Removed the GOOSE Pass-through function.

• Due to changes made in this firmware release, importing the following configurations from firmware
v2.0 into v3.0 will result in configuration conflicts and failure to import the configuration:

  Version:  v3.0   Build:  23082321

  Release Date:  Aug 31, 2023
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	- The HTTP port number in the original configuration is set between 1 and 1023, with the exception of
80.
	- The HTTPS port number in the original configuration is set between 1 and 1023, with the exception
of 443.
	- The Telnet port number in the original configuration is set between 1 and 1023, with the exception
of 23.
	- The SSH port number in the original configuration is set between 1 and 1023, with the exception of
22.
	- The length of the Bridge Zone name in the original configuration is 13 characters long.

Supported Operating Systems

Notes

Changes

Applicable Products

Bugs Fixed
N/A

• IPsec over L2TP behaves abnormally if IPsec settings have been configured previously.
• Static routing does not work properly after enabling dynamic routing.
• The OSPF current router ID displays incorrectly after rebooting the device.
• The Turbo Ring becomes unstable after enabling the NTP/SNTP server.

Enhancements

N/A

N/A

N/A
New Features

N/A

N/A

  Version:  v2.1   Build:  22122916

  Release Date:  Jan 09, 2023
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Supported Operating Systems

Notes

Changes

Applicable Products

Bugs Fixed
N/A

• Layer 3-7 firewall policies behave abnormally after deploying the policy profile through MXsecurity.
• The system is unable to get the MXsecurity Agent Package information after booting the device.
• Users are unable to import configurations after changing the event log threshold settings.

Enhancements

N/A

N/A

N/A
New Features

N/A

N/A

  Version:  v2.0.1   Build:  22101419

  Release Date:  Oct 20, 2022
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Supported Operating Systems

Notes

Changes

Applicable Products

Bugs Fixed

• Updated the web user interface to the latest next-generation design.
• Layer 3-7 firewall policies are now object-based for better rule management.
• Improved firewall log categories and information layout for better readability.

N/A

Enhancements

N/A

N/A

• Added support for Intrusion Prevention System (IPS) functionality through network security
packages.
• Added support for the MXsecurity management software through MXsecurity agent packages.
• Added NAT Advanced Settings.
• Added Session Control Firewall Policy settings.

New Features

N/A

N/A

  Version:  v2.0   Build:  22092310

  Release Date:  Sep 26, 2022
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Supported Operating Systems

Notes

Changes

Applicable Products

Bugs Fixed
• Increased the maximum number of static multicast routes from 32 to 256.

• Exporting static multicast rules fails when the Static Multicast Route function is disabled.

Enhancements

N/A

N/A

• Added support for built-in security packages.
New Features

N/A

N/A

  Version:  v1.2   Build:  22032514

  Release Date:  Mar 29, 2022
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Supported Operating Systems

Notes

Changes

Applicable Products

Bugs Fixed
• Improved the phrasing of package control operation error messages.

• CVE-2021-33909: vulnerability issue.
• The firewall and DoS event logs show incorrect information.
• Importing device configuration may fail under certain conditions.
• The local user database is invalid if RADIUS is disabled.
• The Drop Malformed Packets firewall function behaves irregularly when accessing the web UI.
• The web UI crashes when exporting the log file while the Malformed Packet function is enabled.
• HTTP would generate an error after upgrading the firmware.
• Enabling or disabling HTTPS(443) will disconnect users from the web UI.

Enhancements

N/A

N/A

• Added support for the EDR-G9010 high-voltage (HV) models.
• Added support for the Turbo Ring V2 Coupling mode Layer 2 redundancy protocol.
• Added support for MSCHAPv2 authentication for RADIUS servers.

New Features

N/A

N/A

  Version:  v1.1   Build:  21110913

  Release Date:  Dec 02, 2021
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Supported Operating Systems

Notes

Changes

Applicable Products

Bugs Fixed
N/A

N/A

Enhancements

N/A

N/A

The first release of the EDR-G9010 series.
New Features

N/A

N/A

  Version:  v1.0   Build:  21052417

  Release Date:  Jun 22, 2021
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