
Firmware for EDS-P506E Series Release Notes

Supported Operating Systems

Notes

Changes

Applicable Products

Bugs Fixed

• [MSRV-2017-011][CVE-2019-6561] Supports browser cookie parameters “same-site” to eliminate
CSRF attacks.

• Login issue with Chrome v65.
• If the user configures an SNMP, New Moxa command, or Moxa command, the configurations
disappeared from the exported configuration file.
• ABC-02 auto load configuration failed.
• [MSRV-2017-006][CVE-2019-6557] Buffer overflow vulnerabilities that may have allowed remote
control.
• [MSRV-2017-007][CVE-2019-6522] An attacker could read device memory on arbitrary addresses.
• [MSRV-2017-009][CVE-2019-6565] No proper validation of user inputs, which allows users to
perform XSS attacks.
• [MSRV-2017-011][CVE-2019-6561] CSRF attacks were possible if browser cookie parameters were
not correct.

Enhancements

N/A

EDS-P506E Series

N/A
New Features

N/A

• MSRV is Moxa's internal security vulnerability tracking ID.

  Version:  v5.6   Build:  FWR_EDSP506E_V5.

  Release Date:  Feb 18, 2020
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Supported Operating Systems

Notes

Changes

Applicable Products

Bugs Fixed
N/A

N/A

Enhancements

N/A

EDS-P506E-4PoE-2GTXSFP, EDS-P506E-4PoE-2GTXSFP-T

First Release
The following major new functions have been added:
- All Turbo Pack 3 features
- 4-Pair High Power PoE and 4-Pair High Power Force Mode

New Features

N/A

N/A

  Version:  V5.5   Build:  17110219

  Release Date:  Jan 18, 2019
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