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Moxa Tech Note MGate 5109 with DNP3 RTU Application

1. System Topology

This application note demonstrates how to use the MGate 5109 to communicate with
DNP3 RTU. Schneider SCADAPack 334 E is used as a DNP3 Serial Outstation. Its
Port 1 connects to the MGate 5109 Serial Port. On the other side, a Modbus Poll tool
acts as a Modbus TCP Client to get or remote control the DNP3 data object. The MGate
5109’s protocol conversion is Modbus TCP Server <-> DNP3 Serial Master.

PC runs
Modbus Poll

IP: 192.168.32.143 TS TETIEELILT

IP: 192.168.32.157
Modbus TCP port: 502

Modbus TCP
Client

Modbus TCP
Server

MGate 5109

Schneider
SCADAPack 334 E

MGate 5109 works as an agent to convert Modbus to DNP3, and vice versa. In agent mode,
the MGate 5109 uses an internal memory to exchange data between Modbus and DNP3.
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MGate 5109 with DNP3 RTU Application

The MGate’s internal memory is divided into two parts: one for input and the other for
output, as shown in the figure below:

—)
G—

MGate’s
Internal Memory

Input

Output

Modbus

—)
—

In order to simplify the configuration for internal memory mapping, the MGate 5109 shows
the corresponding protocol address for both Modbus and DNP3 protocols, which you could
find in the I/O Data Mapping. Let’s take DNP3 Binary Output as an example. Because DNP3
Binary Output can be read and written, you can find the following information, such as write
Modbus coil 01 standards for BO[0] in the I/O Data Mapping page.Read Modbus Coil
1x8193 means read the value of DNP3 BO[0]. The detail of the configuration will be

explained in this technical note.

Wi

[1: mapped index

Coil Address
1x0001 - 1x0001

—

write

Role 1 of MGate5109 :

Modbus TCP Server

[ : un-mapped index

Reg Address

Vi

[
— ?
write s
Role 2 of MGate5109 :
DNP3 Serial Master
[An v

| B0 (cRoB) [l A0 Cmd Wl Control |

Outstation, | Index

<

4x0001 - 4x0001

1x0002 - 1x0002

4x0001 - 4x0001

[O: mapped index

Coil Address
1x8103 - 128103

e

read

Role 1 of MGate5109 :

Modbus TCP Server

@ : un-mapped index

Reg Address

4x0513 - 4x0513

419457 - 4x10457

1x8194 - 1x8104

4x0513 - 4x0513

4x19457 - 4319457

"L Borm

Type
Walue, 1 bit/point

BO[1]

Walue, 1 bit/point

< ht

read

Role 2 of MGate5109 :
DNP3J Serial Master

[An

Type
Value, 1 bit/point

ag, 1 byte/poin

Value, 1 bit/point

Flag, 1 byte/point
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Here is a brief checklist to help you review the steps needed for a successful conversion.

Equipment

Check items

1 | DNP3 Outstation

Hardware connections.

DNP3 outstation configurations.

DNP3 master address setting.

DNP3 oustation objects configuration: BI/BO/AI/AO/Counter.

2 | MGate 5109

Hardware connections.

MGate basic settings.

DNP3 master address setting, same as step 1.
DNP3 outstation list, object points.

Modbus TCP server settings .

3 | Modbus TCP Client

Modbus register address and DNP3 objects mapping table .

Copyright © 2017 Moxa Inc. Page 4 of 44




Moxa Tech Note MGate 5109 with DNP3 RTU Application

2. Required Equipment and Components

2.1. Hardware Equipment
Schneider SCADAPack 334 E:
A. Hardware Overview

The figure below illustrates Schneider’'s SCADAPack 334 E outlook:

Digital Outputs Digital Inputs

UsB
Peripheral Port

SCADAPack 334 E

Scle'-?neider

Electric

Input Power
for RTU

Counter Inputs

Input Power
for Analog Inputs
and Outputs

T Ethernet Port T

Analog Outputs  Analog Inputs Digital Inputs
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B. Inputs and Outputs

The SCADAPack 334 E hardware includes a 5210 controller board with an
integrated 5607 I/0 module. The I/O type is detailed in the following
tables:

¢ 5607 I/0 module has the following inputs and outputs:

Input / Output Type [Description

Digital inputs 16 digital inputs

Digital outputs 10 dry contacts, digital (mechanical relay)
outputs

Analog inputs 8 analog inputs

Analog outputs 2 analog outputs

e 5210 controller board has the following inputs and outputs:

Input / Output Type [Description

Counter Inputs 3 counter inputs

2.2. Software Equipment
A. SCADAPack E Configurator:

A Windows-based software configuration tool published by Schneider
Electric.

1) Rev.: 8.12.2
2) Using SCADAPack E Configurator, you can:

e Create, modify, and delete points in the points database for the
SCADAPack E

e Download or upload files.

e Read the current values for points

e Configure port settings

e Configure the DNP3 settings

e Modify the DNP3 routing table

e Configure features such as Data Concentrator or Modbus

B. Modbus Poll:

Modbus Poll is the very popular Modbus master simulator to test and debug
your slave devices. It supports Modbus RTU/ASCII and Modbus TCP/IP.

Download Website: http://www.modbustools.com/download.html

Copyright © 2017 Moxa Inc. Page 6 of 44



http://www.modbustools.com/modbus_poll.html
http://www.modbustools.com/download.html

Moxa Tech Note MGate 5109 with DNP3 RTU Application

3. Schneider SCADAPack 334 E Setting

Use the SCADAPack E Configurator to complete the following settings:

3.1. Port Setting
In Ports > Ports 0-3:
e Set RTU DNP Address as 4

e Set Port 1 Function as DNP3.
e Set Serial parameter as RS-485 2W, Baud 115200, 8-bit No Parity.

=B SCADAPack 334E

Ports & Modes
=@ Ports RTUDNF Adaress

4

Pait 0 Function Port 1 Function Port 2 Function Part 3 Function

[onRs ~||[ones | [IEC101 Slave | [Modbus Slave -
-2 Points
&3 DNP3 Port 0 Mode Port 1 Mode Port 2 Mode Part 3 Mode
@23 TCP/P [use v ]| (Rs485 2w ~||(Fsess 2w ~| [RS232 ATS On) -]
i g 5;"”' Port 1 Baud Part 2 Baud Port 3 Baud
&
5B Master [115200 ~|[115200 | [115200 -
i (3 Slave Port 1 Diata bods Part 2 Data Mods Fort 3 Data Mods
@[3 Logic |B-b\l Mo Parity " ‘B-hil Mo Parity v| |E-bitNo Parity V‘

3.2. DNP3 Setting
A. DNP3 Comms
In DNP3 > DNP3 Comms:
Set DNP Master Port as Port 1 and DNP3 Master Address as 3.

[ SCADAPack 334E
4.1 Ports
7 pors 03 RTU DNP address 4 [ onpvaserpor [pon - |
@ Hayes Modem DMP Master Address 3 | Maximum Frame Size 249 [bytes)
% GPRS
% 1xRTT Channel Setup
=.[_1 Paints o Port 0 Port 1 Paort 2 Paort 3
-.[@ Analog Points Receive Timeout o 5 5 :
. i [Seconds|
-G Binary Paoints
.. @ Counter Points
--§% Point Browser Diata Link Layer Setup
-4 Trend Sampler Port 0 Port 1 Port 2 Port 3

=-E3 ' DL Confirm Mode | Never ~ | |Sometimes « | Sometimes Sometimes
&< DNP3 Comms (0-3)
E=[ DNFS Events

DL Reties 2 2 2 2
@ DMP3 Masters e
.G DMP3 Metwork
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MGate 5109 with DNP3 RTU Application

In DNP3 - DNP3 Events:

Enable Unsolicited Allowed to allow Classes of Events to be reported by
RTU. The DNP Master, however, can selectively enable and disable RTU
Unsolicited Messages. In this demonstration, we set Unsolicited Allowed as

Enabled.

Shorten Event Notification Delay, Min. Unsol Event Tx Delay and Quiet
Time Delay to 1 second. This will shorten the event transmit interval, but it
may increase data traffic.

The MGate 5109 supports DNP3 Level 2. Object Event only supports
Binary Input Event, Analog Input Event and Counter Input Event.
Counter Input Event and Analog Input Event are not supported with
timestamp object. So they are changed to No Time (32-bit). They will
respond to Class Event Polling or send Unsolicited Message without a

timestamp.

=- [l SCADAPack 334E
- Ports

){5' Ports 0-3
{5 Hayes Modem
.- Ry GPRS
Ry LRTT
=-[Z3 Points

B Analog Points
-@ Binary Points
..[@ Counter Points

#= Point Browser
--}% Trend Sampler
-.[0 DNP3
5’ DRP3 Comms (0-3)
-.[Z] DNP3 Events

B DNP3 Masters
.. DNP3 Network
.3 TCPP
By TCP/IP
&y Advanced TCP/IP

B DNP3/AP Hosts
=-[] General

ll Controller Status
] Controller Settings
Configurator Diags
@ vo
¢ Lodfl] SCADAPack /O
=-[23 Master

Unsalicited Message Generation

Unsalicited Configuration

Triggered Events

IEvenl Motification Delay 1 Seconds I IMlmmum Unszolicited Event T Delay 1 Seconds I
Buffered Events Application Layer Confirm [Event] Timeout 16 Seconds

Class 1 Min. Events 25 | Quiet time Dielay 1 Seconds |

Class 2 Min. Events 25 Unsolicited attempts per burst 3

Class 3 Min. Events 25 Default Enabled Event Classes Mo Classes (Recommended] =

Ewent Canfiguration

Max. Event Storage 5000
Analag Input / Flaat Input Event Buffer Mode Multiple -
Generate Binary Input Events With Absolute Time =

Generate Float Input Events With Time -
Ha Time (32-bit] hd
Generate Binary Output Events W

Generate Analog Output # Float Dutput Events | With Time -
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C. DNP3 Masters

In DNP3 - DNP3 Master:

e Set DNP Master 1 Address as 3.
e Enable Unsolicited Allowed.
e Select Port 1 as DNP Master 1 Port.

=l SCADAPack 334E
5 [ Ports

g‘:' Ports 0-3

@ Hayes Modem

% GPRS

Ry LRTT

=J-(Z1 Points

[ Analog Points

. Binary Points

..[@ Counter Points

: Point Browser

v Trend Sampler

-1 DNP3

g‘:' DNP3 Comms (0-3)

== DMP3 Events

-l DNP3 MNetwork
4.E3 TCpP

DIMP Multi-h aster Configuration
FRTU DNP Address (Master 1)

4

DHP Master 1 Address
3

| Unsolicited Allovwed
DNP Master 1 Port

Fort 1 -

Minimum Unzolicited Event Tx Delay
1 Second:

Quiet time Delay
1 Seconds

Application Layer

FRTU DNP sddress (Master 2]
]

DMP Master 2 Address
]

Unzolicited Allowed
DHP Master 2 Port
Fart 2

Minimum Unzolicited Event Ty Delay
an Second:

Guiet time Delay
300 Seconds

Application Layer

MGate 5109 with DNP3 RTU Application

RTU DNP Address (Master 3)
]

DHP Master 3 Addiess
]

Unzolicited Allowed
DMP Master 3 Part
Fart 2

Minimum Unzolicited Event Tx Delay
a0 Seconds

Quiet time Delay
00 Seconds

Application Layer

Confirm [Event) Timeout Caonfirm [Event] Timeout Confirm (Event] Timeout
.y TCB/IP 16 Seconds 16 Seconds 16 Seconds
gy Advanced TCP/TP
88 DNP3/IP Hosts . '
£ General Unsalicited atternpts per burst DNP3/TCP Keep-dlive
.| Contraller Status 3 1150 Sezaib
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3.3. I/0 Setting
InI/0 > SCADAPack I/0:

Click the Add I/0 Module button and then select Module Type as 5607....

EI[' SCADAPack 334E SCADAPack | /0 Configuration
|_——_|D Paorts
g% Ports 0-3 %
&3 Hayes Modem
""" GPRS Module Stat. Pt. Filter Al Avg.
..... Ry, LxRTT :
. 307 Composite 'O NONE G Hz 6
=-Z Points

----- B Analog Points

..... ) Binary Paints \

----- B Counter Points -
Add IO Modul
----- £ Point Browser / cdule L‘

~{ Trend Sampler
427 DNP3 Module Type (5607 16DL10RO.84L260
ﬁ?a DMNP3 Comms (0 Module Address 0
DMP3 Event
e [] Emahle Status Pairt

- &0 DNP3 Masters
Einary Status Point Mo, |0

=3 TCR/P |nput Filker G Hz -
----- 2. TCP/IP
----- & Advanced T@P/IP Al Sarmpling Fate R0/B0Hz Filter

Line Frequency [Hz)
----- ] Controllerftatus A0 Dutput lype 0-20 s -

Configurfitor Diag

EIC /O L [ Ok ] [ Cancel l
L3f] SCADAPack /O |
=T TeTaster ——
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Then modify these 1I0’s properties as follows:

Double-click to configure Chan. DI0O-15 as Binary In and Point Num. as

0-15.

Chan.

Point Hum.

Input Type

Binary In

il
on

02

D3

D4

s

DG

r

Dig

Cai=liMitNimicaipl: =0

DG

=]

0o

10

01

1

onz2

12

D13

13

D4

14

D15

15

Double-click to configure Chan. DO0-9 as Binary Out and Point Num. as

0-9.

Binary Qut

0oo

0o

Do2

D03

Do4

DO5

D06

ooy

008

Wigi=liMmitnmitdipli =i

Dog

Double-click to configure Chan. AIO-7 as Analog In and Point Num. as
0-7. Input Type as O to 10V.

Analog In
AlD 0 0 to 10V -
Al 1 0 to 10V
Al 2 0 to 10V
Al 3 0 to 100
Ald 4 0 to 100
AlS 5 0 to 100
A 8 0 to 100
AlT T 0 to 100

Copyright © 2017 Moxa Inc.
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3.4.

e Double-click to config Chan. AOO-1 as Analog Out and Point Num. as 0-1.

Analog Qut

AQ0 0
Al 1

Add 5210 Counter Input module, then configure Counter In Point Num.
0-2 on Chan. C0-2.

Adr. Module Stat. Pt. Filter Al Avg. Line Freq. Al Rate QOut. Type Chan. | Type Point Num.
0 | ifuw]: 5210 Counter In NONE | Counter In
0 [ [ 5607 Composite 1D NONE 6 Hz 60 Hz 0-20 mA co ] o

c1 | o] I

c2 | fun] |2

Points Settings

After adding 5607 and 5210 I/0 Module, Local Points in Analog Points,
Binary Points and Counter Points will be added automatically.

These data points’ default class is set as LOCAL. But LOCAL is not reported to the
DNP3 Master. So these points needs to be changed to Class 0-3. Class 0 is
static data; classes 1-3 are event class. Class 1 is nominally the highest
priority, and class 3 is nominally the lowest.

In this demonstration, we set all of data points as Class 1.

= [l SCADAPack 334E Analog Paints

ED Ports
5 Ports 0-3 [ Add Point ] [ Add Bange ] [ Remaove ]
{3 Hayes Modem
Ry GPRS Analog Input #0 -
LRy, LRTT
= - Paint Mumber Point Type
B " 1 Input
2 Analog Paints 5 inpat Cinas 1 1] Input
B Ei Pointt
nan Um.s 3 Input Class 1 DMP3 Static Object Type Profile 1D
B Counter Paints 4 Input Class 1
: Point Browser 5 Input Class 1 o
“-{ Trend Sampler ] Input Class 1 DMP3 Point Data Class Master 2
CaTee [ Butput Class 1 Leca)
[:I General 1 Qutput Class 1
g Il\f40 Foint Atibotes (Generl) | Foint Attibutes (Enginsering) | IEC 60870-5 Elave
aster
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We illustrate each data object type as follows:
e Analog Input

The MGate 5109 supports Variation 1-4. In this demonstration, we select
g30v1 32bit Analog In. It will respond to Static Poll (Class 0) with Object
Status and Flag.

Analog Paints
[ Add Point ] [ Add Bange ] [ Remove ]
m—
0 Input Class 1 Paint Murnber P
1 Input Clazz 1 0 |
2 nput Class 1 d
- e =TT DNP3 Static Object Type
4 Input Class 1 -
£ input Class i v'l I:ult Analogln
g Input Class 1 a1 32kt Analog In
2 o e 30v2 16bit Analog I~ [ 4
np 9303 32b Al NoFlags
0 Output Class 1 g30v4 166 &) MoFlags
1 Output Class 1 “ gallvD Eng Float &l

Enable Unsolicited. Set Event Deviation Type as Percentage of Span
and Event Deviation as 10%. It is used to detect changes in an analog
point’s current value. A significant change exceeding the deviation %
specified in this attribute causes a DNP3 event to be generated.

Value Deviation
Event Deviation Type
[Percentsge af Span v]

Event Deviation
10 %

Tzolicited
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e Analog Output

The MGate 5109 supports Variation 2. In this demonstation, we select g40v2
16bit Analog Out. It will respond to Static poll (Class 0) with Object
Status and Flag.

Analog Faoints

AddPaint | | AddRange | | Remoye. |

Input

Input

Input

Input

Input

Input

Input

nput

Output

=lof=limith ik =0

Output

Analog Output #0 - A_

Foint Murmber Faint Type
1] Cutput

DMP3 Static Object Tepe
| 402 16bit Analog Out |

.l bt AaElonn 1

1 DMP3

Copyright © 2017 Moxa Inc.
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Binary Input

MGate 5109 with DNP3 RTU Application

The MGate 5109 supports Variation 1, 2. In this demonstration, we select
glv2 Binary In Flags . It will respond to Static Poll (Class 0) with Object

Status and Flag.

Enable Unsolicited to support sending unsolicited messages.

Binary Paints
[ Add Paint ] [ Add Bange ] [ Remove ]
Binary Input #0 -
[i] Input Faint Murmber Faint Tope
1 Input ] | FipLat
2 Input
3 Input Profile |0
4 Input [g'l w2 Binary In Flags v] n
s input gl1+1 Binary |nput R ]
i Input ql+w2 Binam In Flags ger 1 DMP3 Point Data Class Master 2
T Input
& input [Lu:u:al ]
5 Input
10 input Point Attibutes (Generel) | [EC 60870-5 Slave | Modbus Slave |
11 Input
12 Input Point State Event Attributes
13 Input OFF Current State 0 ‘;‘ﬂgl'ﬁ“ Set
14 input Alsrm Clear
15 Input NO 0 Time Deadhand
0 Output : —
] e TripfClose Tnsolicited
e Chtnat

Copyright © 2017 Moxa Inc.
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e Binary Output

The MGate 5109 supports Variation 2. In this demonstration, we select
g10v2 Binary Output. It will respond to Static poll (Class 0) with Object
Status and Flag. The MGate 5109 doesn’t support Binary Output Event,
so leave Unsolicited as unchecked.

Binary Output #0 -

Faint Mumber Paint Type
] Output

DMF3 Static Object Type Prafile 10
| g10w2 Binary Output = I 0

DMNP3 Paoint Data Class Master 1 DMP3 Paint Data Clazs Master 2 DMPS

[Elass 1 v] [Lu:u:al v] E

Point Atteibutes (General) | IEC 60870-5 Slave | Modbus Slave |

Foint State Event Attibutes
CFF Current Biate

N

TripdClose [ Tnsnlicited
Partner Foint Muomber
A5535
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e Counter Points

The MGate 5109 supports Variation 1, 2. In this demonstration, we select
g20v1 32bit Counter. It will respond to Static poll (Class 0) with Object
Status and Flag.

The Counter Change Deviation attribute is used to detect changes in a
counter value. A counter value change exceeding the deviation specified in
this attribute causes a DNP3 event to be generated. Set it as 1.

r
—

Counter Paints

Add Paint

Faint Murnber Pairt Type

I 0 Counter [nput
LDNES Stgtic Obigct Tupe Profile 1D
| g20v1 32bit Courter v | 0

OMP3 Point Data Class Master 1 DMP3 Point Data Clazs Master 2 DMP
[Elass 1 v] [L.;..;a| v] Loc.

Point Attributes (General) | [EC 60870-5 Slave | Modbus Slave |
Coumnter Value Event Attributes
Current Integer Value Counter Exceeded Point Number
1 1]
Intialize On Statop Counter High
Conmter Change Deviation
Femote Control Interlock 1
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3.5. Point Browser

MGate 5109 with DNP3 RTU Application

The Point Browser allows the values of individual points to be directly read from
(Static status) and written to arbitrary points (output points) in the SCADAPack

E Smart RTU.

In Points 2> Point Browser:

Add BI0O-BI3, BOO, AIO-2, AOO, COO to monitor. Enable Perform Automatic

Read to every 1 second.

- SCADAPack 334E
223 Ports

5 Ports 0-3

-8 Hayes Modem

----- GPRS

..... Ry 1xRTT

=-[Z3 Points

----- B Analog Points

----- G Binary Points

[ $= Point Browser
- Trend Sampler
-3 DNP3
-3 TCRAP
-0 General
@-E3 1O
[4
[
[3

b-23 Master
i-1 Slave
0-E3 Logic

3.6. Write config

Puaint Broweser
Write ] [ Wit Al ] ’ Read ] [ Perfarm Automnatic Read
Every 1 Seconds
<F3> = Mext Paint
Type Point # Decimal Hex Description
[ nE] 0 0 0 BID

1 0 0 BI1
2 0 0 Bl
3 0 0 BI3
0 0 0 BOO
0 0 0 AlD
1 0 0 AR
2 0 0 AlZ
o 0 0 ADD
1 0 0

Bin In

Binary Out

Analog In

Analog Out

Float In

Float Out

|

Use a USB cable to connect to the Schneider SCADAPack 334 E USB Port.
Select the communicate interface as USB.

-

default.rtu - SCADAPack E Configurator - SCADAPack 334E (modified) -'

File Edit Wiew Transfer

[EC61131-3 Commands

EELIEYSINT TIL Y] s

=- |’ SCADAPack 334E
[:l Forts

T.TDP

Communication S

Dial-p
TCP wirite Al

L.
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On completion of all the settings, click the Write RTU Configuration button to
download configuration to the Schneider SCADAPack 334 E.

default.rtu - SCADAPack E Configurator - SCADAPack 334E !r
File Edit View Transfer [EC61131-3 Commands Com

EELE:ARIGERIEE |
=@ SCADAPacH 31— —
[:l Ports Write RTU Configuration l Pairt Bramser

E||:| Points it

...... @ Analog Points

4. MGate 5109 Setting

Log in to the MGate 5109’s web console, and complete the following settings.

4.1. Serial Settings

Set as below:

Serial Settings

Port Baud rate Parity Data bit Stop bit Flow control FIFO Interface
1 115200 v None v Enable v RS-485 2-wire v

4.2. Protocol Conversion

Set as below:

Protocol Conversion
] B %
L
=
Rolet of MGate5100 : Role2 of MGate5109 :
Modbus TCP Client v Modbus TCP Server DNP3 Serial Master DMP3 Serial Qutstation v

4.3. DNP3 Settings
Under DNP3 Serial Master Settings, set DNP3 master address as 3.

IMaster Settings

DNP3 master address 3 | (0-65519)

Copyright © 2017 Moxa Inc. Page 19 of 44
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In Outstation List, click Add to add DNP3 Outstation and set as below:

Qutstation List

Binary Binary Analog
Index | Name E:::ess Input Output Egilrlllil:;e[:l]ints ﬁ\ﬁll:goints Output

points points points
0 SCADAPack334E|4 018 09 0-2 -7 01

e Set Unsolicited Message as Enable to accept the outstation’s unsolicited
responses.

e Set Polling all class 0 static points as At start up only to poll the status
of all data objects when the DNP3 Outstation is connected.

e Because Unsolicited Message and the outstation’s Unsolicited are enabled,
class 1-3 events are not polled.

Basic Setiings

Name |SCADAPack334E |

DNP3 data link address |4 | (0-65519)
Unsolicited Message

Polling all class 0 static points

Polling class 1 events

Polling class 2 events

Polling class 3 events

Configure I0 Objects "Points Index” and add the object commands as follows:

Object Points Index Commands

Binary Input 0-15 -

Binary Cutput 0-9 Read Binary Output
Counter 0-2 Read Counter
Analog Input 0-7 Read Analog Input
Analog Output 01 Read Analog Qutput

DNP3 Level2 doesn’t support Binary Output and Analog Output event, so
these objects are polled as follows:

Read Binary Output:

© Add
[Function code |Group [variation [aualifier [Polling interval (ms) |
[Read [10: Binary output [0: Any Variation J05: All paints |z000 |
Read Analog Output:
@ Add
[Function code JGroup Jvariation Jaualifier JPoliing interval (ms) |
|Read ] 40: Analog Qutput |0: Any Variation Jog: Al points |5000 |
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Because we set SCADAPack 334 E’s Analog Input functions Event Deviation
Type and Event Deviation as Percentage of Span and 10%, respectively, it
doesn’t achieve trigger level and therefore does not send any unsolicited

messages. Use polling to read the status of Analog Input as below:

@ Add

| Function code

|Group

Jvariation

JQualifier

[Polling interval (ms) |

[Read

[30: Analog input

|o: Any variaton

Jos: Al paints

Under Binary Object setting, we can set the CROB parameters by selecting

Function code or Control models.

Default CROBE parameters

[3/4: Select-Operate

| Latch an-off model

Index Function code Control models Object count On time (ms) Off time (ms)
0 [3/4: Select-Operate  w] | |[Latch on-off madel v|
[3/4: Select-Operate | | |[Close-rip model VIIE ] fFoee [foo0 |
[3/4: Select-Operate wv| | |[Activation model M E 5000 5000

[3/4: Select-Operate

[Latch an-off model

[3/4: Select-Operate

[Latch on-off model

[3/4: Select-Operate

[Latch on-off model

[3/4: Select-Operate

[Latch an-off model

[3/4: Select-Operate

[Lateh an-off model

w (== - | = [ M -

[3/4: Select-Operate

[Latch an-off model

The SCADAPack 334 E supports trip/close pulse controls, On-time, Off-time
and Count fields.

In this demonstration, BO 1's Control model is Close-trip model. When BO1
triggers Off>0n (by Modbus TCP client), the SCADAPack 334 E’s BO 1 will pulse
On-time for 5000 ms and then pulse Off-Time 5000 ms for three cycles. The
status will stay Off until the next command. In this demonstration, BO 2's
Control model is Activation model. When BO?2 triggers Off->0n (by Modbus
TCP client), the SCADAPack 334 E’s BO 2 will pulse On-time for 5000 ms and
then pulse Off-Time 5000 ms for three cycles. It will keep the status as Off until
the next command. In the MGate 5109’s Activation model design, the CROB’s
value on the MGate 5109 Internal Memory will be changed to Off. So with the
next trigger just write this memory as On and then it will trigger CROB, using
Activation model.
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4.4. Modbus TCP Setting

Set as below:

Modbus TCP Settings

Role

Server Settings

Unit ID
TCP port

5. Modbus Poll Setting

Role 1 of MGate5109 :
Modbus TCP Server

Server

MGate 5109 with DNP3 RTU Application

1260

The MGate 5109 uses an internal memory to exchange data between Modbus and DNP3.

Some data objects mapping address examples are shown below:

Data flow direction: Modbus TCP Client > DNP3 Serial Outstation

Modbus
DNP3 Coil Regoie Internal Address | Internal Address
i ister
Data object g (DEC) (HEX)
Address Address
CROB 0 1 0 0
CROB 1 2 0 0
AOCmdO 513 64 40
AOCmd 1 514 64 40
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Data flow direction: DNP3 Serial Outstation > Modbus TCP Client

DNP3 = Modbus = Internal Address | Internal Address
Data object|  C°" Register (DEC) (HEX)
Address Address
BI O 1 0 0
BI1 2 0 0
BO O 8193 1024 400
BO 1 8194 1024 400
Counter 0 1025 2048 800
Counter 1 1027 2052 804
Al O 9217 18432 4800
Al 1 9219 18436 4804
AO O 13313 26624 6800
AO 1 13314 26626 6802

PC runs Modbus Poll to connect to the MGate 5109’s TCP 502 port. According I/0
Data Mapping, add the command definition as follows:

5.1. Read BI Status Definition
BI I/0 Data Mapping:

<

Role 1 of MGate5109 :

Modbus TCP Server

[: mapped index O: un-mapped index
Coil Address Reg Address
1x0001 - 10001 4x0001 - 4x0001

- 4x15361 - 4x15361

Role 2 of MGate5100 :
DNP3 Serial Master

[A V]
0 o @
Outstation Index Type

| 20 |

Walue, 1 bitfpoint

BI[OD] Flag, 1 byte/point

- Ax2THAD - 4x27651

Event Time, & byte/point

1x0002 - 1x0002 4x0001 - 4x0001
- 4x15361 - 4x15361

Walue, 1 bit/point

BI[1] Flag, 1 byte/point

- 427652 - 4x27654

Event Time, 6 byte/point

4wNNNT  4wnnng AwniNN AN

Ainlin 4 hittanint
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BI Status Command Definition:

R s

File Edit Connection Setup Functions Display View Window Help
DS E&|%x ™|~ & 1 |o506151617 22 23[TC 1o, | @ K2|

Tx=0:Er=0xI1D=1:F=01: 5R = 1000ms
Mo connection

Scan Fate: 1000 [mz]

Dizable
[7] Read/write Dizabled

[] Dizable on ermror Read™ite Once

%0000 {})c[}[}]_{]‘ Read/Write Deﬁnitior u

l 1 [ 0 E—
Slave ID:

E 0
— o || Funstiors (01 Fiead Cais (04 z] [ Coeal |
_4 o Address: 1 Pratocal address. E.g. 11 -» 10
> o Quanti: 16
6 0
=
8
g

[T == T == T == L o R R R = T ==

Wiew
Rowsz
@10 (20 (B0 (100 ) Fit ko Quantity

10

Hide Aliaz Columns PLC &ddrezzes [Base 1]
[7] &ddress in Cell [] Ervon/Draniel Mode

When the BI Static Object is with a flag, the MGate 5109 uses class 0 static poll
to update the status of the Flag.

Binary Input #0 -

Paint Murnber
0 Ir

DMF3 Static Object Type

‘E'I W Binara I Flaﬁs vi

g1+ Binary [nput
qlw2 Binary In Flagz
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When RTU’s BI sends Unsolicited Message, the MGate 5109 will update the Flag

status and the Event Time.

'-:-'D [L\]PE Event Configuration
iogm DMP3 Comms (0-
DNP3 Events haw. Event Storage 5000

...88 DNP3 Masters

Analog Input A Flaat Input Event Buffer Maode [ kultiple

-3 TCP/IP Generate Binary Input Events ['W'ith Abzolute Time "]
w1 General
-3 /O Generate Analog Input Events | Mo Time (32-bit -
-2 Master
@-{ Slave Generate Float Input Events [With Time ']
=-E3 Logic
Generate Counter Input Events [ND Time [32-bit) v]
Generate Binary Output Events ["-.-\-"ith Time v]

Generate Analog Output / Float Output Events [With Time

5.2. Read BO Status Definition
BO I/0 Data Mapping:

=)

=
Role 1 of MGate5109 : Role 2 of MGate5109 :
Modbus TCP Server DNP3 Serial Master
[J: mapped index O: un-mapped index
[AN v
ol 03 @ e
Coil Address Reg Address Qutstation Index Type
1x8193 - 1x8193 4x0513 - 4x0513 Value, 1 bit/point
- 4x19457 - 4x19457 setLol Flag, 1 byte/point
1x8194 - 18104 4x0513 - 4x0513 Walue, 1 bit/point
- 4x19457 - 4x19457 ot Flag, 1 byte/point
1x8195 - 1x8195 4x0513 - 4x0513 Value, 1 bit/point
- 4x19453 - 4x19453 ozl Flag, 1 byte/point
1x8196 - 18198 4x0513 - 4x0513 Value, 1 bit/point
- 4x 19458 - 4x19458 BOL2] Flag, 1 byte/paint
%8197 - 1x8197 4x0513 - 4x0513 Value, 1 bit/point
- 4x19459 - 4x19459 oLl Flag, 1 bytedpoint
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BO Status Command Definition:

File

Edit Connection Setup Functions Display WView Window Help
D& X |7 |= &| /1 |os506151617 22 23|TC 2| 7 N2
BO.mbp = |[| Readpwrite Definitio
Tx=0Er=0ID=1.F=01:5R =
No connection Slave ID:
m&l%ﬂ Funchian: [Eﬂ Fead Coils [0x) "] Cancel
. I ; _—
- d Addresz: 8193 Protocol address. E.g. 17 -» 10
_3 o Quantity; 10
4 0 Scan Rate; 1000 [me]
s 0 Disable
— [7] ReadAafite Dizabled
_6 0 [] Dizable on emor Readfwrite Once
7 ] -
— Wiew
g o R o
_g, o @10 20 (B0 100 ) Fit ta Quantity
10 o] Hide Alias Columns PLC Addresses [Baze 1)
T [7] &ddress in Cell [] Erron/Daniel Mode

5.3. Read Counter Status Definition
Counter I/0 Data Mapping:

©
L (= ]
read read
Role 1 of MGate5109 : Role 2 of MGate5109 :
Modbus TCP Server DNP3 Serial Master
[: mapped index [ : un-mapped index
[All v|
& e o =
Coil Address Reg Address Qutstation  Index Type
- 4x1025 - 4x1026 Value, 4 byte/point
- 4x23553 - 4x23853 Flag, 1 byte/point
- 41027 - 4x1028 ] cl Value, 4 byte/point
- 4x23503 - 4x23553 Flag, 1 bytefpoint
- 4x1029 - 4x1030 Value, 4 byte/point
- 4x 23504 - 4x23554 Flag, 1 bytefpoint
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Change Display to Long CD AB (i.e.,Word Swap).

Counter Status Command Definition:

8 Modous ol - Couniscris TR

File Edit Connection Setup Functions | Display | View Window Help

DEEdS X O[S 21|05

Counter.mbp E =]

~

Tx =54 Emr=0:1D=1:F=03:5

4x1020

Signed

Unsigned
v | Hex

Binary

Long AB CD

I Leng CD AB

lo|o|w]o]u]aloln

10 --

" Long BADC
Long DC BA

Float AB CD
Float CD AB
Float BA DC
Float DC BA

Double AB CD EF GH
Double GH EF CD AB
Double BA DC FE HG
Double HG FE DC BA

¥ PLC Addresses (Base 1)
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5.4. Read AI Status Definition
Al I/0 Data Mapping:

©
< %

read read
Role 1 of MGate5109 : Role 2 of MGate5109 :
Modbus TCP Server DNP3 Serial Master
[: mapped index O: un-mapped index
[Al v
| o [ 60 o
Coil Address Reg Address Qutstation Index Type
- 4x8217 - 425218 Value, 4 bytepoint
AI[D]
- 425601 - 4x25601 Flag, 1 bytefpoint
- 4x8215 - 4x8220 Value, 4 bytepoint
N AI [ 1 ]
- 425601 - 4x25601 Flag, 1 byte/point
- 4x9221 - 4x9222 Value, 4 bytefpoint
S AI [2]
- 4x25602 - 4x25602 Flag, 1 bytefpoint
- 4x9223 - 4x9224 Value, 4 bytefpoint
Al[3]
- 4x25602 - 4x25602 Flag, 1 bytefpoint

Change Display to Long CD AB (i.e, Word Swap).

AI Status Command Definition:
0 Modbus Poll - ALmbp T

File Edit Connection Setup Functions Display WView Window Help

DEE& x|™|= & /|0506151617 22 23|TC 2| 7 W2

ALmbp == ﬂ
—_ . —_ - —_ - —_ . —_ i~
Tx=0:Ermr = 0:ID =1:F =03: SR = 1000ms Read/Write Definition
Mo connection
’J 4x9210 4x9220| 40230 || Guvern: @
Function: [03 Read Holding Registers [4x] VI [ Cancel ]
2 - .
_3 0 Addiess; 3217 Protocol address, E.g. 40011 -> 10
_4 Quantity; 16
5 ] Scan Rate: 1000 [rris]
6 - Disable
- 0 0 [ Fifaada"\f\-fnte Dizabled :
— [ Disable or error BeadMiite Once
8 .
—] Wiew
_9 o 0 Rows
10 .- - @10 (20 (80 (100 (0 Fitto Quantity
Hide &liaz Columns PLC Addreszes [Base 1)
[ Address in Cell ] EnrondD aniel Mode
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5.5. Read AO Definition
AO I/0 Data Mapping:

read

Role 1 of MGate5109 :

Modbus TCP Server

[ mappad indax O un-mapped indax

Coil Address Reg Address
- 4x13313 - 4x13313

- 4% 26625 - 4426625

- 4x13314 - 4313314

- 4% 26625 - 4426625

< 2

Role 2 of MGate5109 :
DNP3 Serial Master

[An v
e Ea [ o |
QOutstation Index Type
Value, 2 byte/point

Flag, 1 byte/point

Value, 2 byte/point
AO[ 1 ] e
Flag, 1 byte/point

Change Display to Signed.

AO Status Command Definition:

8 Modbus il - 20 e I

_ File Edit Connection Setup Functions | Display | View Window Help

DEE&E X [T |5 &/l |05 06 N

Mo connection

¥x=0:Er=0:1D=1:F =03: SR =1000m Unsigned

Hex

4x13310

Binary

Long AE CD
Long CD AB
Long BA DC
Long DC BA

Float AB CD
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6. Communication Test

6.1. 5607 I/0 Demonstrator board Introduction

We can use the 5607 I/O Demonstrator board to control DIO-3 and AIO-2 status
as follows:

i
"ML Deme |
\ Demonstrotor Pulse Fm
g - e - - o) (o)
L s
\I

PL_PWR IN =1, 2
i

| DIO~3 level swith

(©)2007-8, Control Microsystems, inc Mode in Conada . g
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6.2. MGate Protocol Diagnose Introduction

In the MGate 5109 web console, there is Protocol Status to diagnose the
protocol status. It includes I/0 Data View, DNP3 Serial Diagnose, and DNP3
Serial Traffic as follows:

A DNP3 Serial Master Diagnose
- Main Menu [ Auto refresh
Quick Setup .
Overview Select connected device |,a\|| (v

Basic Seftings Communication Statistics

Metwork Settings

Name DNP3J Address |Msg Tx |Msg Rx |Last Msg T»
SCADAPack334E |4 1531 1531 2017-01-05

Senal Settings

- Protocol Settings

- System Management
- System Monitoring
- System Status
- Protocol Status
IO Data View
DNP3 Serial Diagnose
Modbus TCP Diagnose
DNP3 Serial Traffic

In the I/0 Data View web page, we can choose Data flow direction to see IO
raw data in Modbus TCP Client = DNP3 Serial Outstation or DNP3 Serial
Outstation > Modbus TCP Client.

I/O Data View
[ Auto refresh
Data flow direction [ Modbus TCP Client — DNP3 Serial Outstation v | Startaddress(Hex) [0 |
Internal Address 00 01 02 03 04 05 06 o7 08
0000n 0o 0o 00 0o 00 00 00 00 00
0o010n 00 00 0o 00 00 00 00 00 00
0020n 00 00 0o 00 00 00 00 00 00
0030n 00 00 ] 00 00 00 00 00 00
0040n 00 00 0o 00 00 00 00 00 00
0050n 00 00 ] 00 00 00 00 00 00
0060h 00 00 a0 00 00 00 00 00 00
oo70n 00 00 00 00 00 00 00 00 00
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In the DNP3 Serial Traffic web page, the MGate 5109 supports DNP3 Serial
Traffic monitoring. Users can capture DNP3 Serial traffic and then export it as a
text file for later analysis.

DNP3 Serial Traffic

[ Aute scroll

Stop

Ready to capture.

No. Time Send/Receive Data
3 2787 Send 056408 C4040003 00 E4 28 C6 CE 0123 0006 2C BF A
4 2814 Receive 0564 17 44 03 00 04 00 EB B4 D5 CE 81 00 00 28 02 01 00 00 O1 00D 01 00 00 01 F5 C7 00 00 FF FF
5 2837 Send 056408 C4040003 00 E4 2B C7 CF 0114 00 06 9F B4
[} 2.858 Receive 0564 20 44 03 00 04 00 95 E3 D6 CF 810000 14 01 01 00 00 02 00 01 00 00 00 4B 52 00 01 00 00 00 00 01 00 00 0O
0088 1F
T 4.087 Send 056408 C404000300E4 25 C8CO0011E 000G 96 B2
a3 4112 Receive 05643944030004006F B4 D7 COB100001EQ1 01000007 0001 5C TAQDB59C 0001 BT 02000001 AA
0000 010100 00 00 81 A9 01 00
9 4113 Receive 0000 00010000 00 00 0100 00 00 00 01 44 27 00 DO 00 00 FF FF
10 7.738 Send 0564 0B C404 00 03 00 E4 2B C9 C1 01 DA 00 06 6E 24
1 7822 Receive 05 64 1B 44 03 00 04 00 54 63 D8 C1 81 00 00 0A 02 01 00 00 02 00 01 01 01 01 DC A9 01 01 D101 01 01 5E 2F
12 7.837 Send 056408 C404 000300 E4 25 CAC201 23 0006 CF B1
13 7.367 Receive 0564 17 44 03 00 04 00 EB B4 D9 C2 81 00 00 25 02 01 00 DO 01 00 01 00 00 01 7C 18 00 00 FF FF
14 7877 Send 056408 C404000300E4 2B CBC301 140006 7C BA
15 7.907 Receive 0564 20 44 03 00 04 00 95 E3 DA C3 8100 00 14 01 01 00 00 02 00 01 00 0D 00 C2 8D 00 01 00 OO 00 00 D1 00 00 00
0088 1F
In the DNP3 Serial Diagnose web page, users can monitor the status of all
DNP3 outstations, including the status of its Data Object Points.
DNP3 Serial Master Diagnose
] Auto refresh
Select connected device | Qutsiation address 4 v
Device Details
Status Connected
Internal Indications 00000
Received Binary Input Event Count 1]
Received Counter Event Count 0
Received Analog Input Event Count 1]

Point Information

[Binary Input |

Point Index Value Flags Time Updated

0 ON OFFLINE 2017-01-05 11:05:03
1 OFF MIA 2017-01-05 11:05:03
2 CON NIA 2017-01-05 11:05:03
3 OFF MNIA 2017-01-05 11:05:.03
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6.3. DNP3 Connection Status

Check System Monitoring - Protocol Status - DNP3 Serial Master

Diagnose and make sure Outstation Address 4 is connected.

DNP3 Serial Master Diagnose

M Auto refresh
Select connected device | Qutstation address 4 v

Device Details

Siatus
Internal Indications
Received Binary Input Event Count

Connected
0x0000
1

Received Counter Event Count 1]
Received Analog Input Event Count 1]

6.4. BI Test

Push DINO, DIN2 level switch as On and DIN1, DIN3 level switch as Off. The
SCADAPack 334 E will send an Unsolicited Message to notify that BI 0 and BI
2 have been updated to On. Check the status of Binary Input as follows:

MGate DNP3 Diagnose:

Paint Information

Point Index Value Flags Time Updated

0 ON OMLINE 2016-12-28 155219
1 OFF OMLINE 2016-12-28 155919
2 ON OMLINE 2016-12-28 15:5%:19
3 OFF OMLINE 2016-12-28 155919

SCADAPack E Configurator Point Browser:

Puoint Erowser

| Wi | | Wi All | [¥]iPerfarm Automatic Read

Every 1 Seconds
<F3: = Mext Paint
N I_sze Point # Decimal Hex Description
nt 0 1 1 BID
1 0 0 Bl
e 1 1 BI2
3 0 0 BI3
U U U guUl
0 8935 2319 Al
1 8723 1443 Al
2 6326 1886 AlZ
0 0 0 ADD
0 0 0 coo
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Modbus Poll-BI status:

8 viocbus pol- E1rEp

File Edit Connection Setup Functions Dis
DEE & X[ = 21|05 06 15

Tx=815Emr=0:1D=1:F = 01: 5R = 1000ms
00000 Ox0010
H—: o
P o 0
_3 1 o
_4 o 0
_5 o o
_6 o o
E 0
8 0
9 0
10 0
MGate IO Dataview:
I/0 Data View BI76543210
A et 00000101
Data flow direction [ Modbus TCP Client = DNP3,&erial Outstation v| Start address(Hex) D
Internal Address 00 D1 0z 03 04 05 08 o7 !
0000h 05 00 00 00 00 li] i 00 !
0010h 0o 00 o0 00 00 00 00 00
AN nn n an an nn on an nn .
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6.5. AI Test

Rotate the AIO-2 rotary switch. If AIO- AI2 is changed to beyond the 10%
deviation, the SCADAPack 334 E will send an Unsolicited Message with
notifications of Al events. After the MGate 5109 polls Al actively, check the status
of the Analog Input as follows:

MGate DNP3 Diagnose:

Paint Information

(Analog Input__w]

Point Index |!§|;|§ Flags Time Updated

0 31324 OMLINE 2017-01-04 19:29:25
1 695 OMLINE 2017-01-04 19:29:23
2 12714 OMLINE 2017-01-04 19:29:25
3 1 OMLINE 2017-01-04 19:29:28
4 o] OMLINE 2017-01-04 19:29:25
5 1] OMLINE 2017-01-04 19:29:23
6 o] OMLINE 2017-01-04 19:29:25
7 1] OMLINE 2017-01-04 19:29:23

SCADAPack E Configurator Point Browser:

Puoint B rowvger

| wite | | e Al | |Wl [V]iPerform Automatic Fead
- Every 1 Seconds
<F3> = Mext Paint
Point # Decimal Hex Description
0 1 1 BID
1 0 0 Bl
2 1 1 B2
3 0 0 BI3
4 { v}
0 31326 TASE Ald
1 695 2B7 Al
2 12714 3184 AlZ
0 ] [1] AO0
1 0 0
0 0 0 BOO
1 0 0 BO1
2 0 0 BO2
3 0 0 BO3
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Modbus Poll-Al Status:

EERRE S

File Edit Connection Setup Functions Display Miew Wir

Help
DEE&S|X|[T |5 2|/ |0506 1516 17 22
Almbp
Tx=5Er=0:1D=1:F =03: 5R = 1000ms
4x9210 4x9220 4x9230
7 - -
3 1
4 -
5 0
6l -
K 31326 0
g - -
g 595 0
10/ - -
MGate IO Dataview:
/O Data View L“*
[ Auto refresh
Data fiow direction [Modbus TCP Client <-- DNP3 Serial Outstation V| ALD ALl Start address(Hex) A2 Lengtn [128
e i S T i S £ R 13| R i
s ® @ @ @ ® o® ® 3 2 ® © D
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6.6. BO Test
CROB command I/0 Data Mapping:

MGate 5109 with DNP3 RTU Application

- - '0
= FH
Role 1 of MGate5109 : Role 2 of MGate5109 :
Modbus TCP Server DMNP3J Serial Master
[J: mapped index [ : un-mapped index
[An v
| BO (CROB) [l A0 Cmd | ontro
Coil Address Reg Address QOutstation Index Type
1x0001 - 10001 4x0001 - 4x0001 BO[OD] Value, 1 bit/point
1x0002 - 1xD002 4x0001 - 4x0001 BO[1] Value, 1 bit/point
1x0003 - 1x0003 4x0001 - 4x0001 BO[2] Value, 1 bit/point
1x0004 - 1xD004 4x0001 - 40001 BO[3] Value, 1 bit/point
1x0005 - 1x0005 4x0001 - 4x0001 BO[4] Value, 1 bit/point
1x0006 - 140006 4x0001 - 4x0001 1 BO[5] Value, 1 bit/point
1x0007 - 1x0D007 4x0001 - 4x0001 BO[8] WValue, 1 bit/point
1x0008 - 1x0008 4x0001 - 4x0001 BO[7] Value, 1 bit/point
1x0009 - 1xD009 4x0001 - 4x0001 BO[8] Value, 1 bit/point
1x0010 - 1x0010 4x0001 - 4x0001 BO[9] Value, 1 bit/point
CROB Parameter Setting:

Default CROB parameters

Index Function code Control models Object count On time (ms) Off time (ms)

] [3/4: Select-Operate  w|  |[Laich on-off model v|

1 [3/4: Select-Cperate w|  |[Close-trip model M E 5000 5000

2 [3/4: Select-Operate w|  |[Activation model v ||3—| |IW| [fooo ]

- [ —— T T L | I

e Control Model - Latch on-off model test:

Use Modbus Function Code 5 to Write Coil 1 (BO 0) as On; the MGate 5109
will send BO 0 as Latch On and the SCADAPack 334 E BOO will show as On.
Write Coil 1 as Off. The MGate 5109 will send BO 0 as Latch Off and the

SCADAPack 334 E BOO will show as Off.
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e Control Model - Close-trip model test:

Use Modbus Function Code 5 to Write Coil 2 (BO 1) as On, and the MGate
5109 will send BO 1 as Pulse ON with Close. The SCADAPack 334 EBO 1
will then show On for 5000 ms and then Off for 5000 ms, repeated three
times. Then the status of BO 1 stays Off. Write Coil 2 as Off, and the MGate
5109 will send BO 1 as Pulse ON with Trip , then SCADAPack 334 EBO 1
will show On for 5000 ms and Off for 5000 ms, repeated three times. Then
the status of BO 1 stays Off.

e Control Model - Activation model test:

Use Modbus Function Code 5 to Write Coil 3 (BO 2) as On, and the MGate
5109 will send BO 2 as Pulse ON. The SCADAPack 334 E BO 2 will then show
On for 5000 ms and Off for 5000 ms, repeated for three times. The status of
BO 2 stays Off. Write Coil 3 as On (In Activation Model, this BO internal
address will be updated as Off when the CROB command is sent. So we just
write this coil as On to trigger the CROB command.).The MGate 5109 will
then send BO 2 as Pulse ON and the SCADAPack 334 E BO 2 will then show
On for 5000ms and Off for 5000ms, repeated three times. The status of BO
2 stays Off.

6.7. AO Test
AO command I/O0 Data Mapping:

- - 'Q
=
Role 1 of MGate5109 : Role 2 of MGate5109 :
Modbus TCP Server DNP3 Serial Master
[ mapped index O: un-mapped index
(AN v]
Coil Address Reg Address Outstation Index Type
- 4x0513 - 4x0513 AD[OD] Value, 2 bytefpoint
1
- 4x0514 - 4x0514 AD[1] Value, 2 byte/point
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Use Modbus Function Code 16 to Write AO 0 as 123:

16: Write Multiple Registers

SlaveID: 1
Addrese: 513
Quantity: 1

Type: Signed

Send
Cancel
Edit
Open

Save

il

MGate DNP3 Diagnose:

Paoint Information

Analog Cutput  »

Point Index Value Flags Time Updated
1] 123 OMLINE 2016-12-28 16:15:05
1 0 OMNLINE 2016-12-28 16:15:05

SCADAPack E Configurator Point Browser:

Point Browszer
[ Wite ] [ Wite Al l [¥]iPerform Automatic Read
Every 1 Seconds
<F3> = Mext Paint
Point # Decimal Hex Descriptior
0 1 1 BIO
1 0 0 BI
2 1 1 BI2
3 0 0 B3
0 0 0 BOO
0 8584 2318 AlD
1 5723 1443 Al
% 5%? 1887 AE_
0 123 7B Ao0 |
0 0 0 Coo
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MGate IO Dataview:

I/0 Data View
AOOD
¥ Auto refresh
Data flow direction [Modbus TCP Client <— DNP3 Serial Glitstation v| Start address(Hex) |6300
Internal Address 0o 01 02 03 04 05 08 o7 03
6500n 0o 7B 0o 0o 0o 00 0o 0o oo
68100 0o 0o 0o 0o 0o 0o 00 0o 0o
6820n 0o 0o 00 0o 0o 0o 00 00 0o
6830 0o 0o 0o 0o 0o 0o 00 00 0o
6340 0o 0o 0o 0o 0o 0o 00 00 0o
6350h 0o 0o 0o 0o 0o 0o 00 00 0o
6860n 00 0o 0o 0o 0o 00 00 0o oo
6870n 00 0o 0o 0o 0o 00 00 0o oo

7. Get Flag and Timestamp Test

DNP3 data objects not only contain the status of each value; some of them have quality
indicators (flags) or timestamps.

There are several ways to update the data’s values, flags and timestamps. Some
scenarios are as follows:

1)

2)

3)

4)

5)

The DNP3 Master sends a “Read Class 0 data” command. The outstation may
respond to all static objects using each object’s default variation setting, including
“with/without flag” and “with/without time”.

The DNP3 Master sends a “Read Specific data object” command. The outstation may
respond to this object using its default variation setting, including “with/without flag”
and “with/without time”.

The DNP3 Master sends a “"Read Class 1, 2, 3 data” command. The outstation may
respond to all events using each object’s default variation setting, including
“with/without flag” and “with/without time”.

The DNP3 Master sends a “Read specific event” command. The outstation may
respond to all events using each object’s default variation setting, including
“with/without flag” and “with/without time”. In DNP3 Level 2, the DNP3 Master can
send “Read BI event” with “"Absolute Time/ Relative Time” or without a timestamp.

The DNP3 Outstation can send an Unsolicited Response to the Master notifying
about events “with/without flag” and “with/without time”.
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So in the MGate 5109's DNP3 Diagnose, you should distinguish which flag or time is
coming from which rules. When an outstation’s response is received, the Value of the
Points will be updated with the latest value (the same point’s may include several

events). Flags may be updated if response include flags. Time Updated will use the
time the update was received.

MGate DNP3 Diagnose:
DNP3 Serial Master Diagnose
W Auto refresh

Select connected device | Outstation address 4 v |

Device Details

Status

Connected
Internal Indications Qx0010
Received Binary Input Event Count 2
Received Counter Event Count 1]
Received Analog Input Event Count 1]

Point Information

[Binary Input |

Point Index Value Flags Time Updated

0 OFF CNLINE 2017-01-06 14:22:17
1 ON OMLINE 2017-01-06 14:2217
2 ON OMLINE 2017-01-06 14:2218
3 ON OMLINE 2017-01-06 14:2218

Copyright © 2017 Moxa Inc. Page 41 of 44




Moxa Tech Note

MGate 5109 with DNP3 RTU Application

In the following figure, we illustrate how to get the MGate 5109 BI object’s flags or

timestamps via opposite protocol-Modbus TCP.

Complete I/O Data Mapping as follows:

DNP3 Serial Master Diagnose

W Auto refresh

Select connected device | Outstation address 4 v |

Device Details

Status

Internal Indications

Received Binary Input Event Count
Received Counter Event Count
Received Analog Input Event Count

Point Information

Connected
0x0010

2

0

0

[Binary Input |

Point Index Value Flags Time Updated

0 OFF ONLINE 2017-01-06 14:22:17
1 CON COMLINE 2017-01-06 14:22:17
2 oM OMLINE 2017-01-06 14:22:18
3 OM ONLINE 2017-01-D6 14:22:15

Read BI 0-3’s Flag as follows. Each BI point has one byte. The bit 0 "Set” indicates flag
as ONLINE.

Modbus Master Read BI’s Flag:

Alias

1
P BIZ, 3
3 Bl4, 3

4x15360

BID, 1 Q000 0001 0000 0001

QOO0 0001 0000 0001
QOO0 0000 0000 000
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Read BI 0-3’s Update Time as follows. Each BI point has 6 bytes. These 6 bytes are
“milliseconds since the start of January 1, 1970 UTC".

Modbus Master Read BI’'s Updated Time:

Alias 427640 Alias 427650

1 BI O Register 3 0x0139
2 BI1 Register 1 OxE620
3 BI1 Register 2 0x08852
4 BI1 Register 3 0x01359
5 Bl 2 Register 1 OxEe97C
"_ﬁ- Bl 2 Register 2 0x8852
i Bl 2 Register 3 0x01359
8 BI 3 Register 1 OxEBE3
Q Bl O Register 1 OxB4C3 BI 3 Register 2 0x8852
10 BI 0 Register 2 0x9852 BI 3 Register 3 0x01359

MGate DNP3 Diagnose -BI Status:

Point Information

Binary Input W

Point Index Value Flags Time Updated

0 OFF OMLIMNE 2017-01-06 14:56:11
1 OM OMLIMNE 2017-01-06 14:56:11
2 OM OMLIMNE 2017-01-06 14:56:12
3 OM OMLIMNE 2017-01-06 14:56:12
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