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Introduction

Welcome to the MGate 5105-MB-EIP line of Modbus-to-EtherNet/IP gateways. All models perform easy
protocol conversions between Modbus RTU/ASCII, Modbus TCP, and EtherNet/IP protocols.

This chapter is an introduction to the MGate 5105-MB-EIP and includes the following sections:

Overview

Package Checklist

Power Input and Relay Output Pinouts
LED Indicators

Dimensions

Qaoaoaoaooaa

Pin Assignments

» Modbus (Modbus RTU/ASCII) Pin Assignment

» Console (RS-232) Pin Assignment

Mounting the Unit

Specifications

Reset Button

Pull-high, Pull-low, and Terminator for RS-485

microSD

aoagaoaaao

Configuration Methods
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Introduction

Overview

The MGate 5105-MB-EIP is a line of protocol gateways that provides users with the following features:

Gateway function to transfer data between Modbus RTU/ASCII, Modbus TCP and EtherNet/IP
Support for both EtherNet/IP adapter and scanner

Effortless configuration via web or Windows utility

Complete packet analysis and diagnosis information for maintenance

Redundant dual DC power inputs

Built-in Ethernet cascading for easy wiring

Power-off warning by relay output

MicroSD card supported for configuration backup

Web-based GUI for 1/0 data visualization

-40 to 75°C wide operating temperature range models available

Package Checklist

All models of the MGate 5105-MB-EIP Series are shipped with the following items:

Standard Accessories:

1 MGate 5105-MB-EIP Modbus-to-EtherNet/IP Gateway
Documentation & software CD
Quick installation guide (printed)

Warranty card

Optional Accessories:

DR-4524: 45W/2A DIN-rail 24 VDC power supply with universal 85 to 264 VAC input

DR-75-24: 75W/3.2A DIN-rail 24 VDC power supply with universal 85 to 264 VAC input

DR-120-24: 120W/5A DIN-rail 24 VDC power supply with 88 to 132 VAC/176 to 264 VAC input by switch
WK-36-01: wall-mounting kit

NOTE

Notify your sales representative if any of the above items is missing or damaged.

Power Input and Relay Output Pinouts

©

0oggg0oone

J_ V2+ V2- | f | Vi+ V1-
Shielded DC Power DC Power DC Power DC Power
N.O. Common N.C.
Ground Input 2 Input 2 Input 1 Input 1
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LED Indicators

LED Color Description
PWR 1, Green Power is on
PWR 2 Off Power is off
Off Power is off or a fault condition exists
Steady: Power is on, and the MGate is functioning normally
Green Blinking: The MGate has been located by MGate Manager’s Location
Ready function . . .
Steady: Power is on, and the MGate is booting up
Red Blinking slowly: Indicates an IP conflict, or the DHCP or BOOTP server
is not responding properly
Flashing quickly: microSD card failed
Off No 1/0 data is exchanged
Steady: 1/0 data is exchanged with all devices
EIP (Scanner)
Green Blinking: 1/0 data is exchanged with at least one device
(not all configured devices can communicate with a gateway)
Off No 1/0 data is exchanged
EIP (Adapter) Steady: 1/0 data is exchanged with all devices
Green Blinking: 1/0 data is exchanged with at least one device
(not all configured devices can communicate with a gateway)
Off No communication with Modbus RTU/ASCII device
Green Modbus RTU/ASCII communication progress
Communication error
When MGate 5105 acts as RTU/ASCII Master:
1. Slave device returned an error (exception)
MB 2. Received frame error (parity error, checksum error)
Red 3. Timeout (slave device no response)

When MGate 5105 acts as RTU/ASCII Slave:
1. Received invalid function code

2. Master accessed invalid register address or coil addresses

3. Received frame error (parity error, checksum error)

1-3
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Unit: mm (inch)
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Reset to default -
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microSD card | MODBUS port Ethernet 43 (0-17)‘1 105.04 (4.14) !
Dual power inputs Serial console LED indicators
and relay output 113.84 (4.48)
Top View Front View Side View

Pin Assignments

Modbus (Modbus RTUZASCI1) Pin Assignment

36 (1.42)

DIN rail

Back View

The MGate 5105-MB-EIP Series uses a DB9 serial port to connect to Modbus RTU/ASCII devices.

Pin RS-232 | RS-422, RS-485-4W RS-485-2W

1 DCD TxD- -

2 RXD TxD+ -

3 TXD RxD+ Data+

4 DTR RxD- Data-

5 GND GND GND

6 DSR - -

7 RTS - -

8 CTS - -

9 — — —

Console (RS-232) Pin Assignment

The MGate 5105-MB-EIP Series uses an RJ45 connector to connect to a PC for device configuration.

Pin RS-232
DSR
RTS
GND
TXD
RXD
DCD
CTS
DTR

0N~ |W[N|F
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Mounting the Unit

1. Connect the power adapter. Connect the 12—48 VDC power line or DIN-rail power supply to the MGate
5105-MB-EIP device’s terminal block.
Use a Modbus serial cable to connect the MGate to a Modbus slave device.
Use an Ethernet cable to connect the MGate to the EtherNet/IP controller.
The MGate 5105-MB-EIP is designed to be attached to a DIN rail or mounted on a wall. For DIN-rail
mounting, push down the spring and properly attach it to the DIN rail until it “snaps” into place. For wall
mounting, install the wall-mount kit (optional) first, and then screw the device onto the wall. The following
figure illustrates the two mounting options:

Wall-Mount Installation DIN-Rail Installation

Vrnﬁ@ 655665601

0 OO0
PRI PR Ready

[ele]
e e

O (0

0000
XXX
o

Mates1s e e

®
M Step 2: Screw onto wall Step 1: Fush down thespring
Step 2: Click onto DIN rail

Step 1: Install wall-mount kit

Specifications

Ethernet Interface

Protocol: EtherNet/IP, Modbus TCP

Number of Ports: 2 (Ethernet cascade)

Speed: 10/100 Mbps, Auto MDI/MDIX
Connector: 8-pin RJ45

Magnetic Isolation Protection: 1.5 kV (built-in)

EtherNet/IP

Class: Adapter, Scanner

CIP Objects Supported: ldentity, Message Router, Assembly, Connection Manager, TCP/IP interface,
Ethernet link, Port

Max. Number of Connections:

MGate as Adapter: 16 connections for read-only, 1 connection for read/write

MGate as Scanner: 100 connections

Max. Total 1/0 Data Size:

Input: 2048 bytes (496 bytes per connection)

Output: 2048 bytes (496 bytes per connection)

1-5
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Modbus

Functions Supported: 1, 2, 3, 4, 5, 6, 15, 16, 23
Max. Number of Commands: 100

Max. Number of Connections:

MGate as Modbus TCP Client: 32 connections
MGate as Modbus TCP Server: 16 connections
Max. Total 1/0 Data Size:

Input: 2048 bytes

Output: 2048 bytes

Modbus Serial Interface

Protocol: Modbus RTU/ASCII

Number of Ports: 1

Serial Standards: RS-232/422/485, software selectable
Connectors: DB9 male

Isolation: 2 kV (built-in)

RS-485 Data Direction Control: ADDC® (automatic data direction control)
Pull High/Low Resistor for RS-485: 1 KQ2, 150 KQ
Terminator for RS-485: 120 Q

Data Bits: 5, 6, 7, 8

Stop Bits: 1, 1.5, 2

Parity: None, Even, Odd, Space, Mark

Flow Control: RTS/CTS, RTS Toggle

Baudrate: 50 bps to 921.6 Kbps

External Storage Drive
Interface: microSD
Standard: SDHC v2.0

Serial Signals

RS-232: TxD, RxD, RTS, CTS, DTR, DSR, DCD, GND
RS-422: Tx+, Tx-, Rx+, Rx-, GND

RS-485-4w: Tx+, Tx-, Rx+, Rx-, GND
RS-485-2w: Data+, Data-, GND

Software

Operation Modes: EtherNet/IP Adapter/Scanner, Modbus RTU/ASCII/TCP Client/Server

Configuration Options: Web console, Windows utility, serial console

Utilities: MGate Manager for Windows 2000 (x86/x64), Windows XP (x86/x64), Windows 2003 (x86/x64),
Windows Vista (x86/x64), Windows Server 2008 (x86/x64), Windows Server 2008 R2, Windows 7 (x86/x64),
Windows 8 (x86/x64), Windows 8.1 (x86/x64), Windows Server 2012, Windows Server 2012 R2, Windows 10
(x86/x64)

Physical Characteristics

Housing: Metal (IP30)

Weight: 507 g (1.12 Ib)

Dimensions: 36 x 105 x 140 mm (1.42 x 4.13 x 5.51 in)

Storage Card Slot: 1 microSD (SDHC) card slot supports up to 32 GB

Relay Alarm Circuit: 3-pin circuit with current-carrying capacity of 2 A @ 30 VDC

Environmental Limits

Operating Temperature:

Standard Models: 0 to 60°C (32 to 140°F)

Wide Temp. Models: -40 to 75°C (-40 to 167°F)

Storage Temperature: -40 to 85°C (-40 to 185°F)

Ambient Relative Humidity: 5 to 95% (non-condensing)

Altitude: Up to 2000 m

Note: Please contact Moxa if you require products guaranteed to function properly at higher altitudes.

Power Requirements
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Input Voltage: 12 to 48 VDC

Power Connector: Terminal block
Power Consumption:

455 mA @ 12 VDC, 125 mA @ 48 VDC

Standards and Certifications

Safety: UL 508, EN 60950-1

Hazardous Location: Class 1 Division 2, ATEX, IECEx
EMC: EN 55032/24

EMI: CISPR 32, FCC Part 15B Class B

EMS:

IEC 61000-4-2 ESD: Contact: 8 kV; Air: 15 kV

IEC 61000-4-3 RS: 80 MHz to 1 GHz: 10 V/m

IEC 61000-4-4 EFT: Power: 4 kV; Signal: 2 kV

IEC 61000-4-5 Surge: Power: 2 kV; Signal: 2 kV

IEC 61000-4-6 CS: 150 kHz to 80 MHz: 10 V/m

IEC 61000-4-8 PFMF

Shock: IEC 60068-2-27

Freefall: IEC 60068-2-32

Vibration: IEC 60068-2-6, IEC 60068-2-64
Reliability

MTBF (mean time between failures): 859,422 hrs.
Standard: Telcordia SR332

Warranty
Warranty Period: 5 years
Details: See www.moxa.com/warranty

Reset Button

Reset button

™
Rl R R
© CEEEGERELRER
3
Al
°© L§J LEJ LgJ

Restore the MGate to factory default settings by using a pointed object (such as a straightened paper clip) to
hold the reset button down until the Ready LED stops blinking (approx. 5 seconds).

Pull-high, Pull-low, and Terminator for RS-485

Remove the MGate 5105-MB-EIP’s top cover and you will find DIP switches to adjust each serial port’s pull-high
resistor, pull-low resistor, and terminator.

l l I 1 2 3
ON SW
Pull-high resistor Pull-low resistor Terminator
ON 1kQ 1 kQ 120 Q
OFF 150 kQ* 150 kQ* —*
1 2 3

l l l *Default
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microSD

The MGate 5105-MG-EIP provides users with an easy way to backup, copy, replace, or deploy. The MGate is
equipped with a microSD card slot. Users can plug in a microSD card to backup data, including the system
configuration setting, GSD files, and system data log.

First time using the MGate gateway with a new microSD card

1. Format the microSD card as FAT file system through a PC.

2. Power off the MGate and insert the microSD card (ensure that the microSD card is empty).
3. Power on the MGate. The default settings will be copied to the microSD card.
4

Manually configure the MGate via MGate Manager or web console, and all the stored changes will copy to
the microSD card for synchronization.

First time using the MGate with a microSD card containing a configuration file
1. Power off the MGate and insert the microSD card.
2. Power on the MGate.

3. The configuration file stored in the microSD card will automatically copy to the MGate.

Duplicating current configurations to another MGate gateway
1. Power off the MGate and insert a new microSD card.

2. Power on the MGate.

3. The configuration will be copied from MGate to microSD card.

Power off the MGate and insert the microSD card to the other MGate.

Power on the second MGate.

o o »

The configuration file stored in the microSD card will automatically copy to the MGate.

Malfunctioning MGate replacement

1. Replace the malfunctioning MGate with a new MGate.
2. Insert the microSD card into the new MGate.

3. Power on the MGate.

4. The configuration file stored on the microSD card will automatically copy to the MGate.

microSD card writing failure

The following circumstances may cause the microSD card to experience a writing failure:

1. The microSD card has less than 20 Mbytes of free space remaining.

2. The microSD card is write-protected.

3. The file system is corrupted.

4. The microSD card is damage.

The MGate will stop for the above events, accompanied by a flashing Ready LED and beeping alarm. When you
replace the MGate gateway’s microSD card, the microSD card will synchronize the configurations stored on the

MGate gateway. Note that the replacement microSD card should not contain any configuration files on it;
otherwise, the out-of-date configuration will copy to the MGate device.

1-8
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Configuration Methods

MGate 5105-MB-EIP provides three ways to configure an MGate.

1. MGate Manager (Windows utility)
Use MGate Manager to configure the MGate through Ethernet, or check the MGate status. Refer to Chapter
3 for details.

2. Web console
Use the web console to configure the MGate, or verify the MGate’s status, by Ethernet. Use a web browser
such as Microsoft Internet Explorer or Google Chrome to connect to the MGate, using HTTP/HTTPS protocol.
In this case, the MGate IP address must be configured correctly. Refer to Chapter 4 for details.

3. Serial console
Use the serial console to configure the MGate, or verify the MGate’s status, through an RS-232 null modem
(crossover) cable. Use a serial terminal emulation tool such as Moxa PComm Terminal Emulator or PUTTY to
log in to the MGate serial console. Note that the serial console doesn’t provide the interface for all
parameters. Some parameters must be configured through MGate Manager or the web console. You must
use a DP9-t0-RJ45 cable to connect the serial console port on the MGate gateway'’s front panel to the serial
port on the host. The serial console parameters are 115.2 kbps; parity: none; 8 data bits; and one stop bit.

1-9
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Quick Configuration Guide

This chapter provides a quick overview of how to configure the MGate 5105-MB-EIP by web console. For more
detailed information on how to configure the MGate 5105-MB-EIP, refer to Chapters 3 and 4.

The following topics are covered in this chapter:

O Cable Connection

O Log in to the Web Console

O Quick Setup

» System Setup

» Select Protocols

» Role 1 and Role 2 of MGate 5105-MB-EIP
» Finish

Basic Settings

Network Settings

Serial Settings

Protocol Conversion

EtherNet/1P Configuration
Modbus RTU/ASCII Configuration
Modbus TCP Configuration

1/0 Data Mapping
Communication Analysis

170 Data View

Qoaoaaogoaogoaogoooaao
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Cable Connection

The MGate gateway supports Modbus RTU/ASCII, Modbus TCP, and EtherNet/IP protocol. If the MGate gateway
needs to communicate with Modbus RTU/ASCII devices, connect your Modbus device to the MGate gateway’s
Modbus port. Regardless, at least one of your devices should be Modbus TCP or EtherNet/IP interface. Connect
your Modbus TCP or EtherNet/IP device to the MGate gateway’s 10/100M Ethernet port as well. The MGate
gateway will indicate a valid Ethernet connection in the following ways:

= The Ethernet LED will maintain a solid green color when connected to a 100 Mbps Ethernet network.
= The Ethernet LED will maintain a solid orange color when connected to a 10 Mbps Ethernet network.

= The Ethernet LED will flash when Ethernet packets are being transmitted or received
The gateway can be powered by connecting a power source to the terminal block by following the steps below:

Loosen or remove the screws on the terminal block.
Connect the 12—-48 VDC power line to the terminal block. Confirm that the power source is off already.

Tighten the connections using the screws on the terminal block.

P wDd R

Turn on the power source.

NOTE

Note that the gateway does not have an on/off switch. It automatically turns on when it receives power. The
PWR LED on the top panel will glow to indicate that the unit is receiving power.

Log

in to the Web Console

If you do not know the MGate gateway’s IP address when setting it up for the first time (default IP is
192.168.127.254), use an Ethernet cable to connect the host PC and MGate gateway directly. If the gateway
and host PC are connected through the same Ethernet switch, make sure that there is no router between them.
Then use MGate Manager to detect the MGate gateways on your network. When the MGate gateway appears on
the MGate Manager device list, right-click on the selected MGate and configure it by web console.

) MGate Manager - l = i Zem

Mo. Mame Model MAC Address IP/COM Status Firmware Version

MGate 5105_23 MGate 5105-MBEIP | 00:90:F5:00:00:33 | 192.168.137.254 o _

On the first page of the web console, enter the admin for the default Account name and moxa for the default

Password.
Apconrt admin
R r—

Quick Setup

In most cases, users find it difficult to complete the MGate's configuration. Therefore, the MGate Series now
provides Quick Setup, an illustrated guide especially designed to make configuration easy. When you press
Quick Setup, you will access the mode and start to configure. Only a few steps are needed. For a detailed
parameter description, please refer to Chapter 3 and Chapter 4.
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System Setup

First, configure the Server Settings to identify the units and Network Settings of the MGate.

MOXAN\ MGate 5105-MB-EIP WWW.MOoXa.com

- MGate 5105-MB-EIP - 192 168 127 25. MAC Address - D0:90-E8:4850-60

- MGate 5105_5067 Firmware - 2.0 Build 17091822

- Main Menu . System setting > Select protocol ’ w } Modbus TCP > @

. Server Settings.

- Protocol Settings Server name [MGate 5105_s087

- System Management
- System Monitoring

Network Settings

osta IP configuration
Logout 1P address. 192 165 127 254
Netmask 1255.255.255.0
goahead
WEBSERVER Gateway 7

Select Protocols

Then, you should select your devices' protocols on each side. After the protocols have been selected, the MGate
will change its role to the correct one. For example, if the device is set as an EtherNet/IP Scanner, the MGate
will then automatically configure as an EtherNet/IP Adapter by itself.

Role 1 of MGate5105 : Role 2 of MGate5105 :
EtherMet/IP Scanner ¥ EtherNet/IP Adapter Modbus RTUASCI paster Modbus RTUIASCII Slave v

Role 1 and Role 2 of MGate 5105-MB-EIP

After finishing the Protocol Selection, Role 1 and Role 2 of the MGate have been confirmed. You will need to
configure the roles on each side by the following steps.

2-3
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Quick Configuration Guide

Here is an example of Role 1 as an EtherNet/IP Adapter and Role 2 as a Modbus RTU/ASCII Master. To configure

a Modbus command, please refer to Modbus RTU/ASCII Settings:

System setting ’ Select protocol ’ m } Modbus RTU/ASCII } @

O =T Parameters
Instance

0 =T (Output) data size
T = O Parameters

Instance

T = O (Input) data size

Role 1 of MGate 5105 :
EtherNet/IP Adapter

100

Auto (auto calculate according fo the other protocal)

1o

Auto (auto calculate according fo the other protocal)

System setting } Select protocol } m } Modbus RTU/ASCII } @

Modbus Mode

Mode selection

Serial Parameter Settings

Role 2 of MGate 5105 :
Modbus RTU/ASCI Master

Modbus RTU v

Baud rate Parity Data bit | Stop bit | Flow control Interface RTS on delay = RTS off delay
[115200 v [None v [None v RS-232 v b ] b ]
Modbus Commands
*press cirl key to multi-select! @ Add # Edit tr 1 Move
Index MName Slave 1D Function Address { Quantity

1 Commandi 1 3 Read address 0, Quantity 1

2 Commandz2 1 3] ‘Write address 100, Quantity 1

3 Command3 1 16 ‘Write address 200, Quantity 5
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Finish
Once all the configurations are done, you can check if all the parameters are correct on this page. Moreover, if

you want to determine the data mapping status, you can click View 1/0 data mapping to know more details.
If all of them are correct, press Save to turn the parameters on.

System setting > Select protocol > m } Modbus RTU/ASCII } @

MGate name IMGate 5105_5067
MGate IP config 192.168.127.254
Netmask 255.255.255.0
Gateway -

]
e
Yor devie : Role 1 of MGate 5105-MB-EIP : Role 2 of MGate 5105-MB-EIP : Your device :
EtherNet/IP Scanner EtherNet/IP Adapter Modbus RTU/ASCI paster Modbus RTU/ASCI 5jaye
MGate Protocol1 Settings MGate Protocol2 Settings
Protocol type EtherMet/IF adapter Protocol type Wodbus serial master
0 = T (Output) Parameters Instnace - 100, data size : 12 Mode Modbus RTU
T = O {Input) Parameters Instnace : 110, data size - 2 Serial parameter 115200 None, 8,1 RS-232
Total commands 3

Basic Settings

On this webpage, you can change the name of the device and time zone settings.

Basic Settings

Server Settings

Server name |MGate 5105_5067 |

Server location | |

Time Settings

Time zone | (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London v |
Local time 2001 [ioz Jizz | o7 [:ms [:s7 |
Time server | |
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Network Settings

First, configure the IP address and Netmask. Contact your network administrator for the appropriate IP
settings information.

Network Settings

Network Settings

IP configuration Static v

IP address 192.168.127.254
Netmask 255.255.255.0
Gateway

DNS server 1

DNS server 2

Serial Settings

Second, refer to the datasheet of your Modbus RTU/ASCII devices to configure Serial parameters for Modbus
RTU/ASCII devices.

Serial Settings
Port Baud rate Parity Data bit Stop bit Flow control FIFO Interface RTS on delay RTS off delay
1 115200 v None v ar 1 None A Enable v RS-232 v | |0 0

Protocol Conversion

The MGate 5105-MB-EIP supports Modbus RTU/ASCII, Modbus TCP, and EtherNet/IP protocols. The MGate
fulfills a different role on each of its sides. Each role is determined by your devices' settings. Therefore, set the
role of each of your devices correctly.

EtherNet/IP Scanner/Adapter, Modbus TCP Client/Server,and Modbus RTU/ASCII Master/Slave can be
selected.

Protocol Conversion

Role1 of MGate 5105-MB-EIP Role2 of MGzte 5105-MB-EIP
EtherNet/lP Scanner ¥ EtherNetIP Adapter Agent ¥ Modbus RTUASCI Master Modbus RTU/ASCII Slave v
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EtherNet/1P Configuration

If you select EtherNet/IP Scanner as your device, MGate 5105-MB-EIP will be configured as Ethernet/IP
Adapter. In Adapter mode, you can choose Automatic configuration to automatically map O->T (Originator to
Target) and T->0O (Target to Originator) data sizes to Modbus data.

EtherNet/IP
Role 1 of MGate 5105-MB-EIP :
EtherNet/IP Adapter
Mode selection Adapter
EIP encapsulation inactivity timeout 120 (0 - 3600 sec, O for disable)
Connection1 Adapter Settings
O = Tinstance 100
T = Oinstance 110
IVO data size configuration Automatic v

If you select EtherNet/IP Adapter as your device, the MGate 5105-MB-EIP will be configured as Ethernet/IP
Scanner. In Scanner mode, you must designate the parameters for each connection. Refer to your EtherNet/IP
adapter’s datasheet to fill out O>T and T->0O parameters.

EtherNet/TP
Role 1 of MGate 5105-MB-EIP :
EtherNetlIP Scanner
Mode selection Scanner
EIP encapsulation inactivity timeout 120 (0-2800 sec, O for disable)

Remote EtherNet/IP Device

© Add

Index Name Connection |Adi1|:|l.er IP Address |0 - T (Qutput) Parameters IT -* O (Input) Parameters
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Click Add to add EtherNet/IP commands.

Connection Settings

Name Connecti
Connection Enable v
Adapter IP address 182.168.1.1 Port 44818

0 = T (Output) Parameters

Instance 1

Data size 0 {0 - 458 hytes)
Real time format 32-Bit Header v

Packet rate 100 {0 - 3000 ms)
Fault protection Keep latest data v

Fault timeout 60000 {100 - 65535 ms)

T = O (Input) Parameters

Instance 2

Data size ] (0 - 495 bytes)
Real time format Modeless T

Packet rate 100 (0 - 3000 ms)
Connection type Point to Point v

Timeout multiplier x16 T

Configuration Instance

Instance 1

[ oc  J cono |

NOTE A PLC may use Output and Input instead of O>T and T->O.
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Modbus RTUZASCII Configuration

As with the Modbus RTU/ASCII setup, you should start by checking if you already have configured the serial
parameters on Serial Settings page.

In RTU/ASCII Slave mode, the MGate gateway works as a Modbus slave device and waits for the incoming
query from the Modbus master device. You only need to identify the Modbus Slave ID when in Slave mode.

Modbus RTU/ASCII Settings

@

. Role 2 of MGate 5105-MB-EIP :
Modbus RTU/ASCII Slave

Role

Slave
Mode RTU ~
Slave Settings
Slave ID 2 (1-255

In RTU/ASCII Master mode, the MGate works as a Modbus master device and will send the Modbus request to
the Modbus network actively.

Modbus RTU/ASCII Settings

Role 2 of MGate 5105-MB-EIP :
Modbus RTU/ASCI Master

Role Master

Mode RTU

Master Settings

Initial delay ] {0 - 30000 ms)

Max. retry 3 {0-5)

Response timeout 1000 {10 - 120000 ms)
Inter-frame delay 0 (10 - 500 ms, O: default)

Inter-character timeout ] (10-500 ms, 0° default)

Modbus Commands

@ Add
Index Name Slave ID Function Address / Quantity Trigger Poll Interval Endian Swap
1 Command1 1 3 Read address 0, Quantity 1 Cyclic 1000 MNone
2 Command2 1 g Write address 100, Quantity 1 Data Change N/A Mone
3 Command3 1 16 Write address 200, Quantity 5 Data Change MNIA Mone
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Refer to your Modbus device’s datasheet to add Modbus commands.

Name |Ct}mmand¢ |

Slave 1D |1 |

Function | 16 - Write Multiple Registers W |
Trigger | Data Change v
Endian swap |Mone v
Write starting address |U | (0 - §5535)
Write quantity 0 |

Fault protection | Keep latest data v |

Fault timeout 0000 (100 - 65535 ms)

" ok W cancel |

Modbus TCP Configuration

The MGate gateway also supports both Modbus TCP Client (i.e. Master) and Server (i.e. Slave) modes. In
Modbus TCP Server mode, assign the Unit ID and confirm that your Modbus device on the remote side can send
commands via the corresponding TCP port.

Modbus TCP Settings

®

Role 2 of MGate 5105-MB-EIP :
Modbus TCP Server

Role Server

Server Settings
Unit ID 1 (1-255)

TCP port 502

For Modbus TCP Client mode, refer to your Modbus TCP device’s datasheet to specify the Modbus command one

by one manually.

2-10
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Modbus TCP Settings

®

Role 2 of MGate 5105-MB-EIP :
Modbus TCP Client

Role Client

Client Settings

Initial delay 300 (0 - 30000 ms)
Max. retry 3 (0-5)
Response timeout 5000 (10 - 120000 ms)

Modbus Commands

@ Add
Index |Name Slave IP Address Slave ID |Function |Address/ Quantity Trigger Poll Interval Endian Swap
1 Command1 192.168.1.42 : 502 1 3 Read address 30, Quantity 3 Cyelic 1000 None
2 Command2 192.168.1.42 : 502 1 3 Read address 36, Quantity 3 Cyelic 1000 None
3 Commands 192.168.1.42 : 502 1 3 Read address 54, Quantity 3 Cyelic 1000 None
4 Command7? 192.168.1.42 : 502 1 16 Write address 27, Quantity 3 Data Change NIA None
5 Commands 192.168.1.42 : 502 1 16 Write address 33, Quantity 3 Data Change NIA None
5] Commandg 192.1658.1.42 : 502 1 16 Write address 39, Quantity 3 Data Change NIA Naone

1/0 Data Mapping

The MGate provides an internal memory for data exchange between Modbus and EtherNet/IP protocols. After
finishing the protocol settings, go to the 1/0 Data Mapping page and check if the data mapping is connected. In
some cases, you may need to switch to manual arrangement to adjust the internal address for each command.

I/0 Data Mapping

Data flow direction EtherMet/IP Scanner <-- Modbus RTU/ASCII Slave v

Mapping address arrangement Automatic -

04T read
Role 1 of MGate 5105-MB- Role 2 of MGate 5105-MB-
EIP: EIP :
EtherNetlP pdapter Modbus RTUWASCI paster
MName Internal Address Data Size Name  Funciion Internal Address Quantity
T = Oinstance#110 |0 .1 2 bytes Command1 3 0 .1 2 bytes

2-11
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Communication Analysis

After finishing all configurations, use Communication Analysis to confirm that the settings are correct. Click
Start and wait 10 seconds for the analysis report to appear and describe fail status details, warnings, and hints.

Communication Analysis

- Main Menu I Analysis
Quick Setup

o #| EtherNet/P
Cverview

Basic Settings ¥/ Modbus RTU/ASCII
Network Settings ¥l /0 data mapping
Serial Settings

- Protocol Settings “
- System Management
- System Monitoring

- System Status

- Protocol Status

I Communication Analysis I
Restart

Logout

The provided Diagnose pages under the option of Protocol Status can help identify whether any Modbus and
EtherNet/IP communication issues happened. (E.g., invalid response or timeout issue)

EtherNet/IP Diagnose

- Main Menu I ¥/ Auto refresh
Quick Setup
Qverview QOverview I/0 Connection List
Basic Seftings Current TGP connections a
Network Settings IMaximum TCP connections observed 1]
Serial Seti Current 10 connections 0
2 o
enal Sellings Total TCP transmit packets 0
- Protocol Seftings Total TCP receive packets 1]
- System Management Total TCP receive invalid packets 0
- Sy Total UDP transmit packets a
System Monitoring ° Connection Information
) Total UDP receive packets 0
- System Status
Total UDP receive invalid packets 0
- Protocol Status
/0 Data View Connection1 Parameters
/ IASCII D
Modbus RTUASCI Diagnosg O = Tinstance {exclusive owner) 100
1
EtherNet/IP Diagnose O = T instance (input only) 120
Mocbus RTU/ASCI Traffic T O instance M0
Communication Analysis O = T data size 12
Restart T = O data size 2

Logout
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NOTE When the MGate gateway acts as an EtherNet/IP adapter, the O->T instance is 100 and T->0O instance is 110.
Your EtherNet/IP scanner (e.g. PLC, SCADA) needs to use these two instances to communicate with the MGate.
For example, you should provide an Output (i.e., O->T) instance of 100 and an Input (i.e., T>0) instance of 110
for a Rockwell PLC, as shown below.

RSLogix 5000 - Demo [1769-L32E 18.12]* i =]

e

File Edit View Search Logic Communications Tools Window Help

BEECEREEEE] o &alml[F vE el

Dffline A, ™ RUN E| Path: [AB_ETHIP-1192.168.32.110\Backplane\D" ~] ﬂl
e s |I: ok q} . _
No Edits l_ﬁ,’;T 4 At =] A A ] |

i <|>|\Fﬂ-\-0ri:es A Add-On A Safety £ Alarms A Bit A Timer/Cr
(ControllerOrganizer > % X /IFK Module Properties: LocalENB (ETHERNET-MODULE 1.1) F x|

2= B Controller Demao N
% Controller Tags General | Eonnectionl Module Infol
3 g i o F"‘“';Ha”d'er Tope: ETHERMET-MODLILE Generic Ethemet Module
-89 TasszD“EFUD Herer Wendor: Allen-Bradley
B8 MainTask Parent: LocalEMNE ~ ;
i C} e K MGate 5105 Connection Par‘%eters .
(23 Unscheduled Programs saiita ;I |nssst::c;e}r;l Size:

=145 Motion Groups - ;
-3 Ungrouped Axes Input: I‘I‘ID I‘I =i [&bi)

----- (23 Add-On Instructions =l 5 .

E-£5 Data Types Output: I‘IDD I‘I i (8

C Fi t|Data - SINT - = 3

% Usgr-Deﬁned S Ferma I e J Configuration: I‘I IU ZII [8-bit)
Strings Address / Host Mame

Cﬂ, Predefined

-39 Module-Defined ot I Status Output:
----- 23 Trends

I'_—'IS 1/0 Configuration
=1-ffl Backplane, CompactLogix System s

| | _;l_l Statuz: Offline Ok I Cancel | Apply | Help |

Add Branch Level '7 A

Cﬂ,Add-On-Deﬁned * |P Address: 192 0168 . 33 .10 Sitatus [nput: I I

1/0 Data View

1/0 Data View is designed to check all I/0 modules’ exchanging data. Select data flow directions to obtain the
correct data from Modbus or EtherNet/IP packets.

1I/0 Data View

- Main Menu | Auto refresh

Quick Setup
Data flow direction

Overview EtherNetIP Scanner — Modbus RTU/ASCI Slave ¥ Start address(Hex) 0 Length | 128 v Format | Hex v
Basic Seftings
Network Seffings Internal Address 00 o1 02 03 04 08 0% o7 08 09 0A 08 oc ) 0E oF
Serial Ssttings 00000 00 00 00 00 00 00 0 0 0 0 0 0 0 0 0o 0o
00100 00 00 00 00 00 00 0 0 0 0 0 0 0 0 0o 0o
- Protocol Settings
00200 00 00 00 00 00 00 0 0 0 0 0 0 0 0 0o og
- System Managemen 00300 02 02 02 02 00 00 0 0 0 0 0 0 0 0 0o 0g
- System Monitoring 00400 0o 00 00 00 00 00 0 0 0 0 0 0 0 0 0o og
- System Status 00500 0 0 0 0 00 00 0 0 0 0 0 0 0 0 0o 0o
~ Protocol Status 00s0n 00 00 00 00 00 00 0 0 0 0 0 0 0 0 0o 0o
00700 00 00 00 00 00 00 0 0 0 0 0 0 0 0 0o 0o

Modbus RTUIASCII Diagnose,
EtherNet/IP Diagnose
Modbus RTUIASCII Traffic
Communication Analysis
Restart
Logout
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MGate Manager Configuration

The following topics are covered in this chapter:

O Installing the Software

O Starting MGate Manager

0 Connecting to the Unit

O Modifying the Configuration
Configure Device

Network Settings

Serial Settings

Protocol Settings
EtherNet/IP Settings
Modbus RTU/ASCII Settings
Modbus TCP Settings

1/0 Data Mapping

YV V V V V V VYV VYV V

System Settings
O Load Default

Q

Upgrade Firmware
O Import/Export
» Export Function
» Import Function
0O GSD Management
0 Offline Configuration
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Installing the Software

The following instructions explain how to install MGate Manager, a utility for configuring and monitoring MGate

5105-MB-EIP gateways over the network.

1. Insert the Document and Software CD into the CD-ROM drive. Locate and run the following setup program
to begin the installation process:
MGM_Setup_[Version]_Build_[DateTime].exe
The latest version might be named MGM_Setup_Verx.x_Build_Xxxxxxxxx.exe.
2. You will be greeted by a Welcome window. Click Next to continue.
6! Setup - MGate Manager =3

Welcome to the MGate Manager
Setup Wizard
This will install MGate Manager 1.5.2 on your computer,

It is recommended that vou close all other applications befare
continuing.

Click Mext ko continue, ar Cancel ko exit Setup.

Cancel

3. When the Select Destination Location window appears, click Next to continue. You may change the

destination directory by first clicking on Browse.

CIEX

i'nz‘l Setnp - MGate Manager

Select Destination Location
where should MGate Manager be installed?

’J Setup will install MGate Manager into the Following Folder,

To continue, click hext. IF you would like ta select a different Folder, click Browse,

Browse...

At lzast 0,9 ME of free disk space is required,

[ < Back ” ek = ][ Cancel ]

4. When the Select Additional Tasks window appears, click Next to continue. You may select Create a desktop

icon if you would like a shortcut to MGate Manager on your desktop.

]'.,El Setup - MGate Manager E|E| ]

Select Additional Tasks
wthich additional tasks should be performed?

Select the additional tasks you would like Setup o perform while installing MGate
Manager, then click Mext.

Additional icons ¢

Lreate a desktop cond

< Back ” Mext = I[ Cancel
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5. Click Next to start copying the software files.

'\'.,ZL Setup - MGate Manager Elﬁlgl

Ready to Install
Sebup is now ready ko begin instaling MGate Manager on your computer,

Click Install ta continue with the installation, or click Back if you want to review or
change any settings.

Destination lacation:
Ci\Program Files\MoxaiMGate Manager

Additional tasks:
Additional icons !
Create a deskkop icon

[ <Back || Instal ‘[ Cancel ]

6. A progress bar will appear. The procedure should take only a few seconds to complete.

'\'ezl Setup - MGate Manager glﬁl@l

Installing
Please wait while Setup installs MGate Manager on your computer,

Extracting files. ..
CWINDOWS) system32\ driversimgdry, sys

[ 3

Cancel

7. A message will indicate that MGate Manager is successfully installed. You may choose to run it immediately
by selecting Launch MGate Manager.
i'ea‘ Setup - MGate Managexr E]‘E“zl

Completing the MGate Manager
Setup Wizard

Setup has finished instaling MGate Manager on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup,

8. You may also open MGate Manager through Start 2 Programs = MGate Manager - MGate Manager,

as shown below.
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Starting MGate Manager

MGate Manager is a Windows-based utility that is used to configure the MGate 5105-MB-EIP. Before running
MGate Manager, make sure that the MGate 5105-MB-EIP is connected to your PC. You may open MGate
Manager from the Windows Start menu by clicking Start & Programs 2 MGate Manager - MGate
Manager. The MGate Manager window should appear as shown below.

7
Ink t
é I:te?:ngxplorer @ Set Program Access and Defaults
& E i @ windows Catalog
»| E-mai

Qutlook Express ‘“ Windows Update

1 a Arcessories 3
é Tokal Commander
@ Games 4

‘, Sk I Startup 3

& Internet Explorer

G Google Chrome w4 sy

[‘;] Outlook Express
® Windows Media Play ,

Remote Assistance

wWindows Media Pl
,42% Windows Messenger e nows Hedia Flayer
3 windows Messenger

@ Tour Windows XP @ Windows Movie Maker
@ Google Chrorme: &) MGate Manager
@ PComm Like werl.s ﬁ'_-z—,! Uninskall Mizate Manager
All Programs B i MGate Manager [E] version.bxt

Changing the Language Settings

If you want to run MGate Manager in a different language, click Language to change the language setting. A
dialog box showing the available languages should appear as shown below.

r =
Languags ﬁ

English.Ing
Chinese_Simplified.Ing
Chinese_Traditional.Ing
French.lng

German.Ing
Russian.Ing

o) (o)
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When you click OK, MGate Manager will immediately use your chosen language.

ATTENTION
Set your MGate Manager to Default Language before contacting Moxa Technical Support.

With support for multiple languages, MGate Manager is more user-friendly and accessible. However, if you
need assistance from Moxa Technical Support, please change the language to Default Language. This will
prevent any misunderstandings or confusion about MGate Manager menu items and commands while our
engineers assist you.

The default language is English and will only be active for the current MGate Manager session. When you open
MGate Manager again, the language will revert to your original setting.

Connecting to the Unit

Prior to configuration, MGate Manager must be connected to its unit. Two methods are available to establish a
connection. Broadcast Search locates the MGate Series on the LAN. Search by IP attempts to connect to a
specific unit by IP address, which is useful if the unit is located outside the LAN or can only be accessed by going
through a router.

Broadcast Search

Broadcast Search is used for MGate Ethernet Gateways, such as the MGate 5000/MB3000/EIP3000 Series,
which are discovered via Ethernet by using broadcast IP.

Specify by IP Address

Specify by 1P Address is used for MGate Ethernet Gateways, such as the MGate 5000/MB3000/EIP300 Series,
which are discovered via Ethernet by using a specific IP address. Click Specify by IP Address if you know the
IP address of the unit and wish to connect to it directly.

ATTENTION

If search by IP Address fails to locate the MGate 5000/MB3000/EIP3000 Series, the IP address that you
entered might be incorrect. Try doing the search again and re-entering the IP address carefully.

Another possibility is that the MGate 5000/MB3000/EIP300 Series is located on the same LAN as your PC, but
on a different subnet. In this case, you can modify your PC’s IP address and/or netmask so that it is on the
same subnet as the MGate 5000/MB3000/EIP300 Series. After your PC and the MGate 5000/MB3000/EIP300
Series are on the same subnet, MGate Manager should be able to find the unit.
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Modifying the Configuration

Once your unit is displayed in MGate Manager, select it by clicking on it. The Configuration button will become

available. Click Configuration to open the configuration window.

= s |

) MGate Manager

Mo. Mame Model MAC Address IPfCOM Status Firmware Version

01 MGate 5105_23 MGate 5105-MB-EIF 00:90:E8:00:00:33  192.168.127.254  Unlocked Ver. 1.0 Build 13053017
Device Identification Device Function
Load Default Diagnose l Upgrade Firmware l Export ]
l GSD Management l [ OffLine Configuration Exit

Password Protection
For safety reasons, account/password protection is enabled by default so you must provide the correct
password to unlock the device before configuring the device.

The default password is moxa in all lowercase letters.

[ Password @

MGate 5105-ME-EIF 192.168.30.254

-

Password e es|

[ K ] [ Cancel
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Configure Device

On the first page, you can change the device name and time zone settings.

Basic | Metwork | Serial | Protocol | System

Server Settings

Server name

Server location

MGate 5105_23

Time Settings
Time zone |{Gr~'TF}Greenwid'1 Mean Time: Dublin, Edinburgh, Lisbon, L -
Local time Modify 2013 |5 |/|8 g |48 ||47
Time server
Server Setting
Parameter Value Notes

Server Name

(an alphanumeric string)

You can enter a name to help you identify the unit, such as
the function, etc.

Server Location

(an alphanumeric string)

You can enter a name to help you identify the unit location.
Such as “Cabinet A001.”

Time Settings

The MGate 5105-MB-EIP has a built-in Real-Time Clock for time calibration functions. Functions such as the log

function can add real-time information to the message.

ATTENTION

First-time users should select the time zone first. The console will display the “real time” according to the time

zone relative to GMT. If you would like to modify the real-time clock, select Local time. MGate’s firmware will

modify the GMT time according to the Time Zone.

(1900/1/1-2037/12/31)

Parameter Value Notes

Time Zone User selectable time zone This field shows the currently selected time zone and allows
you to select a different time zone.

Local Time User adjustable time.

Time Server

IP or Domain address
(e.g., 192.168.1.1 or
time.stdtime.gov.tw)

This optional field specifies your time server’s IP address or
domain name if a time server is used on your network. The
module supports SNTP (RFC-1769) for automatic time
calibration.

The MGate will request time information from the specified
time server every 10 minutes.

ATTENTION

When modifying the local time, select the time zone first. The time display will be updated to reflect the

specified time zone.
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Network Settings

The Network tab is where the unit’s network settings are configured. You can modify the Name, Network
Configuration, IP Address, Netmask, Default Gateway, and DNS.

Ethernet Settings
IP address 192 . 188 . 30 . 254
Metmask 255 , 255 , 255 . O
Gateway o . a .o .0
DMS Server
DMS server 1 o .o .0 .0
DNS server 2 o .o . 0 ., 0

Ethernet Settings

Parameter Value Notes
IP Configuration Static IP, DHCP, BOOTP Select Static IP if you are using a fixed IP address. Select
one of the other options if the IP address is set dynamically.

IP Address 192.168.127.254 The IP (Internet Protocol) address identifies the server on
(or other 32-bit number) the TCP/IP network.

Netmask 255.255.255.0 This identifies the server as belonging to a Class A, B, or C
(or other 32-bit number) network.

Gateway 0.0.0.0 This is the IP address of the router that provides network
(or other 32-bit number) access outside the server’s LAN.

DNS Server

Parameter Value Notes

DNS Server 1 0.0.0.0 This is the IP address of the primary domain name server.
(or other 32-bit number)

DNS Server 2 0.0.0.0 This is the IP address of the secondary domain name server.
(or other 32-bit number)
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Serial Settings

The MGate 5105-MB-EIP’s serial interface supports RS-232, 2-wire RS-485, 4-wire RS-485, and RS-422
interfaces. You must configure baudrate, parity, data bits, and stop bits before using the serial interface with

Modbus RTS/ASCII protocol. Incorrect settings will result in communication failures.

Port 1
Baud rate 115200 -
Interface RS5232 -
RTS on delay i
RTS off delay 0
Serial settings
Parameter Value Notes
Baudrate 50 bps to 921600 bps
Parity None, Odd, Even, Mark,
Space
Data bits 8
Stop bits 1,2

Flow control

None, RTS/CTS, RTS Toggle

RTS Toggle will turn off RTS signals when there is no data to
be sent. If there is data to be sent, RTS will turn on before
data transmission and off after the transmission completes.

FIFO Enable, Disable The internal buffer of UART. Disabling FIFO can reduce the
latency time when receiving data from serial
communications, but this will also slow down the
throughput.

Interface RS-232

RS-422

RS-485 2 wire

RS-485 4 wire
RTS on delay 0-100 ms Only available for RTS Toggle
RTS off delay 0-100 ms Only available for RTS Toggle
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Protocol Settings

The MGate gateway supports Modbus RTU/ASCII, Modbus TCP, and EtherNet/IP protocols. The possible
combinations are listed in the following table.

Configuration

X

Modbus RTU/ASCH

I: "“| "

MGate 5105-MB-EIP

Modbus TCP

» ="

Ok

EtherNet/IP

| Basic | Metwork | Serial | Protocol |System|

Protocol Conversion | EtherNet/tP | Modbus RTUJASCII | Modbus TCP | 1/0 Data Mapping

MGate
-sE EtherNet/IP Modbus
Adapter RTU/ASCII
[EmerNEhr[P Scanner vl - Master
[Agent .]

Device B

<->|Modbus RTU/ASCII Slave

Device A and Device B refer to the protocols of their own devices. The MGate will automatically configure to the

corresponding roles.

Device A Protocol
EtherNet/IP EtherNet/IP Modbus TCP Modbus TCP
Scanner Adapter Client Server
Modbus
RTU/ASCII v v 4 v
Master
Modbus
Device B RTU/ASCII v v 4 v
Protocol Slave
Modbus TCP v v v v
Client
Modbus TCP v v v v
Server

3-10
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EtherNet/IP Settings

The MGate 5105-MB-EIP supports Adapter and Scanner modes for EtherNet/IP protocol. In Adapter mode, you
can select Automatic for 1/0 data size configuration to automatically map O->T (Originator to Target) and
T->0 (Target to Originator) data sizes with Modbus data.

| Basic I Metwork I Serial | Protocol |5ystem|

| Protocol Conversion | EtherNet/IP | Modbus RTUJASCII | Medbus TCP | 1/0 Data Mapping |

EIP encapsulation inactivity imeout 120 (0-3600s, 0 for disable)
Adapter Settings

I/0 data size configuration User defined V]
0 -= T (Output) data size a bytes
T -= O (Input) data size ] bytes

In Scanner mode, all EtherNet/IP connections will be shown in a table. For initial setup, click Add to create a

new connection.

| Basic | Network | Serial | Protocol | system |

| Protocol Conversion | EtherMet/TP | Modbus RTU/ASCII I Modbus TCP | 1j0 Data Mapping |

EIP encapsulation inactivity timeout 120 (0-3600s, 0 for disable)

Remote EtherMetfIP Device

Index Mame Conn... Adapter IP Address O -> T (Output) Para... T -> O (Input) Parame...
Add ] [ Madify Remove
Parameter Value Notes
EIP Encapsulation |0 to 3600, (O for disable) |Unit: second
Inactivity Timeout If there is no data exchange in a period of time, the
Ethernet/IP connection will be disconnected.

1/0 data size Automatic, User-defined
configuration
O->T (Output) 0 to 496 Unit: byte
data size O->T: Originator to Target
T->0 (Input) 0 to 496 Unit:byte
data size T->0: Target to Originator
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Remote EtherMet/TP Device

|

Connection Settings
Marme Connectl
Connection Enable -
Adapter IP address 192 | 168 1 .1 Port 44318
0 -= T (Output) Parameters
Instance number 1
Data size 0 bytes
Real time format [32—Bit Header v]
Packet rate 100 ms
Fault protection [Keep latest data - ]
50000
T -= O (Input) Parameters
Instance number 2
Data size ] bytes
Real time format [Mudeless "]
Packet rate 100 ms
Connection type [F‘oint to Point "]
Timeout multiplier [xlﬁ - ]
Configuration Instance
Instance 1
Parameter Value Notes
Name Name
Connection Enable, Disable Enable or Disable this connection.

Adapter IP address
and Port

IP address
Port: 1 to 65535

Default EtherNet/IP port is 44818

Instance number

1 to 2147483647

Data size

O->T: O to 496
T->0: 0 to 496

Real-time formats

Modeless, 32-bit Header

Default O->T format is 32-bit Header.
Default T->0 format is modeless.

Packet rate

0 to 3000 ms

Command polling interval time.

Fault Protection

Keep latest data, clear data
to zero, user-defined value

For EtherNet/IP Scanner mode, the opposite side refers to
the Modbus side. If the Modbus connection fails, the
gateway will not be able to receive the Modbus command,
but the gateway will continuously send output data to the
EtherNet/IP adapter. To avoid problems in case the Modbus
side fails, the MGate 5105 can be configured to react in one
of the three ways: keep latest data, clear data to zero, or
user-defined value

Fault Timeout

0 to 60000 ms

Define the communication timeout for the Modbus side.
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Parameter

Value

Notes

Connection type

Point to Point, Multicast

When using a Multicast connection, Target (i.e., EtherNet/IP
Adapter) must reply to the Multicast IP address for the
MGate to listen.

Timeout multiplier

x4, x8, x16, x32, x64, x128,
x512

Timeout value = packet rate x timeout multiplier (e.g., For
packet rate = 100 ms and timeout multiplier = 16, the
connection timeout = 1,600 ms).

Instance

1-2147483647

When the MGate is set as Scanner Mode, the user can set
the device’s Configuration Instance. An EIP adapter device
needs to set this value. If the Configuration Instance setting
is wrong, it will respond “invalid connection path.”

Modbus RTUZASCI1 Settings

According to the Modbus RTU/ASCII settings, the MGate 5105-MB-EIP will act as a Modbus master or Modbus
slave in order to communicate with your Modbus RTU/ASCII devices. For slave mode, the MGate acts as a slave
and waits for the incoming connection from the Modbus master. In this mode, you only need to specify the

slave ID for the MGate gateway. For master mode, the MGate works as a master and will try to send Modbus
commands to the Modbus slave devices, so you will need to specify the slave device IDs and the relative

Modbus commands.

Slave Mode Settings

You will need to specify which Modbus protocols will run in slave mode. The MGate 5105-MB-EIP supports
Modbus RTU and Modbus ASCII protocols in slave mode.

| Basic | Network | Serial | Protocol | System |

Mode selection

| Protocol Conversion | EtherMet/IP | Modbus RTU/ASCII |I'~"Iudbus TCP | 10 Data Mapping

RTu -
Slave Settings
Slave ID 2
Parameters Value Description

Mode selection

Slave RTU or Slave ASCII

The Modbus protocol.

Slave ID

0 to 255

The Modbus Slave ID that this slave module will accept.
0: Broadcasting
1-255: Device specific.




MGate 5105-MB-EIP

MGate Manager Configuration

Master Mode Settings

You will need to specify which Modbus protocols will run in master mode. The MGate 5105-MB-EIP supports
Modbus RTU and Modbus ASCII protocols in master mode.

| Basic I Metwaork I Serial | Protocol |5ystem|

| Protocol Conversion I EtherMet/TP | Modbus RTU/ASCII |Modbus TCP I 1/O Data Mapping

Mode selection

RTU =
Master Settings
Initial delay 0 ms Max. retry 3
Responze timeout 1000 ms Inter-frame delay ] ms
Inter-character timeout 0 ms
Index Mame Slave ID  Fu... Address/Quantity Trigger  PollInt... Endian5...
Add Modify Remove

The MGate 5105-MB-EIP also provides several advanced settings for specific application requirements. The
following settings are optional for most applications. It is suggested to use the default settings to test the

MGate 5105-MB-EIP.

Parameters

Description

Initial delay

Some Modbus slaves may take more time to boot up than other devices. In some
environments, this may cause the entire system to suffer from repeated exceptions
during the initial boot-up. You can force the MGate to wait after booting up before
sending the first request with the Initial Delay setting.

Response timeout

According to the Modbus standard, the time it takes for a slave device to respond to
a request is defined by the device manufacturer. Based on this response time, a
master can be configured to wait a certain amount of time for a slave’s response. If
no response is received within the specified time, the master will disregard the
request and continue operation. This allows the Modbus system to continue
operation even if a slave device is disconnected or faulty. On the MGate
5101-MB-EIP, the Response timeout field is used to configure how long the
gateway will wait for a response from a Modbus ASCII or RTU slave. Please refer to
your device manufacturer’'s documentation to manually set the response time.

Inter-character timeout
(only for Modbus RTU)

Use this function to determine the timeout interval between characters for Modbus
devices that cannot receive Rx signals within an expected time interval. If the
response is timed out, all received data will be discarded. The MGate 5105-MB-EIP
will automatically determine the timeout interval if the timeout value is set to O.

Max. retry

The number of times the master will retry the same request when the response
times out.

Inter-frame delay
(only for Modbus RTU)

The users can determine the time delay to transmit the data frame received from
the slave device to the upstream. The MGate 5105-MB-EIP will automatically
determine the time interval if it is set to O.

For master mode, you must identify which Modbus requests need to be sent to Modbus slave devices through
serial interface. The data will be exchanged between slave devices and the MGate gateway’s internal memory.
To do this, manually add all Modbus commands that will handle the data exchange.
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The Add, Modify, and Remove buttons support the Modbus command arrangement. When you click on the

Add and Modify buttons, the following dialog box will be displayed.

Meodbus Command

LX)

Mame

Slave ID

Function

Trigger

Poll interval

Endian swap

Read starting address
Read quantity

Write starting address
Write quantity

Fault protection

Command 1

1

|16 - Write Multiple Registers -
| cyciic -|
1000 ms
| None v
0

10

0

0

|Keep latest data -
50000

| Cancel | | Hep |

Modify the Modbus command parameters to finish the configuration. You will need to configure each Modbus

command through this dialog box.

Parameters Description
Name Enter a name to help to identify the command, such as the location, function, etc.
Slave ID The Modbus slave ID that this slave module will accept.

0: Broadcasting
1-255: Device specific

Function code

When a message is sent from a Client to a Server device, the function code field tells
the server what kind of action to perform.

We support the following function codes so far:
01: Read coils

02: Read discrete inputs

03: Read holding registers

04: Read input register

05: Write single coil

06: Write single register

15: Write multiple coils

16: Write multiple registers

23: Read/Write multiple registers

Trigger Disable: The command is never sent
Cyclic: The command is sent cyclically at the interval specified in the Poll Interval
parameter
Data change: The data area is polled for changes at the time interval defined by Poll
Interval. A command is issued when a change in data is detected.

Poll interval Polling intervals are in milliseconds. Since the module sends all requests in turns,

the actual polling interval also depends on the number of requests in the queue and
their parameters. The range is from 500 to 1,200,000 ms.
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Parameters Description

Endian swap Data Byte Swapping
None: Don't need to swap
Byte: Ox0A, 0x0B, OxOC, OxOD becomes 0x0B, Ox0A, 0x0D, 0xOC.
Word: 0x0A, 0x0B, Ox0OC, OxOD becomes 0x0OC, OxOD, Ox0A, OxOB.
ByteWord: 0x0A, 0x0B, OxOC, 0xOD becomes 0xOD, 0xOC, 0xOB, OxOA.
There are two phases in changing ByteWord
1). Ox0A, 0x0B, 0x0C, OxOD becomes 0x0B, Ox0A, Ox0D, 0xOC.
2). 0x0B, 0x0A, 0x0OD, 0xOC becomes 0x0OD, 0xOC, 0x0B, OxO0A.

Read starting address Station Address. The range is from O to 65535

Read quantity Specifying how many quantities to write.
There are two kinds of quantity units: 1 bit and 16 bits, which are associated with
the function field. The range is from 1 to 125.

Write starting address Station Address. The range is from 0 to 65535

Write quantity Specifying how many quantities to write.
There are two kinds of quantity units: 1 bit and 16 bits, which are associated with
the function field. The range is from 1 to 121.

Fault Protection For the Modbus RTU master mode, the opposite side refers to EtherNet/IP. The
Modbus Write command is sent from the EtherNet/IP side. If the EtherNet/IP
connection fails, the gateway will not be able to receive the EtherNet/IP data, but
the gateway will continuously send output data to the Modbus RTU slave device. To
avoid problems in case the EtherNet/IP side fails, the MGate 5105 can be configured
to react in one of the three ways: keep latest data, clear data to zero, or
user-defined value.

Fault Timeout Defines the communication timeout for the EtherNet/IP side. The range is from O to
60000 ms.

Modbus TCP Settings

The MGate 5105-MB-EIP supports Modbus TCP function with slave and master mode. For slave mode, MGate
works as a server and waits for incoming connection from Modbus TCP client. And for client mode, MGate works
as a client and will try to build a TCP connection with a remote Modbus TCP server device. In this mode, users
have to specify the IP address of the remote device and the relative Modbus command.

Slave Mode Settings

The MGate 5105-MB-EIP supports Modbus TCP server mode, which means the MGate will work as a server and
wait for incoming connection requests. The default TCP listen port is 502. In this mode, the MGate will wait for
incoming Modbus TCP requests and use the internal memory as the slave register to respond.

| Basic I Metwork I Serial | Protocol |5ystem|

| Protocol Conversion | EtherNet/IP | Modbus RTUJASCIL | Modbus TCP | 1/0 Data Mapping

Slave Settings

[

Slave ID TCP port 502

Modify the Slave ID settings to match the system requirements. The default TCP port for Modbus TCP is 502,
so you may need to modify if there is a firewall in place.

Parameters Value Description
Slave ID 1 to 247 The Modbus address of the MGate.
TCP Port 1 to 65535 The local TCP port for the MGate.
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Master Mode Settings

The MGate 5105-MB-EIP supports Modbus TCP Client (Master) mode, which means the MGate will work as a
client and send the Modbus command request to the slave device actively. You will need to configure each
Modbus command manually. On this page, users can see all the commands listed in the table.

| Basic | Network | Serial | Protocol | system |

| Protocol Conversion | EtherNet/IP | Modbus RTUJASCIT | Modbus TCP | 1/0 Data Mapping
Master Settings

Initial delay 0 ms Max. refry 3

Response tmeout 1000 ms

Index  MName Slave IP Address Sla... Fu... Address/Quantity Trigger  Poll In... Endi

i 1 P
Add Modify Remove

Parameters Value Description
Initial Delay 0 to 65535 ms Some Modbus slaves may take more time to boot up than

other devices. In some environments, this may cause the
entire system to suffer from repeated exceptions during the
initial boot-up. You can force the MGate to wait after booting
up before sending the first request with the Initial Delay
setting.

Response Timeout | 10 to 12000 ms This is used to configure how long the MGate will wait for a
response from a Modbus slave.

Max. retry 0 to 99 This is used to configure how many times the MGate will try
to communicate with the Modbus slave.

To add a new command or modify the existing one, click the Add button or Modify button and a new dialog box
will appear. To remove Modbus commands, select the specific command and then click the Remove button.

To communicate with remote Modbus TCP server devices, specify the Modbus command for each device. For
each Modbus read/write command, specify the internal memory address for data exchange. For the read
command, the information received from remote devices will be updated to the specified internal memory
address. For the write command, the data in the specified internal memory address will be sent to the remote
device. The data will be used to update the remote device register.
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Each remote device may need more than one command for communication, so you will need to input all the

commands manually.

Medbus Command

L X

Mame Command 1
Slave IF address a . o . o . 0 Port 502
Slave ID 1
Function [16 - Write multiple registers "]
Trigger [C}'dir_ - ]
Poll interval 1000 ms
Endian swap [Nune "]
Read starting address i]
Read guantity 10
Write starting address ]
Write quantity ]
Fault protection [Keep latest data - ]
&0000
*x ] [ona |
Parameters Description
Name Enter a name to help identify the
command, such as the location, function, etc.
Slave IP address The IP address of remote slave device.
Port The TCP port number of remote slave devices.
0 to 65535
Slave ID The Modbus slave id that this slave module will accept.
0: Broadcasting
1-255: Device specific.
Function When a message is sent from a Client to a Server device, the function code field tells
the server what kind of action to perform.
We support the following function codes so far:
01: Read coils
02: Read discrete inputs
03: Read holding registers
04: Read input register
05: Write single coil
06: Write single register
15: Write multiple coils
16: Write multiple registers
23: Read/Write multiple registers
Trigger Disable: The command is never sent
Cyclic: The command is sent cyclically at the interval specified in the Poll Interval
parameter.
Data change: The data area is polled for changes at the time interval defined by Poll
Interval. A command is issued when a change in data is detected.
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Parameters

Description

Poll interval

Polling intervals are in milliseconds. Since the module sends all requests in turns,
the actual polling interval also depends on the number of requests in the queue and
their parameters. The range is from 500 to 1,200,000 ms.

Endian swap

Data Byte Swapping
None: Don't need to swap
Byte: Ox0A, 0x0B, 0x0OC, 0xOD becomes 0x0OD, 0xOC, 0x0B, Ox0A.
Word: 0x0A, 0x0B, 0x0C, 0xOD becomes 0x0OC, 0x0D, Ox0A, 0x0B.
ByteWord: 0x0A, 0x0B, 0x0C, 0xOD becomes 0x0D, OxOC, 0xOB, OxOA.
There are two phases in changing ByteWord:
1) Ox0A, 0x0B, 0x0C, OxOD becomes 0x0B, 0x0A, 0x0D, Ox0C
2) 0x0B, Ox0A, 0x0D, 0xOC becomes 0x0OD, 0x0C, 0x0B, Ox0A

Read starting address

Station Address. The range is from 0 to 65535

Read quantity

Specifying how many quantities to write.
There are two kinds of quantity units: bit and 16bits, which are associated with
function field. The range is from 1 to 125.

Write starting address

Station Address. The range is from 0 to 65535

Write quantity

Specifying how many quantities to write.
There are two kinds of quantity units: bit and 16bits, which are associated with
function field. The range is from 1 to 121.

Fault Protection

For the Modbus TCP client mode, the opposite side refers to EtherNet/IP. The
Modbus Write command is sent from the EtherNet/IP side. If the EtherNet/IP
connection fails, the gateway will not be able to receive the EtherNet/IP data, but
the gateway will continuously send output data to the Modbus TCP server device. To
avoid problems in case the EtherNet/IP side fails, the MGate 5105 can be configured
to react in one of the three ways: keep latest data, clear data to zero, or
user-defined value.

Fault Timeout

Defines the communication timeout for the EtherNet/IP side. The range is from O to
60000 ms.

1/0 Data Mapping

To confirm or adjust the internal memory data mapping for both sides, use the web console.

| Basic | Metwark I Serial | Pratocol |5ystem|

| Protocol Conversion | EtherNet/IP | Modbus RTUJASCII | Modbus TCP | 1/ Data Mapping

Mapping address arrangement Automatic

The mapping address is arranged automatically.
Please ched: web console for detailed mapping information.
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System Settings

This configuration tab includes several system level settings, such as security, alarm, and information log. Most
of these settings are optional.

Accessible IP Settings

| Basic I Metwork I Serial I Protocal | System |

Accessible IP | Dos Defense | System Log | Auto Warning | E-mail Alert | SNMP Trap | SMP Agent | LoP | mis + [ *

[]Enable the accessible TP list [ add ]
IP address Metmask
I:l Active o .o . 0 .0 255 , 255 ., 255 , 255 Modify

(Double didk item to activate or inactivate)

Index Active IF address Metmask

These settings are used to restrict access to the module by IP address. Only IP addresses on the list will be
allowed access to the device. You may add a specific address or range of addresses by using a combination of
an IP address and a netmask, as follows:

To allow access to a specific IP address
Enter the IP address in the corresponding field; enter 255.255.255.255 for the netmask.

To allow access to hosts on a specific subnet
For both the IP address and netmask, use O for the last digit (e.g., “192.168.1.0” and “255.255.255.0").

To allow access to all IP addresses
Make sure that Enable the accessible IP list is not checked.

Additional configuration examples are shown in the following table:

Desired IP Range IP Address Field Netmask Field
Any host Disable Enable
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 255.255.255.0
192.168.1.1 to 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 255.255.255.128
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DoS Defense

| Basic I Metwork I Serial I Protocol | System |

Accessible IP | DoS Defense | System Log | Auto Warning | E-mail Alert | SNMP Trap | SNMP Agent | LLDP | Mis « | »
Configuration SYMN-Flood
Null Scan sl Enable [
NMAP-¥mas Scan [ Limit 4000 {pkt/s)
SYN/FIN Scan & ICMP-Death
FIM Scan ] Enable ]
NMAP-ID Scan O Limit 4000 (pkt/s)

System Log Settings

| Basic | Metwork | Serial | Protocol | System |

| Accessible IP | DoS Defense | System Log | Auto Warning | E-mail Alert | SNMP Trap | SMP Agent | LLDP | mig| ¢

Event Group Syslog Local Log

System [ [] system cold start, System warm start

Metwork [ [ DHCR/BOOTR get IP frenew, NTP connect fail, IP conflict, Network link down

Configuration = []Login fail, IP changed, Password changed, Firmware upgrade, S50
certificate import, Config import, Config export

EtherMet/IP = [T]EIP communication logs

Modbus TCP [ [ Modbus TCP communication logs

Local Log Settings

[|Enable log capacity warning at 0 (3%)

Warning by: SMMP Trap Email

Event log oversize action: [Duerwrite The Oldest Event Log -
Syslog Settings

Syslog server IP o .0 .0 . 0D

Syslog server port 514

These settings enable the MGate firmware to record important events for future verification. The recorded
information can only be displayed in the web console.
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The available information that can be recorded includes the following events:

Event Group Description

System System Cold Start, System Warm Start

Network DHCP/BOOTP Get IP/Renew, NTP Connect Fail, IP Conflict, Network Link
Down

Configuration Login Fail, IP Changed, Password Changed, Firmware Upgrade, SSL
Certificate Import, Configuration Import/Export

EtherNet/IP EtherNet/IP Communication logs

Modbus TCP Modbus TCP Communication logs

Local Log Settings | Description

Enable Log Capacity | When the log amount exceeds the warning percentage, it will trigger an event

Warning (%) to SNMP Trap or Email
Warning by SNMP Trap
Email

Event log oversize Overwrites the oldest event log
action Stops recording event log

Syslog Settings Description

Syslog server IP IP address of the server that will record the log data

Syslog server Port |514

Users can view the recorded information from the web console or text mode console.

Auto Warning Settings

| Basic I Metwork I Serial I Protocal | System |

| Accessible IP | DoS Defense | System Log | Auto Warning | E-mail Alert | SNMP Trap | sNMP Agent | LLDP | Mis + [+

System Event

Cold start [ mail [ Trap
Warm start [ mail [ Trap
Power input 1 failure [ Mail [ Trap [ relay
Power input 2 failure [ Mail [ElTrap [ relay
Ethernet 1 link down [ mail [ Trap [ relay
Ethernet 2 link down [ Mail [ Trap [ relay

Config Event

Console login fail [ mail [l Trap
IF changed [T Mail
Password changed [ mail

Auto Warning is triggered by different events. When a checked trigger condition occurs, the MGate can send
e-mail alters, SNMP Trap messages, or open/close the circuit of the relay output and trigger the Fault LED to
start blinking. To enable an e-mail alert, configure the e-mail address on the E-mail Alert page. Likewise, to
enable SNMP Trap alerts, configure SNMP trap server on the SNMP Trap page.
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E-mail Alert Settings

| Basic I Metwork I Serial I Protocal | System |

| Accessible IP | Dos Defense | System Log | Auto Warning | E-mail Alert | SNMP Trap | SNMP Agent | LLDP | Mis + [ *

Mail server (SMTE)

User name
Password

From e-mail address
To e-mail address 1

To e-mail address 2
To e-mail address 3

To e-mail address 4

|:| My server reguires authentication

Parameters Description

Mail server The mail server’s domain name or IP address.

User name This field is for your mail server’s user name, if required.
Password This field is for your mail server’s password, if required.

From e-mail address

This is the e-mail address from which automatic e-mail warnings will be sent.

To e-mail address 1 to 4

This is the e-mail address or addresses to which the automatic e-mail warnings will

be sent.

SNMP Trap Settings

| Basic I Metwork I Serial I Protocol | System |

SMMP Trap |SNMP Agent I LLDP I Misc, Settings I Motification Message | Account Management | Login Passwor) * | *

Trap version

Trap community

SMMP trap server IP or domain name

@vl Dva

public

Parameters

Description

SNMP trap server IP

Use this field to indicate the IP address to use for receiving SNMP traps.

Trap version

Use this field to select the SNMP trap version.

Trap community

Use this field to designate the SNMP trap community.
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SNMP Agent Settings

| Basic | Metwork | Serial I Protocal | System |

SMMP Trap | SNMP Agent | LLDP | Misc. Settings | Motification Message | Account Management | Login Passwor|

SHMP Read only user name rouser

Contact name Read only authentication mode | pizahle
Read community string  public Read only password
Write community string  private Read only privacy mode Disable
SMMP agent version Read only privacy

Read fwrite user name rWUSEr

Readjwrite authentication mode | pizahle
Readfwrite password
Readfwrite privacy mode Disable

Readfwrite privacy

Parameters Description

SNMP To enable the SNMP Agent function, select the Enable option, and enter a
community name (e.g., public).

Contact name The optional SNMP contact information usually includes an emergency contact
name and telephone number.

Read community string | This is a text password mechanism that is used to weakly authenticate queries to
agents of managed network devices.

Write community string | This is a text password mechanism that is used to weakly authenticate changes to
agents of managed network devices.

SNMP agent version The MGate 5105-MB-EIP supports SNMP V1, V2c, and V3.

Read-only and Read/write access control

The following fields allow you to define user names, passwords, and authentication parameters for two levels
of access: read-only and read/write. The name of the field will indicate which level of access it refers to. For
example, Read-only authentication mode allows you to configure the authentication mode for read-only
access, whereas Read/write authentication mode allows you to configure the authentication mode for
read/write access. For each level of access, you may configure the following:

Parameters Description

User name Use this optional field to identify the user name for the specified level of access.

Authentication mode Use this field to select MD5 or SHA as the method of password encryption for the
specified level of access, or to disable authentication.

Privacy mode Use this field to enable or disable DES_CBC data encryption for the specified level of
access.

Password Use this field to set the password for the specified level of access.

Privacy Use this field to define the encryption key for the specified level of access.
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LLDP Settings

| Basic I Metwork I Serial I Protocol | System |

| SMMP Trap I SMHMP Agent| LLDP |Misr_. Settings I Motification Message | Account Management | Login Passwor * | ¢

Message fransmitinterval 30 {5 - 15383 sec)
Parameters Description
Message transmit Default is 30 seconds. The allowable range is between 5 and 32,768 seconds.
interval

Misc. Settings

This page includes console settings, password and relay output.

| Basic I Metwork I Serial I Protocal | System |

| SMMP Agent I LLDP | Misc. Settings |Nuﬁﬁcaﬁun Message | Account Management | Login Password Pnlicy| o ks
Console Settings Session Settings
HTTP | Maximum login user for .
consale TP +HTTPS {1~ 10)

HTTPS console Auto logout setting 5 {1 ~ 1440 min)
Reset button [.ﬁ.]ways enable -
Telnet console
S5H console
Serial console
MOXA command

Console Settings

Configuration Value Description

HTTP/HTTPS Enable/Disable This setting is to enable/disable the web console. For

security issues, users can only enable the HTTPS or just
disable all settings.

Telnet/SSH Enable/Disable The MGate Telnet/SSH function can be enabled or disabled.

Serial Console Enable/Disable The MGate serial console function can be enabled or
disabled.

Reset button Disable after 60 sec, The MGate provides the reset button to clear password or

protect Always enable load factory default settings. But for security issues, users

can disable this function. In disabled mode, the MGate will
still enable this function within 60 seconds after boot-up,
just in case users really need to reset this function.

Moxa command Enable/Disable The MGate can be searched by the Device Search Utility
(DSUV). If you have any security concerns, you can choose
Disable to deny the DSU right to access.

Session Settings |Value Description

Maximum Login 1-10 The number of users that can access the MGate at the same
User for HTTP + time.

HTTPS

Auto Logout Setting | 0-1440 min Sets the auto logout time period
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Notification Message

| Basic I Metwork I Serial I Protocal | System |

Login message

Login authentication
failure message

| SNMP Agent | LLDP | Misc. Settings | Notification Message | Account Management | Login Password Policy e

The account ar passward you entered is incorrect. -
(four account will be tempararily locked if excessive tried.)

Account Management

| Basic I Metwork I Serial I Protocal | System |

| SNMP Agent | LLDP | Misc. Settings | Notification Message | Account Management | Lagin Password Policy <]
Account Name Group
admin admin
| Add J Edit Delete
Parameters Value Description

Account

Admin, user

Users can change the password for different accounts. The
MGate provides two different level accounts: admin and
user. The admin account can access and modify all the
settings through the web console. The user account can only

view the settings and cannot change anything.

3-26
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Login Password Policy

| Basic I Metwork I Serial I Protocol | System |

| SMMP Agent I LLDP I Misc, Settings I Motification Message I Account Management | Login Password Policy At

Account Password Policy Account Login Failure Lodkout

Minimum length 4 (4-18) [ Enable

[] Enable password complexity strength check Retry failure threshold |5 (1 - 10 time)
At least one digit(D~9) Lockout time 3 (1 - 60 min)

Mixed upper and lower case letters(A~Z,
arg)

At least one spedal character:

ol @FEEWNE-_ 5 <2000

[] Password lifetime | 20 {90 - 130 days)

Account Password Policy Value Description

Minimum length 4-16

Enable password complexity Select how the MGate checks the password
strength check strength

Password lifetime 90-180 days Set the password lifetime period

Account Login Failure Logout Value Description

Retry failure threshold 1-10 time(s)

Lockout time 1-60 min

Load Default

To clear all the settings on the unit, use the Load Default button to reset the unit to its initial factory default

values.
: - S =S al
) MGate Manager ==
— .
Mo. Mame Model MAC Address IPfCOM Status Firmware Version

MGate 5105_23 MGate 5105-MB-EIP | 00:90:E8:00:00:33 | 192.168.127.254 | Unlocked Ver. 1.0 Build 13053017

Device Identification Device Function I

Configuration Monitar ProCOM Mapping

Locate Load Default Diagnose l Upgrade Firmware I l Export l

Search

Exit

Language l GSD Management ] l Offline Configuration
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Click Load Default and review the confirmation message. If you are sure you would like to reset the
configuration to factory defaults, click the OK button. If not, click Cancel.

[ Confirm @1

This action would reset configuration to factory default. Do you
still want to continue?

CK ] [ Cancel

- —

After the MGate Manager resets completely, MGate Manager will automatically execute a Broadcast Search for
all MGate units on the LAN. Your MGate should reappear in the list of units.

ATTENTION

Load Default will completely reset the configuration of the unit, and all of the parameters you have saved will
be discarded. Do not use this function unless you are sure you want to completely reset your unit.

Upgrade Firmware

Firmware updates for the MGate 5105-MB-EIP are located at www.moxa.com. After you have downloaded the
new firmware onto your PC, you can use MGate Manager to write it onto your MGate 5105-MB-EIP. Select the
desired unit from the list in MGate Manager and click Upgrade Firmware to begin the process.

. - . = = n
) MGate Manager [ — ﬂ

Mo. Mame Model MAC Address IPfCOM Status Firmware Version

MGate 5105_23 MGate 5105-MB-EIP | 00:90:E8:00:00:33 | 192.168. 127,254 Ver, 1.0 Build 13053017

Device Identification Device Function
Load Default Upgrade Firmware l l Export l
l GSD Management l l Off-line Configuration Exit

=
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The dialog boxes will guide you through the process. You will need to browse your PC for the firmware file. Make

sure it matches your model.

Upgrade Firmware @

Firmware for MGate 5105-MB-EIP

AGate 5105-MB-EIP\ng5105_1.0_Build_13053017.rom Browse

OK l l Cancel ]

As the firmware is written to the unit, progress is displayed in the window.

' i N
Upgrade Progress
Ma. Model MAC Address IP/COoMm Status
01 MGate 5105-MB-EIP 00:90:E8:00:00:33 192,168,127.254  Transmit 73%
Exit
ATTENTION

DO NOT turn off the MGate power before the firmware upgrade process is completed. The MGate will be erasing
the old firmware to make room for the new firmware to flash memory. If you power off the MGate and
terminate the progress, the flash memory will contain corrupted firmware and the MGate will fail to boot. If this

happens, call Moxa RMA services.

Once the firmware has been successfully written onto the unit, click Exit to close the Upgrade Firmware window.
MGate Manager will automatically execute a Broadcast Search for all MGate units on the LAN. Your MGate

should reappear in the list of units.

Upgrade Progress

Mo, Model MAC Address IPfCom Status
01 MGate 5105-MB-EIP 00:90:E8:00:00:33 192.168.127.254 OK
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Import/Export

There are three main reasons for using the Import and Export functions.

Applying the same configuration to multiple units

The Import/Export configuration function is a convenient way to apply the same settings to units located in
different sites. You can export the configuration as a file and then import the configuration file onto other
units at any time.

Backing up configurations for system recovery

The export function allows you to export configuration files that can be imported onto other gateways to
restore malfunctioning systems within minutes.

Troubleshooting

Exported configuration files can help administrators to identify system problems that provide useful
information for Moxa’s Technical Service Team when maintenance visits are requested.

Export Function

The export function saves all the configuration settings and parameters of the MGate 5105-MB-EIP in a *.ini

file. To begin, click the Export button.

- = -
MGate Manager = | =
o g

Mo. Mame Model MAC Address IPfCOM Status Firmware Version

MGate 5105_23 MGate 5105MB-EIP | 00:90:E8:00:00:33 | 192, 168,127.254 | Unlocked ver, 1,0 Build 13053017

Device Identification Device Function

Configuration Monitor ProCOM Mapping

Load Default Diagnose l Upgrade Firmware

Search

Locate Export

Language GSD Management l Offine Configuration

Exit

Enter a file name and use the Browse button to save the file to a specific path. Then, click the OK button.

-

-
Save/load ﬁ

ate 5105-MB-EIP\MGate 5105-MB-EIP backup.ini Browse

[ OK J [ Cancel ]

If you export the configuration file successfully, a confirmation message will pop up and the configuration file

will be saved as a *.ini file
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Import Function

Once the file is saved, it can be imported into your target unit to duplicate the same settings. Select the target
unit first and click the Import button to import.

8 MGate Manager

I | Mo. Mame Model MAC Address IFfCOM Status Firmware Version
01 MGate 5105_23 MGate 5105-MB-EIP 00:90:E8:00:00:33  192.168.127.254  Unlocked Ver, 1.0 Build 13053017

|
: Device Identification Device Function

Configuration Monitor ProCOM Mapping

Load Default Diagnose [ Upgrade Firmware l [ Expaort l
|

[ 55D Management l l Offline Configuration Exit

Select the file you want to import, and then click the OK button

' N
Save/Load ﬁ

ate 5105-MB-EIP\MGate 5105-MB-EIP backup.ini =

OK ] [ Cancel ]

Wait for the MGate Manager to finish configuring the target device. If you import the configuration file
successfully, a confirmation message will pop up. After closing the message dialog, the MGate Manager will
automatically execute a Broadcast Search for all MGate units on the LAN. Your MGate should reappear in the list
of units.

ATTENTION

DO NOT turn off the MGate power before the firmware upgrade process is completed. The MGate will be erasing
the old firmware to make room for the new firmware to flash memory. If you power off the MGate and
terminate the process, all settings will disappear and the MGate gateway will revert to factory defaults. If this
happens, import the settings from the file again.

GSD Management

GSD Management is designed for PROFIBUS gateways (e.g., the MGate 5102-PBM-PN), so it cannot be used for
the MGate 5105-MB-EIP.

w
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Offline Configuration

Create or modify the configuration file manually through MGate Manager by first generating the configuration
file with the Export function. The file generated by this function can also be used for the Import function. To
use this function, click the Off-Line Configuration button to load the configuration window.

& MGate Manager [= X

Mo, MName Model MAC Address IP/COM Status Firmware Version

Off-Line Configuration ﬁ

Select Model
Series  [MGate 5000 -
Model  [MGate 5105-MBEIP -

< |

Device Identification D ’ Cancel

Conhguration Load Monitor Log ProCOM Mapping Import
Locate Load Default Diagnose Upgrade Firmware Export
l G50 Management l [ Off-Line Configuration Exit

Choose either Create new configuration or Load exist configuration to edit the configuration.

' N
MGate 5105-MB-EIP [

(@) Create new configuration

() Load exist configuration

[ oK ] [ Cancel l

For more details, refer to Chapter 3: Modifying the Configuration above. When all configuration settings
are finished, click OK to save the updates to the configuration file.
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Web Console Configuration and

Troubleshooting

The following topics are covered in this chapter:

Overview

Common Settings
Protocol Settings
System Management

System Monitoring

Qaoaoaoaooaa

Fault Protection and Status Monitoring
» Fault Protection

» Status Monitoring
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Overview

The MGate 5105-MB-EIP supports configuration and troubleshooting by web console. This chapter will focus
only on the settings that can be configured by web console. These include monitoring and troubleshooting
functions, such as how to check 1/0 data transmission, troubleshoot configurations, run diagnostics, etc. More
detailed information about other configuration settings can be found in Chapter 3.

To connect to the MGate web console, open a web browser and enter the MGate gateway’s IP address.
http://<MGate IP address>

or
https://<MGate IP address>

On the first page, specify the account type and enter the password. Only two types of accounts are supported:
admin and user. The admin account can modify all the settings, whereas the user account only can view
settings and cannot modify any configurations. The default password is moxa.

Apcount

Paszword |

All available configuration items are listed in left panel tree. Click on an item to view detailed options in the

panel area on the right. To activate changes, click the Submit button before leaving the current page. If
necessary, the MGate gateway will restart to activate the settings.

M OXA MGate 5105-MB-EIP Www.moxa.com

- MGate 5105-MB-EIP =lP -192 168127 254 = MAC Address - 00:90:E8:00:00:33

-MGate 5105_23 m Serial No. =25) = Firmware - 1.0 Build 13053017

Welcome to MGate 5105-MB-EIP

 Main Menu 1 | Modet name | MGate 5105-MB-EIP
Overview | Serial No. | 23
Basic Settings | Firmware version | 1-0 Build 13053017
Network Settings | Ethernet IP address | 192 166.127 254
Serial Settings | Ethernet MAC address | 00:90:£8.00:00.33
- Protocol Settings
B | up time | 0 days 07h:27m:27s
- System Management
- System Monitoring [Powert Lon
Restart | Power 2 | Off
| microSD | Not Detected

‘goahead
WEBSERVER
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Common Settings

Refer to the appropriate reference section in Chapter 3: MGate Manager Configuration of this user’s
manual for each MGate Manager settings page.

MGate Manager Settings Page Reference Section in Chapter 3
Basic Settings See Configure Device section
Network Settings See Network Settings section
Serial Settings See Serial Settings section
Protocol Settings - Protocol Conversion See Protocol Conversion section
Protocol Settings - EtherNet/IP See EtherNet/IP Settings section
Protocol Settings - Modbus RTU/ASCII See Modbus RTU/ASCII Settings section
Protocol Settings - Modbus TCP See Modbus TCP Settings section
System Management — Accessible IP List See Accessible IP Settings section
System Management — System Log Settings See Log Settings section

System Management — Auto Warning Settings See Auto Warning section

System Management — E-mail Alert See E-mail Alert section

System Management — SNMP Trap See SNMP Trap section

System Management — SNMP Agent See SNMP Agent section

System Management — LLDP Settings See LLDP Settings section
System Management — Misc. Settings See Misc. Settings section
System Management — Maintenance - Firmware Upgrade | See Upgrade Firmware section
System Management — Maintenance - Configuration See Import/Export section
Import/Export

System Management — Maintenance - Load Factory See Load Default section

Default

In addition to the common settings above, the following functions mentioned in this chapter are only available
in the web console.
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Protocol Settings

Protocol Settings — 1/0 Data Mapping

Here, you could click left on EtherNet/IP 1/0 connection, for example, click on O-> T Instance #100, which will
show what Modbus commands are included in the table on the right.

I/O Data Mapping

Data flow direction EtherNet/IP Scanner --= Modbus RTU/ASCII Slave v

Mapping address arrangement Automatic v

O»T write
Role 1 of MGate 5105-MB- Role 2 of MGate 5105-MB-
EIP : EIP:
EtherNetlIP Adapter Modbus RTUASCIH yaster
MName Internal Address Data Size Name  Funcfion Internal Address Cluantity
O = Tinstance #1000 (11 12 bytes Command2 g 0 .1 2 bytes
Command3 16 2 11 10 bytes

System Management

System Management — Maintenance — Ping

This network testing function is available only in the web console. The MGate gateway will send an ICMP packet
through the network to a specified host, and the result can be viewed in the web console immediately.

Serial Seftings

- Protocol Settings . Pillg Test
- System Management
Accessible IP List Ping Destination
System Log Settings Destination |1‘32.168.12?.1

Auto Warning Seftings
E-mail Alert
SNMP Trap
SNMP Agent
LLDP Settings
- Misc. Settings

- Maintenance
Ping
Firmware Upgrade
Configuration Import/Export
Load Factory Default
Certificate
- System Monitoring
Restart
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System Management — Certificate

Use this function to load the Ethernet SSL certificate. Select or browse for the certificate file in the Select SSL
certificate/key file field. This function is only available in the web console.

- Main Menu
Overview Cel‘tiﬁcate
Basic Settings
Network Settings SSL Certificate
Serial Setfings Issued to 192.168.127 254
- Protocol Settings Issued by 192.168.127.254
- System Management
Accessible IP List
System Log Settings Select SSL certificate file Browse...
Auto Waming Seftings Delete SSL certificate file [ Delete |
E-mail Alert
SNMP Trap
SNMP Agent
LLDP Settings
- Misc. Settings

Valid from 2013/5/21 to 2023/5/M19

- Maintenance
Certificate
- System Monitoring

Restart

System Monitoring

System Monitoring — System Status — Network Connections

Go to Network Connections under System Status to view network connection information.

Network Connections

- Main Menu I 1 Auto refresh
QOverview
Basic Settings Protocol Recv-Q Send-Q Local Address Foreign Address State
Network Settings TCcP 0 0 *4900 0 LISTEN
Serial Set TCcP 0 0 *80 0 LISTEN
erial setings TcP 0 0 44818 =0 LISTEN
- Protocol Setiings TCcP 0 0 *443 0 LISTEN
- System Management TCcP 0 0 192.168.127 254:80 169.2549.171:1920 TIME_WAIT
- System Monitoring TCcP 0 0 192.168.127 254:80 169.254.9.171:1928 TIME_WAIT
System Stat TCcP 0 0 192.168.127 254:80 169.254.9.171:1930 TIME_WAIT
yeemstats TCP 0 0 192.168.127.254:80 169.254.9.171:1923 TIME_WAIT
Network Connections TCcP 0 0 192.168.127 254:80 169.2549.171:1913 TIME_WAIT
System Log TCP 0 0 192.168.127.254:80 169.254.9.171:1911 TIME_WAIT
Relay State TCcP 0 0 192.168.127 254:80 169.2549.171:1910 TIME_WAIT
LLDP Table TCP 0 0 192.168.127.254:80 169.254.9.171:1906 TIME_WAIT
TCcP 0 0 192.168.127 254:80 169.254.9.171:1921 TIME_WAIT
- Protocol Status TCP 0 1362 192.168.127.254:80 169.254.9.171:1935 ESTABLISHED
Communication Analysis TCP 0 0 192.168.127.254:80 169.254.9.171:1931 TIME_WAIT
Restart TCP 0 0 192.168.127.254:80 169.254.9.171:1915 TIME_WAIT
TCP 0 0 192.168.127.254:80 169.254.9.171:1933 TIME WAIT
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System Monitoring — System Status — System Log

System Log

- Main Menu I System Log
Overview 2013/06/02 14:48:34 [Config] Firmware upgrade
Basic Settings 2013/06/02 14:48:43 [System] System warm start

2013/06/02 14:48:43 [Network] Ethernet port 1 link down
Network Settings

Serial Settings

- Protocol Settings

- System Management

- System Monitoring

- System Status

Network Connections
System Log
Relay State
LLDP Table

- Protocol Status

Communication Analysis

Restart Clear log [ Refresh

System Monitoring — System Status — Relay Status

The MGate gateway includes a built-in relay circuit that is triggered in the event of a power failure or if the
Ethernet link is down. You can view the relay status on this page.

Relay State

- Main Menu I ) Auto refrash
Overview
Basic Setings Power input 1 failure N/A Acknowledge Event
Network Settings Power input 2 failure NIA Acknowledge Event
Serial Settings Ethernet 1 link down NIA Acknowledge Event
- Protocol Settings Ethernet 2 link down NIA Acknowledge Event

- System Management
- System Monitoring
- System Status
Network Connections
System Log
Relay State
LLDP Table

- Protocol Status

System Monitoring — System Status — LLDP Tables
You can see LLDP related information, including Port, Neighbor ID, Neighbor Port, Neighbor Port Description,
and Neighbor System.

LLDP Table
- Main Menu I Port Neighbor ID Neighbor Port Neighbor Port Description Neighbor System
Overview
Basic Settings

Netwaork Settings
Serial Settings
- Protocol Settings
- System Management
- System Monitoring
- System Status
Network Connections
System Log
Relay State
LLDP Table
- Protocol Status
Communication Analysis
Restart
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System Monitoring — Protocol Status — 1/0 Data View

This page displays the internal memory information for input and output data transfers. View updated values
for communication verification here. This function is only available in the web console and text-mode console.

~ I/O Data View
- Main Menu
Overview M Auto refresh

Basic Settings

Network Setings Data flow direction [Modbus RTU/ASCII —> EtherNet/IP v| Startaddress(Hex)[0 | Length Format [Hex v|
Serial Setiings Internal Address a0 " 02 03 04 05 D6 07 08 09 0A OB OC 0D OE OF
- Protocol Seftings 000K 12 3 56 78 AB CD EE FF 00 00 00 00 00 00 00 oo
- System Management 0010h 00 i 0 0 A\ AA BB BB CC CC D0 00 00 00 00 00
 System Monitoring 0020h 00 0 oo 00 0w o0 0o o0 D0 00 @0 00 00 00 00 o
00300 10 0 0o 00 0 00 0o o0 D0 00 @0 00 00 00 00 oo
- System Status 0040h 00 0 oo 00 00 oo 0o oo o 00 w00 00 oo 0o o
- Protacol Status 0050h 00 00 00 00 0 00 00 00 00 00 00 00 0 00 00 00
/O Data View 0060h 00 0 0o 00 U B ) o0 D0 00 @0 00 00 00 00 oo
0070R 00 i 0 0 w0 W 0 00 0 @0 00 0 00 00 ]

EtherNet/IP Diagnose
Modbus RTU/ASCII Diagnos
Modbus TCP Diagnose
Modbus RTU/ASCII Traffic

Communication Analysis

Restart

System Monitoring — Protocol Status — Diagnose
The MGate provides status information for EtherNet/IP, Modbus RUB/ASCII, and Modbus TCP troubleshooting.
Verify data or packet counters to make sure the communications are running smoothly.

~ EtherNet/IP Diagnose

- Main Menu [¥] Auto refresh

Overview

Basic Settings Connection Parameters /0 Connection List

Network Settings © = Tinstance (exclusive owner) 100 192.168.127.38
Serlal Settings 0 - Tinstance (input only) 120
T = Oinstance 110
- Protocol Settings O = T data size 0
- System Management T O data size 40
- System Monitoring
- System Status Overview Connection Information
- Protocal Status Curr‘ent TCP ccnnect\ol?s 1 Up time 00h-33m 42s
/0 Data View Maximum TCP connections observed 1
Current I/0 connections 1 Target 192.168.127.254
EtherNet/IP Diagnose N Qriginator 192.168.127.38
| Total TCP transmit packets 36 Multicast add 239192 32 161
Modbus RTU/ASCII Diagnos Total TCP receive packets 36 T: ':j:e': ress 202'” g
Modbus TCP Diagnose Total TCP receive invalid packets 0 P
. Rx packets 20218
Modbus RTU/ASCII Traffic Total UDP transmit packsts 22182 L
. Rx invalid packets 0
- N Total UDP receive packets 21918
Communication Analysis _ CIP transport class 1
Total UDP receive invalid packets 0 .
Restart 0= T connection ID 0x0001dfB8
Q=>TRPI 100 ms.
hittp://192.168.127.254/g tPratocol?protocol= get=cip_diag.asp | O = T connection size 6 byte

~ Modbus RTU/ASCII Diagnose

Communication Analysis

Restart

- Main Menu M Auto refresh
Overview
Basic Settings Category Item Value
Network Settings Modbus
Serial Setti Mode RTU Master
enal setings Sent request 3294
- Protocol Settings Received valid response 3294
- System Management Received invalid response a
- System Monitoring Received CRC/LRC Error 0
- System Status R.eceived exception 0
Timeout 0
- Protocol Status
I/0 Data View Sarial Port
EtherNet/IP Diagnose Port number 1
Maodbus RTU/ASCII Diagnos Break 0
Maodbus TCP Diagnose Frame emor 0
Parity error 0
Maodbus RTU/ASCII Traffic
Cwverrun error 0
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Network Settings ~ .
Serial Settings Modbus TCP Diagnose

- Protocol Settings

Protocol Conversion ¥ Auto refresh

EtherNet/IP
Cat It Val
Modbus RTU/ASCII sy o aue
Modbus TCP Modbus
. Mode Master
/Q Data Mapping Number of connection 0
- System Management Sent request 0
- System Monitoring Received valid response 0
- System Status Received invalid response a
Received exception a
- Protocol Status Timeout 0
IO Data View
EtherNet/IP Diagnose Connections

Modbus RTU/ASCII Diagnos
Modbus TCP Diagnose
Modbus RTU/ASCII Traffic
Communication Analysis
Restart

System Monitoring — Protocol Status — Modbus RTU/ASCII Traffic

For troubleshooting or management purposes, you can monitor the Modbus RTU/ASCII data passing through
the MGate 5105-MB-EIP on the network. Rather than simply echoing the data, MGate Manager presents the
data in an intelligent, easy-to-understand format with clearly designated fields, including source, type,
destination, contents, and more. Events can be filtered in different ways, and the complete log can be saved to
a file for later analysis.

Network Settings

. Modbus RTU/ASCII Traffic

W] Auto scroll

Serial Settings
- Protocol Settings
Protocol Conversion
EtherNet/IP Start
Modbus RTU/ASCII

Capturing .-

Modbus TCP No. Time Send/Receive Slave ID | Function Code  Data
/0 Data Mapping U ESEL receve T &) UTUD 19 U0 UU 1D $M U0 UU 1D 00 U0 U0 10 D0 U0 UU 1D 82 AD GO TT 1T G 10
 System Management 2 10278 Send 1 3 0103 00 00 00 DA C5 CD
o 12 10326 Receive 1 3 0103 14 AB CD 67 83 00 00 00 00 18 3F 00 00 18 30 00 00 1B 51 00 00 58 70
- System Monitaring 13 10.348 Send 1 3 01 03 00 0A 00 DA ES CF
- System Status 44 10.396 Receive 1 3 0103 14 00 00 1B 4C 00 00 1B 37 00 00 1B 55 00 00 1B 44 AB CD FF FF 80 53
- Protocol Status 15 11278 Send 1 3 0103 00 00 00 0A C5 CD
110 Data View 16 11326 Receive 1 3 0103 14 AB CD 67 89 00 00 00 00 18 41 00 00 1B 32 00 00 18 53 00 00 44 59
) a7 11348 Send 1 3 0103 00 0A 00 0A E5 CF
EtherNelIP Diagnose 48 11.396 Receive 1 3 0103 14 00 00 1B 4E 00 00 1B 39 00 00 1B 57 00 00 1B 46 AB CD FF FF 57 1D
Modbus RTUIASCII Diagnos 49 12.278 Send 1 3 01 03 00 00 00 0A C5 CD
Modbus TCP Diagnose 50 12,326 Receive 1 3 0103 14 AB CD 67 89 00 00 D0 00 18 43 00 00 1B 34 00 00 18 55 00 00 C9 EO
Modbus RTU/ASCII Traffie 51 12,348 Send 1 3 0103 00 0A 00 0A E5 CF
Communication Analysi 52 12,396 Receive 1 3 0103 14 00 00 1B 50 00 00 1B 38 00 00 1B 59 00 00 1B 48 AB CD FF FF 1C 58
53 13.278 Send 1 3 0103 00 00 00 DA C5 CD
Restart 54 13.326 Receive 1 3 0103 14 AB CD 67 89 00 00 00 00 18 45 00 00 1B 36 00 00 18 57 00 00 55 68



MGate 5105-MB-EIP Web Console Configuration and Troubleshooting

System Monitoring —Communication Analysis

After finishing all configurations, you can use Communication Analysis to confirm whether the settings are
correct. Click Start and wait for 10 seconds, and an analysis report will appear with detailed fail statuses,
warnings, and hints.

System Log Settings

A 1 . - reac
Auto Warning Setiings Communication Analysis
E-mail Alert
SNMP Trap EtherNet/IP
SNMP Agent 1. Check adapter's connection status: Fail
LLDP Settings - Reason: No connection request from the scanner.
- Misc. Settings - Hint: Invalid adapter's IP setting on scanner davice.
- Maintenance
) Modbus RTU/ASCI
Certificate
- System Monitoring 1. Checking modubs status: QK
- System Status /0 data mapping
- Protocol Status 1. Check /0 data mapping: OK
/0 Data View

EtherNet/IP Diagnose

Maodbus RTU/ASCII Diagnos m

Maodbus TCP Diagnose
Modbus RTU/ASCII Traffic
Communication Analysis
Restart

Fault Protection and Status Monitoring

Fault Protection

The Fault Protection function sends a predefined setting to field devices to prevent incorrect actions when the
upstream connection is lost. The MGate 5105 supports a Fault Protection function when in agent mode. You can
configure the criteria to determine what to do when the write command is no longer received from the master
side. For example, when a communication cable comes loose accidentally, the most up-to-date write command
from the master side will not be received by the gateway. Hence, the slave device will use the latest command
from the gateway, which is now out of date, creating an inconsistency between the master and slave devices.
To avoid this problem, the MGate 5105 supports options to determine which actions should be taken when the
master’s side is disconnected from the gateway.

Options Description

Keep latest data The gateway will write the same data to the slave device.
Clear data to zero The gateway will write the zero values to the slave device.
User-define value A user-defined value will be written to the slave device.
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Status Monitoring

The Status Monitoring function provides status information of field devices when the MGate is being used as a
master/client. If a slave device fails or a cable comes loose, generally the gateway won’t be able to receive
up-to-date data from the slave device. The out-of-date data will be stored in the gateway’s memory and will be
retrieved by the master device (e.g., PLC), which will not be aware that the slave device is not providing
up-to-date data. The MGate supports the Status Monitoring function, which provides a warning mechanism to
report the list of slave devices that are still “alive.”

The MGate 5105 allocates one bit of the gateway’s specified memory address to indicate the status of each
Modbus command as being normal or abnormal. If a command has run successfully, the status value will
continuously be 1. On the contrary, if a command has failed, the status will be set to O. In this case, the master
device will be aware of the failure status of the slave device.

Modbus RTUZASCII/TCP EtherNet/IP

Method Modbus function code: Through UCMM with Class ID 0x405, Instance
0x03 or 0x04 ID 1, Attribute O.

Data address 60000

Data unit word byte
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