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How to Use the TIA Portal to Set

Moxa Tech Note the Siemens PLC and the MGate 5103

1 Application Description

The TIA Portal is Siemens’s new software platform to configure and program S7-
300/400/1200/1500 PLCs. This technical note demonstrates how to configure the Siemens
S7-300 to connect with the MGate 5103 in TIA Portal V14.

The MGate 5103 supports a variety of maintenance functions, such as Protocol
Diagnostics, Traffic Monitoring, Status Monitoring, and Fault Protection. The Status
Monitoring function notifies a PLC/DCS/SCADA system when a Modbus device gets
disconnected or does not respond. If a command has run successfully, the status bit’s value
will be 1. If a command has failed, the status bit’s value will then be 0. In this case, the
master device will be aware of the failure status of the slave device. When a PROFINET
connection is disconnected, the Fault Protection function executes actions on end devices
identified by a pre-defined value set by the user.

This technical note also demonstrates how the PROFINET IO controller (Siemens PLC) receive
these Modbus command statuses by sending PROFINET Acyclic Read commands, as well as
how the Fault Protection function works. We also demonstrated how to use the Protocol
Diagnostics and Traffic Monitoring functions for troubleshooting.
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2 System Topology

This technical note demonstrates how to exchange data between a PROFINET IO controller
and six Modbus RTU slaves. The Modbus RTU slave IDs 1-3 use Modbus Read command, and
shows the Status Monitoring function. The Modbus RTU slave IDs 4-6 use Modbus Write
command, and shows the Fault Protection function.

We use Siemens S7-300 as the PROFINET IO controller to connect the MGate 5103. On
a PC, we run Modbus Slave tools to simulate Modbus RTU slaves and connect to the MGate

5103’s serial port.

Modbus RTU (RS-232)

Siemens PLC
PROFINET
- IO Controller

- ———— - PROFINET

IO Device

MGate 5103

PC runs
Modbus Slave
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3 Required Equipment and Components

A.

TIA Portal V14

As a registered Siemens’s customer, you can download the trial software for the TIA
Portal V14 and test it for 21 days.

Version: V14

Download Website:
https://support.industry.siemens.com/cs/document/109740158/simatic-step-7-(tia-
portal)-v14-trial-download?dti=0&Ic=en-WW

Modbus Slave

Modbus Slave is a very popular Modbus slave simulator to test and debug of your
Modbus devices. It supports Modbus RTU/ASCII and Modbus TCP/IP.

Version: V6+
Download Website: http://www.modbustools.com/download.html

MGate 5103 Firmware
Version: V.1.0 or higher

Download Website: http://www.moxa.com

MGate 5103's GSDML File

The GSDML (General Station Description Mark-Up Language) file is an electronic device
datasheet or device database file that identifies the PROFINET IO device. This file can be
installed into the PROFINET Engineering Tool, e.g., the TIA Portal, so that this PROFINET
Engineering Tool can configure the PROFINET IO Device.

Version: GSDML-V2.2-Moxa-Device0202-20170502.xml/GSDML-V2.3-Moxa-
Device0202-20170502.xml

Download Website: http://www.moxa.com

Note: For wiring, please refer to the MGate 5103’s User’s Manual.
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4 MGate 5103 Settings

For details, please refer to the MGate 5103 user’s manual. You can download it from

WWW.Mmoxa.com

A. Protocol Conversion

Log in to the MGate 5103’s Web Console. Set Protocol Conversion: Role 1 as
PROFINET IO Device, Role 2 as Modbus RTU/ASCII Master.

Protocol Conversion

Role1 of MGate 5103 : Role2 of MGate 5103 :
[PROFINET 10 Controller | PROFINET 10 Device Modbus RTUIASGH Master [Modbus RTUZASCII Slave v |

B. Configure Modbus Commands

Under Modbus RTU/ASCII setting, set Modbus as RTU, Max. retry as 0. The default
of this value is 3. Change this value to 0 in order to quickly detect when a Modbus
command failed.

Then add the commands below to poll Slave ID1-ID3’s register 0, and add Function
Code 06 commands to write Slave ID4-1ID6’s register 0.

Role Master

Mode

Master Settings

Initial delay |u | (0 - 30000 ms)

Max. retry |D | (0-3)

Response timeout |1DDD | {10 - 120000 ms)
Interframe delay |D | {10 - 500 ms, 0 defaulf)
Inter-character timeout |D | {10 - 500 ms, O: defaulf)

Modbus Commands

@ Add
Index |Name |Slave ID |Function |Address /| Quantity Trigger Poll Interval |Endian Swap
1 I}l 3 Read address 0, Guantity 1 Cyclic 1000 MNone
2 D2 2 3 Read address 0, Quantity 1 Cyclic 1000 MNone
3 103 3 3 Read address 0, Guantity 1 Cyclic 1000 None
4 D4 4 i Wite address 0, Quantity 1 Data Change |MN/A None
5 ID5 5 5] ‘Write address 0, Quantity 1 Data Change |MN/A Mone
i D6 G i Wite address 0, Quantity 1 Data Change |N/A MNone
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For ID4 command’s Fault Protection, keep it as Keep latest data.

Name |ID4 |

Slave ID 14 |

Function |DE- - 'Write Single Reqgister v|
Trigger [ Data Change v
Endian swap [None v
Write starting address |D | (0 - 65535)
Write quantity 1

Fault protection |Keep latest data v|

Fault timeout &0000 (100 - 65535 ms)

For ID5 command’s Fault Protection, choose Clear all data bit to 0 and set Fault
timeout as 10000 ms.

Name [ID5 |

Slave ID 5 |

Function [06 - Write Single Register v
Trigger | Data Change v
Endian swap [Mone v
Write starting address [0 | (0-B5535)
Write quantity 1

Fault protection [Clear all data bit to 0 v |

Fault timeout [10000 | (100 - 65535 ms)

For ID6 command’s Fault Protection, choose Set to user defined value and set
Fault value as OxFF OxFF . Fault timeout is set as 10000 ms.

Name |ID6 |

Slave ID 5 |

Function |06 - Write Single Register v|
Trigger | Data Change v
Endian swap [Mone v
Write starting address [0 | (0-85535)
Write quantity 1

Fault protection | Set to user defined value v |

Fault timeout |1DIZI|IID |[1CIIZI - 65535 ms)

1 2 3 4 5 6 7 & 9

=
.E

Fault value{Hex)
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C. Configure PROFINET Setting

Only the Device Name needs to be set. Set it as mgate-dev.

D. I/O Data Mapping

Allow the MGate to automap the data on both sides of the MGate’s I0 Internal Memory.
Check I/0 Data Mapping with Data flow direction: PROFINET IO Controller >
Modbus RTU/ASCII Slave or PROFINET IO Controller € Modbus RTU/ASCII
Slave. Make sure the PROFINET Output or Input Slot Size is fully and correctly
mapped to Modbus Internal Address.

Data flow direction ‘F’ROFINET |0 Controller = Modbus RTU/ASCII Slave v
Mapping address arrangement

[ — - g

Role 1 of MGate 5103 : Role 2 of MGate 5103 :
PROFINET IO Device Modbus RTU/ASCIH Master
PROFINET Qutput Slot Size Name Function Internal Address Quantity
Required minimum & bytes D4 6 0 1 2 bytes
D5 6 2 13 2 bytes
D6 6 4 |5 2 bytes
Data flow direction | PROFINET 10 Contfroller <-- Modbus RTU/ASCII Slave v
Mapping address arrangement
[ e | [ e | %
_ HH
Role 1 of MGate 5103 : Role 2 of MGate 5103 :
PROFINET IO Device Modbus RTU/ASCI Master
PROFINET Input Slot Size Name Function Internal Address Quantity
Required minimum & bytes D1 3 0 1 2 bytes
ID2 3 2 3 2 bytes
ID3 3 4 N 2 bytes
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5 Siemens PLC Setting

(1) Create a new project.

& Siemens T

Totally Integrated Automation

Create new project

I Projectname: |MGates10s |

Open existing project

\
Path |C'\Llsers\PVC\DncumEn[s\Autnmatmn |‘
\

Create new project Authar: |PvC

Comment: ~
Migrate project

Welcome Tour

Installed software

Help

User interface language

} Project view

(2) After the project is successfully created, click Configure a device to add the
PLC.

First steps

) . . Project: "MGate5103" was opened successfully. Please select the next step:
Open existing project

[>]

) Create new project
proj | ‘::.

b Migrate project

b Close project

b Welcome Tour Q 8| Configure a device

First steps )
\f@% Write PLC program

b Installed software

Configure L
b Help AR technology objects
l J Configure an HMI screen

") User interface language

<] i |
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According to the actual PLC’s CPU model, select it from “Controllers > S7-300 >

CPU"” as below:

Show all devices

Add new device

Configure networks

Add new device

Device name:

{ PLC_1

Controllers

L3

HMI

o

FC systems

~ @ cru

[

» [ cPu 312
» [ cPU 312C
» [ cPu 313C
» [ cPuz13C2DP
» (i@ CPU 313C2 PP
» [ cPU 314
» (@ cPU 314C2 DP
» [l CPU 314C-2 PNIDP
» [ CPU 314C2 PP
» [ cPu 3152 0P
~ [[§ CPU 315-2 PNIDP
SES7 315-2EH13-0ABO
I f6ES7 315-2EH14-0AB0 ]
» (WCPU3T72 0P
» [ CPU 2172 PNIDP
e

[A]
Device:
CPU 315-2 PNIDP
Aricleno:  |6ES7 315-2EH14-0ABO
Version: | V3.2
Description:

Work memory 384KB; 0.05ms/1000 instructi
FROFIMET interface; 57 communication {loa:
FBsiFCs); PROFINET IO controller; supports R
2 ports; PROFINET CBA; PROFINET CBA Proxy; -
transport protocel; combined MPIDP interfa

[T

(WPl or DP master or DP slave); mul(\-tierl 7'
>

(3) Click PLC's PROFINET interface_1 to set its IP Address.

f# [ PLC_1 [CPU 315-2 PRIDF]

[ &

Device overview

¥ . Module Rack Slot | address ..
=l 0 1
- PLC1 0 2
MPULE intedace 1 n] 2X1 2047%
I ~ PROFINET interface_1 0 22 2046*
U i 3 E ER Fort_1 0 2%2P1 2045%
Rail_0 L For_2 0 2X2P2 2044*
; 0 3
- i 4
0 5
0 3
i 7
0 8
i 9
n 1n i
[<[u] 100% o v o\ <] [ ]
|5 Properties |71 Info y"ﬂ Diagnostics |

J General ” 10 tags ",ﬂgtem constants " Texts |

General

Time synchronization \
™

» Advanced options
Diaghostics addresses

Ethernet addresses

Interface networked with

subnet: | Mot networked

Add new subnet

IP protocol

IF address:

Subnet mask:

192 0168 . 32 . 229

255 . 255 . 255 . 0

L

AT

Copyright © 2019 Moxa Inc.
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(4) Click Add new subnet to create subnet as PN/IE_1.

|§ Properties ""_i.'.lnfu ||ﬂ Diagnostics

J General ” 10 tags ” System constants ” Texts

General
Ethernet addresses

Ethernet addre

Time synchronization Interface networked with
b Advanced options
Diagnostics addresses Subner: | FMIIE_1 |"

Add hew subnet

(5) Click Options » Manage general station description to install the MGate
5103’s GSD file.

"',‘5"1 S5iemens - C:Wsers\PWCiDocumentsWwutomationtGate51 110 Gate5111

Froject  Edit  “iew Insert  Online  Options  [Tools  window  Help

G [H B seveproject & ¥ = ] Y Serings
Support packages
Jm Manage general station description files (G500
Start Automation License Manager |

s
=8
=

ﬂ Show reference text

LLl Global libraries ]

* | 1 MGSareB111

Select the latest version of the MGate 5103, V2.3, and then click Install.

Source path: | CAPROFINET_GSDML | []
Content of imported path

[/ File Wersion Language Status Infa

D GSDMLA2 2-Moxa-Device0202-20... %22 English Mot yet installed FROFIMET I...
E GSDMLAY2. 3-Moxa-Device0202-20... %23 I English Mot yet installed FROFIMET I...
<] [ |
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Make sure the installation is successful.

i\l‘lanage generaulu station déscriptiun files

Installation result

1 Message

Installation was completed successfully.

Install additional files

| | Cloze H

(6)

In the Hardware catalog window, filter *“moxa” to search the MGate 5103.

Choose the Moxa PROFINET Device 0202 device icon, and drag and drop to
PN/IE_1 subnet.

|5'F Topology view

”EE‘h Network view

% Metwork) LY Connections |Hru1lconnection

PLE_1
CPLI 315-2 PMIDP

|||]T Device view | Options [zg]
[] " & ElH
E v Catalog E
Bl = o] ]|
[ Filter  Frofile: <Al [~] [uif] | E
4 5 Power supply and distribution &
v [ Field devices | L
- h Other field devices g
» [ Additional Ethernet devices o
L ~ [ PROFINET 10 %
0 4 r»_[. Drives || :
8 v [l Encoders 8_
0 - rL_[. Gateway “1
) - h Moz Inc. —
\v [ MGate Generic L —?
i 8
» [ SIEME T
4 5 Ident Systems ||
L] P_m Sensors
| S

Copyright © 2019 Moxa Inc.
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(7)

Under Network view, it shows that the MGate 5103 is in the PN/IE_1
subnet. Click Not assigned to assign the MGate 5103 to PN/IE_1.

|E Topology view "h-ﬂ-t, Network view [} Device vie

“' Connections |HMIccunneu:tiu:un |v| i’ :_"'.

b—f Metwark
i rgate-dey [

haoxa FROFIMET... ﬁ

Mot assigned

I 5-2 FMIDP

Then MGate 5103 is set into the PLC_1's PROFINET IO System.

|E Topology view ”Eﬂ-h Metwork view ”[|'|‘ Device view

& Metwork) 1Y Connections |Hr-.-1| COnnection |v| r =3

B 12 systern: PLC_T1.PROFIMET 10-Systerm (100] E

5-2 FMIDF

rrigate-dey [
Moxa PROFIMET... ﬁ

FLE 1

If your MGate 5103 Device Name is not mgate-dev, you can modify it via Properties
- General > Name”.

=
. ¢

(<] m || 100% o

|_C3, Properties ||"11'.Infu y"ﬂ Diagnostics

JGeneraI || 10 tags || System constants || Texts |

. . General
og infarmation
w PROFINET interface [%1]
General Marme: |mgate—deu
Ll
Ethernet addresses AR |F‘VC

b dduanca A rrtians

Copyright © 2019 Moxa Inc. Page 12 of 29
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1. Assign the I address to 0-5.

Under the MGate 5103’s Device view, drag and drop Input 006 Byte to Slot

|5'F Topology view ||EEh MNetwork view ||_[|'|‘ Device view | Options
Device overview
;| ¥ .. module Rack  Slot | address G ad... v : Catalog
¥ rngate-dew ] ] 2042% Ead |<Search>
3 | * [ ml
] PO 0 CESIN 20-1 M riter  Profile [ <Al
Input 006 Byte_1 0 1 0.5 = = dul
7 7 Uil Input modules
. . i Il input 001 Byte
. . Il input 002 Byte
" . . [l input 003 Byte
o . . [l input 004 Byte
v 5 = B Input 005 Byte
I . . [l input 006 Eyte

Drag and drop Output 006 Byte to Slot 2. Assign the Q address to 0-5.

|§ Topology view "[ﬂn Network view |[['f Device view | Options
J Device overview |
) .. Module Reck | Slet | address | @ address v |Catalog
- mgate-dey 0 0 2042% [~] [searchs |
b PRI g WEs 2047" [ Filter Profile: | <All>  |=
Input D06 Byte_1 0 1 0.5 | I output 004 By
Output 006 Byte_1 0 2 0.5 1; "B Gutee 005 5 e
utp
o 3
S ~
5 5 I}l Output 007 Byte
. , Il cutput 008 Byte

(9)

We want to get the register values of Modbus ID1- ID3 and make sure these

Modbus commands’ responses are valid. If a Modbus command’s response is
invalid or times out, the register value will show OxFFFF. We will show the
details later. We created these tags below:

Default tag table

MName
Inputl
Input2
Input3
Qutputd
Qutputs
Qutputb
ID1Value
ID2value
ID3Value
RecordByte
ID15tatus
ID25tatus
ID35tatus
ReqBit
validBit
BusyBit
Errarit

T T T

NN N RN NN -R-R NN

=]

StatusCode

Daia type
Word
Word
Word
Word
Word
Word
Word
Word
Word
Byte
Boal
Boal
Bool
Bool
Boal
Bool
Boal
Dwoard

Address a
W0
HalW2
W
HOW0
HBOW2
SOV
HND
B2
Sl
BMBE1O
100
EM101
ShM10.2
SM11.0
wBAM11.1
w112
EMI13
SBhMD12

Comment

FIWD

FIW2

Pl

Write 1ID4

Write ID5

Write ID6

Show ID1 running value

Show ID1 running value

Show ID1 running value

Modbus Command Status

ID1 command status

ID2 cornmand status

ID3 command status

REQ = 1:Send request

Mew data record was received and is valid

BUSY = 1:The reading process is not yet complete.
ERROR=1:An error occurred during the reading process.
Black status or errar information

Copyright © 2019 Moxa Inc.
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Click Main [OB1] to edit program.

Drag and Drop the RDREC function block to Network 1. DB setting pops up to add

RDREC Instance. Click OK to app

Call options
Data block

ly it.

Foliy wuiu ugic upEianens

X P

» i Shift and rotate
b [eig| Additional instructions

F Name |RDREC_DE
B8 | nember [ 7]

single
. () Manual
instance

® Automatic

If you call the function block as a single instance, the
block saves its data in its own instance data block.

more...

~ | Extended instructions

Marme Desctiption

b [ ] Date and tirme-of-day

» [ string + Char

» [ ] Process image

\ = [ Distributed 110

oK 1

N DF & FROFINET
| &+ RDRECl Read data record
2 WRREC Wirite data record
& GETIO Read process image
;l & SETIO Transfer process image
i GETIO_PART Read process irmage a..
A SETIO_PART Transfer process imag...
Cancel | > ETel:hmJIng)ur

»  Communication

Fill in the input/output parameters as below:

*  Metwork 1: Reguestto send Acyclic Read command

"RecordByte” BECORD

EMNO
111
VALID = “ValidBir®
a2

BUSY —i "BusyBit"

113
ERROR =i "ErrorBit”

WDE 1
“RDREC_DE"
RDREC
Amy
EM
U110
“RegBit" — REQ
2041 D
30000 — INDEX
1 MLEN
WAB 10

WMD12
STATUS "StatusCode”
LEM

Copyright © 2019 Moxa Inc.
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Parameter descriptions:

@.
@.

®

REQ: If this bit is true, the request will be sent to the MGate 5103.

VALID: Bit memory M11.1 indicates whether a new data record was received and
valid.

BUSY: Bit memory M11.2 indicates whether the read process has been terminated.
ERROR: Bit memory M11.3 indicates whether an error occurred while processing the
function.

. STATUS: The bit memory - double word MD12 contains block status or error

information.

. ID: It is the PN-IO diagnostic address, which is 2041, as below. This address is
used for PROFINET acyclic read/write for the MGate 5103 to do some pre-define
diagnoses.

MGate5103 » Ungrouped devices » mgate-dev [Moxa PROFINET Device 0202]

E Topology view "Ei'h Network view [I§ Device view |_
d+ [moatedev [Wow PROFINETO[=] 2 * | Device overview |
¥{ .. Module Rack  Slot Iaddress ..
¥ mgate-dev 0 0 2042* ~
» FNIO 0 X1 2041t |
= Input 006 Byte_1 0 1 0.5
0 2
| 0 3
— 0 4 L
- 0 5 1
o ]
L] 0 7
0 8
o 9
0 10
n 11

Copyright © 2019 Moxa Inc. Page 15 of 29
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If you use the CPU 1200 or 1500 Series, then the ID should be taken from System
constants or the General->PROFINET interface->Hardware identifier field.

CPU1215CMGate » Devices & networks

|E Topology view

o Network vie

Catalog information
« PROFINET interface [X1]

General

Ethernet addresses I Harduiare identifios
w~ Advanced options

Interface options

» Real time settings

» Port1[X1P1]

» Port2 [X1P2]

Hardware identifier L
Hardware identifier It

Hardware identifier

Hardware identifier

By M e =
]
PLC 1 mgate-dev
CPU1215C IMoxa PROFIMET... E
PLC_1 )
B _, [v]
< ==y |
[l Properties -_i.',lnfu £v] 6N
| General | 10 tags || System constants Texts |
Mame Type Hardwere identi. Used by
El mgate-dev~PN-0~Port_1 Hw_Interface 274 PLC_1
& mgate-dev-FN-I0~Port_2 Hw_Interface 275 FLC_1
E mgate-dewm-lo Hw_Interface 273 PLC_1
A mgate-dev-Proxy Hw_SubMedule 272 FLC 1
F mgate-dev~-Head Hw_SubMeodule 276 PLC_1
|'S properties | info
| General | 10tags | System constants | Texts |
« General

b

(D. INDEX: Data record number. For the MGate 5103, the command status starting
address is 30000.
®. MLEN: The maximum length of bytes of the data record information to be fetched.

In this demo, we only need one byte to get command 1-3 status (Bit 0-2).
(©. RECORD: The destination area for the read data record. We use MB10 to store it.

Copyright © 2019 Moxa Inc.
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Other Networks’ programs are illustrated as below:

*  Metwork 2:

WMM10.0
“ID15tatus”
| 1

IfID1's command i5 success, copy PIWD's value to ID1Value.

MOVE

EN ENC

A0 P
"Inputi®F ]

oum

TAWD
"IDTvalue”

IfID1*s command is fail, copy OxFFFF to ID1Value.

SN0
“IDTvalue”

IfID2's command is success, copy PIV2's value to ID2Value.

ocrment

¥  Metwork 3:
Comment
1100
“ID15tetus” MOVE
171 EM END
Vi 1 68 FFFF — |N
oum
*  Network 4:
Comment
W10
“ID25tatus” MOVE
| | EM END
e P
"Input2®:P IM ouT1

101
"ID25tatus” MOVE
171 EM ENOD
ViE 1 6#FFFF — |y
oum

SR
"ID2Value"

- Metwork 5: IfID2's command is fail, copy OuFFFF o ID2Va lue.

T2
“ID2Value®

Copyright © 2019 Moxa Inc.
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MMENT

*  MNetwork 6: IfID3's command is success, copy PIVE's value to ID3Value.
omment
WA10.2
“ID35taTLs” MOVE
| | EN  ENO
T g
“Inputs*:F— N ouT “ID3value®
*  MNetwork 7: IfID3's command is fail, copy 0xFFFF to ID3Value.

Y102
*ID35tatus" MOVE
11 EM ENO
WH168FFFF IN AV
ouTt “ID3value®

(10) Execute Compile and make sure there is no error.

Project Edit View Insert Online Options Tools Window Help
st @ X EH = x e[S EEER
|| Devices |

eI N

* ] MGoate5103
B Add new device
g Devices & networks

v mmcjcu3isaenpR]
]]'f Device configuration

“4 i == {7 =

y Online & diagnostics

~ gl Program blocks
E‘ Add new block
48 Main [0B1]

- WM10.7
"ID25tatus"”
/1 EN
Wi 168 FFFF I
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(11) Execute Download.

Project Edit View Insert Online Options Tools Window Help

S il sveprojee & X 3 = X 9 e S[E G B @ Y oder
lag’

Project tree o 4 Download to device

_i Devices |
4 ER | &= EREREE
* ] MGate5103 [~ =
i‘t Add new device bk HiE = E —
g Devices & networks
T mPAciicusis2emel | 10,1
ﬂ‘f Device configuration i "ID25tatus” MOVE
M Online & diagnostics L/I EM ENO =
~ |5l Program blocks W1 BEEFEF — I
"-" Add new bleck ouTl

Click Start Search to search an accessible PLC.

Configured access nodes of "PLC_1"

Dewvice Device type Slot Type Address Subnet
FLC_1 CPU 3152 FNIDP 22 PMIIE 192.168.32.229
CPU 3152 FN/DP - 231 FROFIBUS 2 FROFIBUS_1
]

Type of the PGIPC interface: ﬁ_PNJ’IE |'|
PGIPC interface:  [Rl Realt=k RTLG165D/5111D FamilyFCIE Gigabi... | = | @
Connection to interface/subnet; | Direct at slot '2 x2' |V| @
5t gateway | |v| @
Select target dewvice: Show all compatible devices |v|
Dewvice Device type Interface type Address Target device
= = FMIE Access address =

Flash LED

Start search

Cnline status information: [ pisplay only error messages
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When an accessible PLC has been found, execute Load.

Select target device: Show all compatible devices -
Device Device type Intetface type Address Target device

FLC 1 CPU 315-2 PNIDP FHIE 192.165.32.229 FLC_1

= = PRIIE Access address =

[| Flash LED

Online status information:

I Found accessible device general-chiang [192.168.32.143]

Start search

[ Display anly errar messages

>

o Scan completed. 1 compatible devices of 2 accessible devices found.

+f2 Retrieving device information...

Seah and inforrmation retrieval completed.

<

—

The TIA Portal will check hardware and software consistency. After checking for any

errors, click Load to download.

e Check before loading

Status ! Target
#H & - rco
1 ¥ Protection
1
(] b Device configurat...
o » Software
<

Message Action

Ready for loading.

Frotection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use of firewalls and network segrmentation. For
rnore information about industrial security, please visit
httpliwenewe. siemens. comfindustrialsecurity

Celete and replace system data in target Download to device

Download software to dewvice Consistent download

1l >

Refresh

Cancel
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After loading, enable Start all to start modules, then click Finish.

TG 4

9 Status and actions after downloading to device
Status ! Target Message Action
*& & ~ rLC Downloading to device completed without errar.
1 b Start modules Start modules after downloading to device. & startall
(<] 2]
I Finish |I| Load | | Cancel
—

6 Communication Test

A. Status Monitoring

(1) PC runs the Modbus Slave tool to connect to the MGate 5103’s Serial port.
Add slave ID1-ID3 and set each one’s register 0’s value as 1, 2, 3, respectively.

28 Modbus Slave - Mbslave3

[= ][O |

File Edit Connection Setup  Display  VWiew ‘Window Help
DEE&| 282w
Mbslavel Plbslavel Mbslaved
IO =1.F=03 D=2 F =03 D=3 F=032
oonoo oonoo oonoo
o S | | o [
1| 1| 1|
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(2) Click Add new watch table to create the Watch table_1.

| Program blocks

r:* Technology chjects
External source files
r*-_a FLC tags

[ PLC data types

[z Watch and force tables
“b' Add new watch table

| + v v wv w

=| Force table

v

=== Watch table_1

"7 rj;, COnline backups

Add the tags below to be monitored:

...1 [CPU 315-2 PN/DP] » Watch and force tables » Watch table 1

3
s

CO = W o kI =

&
-

Y I
Mame Address
"ReqBit" %M11.0
"ID1Value® EAT AT
"ID2Value® MIN2
"ID3Value® AT
*RecordByte” %MB10
"Outputd” FQWO
"Outputs” %OWZ
*Outputs” 0

Display format Manitor v
Bool
Hex
Hex
Hex
Hex
Hex
Hex

Hex
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(3) Click Go online,then click Monitor all.

(N
H R F co |:|r1Iir1E~|m‘il Gooffine gz [N B x ¢

yrdx 5,0 G

# & [ld 2 2 2
i Mame Address

1 "RegBit” %h11.0

2 "ID1Value” SR

3 "ID2Value® T2

- "ID3Value® Tl

5 *RecordByte” %ME10

6 "Outputd” WO

7 "Outputs” SOW2

8 "Outputs” TV

Display format

Bool
Hex
Hex
Hex
Hex
Hex
Hex

Hex

Monitor value
[ TRUE
16#0001
1680002
1650003
16807
16%0000
1680000
1650000

If ReqBit status is not True, you can input True under the Modify value column, click

the Modify button to enable send request.

7

-

"ID1value®
"ID2Value®
"ID3value"
*RecordByte”
"Outputd”
"Outputs”
"Outputs”

B Y O

0O =l O un

% 2 7=
%

dress

"ReqBit” %A1 1.0

ANy
M2
AT
%LME 10
LQWO
BOW2
LOWS

Display format

Bool
Hex
Hex
Hex
Hex
Hex
Hex
Hex

Monitor value Modify value

|~ | [@ TRUE

16#0001
16#0002
16#0003
16#07

16#0000
16#0000
16#0000

TRUE

We can see RecordByte shows a value of 7, pointing out that the commands 1-3 are

successful. The ID1Value-ID3Value are running as 1, 2, 3, respectively.
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(4) We can use the MGate’s Protocol Diagnostics tool on the Web Console to check
Modbus and PROFINET communication status:

Via System Monitoring = Protocol Status > Modbus RTU/ASCII Diagnose, we
can see its Received Valid response counter is equal to the Sent request counter.

Modbus RTU/ASCII Diagnose

Main Menu | Auto refresh
CQuick Setup
Overview Category Item Value
Basic Seftings Modbus
Network Sefti Mode RTU Master
Etwark Setlings Sent request 204
Serial Settings Received valid response 264
- Protocol Settings Received invalid response 0
- System Management Received CRC/LRC Ermor O
L Received exception 0
- System Monitorin
y g Timeout 0
- System Status
- Protocol Status Serial Port
IO Data View Part number 1
| Modbus RTUIASCII Diagnose] Break 0
PROFINET Diagnose Frame arror o
Parity error 0
Modbus RTUIASCII Traffic
Ovwerrun error 1]

Via System Monitoring = Protocol Status > Modbus RTU/ASCII Traffic, we can
log Modbus RTU communication traffic:

Main Menu
Quick Setup
Cverview
Basic Seftings
Metwork Setfings
Serial Seftings
- Protocol Settings
- System Management
- System Monitoring
- System Status
- Protocol Status
IO Data View
Modbus RTUIASCII Diagnose
FROFINET Diagnose
|Modbus RTUIASCII Trafiic |

Modbus RTU/ASCII Traftic

[[] Auto scroll

Start Stop Ready to capture.
No. Time Send/Receive Slave ID | Function Code @ Data
1 0.042 Send 1 3 01 03 00 00 00 01 84 DA
2 0.080 Receive 1 3 0103020001 7934
3 0.108 Send 2 3 02 03 00 00 00 01 34 39
4 0.150 Receive 2 3 020302000270 85
g 0.20% Send 3 3 03 030000000185 E8
] 0.250 Receive 3 3 0303020003 8185
7 1.048 Send 1 3 0103 00 00 00 01 34 DA
8 1.087 Receive 1 3 01030200017934
g 1.108 Send 2 3 02 03 00 00 00 01 84 39
10 1.147 Receive 2 3 020302000270 85
1" 1.208 Send 3 3 03030000000185E8
12 1.247 Receive 3 3 03030200038185
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Via System Monitoring > Protocol Status > PROFINET Diagnose, we can see its
Connected PLC MAC Address:

PROFINET Diagnose
Main Menu | M Auta refrash
Quick Setup Category Item Value
Cverview PLC Status
Basic Settings Connected PLC MAC Address D0:1B:1B:A7:C8:30
Network Setfings —— FPLC Operation Mode RUN
Serial Settings Sender clock {packet interval) 3 me
- Protocol Setlings Device name maate-dev
- System Management 1O Slot
- System Monitoring Slot 1 Input 6 Byte 00 01,00 02 00 03
- System Status Slot 2 Cutput & Byte 0D 0D 00 00 00 00
- Protocol Status
IfQ Data View
Iodbus RTU/ASCI Diagnose
Modbus RTUWASCI Traffic

Via System Monitoring = Protocol Status > I/0 Data View, we can choose
PROFINET IO Controller € Modbus RTU/ASCII Slave data flow side to see the
Modbus slave input data:

I/0 Data View

Main Menu | W1 Auto refresh
Cluick Setup
o Data flow direction
Overview [PROFINET IO Controller =— Modbus RTUASCII Slave w|
Basic Setlings D1 m2  ID3
Mebwork Setfings Internal Addrass oo 01 02 03 04 05
Serial Settings 0000h oo o1 oo o2] oo o3|
- Protocol Seftings 0010h oD 00 ©O0 00 00 00
0020h 0D 00 OO0 OO0 00 OO0
- System Management 0030h 00 00 00 OO OO OO
- System Monitoring 0040h 0D 00 OO0 OO0 00 OO0
- System Status D050h 0D 00 OO0 OO0 00 OO0
- Protocol Status DOB0h 0D 00 OO0 OO0 00 OO0
DO70h 0D 00 OO0 OO0 00 OO0

IfQ Data View

Modbus RTU/ASCI Diagnose
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(5) Disable Modbus Slave ID 2 on Modbus Slave tool, so Modbus Command 2
can’t receive any responses. Check Watch table, RecordByte shows a value
of 5 and ID2value is updated as OxFFFF.

= @ [l 724 2 [T

Marme Address Display format Monitor value
1 *ReqgBit" AM11.0 Boal [@] TRUE
i "IDMValue® FehND Hex 1680001
3 "ID2Value” M2 Hex
- "ID3Value® Aahiihid Hex 1680003
5 "RecordByte” %ME10 Hex

Check Modbus RTU/ASCII Diagnose, the Timeout counter is increasing:

Modbus RTU/ASCII Diagn

Main Menu I Auto refresh
Quuick Setup
Overview Category | ltem Value
Basic Settings Modbus
Network Sctii Mode RTU Mastar
Etwark Setlings Sent request 20249
Serial Seftings Received valid response 2875
- Protocol Settings Received invalid response 0
- System Management Received CRC/ALRCEmor O
L Received exception 0
- System Monitorin
! . [Timeout 53]
- Systemn Status
- Protocol Status Serial Port
|FO Data V|ew Flort number 1
Modbus RTU/ASCII Diagnose Break 0
PROFINET Diagnose Frame emor 0
Farity error 0
Modbus RTUASCII Traffic
Qwerrun error 0

B. Fault Protection
(1) Add slave ID4-ID6 on the Modbus Slave tool as below:

2 -

Mbslaved o= =] Mbslaves = |[= =] Mbslavet EI@
ID=4-F=03 ID=5F=03 ID=6:F=03
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(2) On Watch table, we set Modify value under QW0 as 0x0004, QW2 as 0x0005,
QW4 as 0x0006. Then click the Modify button.

¢ 2 Br|%| AR 2 P
MName Display format Monitor value Medify value | #F

1 "ReqEit’ Bool [@ TRUE TRUE [
2 "ID1Value® S0 16#0001

3 "ID2value” SN2 Hex 16#FFFF

B "ID3Value® “ahWid Hex 0003

5 *RecordByte” %ME10 Hex 16#05

6 "Outputd” HOWO Hex 160004 16#0004 E
7 "Outputs” HOW2 Hex 16#0005 16#0005 @
8 "Outputs” QW4 Hex 1680006 1680006 E

(3) Check Modbus Slave ID 4-ID6; they are updated as 0x0004, 0x0005, 0x0006.

' rd

Mbslaved (o |[= [ || EIMbslaves [o|[= |32 ] Mbslavet | = |[ = |[mE3m]

ID=4F=03 ID=5F=03 ID=46:F =03

boooo it 00000 & 00000 |i|
0 Ox0004 L 0 (0003 L 0 000086
X i Il ,

Via System Monitoring = Protocol Status > I/0 Data View, we can choose
PROFINET IO Controller > Modbus RTU/ASCII Slave data flow side to see the
PROFINET output data:

I/0 Data View

W] Auto refresh

Data flow direction
|F'ROFINET IO Contraller —= Modbus RTUFASCI Slave v|

D4 ID5 D6

Internal Address 00 01 02 03 04 05
0000N [oo—04] [00 03] [o0 g
0010n 00 00 00 00 00 0D
0020N 00 00 00 00 00 OO
0030N 00 00 00 00 00 OO
0040n 00 00 00 00 00 OO
0050N 00 00 00 00 00 OO
0060N 00 00 00 00 00 OO
0070N 00 00 00 00 00 OO
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Shut down the PLC. After 10000 ms, the Fault Timeout is on. Check whether

Modbus Slave ID 4’s register 0 value still is 0x0004. Slave ID 5's register 0
value is updated as 0x0000, and Slave ID 6's register 0 value is updated as

OXFFFF.
Mbslaved |E||E”E| Mbslaves |E”EHE| Mbslavet EI@
ID=4.F=03 ID=5F=03 ID=6:.F=03
00000 i 00000 00000 l“‘l
1] 0x0004 ! o] Ox0000 | 0
1| 1 1

Check PROFINET IO Controller > Modbus RTU/ASCII Slave data flow side; they all

updated as its Fault Value:

I/0 Data View

W] Auto refresh

Data flow direction

[PROFINET 10 Controller —= Modbus RTU/ASCI Slave |

Internal Address
0000h
0010h
0020h
0030h
0040h
0050h
0060h
0070h

00 01 02 03 04 05
oo o4 [00 w0 [FF_Fr]
00 00 00 00 00 OO
00 00 00 00O OO OO
00 00 ©00 00 00 OO
00 00 00 00 OO0 OO
00 00 00 00 00 OO
00 00 00 00 OO0 OO
00 00 00 00 00O OO

Check PROFINET Diagnose. Its Connected PLC MAC Address shows Not

Connected:
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PROFINET Diagnose
M Auto refresh

Category ftem Value

PLC Status
Connected PLC MAL Address Mot Connacted |
PLC Operation Mode A

Parameters
Sender clock (packet interval) 0 ms
Device name maate-dev

IO Slot
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