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1. Introduction 

Moxa’s Active OPC Server is a software package that operates as an OPC driver of an HMI or SCADA system. 
It offers a seamless connection from Moxa’s I/O products to SCADA systems, including Wonderware, Citect, 
and iFix. Active OPC Server meets the latest standard of OPC DA3.0 that allows connections to various kinds of 
devices and host OPC machines. 
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2. Specifications 

Hardware Requirements 
CPU Intel Pentium 4 and above  

RAM 512 MB (1024 MB recommended) 

Network Interface 10/100 Mb Ethernet  

Software Requirements 
Operating System Microsoft Windows 2000, XP or later 

Editor (not required) Microsoft Office 2003 (Access 2003) or later 

OPC Server Specifications 

OPC Data Access 1.0a, 2.0, 2.05a, 3.0 

Max. No. of Tags 5000 (V2.0 or later) 

Process Mode System service 

 

Port Type Usage 
502 TCP Modbus Communication 

4800 UDP ioAdmin searching Active OPC Server 

9300 TCP ioAdmin communicating with Active OPC Server  

9500 TCP Active OPC Server protocol 

9900 TCP Active OPC Server protocol 

 

NOTE Active OPC Server does not limit the number of the connected I/O devices; the connection limitation depends 
on the virtual memory resource of Windows Operating System. 
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3. Installation and Configuration 

Installing Active OPC Server 
Active OPC Server can be downloaded from the Moxa Website.  

After downloading the file, unzip it and run Install.exe. The installation program will guide you through the 
installation process and install the Active OPC Server utility.  

Installing OPC Core Components 
OPC Core Components provide the connection library needed by Active OPC Server. This package must be 
installed on the computer that is running Active OPC Server. 

For first time installation, a pop-up message will appear asking if you would like to install the OPC Core 
Components. You may skip this step if the package has already been installed. 

Configuring DCOM Settings 
Before launching Active OPC Server, configure the DCOM settings for your security policy. 

NOTE If the OPC Client and Server software are installed on different servers, the DCOM, WORKGROUP, System 
Account, and Password settings should be the same. 

 

 
1. Go to the START menu and type dcomcnfg to activate the Component Services dialog box. 
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2. Right click My Computer under Console Root  Component Services  Computers, and click 
Properties to activate the My Computer Properties dialog box. 

 

3. Click the COM Security tab and edit who is allowed by default to access, launch, or activate the 
applications or objects. 
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4. Add Everyone, INTERACTIVE, NETWORK, and SYSTEM, and set Allow permission to all of these 
groups. 
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5. Click the Default Properties tab and check if the settings are the same as shown in the screenshot below. 

 

6. Click Yes when the following warning message appears. 
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7. Go back to the Component Services dialog box, and right click MOXA_ACTIVE_OPC_SERVER under 
Console Root  Component Services  Computers  My Computer  DCOM Config, and then click 
Properties. 

 

8. Click the General tab, and set the Authentication Level to Connect. 

 

 
 
 
 
 
 



Active OPC Server Installation and Configuration 

 3-6 

9. Click the Security tab. You may either apply the default settings of Access, Launch, and Activation 
Permissions to the Active OPC Server or customize the permission settings. If you would like to customize 
the settings, make sure that Everyone, INTERACTIVE, NETWORK, and SYSTEM are added, and that the 
permission for these groups is set to Allow. 

 

10. Click the Identity tab and make sure The interactive user is selected. If the Active OPS Server is running 
as a Windows service, The system account is selected. Now DCOM is ready to accept all incoming 
connections. 
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Run Active OPC Server 
After the installation is finished, run Active OPC Server from the Windows Start menu: Start  Program 
 Files  MOXA  IO Server  ActiveOPC  ActiveOPC. 
 

NOTE We recommend turning off Windows Firewall to check if the Active OPC Server is running correctly at the first 
time. If yes, turn on Windows Firewall and check it again. If Active OPC Server does not receive any tag after 
you turn on Windows Firewall, add ActiveOPC.exe and OPCEnum.exe in the Firewall Inbound Rules, and set 
them to Allow for Private, Public, and Domain network profiles. 

 

 

Restart Active OPC Server Service 
Be sure to close Active OPC Server window before restart Active OPC Server service. Find 
MOXA_AOPC_SERVICE in the service list in Computer Management Console. Right click 
MOXA_AOPC_SERVICE and then click Restart, Active OPC Server will stop and restart. 
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4. Main Screen Overview 

Active OPC Server’s main screen displays a figure of the mapped I/O device with the status of every I/O tag. 
Note that configuration and tags are not available until the device creates the tags. 

 

Active OPC Server Main Screen 
1. Title 

2. Menu bar 

3. Navigation panel 

4. Tag Window 

5. Log Monitor 

6. Status bar 
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5. Menu Items 

File 
From the File menu, you can export the list of devices that are currently displayed in the navigation panel. You 
also can import a list into the Active OPC Server. 

 

The file will have the .mdb extension, and can be opened using Microsoft Office Access. The server list includes 
the current tag information of the mapped device. 

View 
The operations listed below can be accessed from the View menu. 
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• Sort allows the I/O server list in the navigation panel to be sorted by connection or type (model). 

• Expand All Device allows the I/O server devices in the navigation panel to be displayed. 

• Collapse All Device allows the I/O server devices in the navigation panel to be hidden. 

• Custom Fields allows you to define the tag attributes to be displayed in the tag window. 

 

• Master-Slave List shows the Master and Slave devices that are currently connected to the Active OPC 
Server. The Master list shows the IP address of the Master device, which will send commands to the Slave 
devices. The Slave list shows the IP address and MAC address of the I/O devices at the remote sites. 

 

Configuration 
The operations listed below can be accessed from the Configuration menu. 

 

• Register OPC Server allows you to register the DCOM components to the Windows system. 
• Unregister OPC Server allows you to cancel the registration of the DCOM components from the Windows 

system. 
• Network Interface allows you to select a network interface on the Active OPC Server for receiving 

connections from the remote devices. 
• Active Tag Listen Port allows you to define the preferred TCP socket port for receiving active tags from 

the remote devices. 
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• Command Timeout allows you to define the socket timeout interval (Port: 9500 and 9900) for controlling 
output channels on remote devices. 

• Heartbeat Tolerance allows you to define an additional timeout interval to wait for a heartbeat signal from 
remote devices. 

• Enable Auto-Save Configuration allows Active OPC Server to save configuration automatically whenever 
a new I/O device connects to Active OPC Server. 

• DCOM Configuration allows you to launch the Windows DCOM configuration utility. 
• System Log allows you to enable or disable the Active OPC Server system log function. 
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6. Tag Generation 

Active OPC Server will automatically receive active tags from remote devices once the tags are created. Refer 
to I/O device user's manual to learn how to create active tags with the configuration utility.  


	1. Introduction
	2. Specifications
	3. Installation and Configuration
	Installing Active OPC Server
	Installing OPC Core Components
	Configuring DCOM Settings
	Run Active OPC Server
	Restart Active OPC Server Service

	4. Main Screen Overview
	5. Menu Items
	File
	View
	Configuration

	6. Tag Generation


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


