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Introduction

The W406 embedded computer has two RS-232/422/485 serial ports, one 10/100 Mbps Ethernet
port, an embedded GSM/GPRS/EDGE module, an SD socket interface for storage expansion, one
USB 2.0 host port, four digital input channels, and four digital output channels. This combination
of features makes the W406 ideal for your wireless embedded applications.

RISC-based W406 embedded computers come with the Windows® CE operating system
pre-installed. Microsoft® Windows® CE 6.0 is an open, scalable, 32-bit operating system that
allows users to build a wide range of innovative, small footprint devices. A typical Windows®
CE-based device is designed for a specific use, and often runs disconnected from other computers,
or distributed as a front-end to a centralized host. Examples include enterprise tools, such as
industrial controllers, communications hubs, point-of-sale terminals, and display devices, such as
HMI, advertisement appliances, and interactive panels.

The following topics are covered in this chapter:

O Overview
U W406 Software
> Application Development Environment
» Networking and Communications Capabilities
» Supported Servers and Daemons
U Obtaining the Firmware Build Version
O Memory and File Systems
RAM File System
Flash File System
External File System
Cautions when Using File Systems
Using a RAM File System instead of a Flash File System
Hive-based Registry
Connect to Network via Ethernet
Cellular Networking
Inserting an SD Card into the Computer
Connecting a USB Mass Storage Device to the Computer
Serial Ports
» Console Port
» RS-232/422/485 Serial Ports

YV V VYV
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Overview

The W406 is an embedded Linux or WinCE computer that features 2 software selectable
RS-232/422/485 ports, 1 Ethernet port, and quad-band GSM/GPRS/EDGE 900/1800/850/1900
MHz for cellular communication. It also comes with an SD socket, USB host, and 4 digital input
and 4 digital output channels, making it the ideal computer for a variety of industrial applications
such as data acquisition, data processing, protocol conversion, and remote device control and
monitoring via wireless communication. The W406 comes pre-installed with either Linux or
WinCE 6.0, and offers a reliable and powerful computing platform for industrial environments.
Programmers will find that the W406 provides a convenient programming environment for
producing bug-free industrial applications at a lower cost.

W406 Software

The W406 embedded computer is a ready-to-run, RISC-based, “headless” computer with a robust
and network-centric design. It uses the Microsoft® Windows® CE 6.0 operating system.
Developers of embedded communication applications will find that the open programming
environment makes the W406 well-suited for both new system development and legacy system
migration.

Application Development Environment

e C Libraries and Run-times—Compared to the C libraries and run-times used on a desktop
PC running Windows®, the C libraries and run-times on a W406 WinCE are a subset of the
WIN32 APIs. The system supports a full ANSI C run-time, standard input/output library,
standard input/output ASCII library, and standard ASCII string functions. In addition, C++
compiler exception handling and Run-Time Type Information (RTTI) equivalent to desktop
C++ compilers are supported.

e Active Template Library—Active Template Library (ATL) for Windows CE is a C++
template library designed to help create small, fast Microsoft® ActiveX® servers. An ActiveX
server is a dynamic-link library (DLL) or executable (.exe) that contains one or more
Component Object Model (COM) components. COM components can be anything from a
simple dialog box to a full ActiveX control.

e Component Services (COM)—The Common Object Model (COM) is an operating
system-independent, object-oriented system for creating binary software components that can
interact with other COM-based components in the same process space, in other processes, or
on remote machines.

e Microsoft® .NET Compact Framework 2.0 with service pack 2—Offers a choice of
languages, initially Microsoft® Visual Basic® and Microsoft® Visual C#, and eliminates the
common problems of language interoperability.

o XML—support for XML Query Language (XQL)

® Winsock 2.2—Provides enhanced capabilities over Winsock 1.1, including installable service
providers for additional third-party protocols, and Media sense.
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Networking and Communications Capabilities

Simple Network Management Protocol (SNMP)—Monitors remote connections to the
network.

Simple Network Time Protocol (SNTP) Client—Provides support for synchronizing the
device’s system time with an SNTP server, and supports Daylight Savings Time.

Serial Communications—In addition to the 16550 UART driver bound to a debug port and
the console port, a special driver for 2 additional Moxa serial ports is also included.

Network Utilities (IpConfig, Ping, Route)—Ultilities for troubleshooting various network
problems.

TCP/IP—Includes IP, Address Resolution Protocol (ARP), Internet Control Message Protocol
(ICMP), Internet Group Membership Protocol (IGMP), Transmission Control Protocol (TCP),
User Datagram Protocol (UDP), name resolution and registration, and DHCP.

Supported Servers and Daemons

Telnet Server—A sample server that allows remote administration through a standard Telnet
client.

FTP Server—A sample server used for transferring files to and from remote computer
systems over a network using TCP/IP.

File Server—The File Server functionality in Microsoft® Windows® CE enables clients to
access files and other resources over the network.

Dial-up Networking—Consists of RAS client API and the Point to Point Protocol (PPP).
RAS and PPP support Extensible Authentication Protocol (EAP) and RAS scripting.

Watchdog—A CPU Hardware function for reset CPU in a user specified time interval. You
must call the MOXA library function to trigger it.

Web Server (HTTPD)—Includes ASP, ISAPI Secure Socket Layer support, SSL 2, SSL 3,

Transport Layer Security (TLS/SSL 3.1) public key-based protocols, and Web Administration
ISAPI Extensions.

AL ] hrpe 0216857 234/ W ebAdindn!

Home | [Instroetions | Loezing | SSL Comfiznmation | Restart Web Server
Web Server Configuration

The Web Server Administration (WebAdmin) page for the Windows CE Web Server enables vou to remotely administer sour Web zerver using your Web
browser. Usz WebAdmin o manage the accessibility, secuniy, and file sharing fealures of yow Web server, including the following tasks:

» Configuce which files are shared and how they are acressad.

= Confizure which users have aceess 1o which [iles.

« Configure the authenication protoccls the Web server will nse.
= Wiew and confizues the Web ssrver log,

Cantion: [ncervectly configuring the Web server increasss the likelthead a hacker could gain contral of your Windows CE device and the [ikelihood that the

syslem will be inaccessible, The Web server confipuration iz intended for advanced users only. For moe information, refer to the help iopice included with
the Web server of consnlt a $yetem Admindstrator.

Choose a Web site

& Web server can contain multiple Web sites. You can configure a variety of aptiona for each Web site created on pour Web server, meluding wirtnal
directories, authentication, and dirsclory browsing. For more information, ses configuring Web sites. If you do not have muliiple Web sites, all requestz will
he processad on the Default Web site,

Select an exizting Web sile or creale a new one:

Default Web site Medify

Create a new Web site | CreaeNes

Wndawe CE Yarsian: (.07 Bulld Wt on: [1900) Syaron: (1900) a
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Obtaining the Firmware Build Version

There are two ways to obtain the firmware version of W406 embedded computers. This
information is particularly important for identifying the features supported by the computer.

e Examine the welcome message after you log on to the computer.

e | og on to the web-based management system (described in a later chapter) to view the system
information.

Memory and File Systems

The 32 MB of SDRAM is divided into two main parts. The main memory, which houses the
operating system and user applications, has a capacity of about 20 MB. The kernel image occupies
the remainder of the memory space.

RAM File System

The internal file system in the W406 computer controls access to flash and also provides file
storage in the object store, which is in the RAM. The root directory is a RAM file system of size 4
MB. Child directories such as “Windows,” “Temp,” “My Documents,” “Network,” and “Program
Files” are under the root directory. They can be used for storing temporary files for your
applications. However, do not place persistent files or applications in these directories because
they will be deleted when the system is shut down. Instead, place them in the “NORFlash”
directory.

Flash File System

The Flash file system provides persistent storage for applications and related data, even when the
main power supply is lost. The system integrates the read-only files that are stored on the Flash
with the read/write files from both applications and users. A child directory named “NORFlash” is
created under the root; the size of the directory is 3 MB.

External File System

The additional file systems from USB and SD storage devices are placed in the root of the internal
file system. If you intend to use these devices to port data between your PC and the W406
computer, you should format them using the FAT file system on your PC.

Cautions when Using File Systems

We recommend storing your programs only in the on-board NOR Flash. Please store the log data
generated by your programs in an external storage device such as an SD card or Network File
System. Note that a Network File System will generally provide more storage space than the SD
card. In addition, it is easier to replace a full or damaged Compact Flash than an on-board NOR
Flash.

A NOR Flash has a life cycle of 100,000 write operations in block (128 KB) level, and does not
support BBM (Bad Block Management). For this reason, the FAT file system would not know
when a flash block has reached its cycle, and would try to scan the block repeatedly.

FAT sequentially searches for free memory space for write operations. After deleting many files,
the memory space could become fragmented, making it more difficult to search for free space. If
your program updates (deletes and then creates) a file frequently, it is quite possible that the
program writes data to the same flash area. In the long run, FAT would be blocked when scanning
the area and would cause the operating system to hang.
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An SD card has its own life cycle. Since most SD cards are made from a NAND Flash, their
hardware controllers implement BBM. This feature allows FAT to skip bad blocks if they exist.
Furthermore, the memory space of an SD card is much larger than that of the NOR Flash. Using
this space cautiously will ensure that its life cycle is not exceeded. When creating a file for storing
log data, we suggest creating a large empty file (e.g., 30 MB), and then writing data evenly to that
space. When the space is used up, the program rewinds the write operations. As a result, the
number of write operations to each block is reduced.

Using a RAM File System instead of a Flash File System

Even though data in the RAM file system will be deleted after shutting off the power, using the
RAM file system has several advantages over using the Flash file system, including faster
read/write access and not needing to deal with the life cycle issue.

For important applications that relay data back to the host directly, you should write the necessary
log data to the RAM file system. After the host accesses the data, the application erase the data,
freeing up the memory space for further use.

The embedded computer has limited resources, and designers should decide if storing data in a file
system is really necessary. If it is necessary, be sure to choose the most appropriate file system.

Hive-based Registry

The W406 uses a hive-based registry, not a RAM-based registry. A hive-based registry stores
registry data inside files, or hives, which can be kept on any file system. This removes the need to
perform a backup and restore on power off.

Under default settings, registry data will be auto flushed. If AutoFlush is disabled, the
RegFlushKey function is needed to change the registry value in your applications. The
AutoFlush.exe utility is provided to change the auto-flush setting.

Type autoflush -d to disable the auto-flush setting.
\>autoflush -d

Or type autoflush -e to enable the auto-flush setting.
\> autoflush -e

Or just type autoflush to display the current status.

Connect to Network via Ethernet
The W406 computer offers a 10/100M RJ-45 Ethernet port for network redundancy.

Cellular Networking

The W406 computer has been embedded with a GSM/GPRS/EDGE cellular module for a reliable
and stable wireless communication. It supports quad-band GSM/GPRS/EDGE 850/900/1800/1900
MHz, and GPRS/EDGE Class 10. Meanwhile, it offers SMS tunnel mode for auto configuration
and SIM card authentication.
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Inserting an SD Card into the Computer

The W406 is equipped with an SD slot. When an empty SD card is inserted into the slot, the
computer automatically formats it in the FAT file system. This process takes a few minutes to
complete. After an SD card is inserted, the embedded computer will create a directory named
“StorageDisk” under the root directory. The “StorageDisk” directory controls access to the SD
storage space. The embedded computer will create a directory called “StorageDisk2” if another
USB storage device is plugged in at a later time.

Connecting a USB Mass Storage Device to the Computer

The USB mass storage device is highly portable between your PC and a computer that does not
support the TFAT system. We suggest that you format your devices with the FAT format. When
the first USB storage device is plugged into the slot on the back of the computer, a directory
named “USBDisk” under the root directory is created in the internal file system as a link to the
storage device. The embedded computer will create a directory called “StorageDisk2” if another
SD storage device is plugged in at a later time.

The following table lists USB mass storage devices that have been tested successfully for

compatibility.
Vendor Device Name Size
CRUZER mini 128 MB
Intel Flash memory 128 MB
Abocom 128 MB
POI 256 MB
Transcend JetFlash 512 MB
Transcend JetFlash 1GB

f} ATTENTION
Some USB storage devices may not be detected by the system. We suggest that you use one of
the devices listed in the above table, since these USB mass storage devices have been tested
successfully for compatibility.

Serial Ports

Console Port

The serial console port, located on the bottom panel is a 4-pin pin-header RS-232 port. It is
designed for serial console terminals, which are useful for viewing boot-up messages, system
configuration and develop applications.

1-6



W406-CE User’s Manual Introduction

RS-232/422/485 Serial Ports

The W406-CE embedded computer contains two software-selectable RS-232/422/48 serial ports
for reliable and stable serial communication. They both support non-standard baudrate settings of
up to 921,600 bps.

To configure the interface of the serial ports, simply use the setinterface command in telnet or
console mode. Please note that Port 1 refers to COM1, while Port 2 refers to COM2.

You may use the setinterface —h command to learn the configuration syntax. For example, to
configure Port 1 as RS-422, enter Setlnterface COM1.: 2.

Telnet 192.168.30.197

~* setinterface —h
SetInterface [COMx:] [model
mode = B (R8Z23Z>
mode = 1 (H8485 2 Wirel
mode = 2 (R5422>
mode = 3 C(HE485 4 Wirel

Setlnterface COML: 2 Change the COM1i: mode to RE422
SetInterface Sdevice~COM2 3 Change the COM2Z: mode to RS5485 4wire
~» setinterface
: = mode A

mode @
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Getting Started

In this chapter, we explain how to use a PC to operate a W406 embedded computer. We will refer
to the PC that connects to the W406 as the development workstation, and the W406 embedded as
the target computer.

development workstation =  PC used to operate the embedded computer
target computer =  W406 embedded computer

In addition, we describe the steps you should follow to carry out certain operations, such as setting
the system time and troubleshooting network connectivity. Some of these operations can be carried
out using system commands after gaining access to the target computer, and others can be carried
out using a web-based management system. The web-based management system is described in a
later chapter.

The following topics are covered in this chapter:

[ Uy I I I Iy Ay S Iy Oy Wy

Starting Your W406 Computer

Resetting Your W406 Computer

Boot Loader

Operating Your W406 Computer through the Serial Console
Changing the Network Settings

Accessing Files with File Sharing

Connecting to a GPRS/EDGE Network

Disconnecting from a GPRS/EDGE Network
GPRS/EDGE Connection Error Detection

SIM Card Utilities

Sending, Reading, and Deleting SMS Messages
Troubleshooting the GPRS/EDGE Connection

Operating Your W406 Computer through a Telnet Client
User/Group Management

System Time Management

Adjusting OS Time Zone

SNTP Client

Starting and Stopping Services

Troubleshooting Network Connectivity

Simple Network Management Protocol (SNMP)
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Starting Your W406 Computer

Connect the SG wire to the shielded contact located in the upper left corner of the W406 computer,
and then power it up by connecting it to the power adaptor. It takes about 30 to 60 seconds for the
system to boot up. Once the system is ready, the “Ready” LED will light up. The light will stay lit
until you shut down the computer.

Resetting Your W406 Computer

When the target computer stops responding, or an application locks up, or the target computer fails
to work normally, you may need to restart or reset the target computer’s operating system. We
provide four ways to restart or reset the operating system.

Warm-Start: When the computer is powered on, insert a pin into the “Reset” hole next to the
serial console, and hold for 1 to 2 seconds. The computer will reboot automatically.

Cold-Start: Unplug the power line and then plug it back in again. The computer will reboot
automatically.

Resetting to Factory Defaults: If the computer is not working properly, and you want to reset it
back to factory default settings, press and hold the “Reset” button for at least 5 seconds. The
buzzer will sound while the factory default settings are being loaded. After the factory defaults
have been loaded, the computer will reboot automatically.

Resetting the System: In rare circumstances, the FAT file system may be damaged by executing
improper applications, or due to an unstable power supply. In this case, the computer may fail to
boot up if the FAT table crashes. In order to get the system back up and running, you will need to
format the flash disk and reset the operating system. Note that all user files and configurations will
be erased. The following steps show how to format the flash disk through boot loader utilities.

Step 1:  Power off the W406 embedded computer.
Step 2:  Connect the W406 to your PC using the console port cable.

Step 3:  Start a terminal program with the settings: Baudrate = 115200, no hardware flow control,
8 N 1, character set VT100.

Step 4: Hold in the “DEL” key on your PC.

Step 5:  Power on the W406. You will be guided to boot loader utility menu.

Ouery MumEraseBlocks : [0xl]
Ouery.sBlockInfo[0] .blocks : [0xB80]
Duery.sBlockInfo[D]_hlock_size - [O0xz0000]
Init MOXAL TART

Init RTC

Init BF Module. .. 0K

Moxa Technologies Co., Ltd Version E.7.0.0
Make date: (Mar & 2009 - 1&6:10:48)

Module Name : W4OECE Serial No. : 409
MACO - 00:20:E8:00:00:D3

11} HNetwork Conficuration (2} Format User Disk
13 Firmware Upgrade i) Bezet to Factory Default
Conmmards:
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Step 6:  Type “2” for “Format User Disk”, and then press Enter.

Step 7:  After a few seconds, you will see the bootloader menu again. Unplug the power line and
then plug it back again. It takes about 3 minutes to reset the operating system.

Boot Loader

For addressing OS stability issues, we provide an easy and useful function with Boot Loader for
the following tasks:

1. Reset to default; you can set the flag to reset WinCE 6.0 to factory default settings.

2. Format storage flash: The CE 6.0 file system is an FAT that can be damaged by unstable
power or improper application execution. If the FAT table crashes, do not start up the OS. You
can, however, format the file system and reboot your W406.

At startup, the W406 will check the file system and re-partition it if the file system is empty.

3. Firmware upgrade: If you find a new firmware from Moxa’s website, you can upgrade the
firmware with this function (details in appendix A).

Go to the boot loader menu from serial console:
Step 1:  Power off your W406 device.
Step 2: Make sure the serial console wire is connected to your PC correctly.

Step 3: Go to [Start] = [Programs] = [Accessories] = [Communication] = [Terminal] to
create a new terminal communication with the following settings: baudrate of 115200,
no hardware flow control, 8 N 1, and character set VT100.

Step 4:  Activate this terminal window on your PC.
Step 5:  Hold “DEL” key continuously.
Step 6:  Power on the W406 device.

Operating Your W406 Computer through the Serial Console

The serial console port (located on the bottom panel) gives users a convenient way of connecting
the development workstation to the console utility of the target computer. This method is
particularly useful when using the computer for the first time.

After you have wired a serial cable, go back to the development workstation and start a terminal
program (e.g., HyperTerminal) by using the settings shown below for the serial console port.

Baudrate 115200 bps
Parity None

Data bits 8

Stop bits 1

Flow Control None
Terminal ANSI

After a successful connection, type the login name and password as requested to log on to the
computer. The default values are both admin.

Login: admin
Password: admin
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Changing the Network Settings

The W406 computer has one network interface. There is no default IP address; the default network
setting is configured as DHCP. If you have a DHCP server, simply connect the W406 to your
network using an Ethernet cable. An IP address will automatically be appointed to the W406. If
you would like to use a fixed IP address, you should use netconfig command.

The netconfig command is a utility that is used to complete the task. Before changing the IP
addresses, type netconfig -h to list the help for this command.

\> netconfig -h
Usage: netconfig -n <AdapterName | Alias> [-EnableDHCP] [-i <IP address>] [-m < etmask>]
[-g <gateway>] [-d <DNS server>] [-w <WINS Server>] [-noask] e.g.: netconfig -n
IXP425ETHNPEL -i 192.168.10.101 -g 192.168.10.254: netconfig -n CS89501 -i
192.168.12.101 -m 255.255.0.0

Alias: LAN1=CS89501

For example, if your development workstation has a LAN port at 192.168.1.1, and the IP address
of the Domain Name Server (DNS) is 192.168.2.6, execute the following command.

\> netconfig —-n LAN1 —i 192.168.1.5 —m 255.255.255.0 —g 192.168.1.254 —d 192.168.2.6
Use the netconfig command to view the updated settings.

\> netconfig
LAN1 Interface Configuration:

IP Address: 192.168.1.5
SubNet Mask: 255.255.255.0
Gateway: 192.168.1.254
DNS: 192.168.2.6

Accessing Files with File Sharing

The W406-CE provides a File Server feature for efficient file transfer to the W406-CE. Navigate
to Start = Run and input \\x.x.x.x (the device IP), and then you should see the following
authentication window. Enter the username and password to access the W406-CE.

Connect to moxacorp-354adda.moxa.com E|g|

Caonnecting to 192.1658,30.46

User name:; | € administrator VJ

Fassward: | (TI YT |

[Jremember my passward

I oK ] [ Cancel
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After logging in, enter the netshare -h command to learn how to configure shared folders.

For example, netshare -s docs “\My Documents” -a admin will share the “My Documents”
folder as “docs” for the user “admin”.

llelcome to the Windows CE Telnet Service on UCH2XCE
MOXA Firmware Uersion UZ2.0 Build B8AS19714
login: admin
Pazsword:
Pocket CHMD v 5.8
R
~* netzhare
MORFlazh ~MORFlazh
Temp “Temp
R
~* netzshare -h
netzhare [-h]l [z <ShareMame> {SharePath? -a <{lUszerl;UszerZ;User3d>] [-» {ShareMame
>1
netzhare —h
Show this help
netzhare
Display all shared folder
netshare —s5 docs "My Documents' —a admin
Share "My Documentsz' folder as '"docs' shared name for user "admin®

Connecting to a GPRS/EDGE Network

Before connecting to a GPRS/EDGE network, make sure the SIM card is properly installed and
the antenna is connected. (Please refer to W406 Hardware User’s Manual for installation details.)
Please note the SIM card must be installed when the embedded computer is powered off. The LED
indicators on the top panel can be used to check the signal strength. (A background process
“gprssignalled.exe” is responsible for this task.)

NOTE: Make sure that Mobile Equipment Error Message Format (CMEE) has not been set,
or the GPRS connection functions may return incorrect values.

1. To create a connection, use the following command:
/> gprs_connect

Telnet 192.168.30.194

> gpPrs_connect
Opened RasEntry ’GPRSConnection’, UserHame='’' PW='' Domain='"
Dialing RaszEntry *GPREConnection’. UserMame="' PW='' Domain='‘

RazDial successful. hRazConn = BxDEE4ABEA
~» gprs_connection_status
GPRS connection is active.
o

You can connect to the GPRS/EDGE network using gprs_connect.exe. For more details, please see
the command syntax gprs_connect —h.
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When the GPRS/EDGE has successfully connected, you can use gprs_connection_status.exe to
check the GPRS/EDGE connection status or use ipconfig.exe to verify the Network Status.

Telnet 192:168.30.194

~norf lash> ipconfig
Jindows IP configuration

thernet adapter [CS895011:
IP Address : 192.168.38.194
Subnet Mask ....... = 255_255.255.8

adapter [HAYES COMPATIBLE ON COMi:1:
IP Address . weee 2olle 59530154
Subnet HMaszk - 255.A.8.8

Default Gateway ... = 116.59.53.15%4

DHE Servers 192 .168.1.97
192.168.1.91
168.95.1.1
168.95.192.1

2. To create a permanent GPRS/EDGE connection:

c+| Telnet 192.168.30.194

~norf lash> gprs_reconnect -t 5

Connect retry = 1 times.

Opened RasEntry ‘GPRSConnection’. UserMame='*" PW='' Domain='"‘
Dialing RasEntry 'GPRSConnection’,. UserMame='' PW='" Domain=""*
RazDial successful. hRasConn = BxDBESABAA

If the connection fails, use the gprs_reconnect.exe command to re-connect to the GPRS network
again. For more details, please see the command syntax gprs_reconnect —h.

Use gprs_disconnect —r to stop the gprs_reconnect.exe daemon.
3. Tore-create an entry for connection, use the following command.

c| Telnet 192.168.30.194

> gprz_connect —d
I8P=Chunghwa Teleco

APH=Internet
A

If you would like to change your SIM card or to use another APN name, you must execute the
“gprs_connect —d” command to re-detect the new parameters for the current RAS entry.
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Disconnecting from a GPRS/EDGE Network

To disconnect from the GPRS network, type

/>gprs_disconnect

After a few seconds, the embedded computer will disconnect from the GPRS/EDGE network. A
notification message will NOT be shown.

cx| Telnet 192.168.30.194

~» gprs_disconnect
Opened RasEntry ‘GPRSConnection’, UserName='"' PW=’' Domain='"‘*

Hanging up BxDBE48BAA * GPRSConnection’
N

GPRS/EDGE Connection Error Detection

To detect connection problems, gprs_diagnose.exe allows users to diagnose connection problems
during the network connection process. This utility will execute a series of steps to check whether
the configuration is correct or not. Most GPRS/EDGE connection problems can be indentified

with this command.
cv| Telnet 192.168.30.194
“» gprs_diagnose

Meed PIN Code
GPRS Signal Strength=21

Meed PIN code
GPRE module temperature is 36.
Preferred Band=GEM 988 MHz + GSM 18860 MH=

>

If gprs_diagnose.exe displays the message The Cellular modem is unresponsive, you will need
to reset the cellular modem by pushing the Cellular Reset Button. It is located on the front panel,

just beside the SD/SIM card socket cover.
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SIM Card Utilities

The W406 provides some utilities for manipulating the PIN code.

NOTE: Make sure your PIN code is correct. After three failed attempts at entering the PIN
code, the SIM card will be locked and the PUK code will be required to unlock the SIM card.
After ten failed attempts at entering the PUK code, the SIM card will be invalidated and no

longer usable.
1. To input your PIN code:
/> sim_input_pin

27| Telnet 192 168.30.209

N gim_input_pin
sim_input_pin pin_code -s1l 5 PIN code authenticattion

sim_input_pin display this message

H
sim_input_pin —h ; display this message
H

sim_input_pin —p 1234 input FIN code 1234 for SIM card authenticatio

sim_input_pin —p 1234 —=s input PIM code and save it for automatic authe
ntication at system start—up.

A

N ogim_input_pin —p B804

2. To verify the SIM card status.
/>sim_get_pin_status

c+| Telnet 192.168 30.194

N} gim_get_pin_status

SIM Card is ready?
FIM code authentication iz disabled?
N

There are 4 possibilities for SIM card status: Ready, No SIM card, Need PIN code, and Need
PUK code.

3. To enable or disable the PIN code authentication.
/>sim_enable_pin

et Telnet 192.168.30.194

> zim_enable_pin —h
Usage: sim_enable_pin [-h] | [-e —p pin_code | —d —p pin_codel 5 Enable or Dis

abhle the PIN authentication

sim_enabhle_pin display this message
gim_enable_pin —h display this message
gim_enable_pin —e —p pin_code enable the PIN code authentication
sim_enable_pin —d —-p pin_code disable the PIN code authentication
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4. To change the PIN code of the SIM card.
/>sim_change_pin

c+| Telnet 192.168.30.209

~» sim_change_pin
llzage= sim_change_pin [-h]l | [-o0 old_pinl [-n new_pinl ; Change the FIH code

sim_change_pin display this message
sim_change_pin -h display this message
sim_change_pin —-o 1234 —n #9888 change the PIN code from 1234 to 8888

5. To unlock the SIM card, if your SIM card status is Need PUK code.
/> sim_unlock

o+ Telnet 192.168.30.209

~* zim_unlock
Usage: sim_unlock [-hl | [-p PUK_code —n new_pin_codel ; Unlock the S5IM card

: sim_unlock ; dizplay this message
= sim_unlock -h ; dizplay this message
: sim_unlock —p 9876 —n 1234 5 input PUK code with new pin code asszigned

Sending, Reading, and Deleting SMS Messages

1. Tosend an SMS message
/>sms_send_text_msg

c+| Telnet 192.168.20.209

~» ams_send_text_msg
Uzage: sms_send_text_msg [-h]l ! [ —n Phone_MNumber —t "Text_Message]
Send a text message to a specific number
end_text_msg —h ; display thisz message
end_text_msg —n +8860711345678 —t "Hello, how are vou." ; Send Messa

2. Toread an SMS Message
/>sms_read_text_msg

¢+ | Telnet 192.168.30.209

~» sms_read_text_msqg
Usage: sms_read text_msg [-h]l | [ —i index]
Read a message from the 5IM or Memory storage

; display this message
5 Read the Meszage of Index 1
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3. To delete an SMS message
/>sms_remove_msg

e+ | Telnet 192.168.30_209

N> EmE_Pemove_msg

Usage: sms_remove_msg [-hl [ -1 index]

1
H
Remove a message for the specific index

ms_remove_msyg —h ; display this message
H

sms_remove_msg —i 1 Delete the Message of Index 1

Troubleshooting the GPRS/EDGE Connection

When encountering GPRS/EDGE connection problems, use the following commands:
1. gprs_diagnose

¢+ Telnet 192.168 30197

~norf lash?> gprs_diagnose
Meed PIN Code
GPRE Signal Strength=21

GPRE module temperature is 35.
Preferred Band=GSM 988 MH= + GEM 1880 MH=
~norf lash>

In the case above, the problem is Need PIN Code. Simply use the sim_input_pin command to
input the PIN code. Meanwhile, this command also shows the GPRS/EDGE signal strength and
the module temperature. Make sure that the signal strength is greater than 10 for a better cellular
communication quality.
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2. setregapn

The setregapn.exe is an APN configuration tool. You can change the ISP and APN mapping. For
more information, please type “setregapn —h”.

Telnet 192.168.30.197

~norflash> setregapn
"Uodafone'="vfinternet.au
"Chunghuwa Teleco"="Internet"
s"="Internet"
'telsta.intranet”
nternet.ctimovil _com.ar"
"Inetaccess"
drei.at"
internet"

"Proximus"="internet . proximus .he""

"Mazcom Wireless"=""internet.mascom"
"Orange"="orangeinternet"
"0i"="gprs.oi.com.hr"
"MIN Cameroo 'INTERMET "'

internet'

internet"
"T-Mobhile"=""internet.t-mohile.cz""
"3"="three.co.uk"
"SDI’IDPDI’I"=""
"TDCY=""internet™
"Telia"=""online.telia.se"
"MobhiNil"="mobiniluweh"
EMT " nternet.emt.ee"’

3. gprs_connect -d

This command allows users to check the ISP provider and the APN.

Telnet 192.168.30.197

~norflash> gprs_connect —d
I[SP=Chunghuwa Teleco
APN=Internet

~norflash>

In the case above, users may know the name of the ISP is Chunghwa Teleco and the default APN
is Internet. If you want to change the mapping you must use the setregapn.exe utility.
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Operating Your W406 Computer through a Telnet Client

Use a cross-over Ethernet cable to connect directly from your development workstation to the
W406 computer, or use a straight-through Ethernet cable to connect the computer to a LAN hub or
switch. Next, use the Telnet client in your development workstation to connect to the Telnet
console utility of the W406 computer. After connecting successfully, type the login name and
password as requested to log on to the computer.

Login: admin
Password: admin

After logging on through the console port or through a Telnet client, a list of commands are
available to operate the computer. Use “HELP” to display all of the commands and type “HELP
[command name]” to display extended help for the given command. Some of these commands,
such as “DATE” and “TIME” are very useful for managing the computer’s system time. Other
commands, such as “DIR” and “MKDIR” are good utilities for file management. For example, to
inspect the file structure of the root directory, type DIR.

>dir /b

Network

NORFlash

My Documents Program Files Temp
Windows

User/Group Management

User Group: You should assign specific services, such as ftp and Telnet, to defined user groups
so that these services are accessible only by the users within the permissible user group. Three user
groups, namely ftpd, telnetd, and httpd, are already created by default for your convenience.

Adding a Group: Use the command useradd —g <groupName> to create a user group.
\> useradd —g yyyy
group yyyy has been added.

Deleting a Group: To remove a group, use the command userdel —g <groupName>.
\> userdel —g yyyy
group yyyy has been removed.

Adding a User: Use the command useradd <newUserID> to add a user to the system. The user’s
password, by default, is the same as the user name.

\> useradd xxxx

user xxxx has been added.

In addition, you can permit this user to access a particular service by typing -g followed by the
user group name of the service, i.e., useradd —g <groupName> <newUser1D>. For example,

\> useradd —g telnetd xxxx
user Xxxx is existent

group telnetd is existent
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user xxxx has been added to group yyyy

Deleting a User: Use the command userdel <userID> to delete a user from the system. User
“admin” CANNOT be deleted.

\> userdel xxxx

user xxxx has been deleted

You can also just remove a user from a user group by using the command userdel —g
<groupName> <newUserID>. For example,

\> userdel —g yyyy xxxx
user xxxx has been removed from group yyyy

System Time Management

Setting the System Time Manually: Use the date and time commands to query the current
system date/time, or to set a new system date/time.

\> date
The current date is: Tuesday, November 22, 2005
Enter the new date (mm-dd-[yylyy): 12-23-05

\> date /T
Wednesday, November 23, 2005

\> time
The current time is: 5:27:17 PM
Enter the new time (hh:mm:ss): 16:02:00

\>time /T
4:02:04 PM

Adjusting OS Time Zone

In the web manager, you can adjust your current system Time Zone.

The system time will not be updated automatically after the time zone has been changed; you must
reboot your system for it to take effect.

SNTP Client

In the web manager, you can adjust your SNTP setting.

After the SNTP is enabled, the system time will automatically update so you must reboot your
system for updates to take effect.
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Starting and Stopping Services

After booting up, the W406 computer runs several services continuously to serve requests from
users or other programs. Some important services are telnet (“TELO:”), console (“CONO:"), world
wide web HTTP (“HTPO:"), and file transfer FTP (“FTPO0:”). If you rarely use these services, you
can still start up or stop a service with its associated name by using the services command. For
example:

Start the FTP service with the following command:
\> services start FTPO:

Stop the FTP service with the following command:
\> services stop FTPO:

Troubleshooting Network Connectivity

The ipconfig tool prints the TCP/IP-related configuration data of a host, including the IP addresses,
gateway, and DNS servers.

\> ipconfig /all

Windows IP configuration

Ethernet adapter Local Area Connection:

IP Address: 192.168.30.127

Subnet Mask: 255.255.255.0

Adapter Name: CS89501

Description: CS89501

Adapter Index: 2

Address: 00 90 e8 00 di1 23

DHCP Enabled: NO

Host name: W406

Domain Name: moxa.com

DNS Servers: 192.168.1.99
192.168.1.98

NODETYPE: 8

Routing Enabled: NO

Proxy Enabled: NO

To troubleshoot network connectivity or name resolution, use the ping command. This command
verifies IP-level connectivity to another TCP/IP computer by sending Internet Control Message
Protocol (ICMP) Echo Request messages. The corresponding return Echo Reply messages are
displayed, along with round-trip times. For more information, type ping without parameters.

\> ping www.moxa.com
Pinging Host www.moxa.com [192.168.1.16]
Reply from 192.168.1.16: Echo size=32 time<lims TTL=126
Reply from 192.168.1.16: Echo size=32 time<lms TTL=126
Reply from 192.168.1.16: Echo size=32 time<lms TTL=126
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The route utility allows you to view or modify network routing tables. Type this command
without parameters to view a list of functions.

\> route

To view current routing items in the tables, type
\> route PRINT

To add a routing item on network interface 1, type
\> route ADD 192.168.0.0 MASK 255.255.0.0 192.168.15.254 IF 2

To delete a routing item, type
\> route DELETE 192.168.0.0

Simple Network Management Protocol (SNMP)

SNMP is the standard Internet protocol for network management, and belongs to the TCP/IP
protocol suite. SNMP was developed to monitor and manage networks. It uses a distributed
architecture that consists of agents and managers:

e The SNMP agent is an SNMP application that monitors network traffic and responds to queries
from SNMP manager applications. The agent also notifies the manager when significant
events occur by sending a trap.

* An SNMP manager is an SNMP application that generates queries to SNMP-agent applications
and receives traps from SNMP-agent applications.

The W406 computer installs an SNMP agent to serve as an SNMP device. You should install the
SNMP manager on the workstation computer (for example, a Linux system) that monitors the
network. After installing the nodes, you need to configure the SNMP manager and agent.

To check SNMP agent capabilities on a target W406 computer (e.g., network IP at 192.168.3.127),
log on to the workstation computer on which the SNMP manager resides, and type:

\> snmpwalk -v 2¢ -c public 192.168.3.127 system

SNMPv2-MIB: :sysDescr.0 Microsoft Windows CE Version 6.0 (Build 1400)
SNMPv2-MIB: :sysObjectID.0 SNMPv2-SMI: :enterprises.8691.13.406
SNMPv2-MIB: :sysUpTime.0 1282929

SNMPv2-MIB: :sysContact.0 Your System Contact Here
SNMPv2-MIB: :sysName.0 WindowsCE

You will see a series of messages from the SNMP agent on the W406 computer. You may then
proceed to monitor and manage the computer.
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Web-based Management System

Note: You must use Internet Explorer 5.5 or above to access the web-based management
system.

W406-CE ready-to-run embedded computers are network-centric platforms designed to be used as
front-end computers for data acquisition and industrial control. Due to the distributed
characteristics of the devices that these computers control, they often reside in harsh environments
away from the system administrator. To manage these computers, operations such as
networking/server configuration, file management, and process (thread) monitoring/control are
critical.

The following topics are covered in this chapter:

Logging into the Web-based Management System
System Information

Networking/Server Configuration

Serial Port Configuration

Process (Thread) Monitoring/Control

Launching Processes Automatically

Monitoring and Controlling Services

Binary/Text File Management
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Web-based Management System

Logging into the Web-based Management System

The web-based management system installed in the W406 computer incorporates often-used
features into CGI pages, and categorizes them on a menu bar.

Before attempting to connect to the management system, make sure the network connection from
your PC to the target computer active, and you are able to use the PC’s Internet browser. The
following steps describe how to log on to the web-based system.

1. Type the IP address of the target computer in the browser’s address box. When the main page

appears, click on Web-Based Management.

2. Enter your user ID and password in the corresponding fields (both are case sensitive) and then
press enter to request access to the management system. The system checks your data with the
users previously defined in the computer and then determines the validity of your logon.

The default User ID and Password are as follows:

User ID: admin
Password: admin

System Information

After you log on successfully, the main page displays the system information of the W406
computer, including the firmware version of the computer, the CPU system time, and system
resources, including main memory and file system usage (RAM and Flash).

MOXA

Networking

Serial Port

File Manager

Services

Processes

£ Windows Embedded CE6.0

Model Name
Computer Name
Firmware Version
-Net CF Version

CPU Architecture
CPU System Time
Free / Total Memory

Free / Total FS (RAM)

Free / Total FS (Flash)
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W406-CE

W406CE

i1

2.0 5P2

Cirrus 9315

2009-09-30 09:20:59 Greenwich Standard Time

8704 / 17028 (K) Bytes
O, N T ) O ) O 050 O

1320 / 1508 (K) Bytes
L[]

2624 / 2624 (K) Bytes

Reboot System
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Networking/Server Configuration

The W406 computer has two network interfaces. To view or change the settings, click the
Networking item on the menu bar. After the page loads, enter the relevant details in the
corresponding text fields and then click Update to activate the changes.

MOXA £ Windows Embedded CE 6.0
Syst LaN1/ Cs8gs01
L DHCP Enable E
o o s
Hetvrork Mask
sera or T

File Manager

Services GPRS
At Present, The Web Manager does not support GPRS configuration. You must
Processes config them by the following command line tools.
sim_input_pin Input PIN code
sim_get_pin_status Check the SIM card status
sim_enable_pin Enable/Disable PIN Code authentication
aprs_connect Connectto the GPRS network
aprs_disconnect Disconnect the GPRS network
gprs_diagnose Detect the error of GPRS connection

Serial Port Configuration

The W406 computer has two high-performance serial ports, each of which supports RS-232,
RS-422, and RS-485. By default, each port is set for RS-232 data transmission. Each port can be
assigned a different serial interface. The updated settings take effect after the system has rebooted,
and remain in place until another update is made.

MOXA £ Windows Embedded CE6.0
Default Operation Mode
SR Index com Part Change all OF Wade |
_ 1 sl Ports [Rs232 v s save an |
Networking = et - e |
Index |COM Port QP Mode ‘Bave Setting |
Serial Port P1 [comt R5232 v =] |
F2 |comz RS232 v =] |

File Manager

Services

Processes
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Process (Thread) Monitoring/Control

At runtime, the W406 computer manages up to 32 applications. You can use the management
system to monitor and control them. To view current processes, click the Processes item on the
main menu bar. You can kill a process by clicking the Kill button next to the process name.

MOXA £ Windows Embedded CE 6.0
i Processes
Networking - Name D Threads
NK.EXE 1 49
Serial Port judevice exe 2 1
E;JEIEVICE exe :3 2
File Manager _.ude{“.icé.e%e ls i
udevice.exe 5 1
Services Esemcesn exe B |25
Kl ce_naciexe fr 1
EERE Kill prasignalled.exe 3 1
Kill lown ExE o 1
Automatic Launching
Seq App. Path Arguments
1 ce_neciexe
2 scandiskexe
3 ATSAGENT.exe
4 GPRSSignalLED.exe

Launching Processes Automatically

To set your application to start on boot up, do the following:

Step 1: Click the Processes item on the main menu bar. In the lower part of the page, there is an
area marked Automatic Launching.

Step 2: Enter the full path of the application in the first text field, and enter its arguments
(if there are any) in a separate text field.

Step 3: Click Add.
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Web-based Management System

System

Networking

Serial Port

File Manager

Services

Processes

£ Windows Embedded CE 6.0
Processes
‘ ;Name D Threads
Ik EXE T
udevice exa 2 1
udevice.exe 3_ 2
udevics.exe 4 1
!udewce exe B 1
!serﬂcesd.exe g 25
[ Kill |ee_neci exe F [t
[ Kill aprasignalied.exe 8 l
T lcup EXxE 9 1
Automatic Launching
Seq App. Path Arguments
1 ce_neciexe
2 scandisk exe
3 ATSAGENT.2xe
4 GPRSSignalLED.exe
I | Add

Monitoring and Controlling Services

Some services, such as ftp and telnet daemons, run in the background to provide services for user
requests. To monitor and control these services, do the following:

Step 1: Click the Services item on the main menu bar. The running services are displayed.

Step 2: Click the relevant check box to toggle a start/stop operation for the desired service.

MOXA

System
Networking

Serial Port

File Manager

Services

Processes

£ Windows Embedded CE6.0

Services
;Siarﬂslup MNarme Diescription iStalus
iriii [TELD: Telnet Service Running
[ = FTPO- FTP Senvice  Running
| COoND Console Senvice fRunnmg
SHTP
Time Zone (GMT) MonroGreenwich Standard Time vl
;inal-)]e = |
'?m’ ServerList  |in e
.hefresh Time [ | (Hours) [_Save Settings

Please note that in order to maintain normal operations, some listed services cannot be stopped.
These services do not have a check box.
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Binary/Text File Management

PC users enjoy the convenience of using Windows’ friendly windows-based file manager to
browse, delete, and organize files and directories. Moxa’s web-based management system
provides the same kind of convenience for managing files on the target computer. Click File
Manager to view the directory tree of your target computer. The file manager can be used to
perform the following operations:

e To browse a child directory, click the name of the directory.

e To delete a file, click the X in front of the file icon.

e To create a child directory, click Create Directory and then follow the on-screen instructions.

e To refresh the current directory, click Current Directory at the top of the page.

MOXXA £ Windows Embedded CE6.0
File Manager
System Goto Root : \ Current Directory NORFlash,
. Operation Mame Size Modified Date
Networking CF creste Directory B
; [ Upiosd Fie (®1webmanager 200903730 AW 0326
RIS [K[=) memonyLeak_gen bat 626 2000/03/26 AN 0344
[ K™ testaokene 5 KB 20090326 AM 0336
[ ¥ gen_bloaderex 5 KB 20000326 AM 0344
; KD autabatect axa 13 KB 20090331 AM 0105
Services
¥ regutil s 7 KB 20003630 AW 0443
T [®™ recevreE ExE 5 KR 20090330 AM 0343
X3 erreconnectere 16 KB 200903730 M 01:33
¥ reconnectere 6 KB 200903630 AM 0820
[¥™ cProautoDetectexe 5 KB 200903030 AM 0840
X[ eyl 26 KB 20000330 AM 05:41
¥ sendoms e B KB 200803631 AW 0135
K2 Linuwe watchdog pdf 22 KB 2009/03/31  AM 0543

In addition, the management system offers a mechanism for uploading files. The mechanism gives
you an easy way to transfer files from your workstation to the target computer. For example, after
you build an application on the development workstation, you can use this mechanism to upload
the application to the current directory of the target computer.

Step 1:
Step 2:
Step 3:
Step 4:

Step 5:

Click Upload File. A browser window pops up.
From the pop-up browser window, click Browse to bring up a local file manager.
Browse to and select the file that you want to upload and click Open.

Navigate back to the browser window, and click OK. The system starts to upload
the file.

After the file is uploaded completely, refresh the page.
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Firmware Upgrade Procedure

Moxa provides a boot loader utility for firmware upgrade or recovery. You will need the following

items to use this utility.

1.

2
3
4.
5

The embedded computer that you would like to upgrade or recover.

A PC or a laptop computer.

A console port cable for connecting through HyperTerminal.

A cross-over Ethernet cable for upgrading the firmware through a TFTP server and LAN port.

The firmware for the embedded computer.

Target Site

Embedded
Computer

Console Port

LAN Port

Server Site

HyperTerminal D

F N

There are three steps in the recovery process.

A
B.
C.

Configure HyperTerminal for the console port.

Download and install the TFTP program.

Y

TFTP 7/

Laptop
PC

Download the firmware and upgrade through HyperTerminal.

If you are familiar with Moxa embedded computers and the firmware upgrade procedure, you may
skip to Step C. However, we suggest that you go through all three steps to ensure the firmware
upgrades properly.
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A. Configure HyperTerminal for the Console Port.

1. Connect the console port with a console port cable to your PC. The console port is located on
the bottom panel.

RS-232/422/485

Console Port

2. Connect your embedded computer to the power source. The power input is located on the top
panel.

Power Input

A-2
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Firmware Upgrade Procedure

3. Launch a serial communication tool to access your embedded computer. We suggest that you
use HyperTerminal, which is built into Windows XP. Navigate to Start - Programs >

Accessories - Communications and then select HyperTerminal.

@) serprowan access and pefats
w ‘windows Catalog

% ‘windows Update

Documents
Settings
Search

) Help and Support

Run...

@) Games
) startp
Jg Inkernet Explorer
‘\! MSN
» 5 Outlook Express
./ Remote Assistance
& windows Madia Player
B Windows Messenger
VR windows Movis Maker

Lag OFf Bruce. ..

Turn ©Ff Computer...

Marne;

) Realtek Sound Manager

@) sisRAID

» @ Entertainment
» ) system Tooks
i-.,) Address Book

| & caleulator

/B8 Command Prompt
|@ notspar

| Paint

| @) Program Compatibilty wizard
@ Synchronize
P& Tour Windows 3P
>-fj Windavs Explorer

[4 wordrad

@ Communications

Network Connections
B Metwark Setup Wizard
Mews Connection Wizard
vrQ Remote Desktop Connection
‘;’;J, ‘wireless Metwark Setup Wizard

@ HyperTerminal 3

21X

Enter a name and choaze an icon for the connection:

w/40g

lcor:

] ][ Cancel ]
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5. Click Cancel when the “Connect To” window opens.

Connect To

Enter detailz far the phone number that you want ba dial;

LCountry/region;

Area code; | Z |

Fhone number; | |

Connect using: | ETTTRNEG— |

6. Select File > Properties from the main HyperTerminal screen.

“& W406 - HyperTerminal
ZEN Edit Wiew Call Transfer Help

Mew Connection
apen...

Save

Save As...

Page Setup...

Prink.

Exit Alt+F4

Displays the properties of the current session
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7. You can change the COM port number in the Properties window. Click Configure for
additional configuration options.

W406 Properties

Connect To |_5 eltingz |

Change lcor... ]

Countrydregion:  [ted Stares 1)

Enter the area code without the long-distance prefis.

Area code: | 2

Fhone number; | |
1
|

Connect using: | COp1 w

[ Configure. .. ]

Use countrwsregion code and area code

EE-T::EJ oF buEy

] ] [ Cancel

8. Configure the Port Settings with following parameters:

Bits per second: 115200 COM1 Properties
Data bits: 8 Fart Settings |
Parity: None
Stop bit: 1
Bitz per zecond: |1152EIEI V|
Flow control: None.
Click OK to continue. Diata hits: |3 v|
Parity: |Nnne v|
Stop bits: | 1 w |
Flow control: | (EEEN ~ |

Restore Defaults

] H Cancel J[ Apply l
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9. Click the Settings tab and then select VT100 (for Emulation). Click OK to complete the
configuration.

W406 Properties

Conmect To | Settings |

Function, arow, and chil keys act az
(&) Temminal keys ) Windows keys

Backzpace key sends
(% Chl+H (O Del ) Chl+H, Space, Chil+H

Emulation:

I Vl[ Teminal Setup... ]

Telnet terminal ID:  [WT100 |

Backzcroll buffer lines: ! R00 e |

] Play sound when connecting or disconnecting

[ Input Translatior... ] [ ASCH Setup... ]

[ 1]8 ][ Cancel ]
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B. Download and Install the TFTP program.

1. You will need to download a free TFTP server package to upgrade the firmware for the boot
loader utility. The utility can be found at the following URL:

ftp://papa.indstate.edu/

The TFTP program is located in this path:
Iwinsock-1/Windows95/Daemons/TFTPD/

Download the file named tftpd32d.zip.

2. When the download is complete, extract the files to your PC.

EBX
File Edit ‘Wiew Favorites Tools Help ﬂ“
@ Back ~ \‘;) Lﬁ p Search [i__ Folders v
Address £ caTETR v| Go
File and Folder Tasks f=_—_-.- glfz‘:‘:j"fiz .I‘I’:J:i\r\l_\b_‘} ttpdaz.exe
= 1KB

1) Make a new Folder

3 Publish this folder to the TFTPLEZ HLP
Web @) Help File

e Share this folder . 33KB

Other Places

WENDINFO.DIZ
DIZ File
4KE

"

g Sys_TW (CH)
lE:'I My Docurments
|5 Shared Documnents

H My Computer
H My Metwork Places

Details

TFTP
File Folder

Date Modified: Friday, June 19,
2009, 2:43 PM
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C. Download and Upgrade the Firmware through HyperTerminal.

1. Connect to Moxa’s website at http://www.moxa.com, and then select Software from the
Support drop-down menu.

My Moxa | Partrier Zone | International Sites | Contact Moxa |

MOXAN® .

Ahout Moxa Froducts Anplications

Documentation

Location: Home == Support == Software Hil Please =ignin

{eicslpncs EIE-ail this Page &1 Print this Page

Software

Request Support
RMA Service

j Drivers @' Firmware ? Libraries dli—: MTSC Certification

Learning Center

" Software

= Documentation

iy lag * Technical FAGS
g Utilities
. = Request Support

2. Under Search for Software, select the product line and then choose the specific product model.
Click on Search to continue.

Software

= Drivers # Firmwware 1 Libraries "" Software
ﬁ s (== = L Packages
ﬂ Ltilities

=

Search for Software

|Entersearch querny | OF

| Embedded Computers |4 || w405 v |

Include Drivers Firmware Libraries Suftware Fackages
M utilities

| Search
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3. Inthe software list, select the firmware for your model. Choose the appropriate OS and then
click the download icon to start downloading the new firmware.
Note: Check the filename, it may differ from the filename shown below.

Search for Software

T Results for Wireless Embedded Computers, "W406",
"Firmware/Utilities/Software Packages/Drivers/Libraries™

Items 1 to 10 displayed { Previous | Mext #
Item Version 05 Release date Download
Moxa Device Manager Tool 54 Windows Jul 22, 2008 E}
el WP x86
Linuz
The examples for W40E-LX w
T 1.0 2B Jul 17, 2009
[RIZC)
. Linuz
The tool-chain for YW406-LX E]
R 21 2.6.x Jul 17, 2009
[x86)
The fi for W40E-CE Wind
e firmware for 10 indow s Jul 17, 2008 E}
Mesny !l CEE:0
. Linux
The firmware for Wa06-Lx m
Reni 1.0 2.6.x Jul 17, 2009
[RIZC)




W406-CE User’s Manual Firmware Upgrade Procedure

4. Putthe latest firmware image in the same directory as the TFTP files.

p

i=]e)
File Edit ‘View Favorites Tools  Help ﬂ“
e Back ~ \‘) Lﬁ /‘:j Search li.- Folders v
Address | CATFTR v|Ed e

: File_id. diz \
- £ L
File and Folder Tasks £ DIZ File . lﬂ—'u_b tFtpd3Z2. exe
1KE

10 Make a new Folder

e Publish this folder ta the: , TFTRDE2,HLP = YEMDIMFC,DIZ
Weh Help File == | CIZFie
led Share this folder : 33 KB = HKE
W405-CE_Y1.0_Build-090604...
HFM File:
other Places =l | 12,054 kB

b Sys_TW(C2)
lE] My Documents
| Shared Documents

'd My Compuker
!d My Metwork Places

Details

TFTP

File: Folder

Date Modified: Wednesday,
September 02, 2009, 2:54 PM

5. Next, connect the LAN Port of the embedded computer to your PC using a cross-over
Ethernet cable. The LANL1 port is located on the rear panel of the embedded computer.

LAN Port

MOXA
PAM-1100
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6. Press and hold down the DEL key on your PC and power on the embedded computer at the
same time. You will be guided to the boot loader utility menu, as show below.

“& W406 - HyperTerminal

File Edit Wiew Call Transfer Help

O &3 087 &

Init Timer 0K

Init Platform

Init Flash...

16 Bits Flash

Manufactureld : [6x89]1 (INTEL :
Deviceld : [0x181
Query.DeviceSize : [0x10000001]
Query.NumEraseBlocks : [Bxl]
Query.sBlockInfolB].blocks : [Bx801
(Querv.sBlockInfol8].block_size :
Init HOXA UART

Init RF Module...0K

[0x00891)

[0x200001

Moxa Technologies Co.,
Make date: (Sep 3 2009 -
Module Name : W4aB6CE

MACO : 00:90:E8:00:00:40

Serial No.

Ltd Yersion 3.0.0.0
11:02:44)

i

Network Configuration
Firmware Upgrade

(1)
(3)

(2)
(4)

Format User Disk
Reset to Factory Default

Command>>_

Connected 0:01:12 WT100 115200 &-N-1

1. Inthe boot loader utility, select (1) Network Configuration, and then (1) Change IP Setting

to configure IP addresses.

“& W406 - HyperTerminal

Flle Edit Wiew Call Transfer Help

O & & 0B =

Init MOHA UART
Init RF Module...O0K

Moxa Technologies Co., Ltd Version 3.0.0.0
Make date: (Sep 3 2009 - 11:02:44)

Module Name : W4BG6CE Serial No. : 1
MACO : 00:90:E8:00:00:40
{1) Metwork Configuration {2) Format User Disk
{3) Firmware Upgrade {4) Reset to Factory Default

Command>>1

Module Name : W4B6CE
MACO : 00:90:E3:00:00:40

Moxa Technologies Co., Ltd Version 3.0.0.8
Make date: (Sep 3 2009 - 11:02:44)
Serial No.

-1

{1} Change IP Setting

(2)

Show Current IP Setting

Command>>1
Local IP Address (KKK HXK KKK HHX) -

Connected 0:02:12 ¥T100 115200 &-N-1

LM
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2. You will need to enter the IP address of the embedded computer and your PC. Follow the
steps below to configure the IP addresses.

A.  From Start - Settings, select Network Connections.

Set Program Access and Defaults
Windows Catalog

windows Update

Programs

Documents

Settings

Search

Printers and Faxes

Help and Suppart , Taskbar and Stark Menu

Bur...

Log Off Bruce...

Turn OFf Computer...

| Windows XP Professional

" Network Connections r._ EIHZ|
File Edit View Favortes Tools Advanced Help .‘a“
|\‘) Back -‘C&J ‘} /'_j Search L‘L- Falders v

adrress | & Netwark Connections ke | L
“# LAN or High-Speed Internet

Network Tasks

o Area Connectio
Create a new | Disable

connection |
I;&\
%) 5et up a home or small L Obatug

* affice netwark Repair

€ Change Windows
Firewall settings

@ Disable this netwark Create Sharkout
device

% Repair this connection

Wi Rename this connection

&) View status of this
connection

Change settings of this
connection

Bridge Connections

Dielete

Rename

Other Places

B control Panel
‘Q My Metwork Places =
(£ My Documents
a My Computer

s

Details

Local Area Connection =)
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C. Click the General tab and select Internet Protocol (TCP/IP), and then click on
Properties.

- Local Area Connection Properties |E|E|

General | Authentication | Advanced |

Connect using:

B8 SiS 900 PCI Fast Ethernet Adapter

Thiz connection uses the following items;

% Clignt for Microsoft Metworks
.@ File and Printer Sharing for Microsoft Metworks
@QDS Packet Scheduler

Intemet Protocal [TCRAR)
D escription

Tranzmizzion Control Protocol/nternet Protocol. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

[] Shaw ican in notification area when connected
Matify me when thiz connection haz limited ar no connectivity

] ] l Cancel
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Firmware Upgrade Procedure

D.

Next, select Use the following IP address and enter the IP address and Subnet

mask.

For example:

IP address: 192.168.1.1 (This IP address is only an example; you may assign any IP
address of your choice as long as it’s on the same LAN as your PC.)

Subnet mask: 255.255.255.0

Internet Protocol (TCP/IP) Properties

General |

the appropriate 1P settings.

{7) Obtain an IP address autamatically
() Uze the follawing P address:

Y'ou can get [P zettings azzigned automatically if your nebwork, supports
thiz capability, Otherwize, pou need to azk your netwaork, administrataor far

IP address:

| 192 . 168 . 1

4l

Subret mazk:

| 255 . 256 . 285 . 0 |

Default gateway: |

Uotain L.

Dbtain DMS server address automati

(%) Use the following DNS server addresses:

Preferred DMNS zerver |

Alternate DNS zerver: |

H Cancel ]
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3. Go back to the boot load utility menu and assign the local IP address, and then enter the server
IP address. The local IP address is the IP address of the embedded computer. Note that the
local IP address must be on the same LAN as the server IP address. For example, if the
server IP address is 192.168.1.1, you can choose a local IP address between 192.168.1.2 to

192.168.1.254.

“& W406 - HyperTerminal

File Edit WYiew Call Transfer Help

D =3 0B &

{1) Change IP Setting {2)

Show Current IP Setting

| Command>>1

Local IP RAddress (KKK.HKK.KRK.XKK) - :192.168.1.2
Server IP Address (KHH.KKH.HHH.KKK) - :192.168.1.1

Set Local Hddress to CUHGUIDZ
Set Server Address to COASG101
flash_program{() : 0x6004000C, B0x73F6D, Ox4

flash_program(]) : 0x60040010, 0x73F5C, 0x4

Moxa Technologies Co., Ltd VYersion 3.0.0.0
Hake date: (Sep 3 2009 - 11:02:44)

Module Name : W4B6CE Serial No. : 1
MACO : 00:90:E8:00:00:40

{1) Change IP Setting (2)

Show Current IP Setting

Command>>_

Connected 0:03:56 YT100 115200 &-N-1 KUM

4. You may enter (2) Show Current IP Setting to make sure if the setting is correct.

“& W4056 - HyperTerminal
Fle Edit Wiew Cal Transfer Help

O & & 0B =

Moxa Technologies Co.,

Ltd Version 3.0.0.0
Make date: (Sep 11:02:

3 2009 - 11:02:44)

Module Name : W406

MACO :

CE
00:90:E8:00:00:40

Serial No. : 1

{1) Change IP Setting

(2)

Show Current IP Setting

Command>>2

Local IP Address :
TFTP Server IP Address :

192.168.1.2(CBA30102)

192.168.1.1(CoA80101)

Moxa Technologies Co.,
Make date: (Sep
Module Name : W4B6CE
MACO :

Ltd Version 3.0.0.0
11:02:44)
Serial No. : 1

3 2009 -
00:90:E3:00:00:40

{1} Change IP Setting

(2)

Show Current IP Setting

Command>>

Connected 0:05:12 ¥T100

115200 5-M-1

LM
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5. Press the ESC key to exit the IP setting option. If you encounter a system crash, or have
problem booting up the system, we suggest you select (2) Format User Disk to solve the
problem. However, please note that all data on the disk will be erased and cannot be recovered
after a disk format. Enter Y if you would like to format the disk, or N if you would not.

“& W406 - Hyper Terminal g@gl
File Edit Wiew Call Transfer Help

De =8 0B

Local IP Address : 192.168.1.2{C0A80102)
TFTP Server IP Address : 192.168.1.1(CBA8G101)

Moxa Technologies Co., Ltd Yersion 3.0.0.0
Make date: (Sep 3 2009 - 11:02:44)

Module Name : W4B6CE Serial No. : 1
MACO : 00:90:E8:00:00:40

{1} Change IP Setting {2) Show Current IP Setting

Command>>

Moxa Technologies Co., Ltd Version 3.0.0.0
Make date: (Sep 3 2089 - 11:02:44)

Module Name : W4B6CE Serial No. : 1
MACO : 00:90:E8:00:00:40

{1} Hetwork Configuration {2} Format User Disk
{3) Firmware Upgrade {&) Reset to Factory Default

Harning: The User Data Would Be Formated...{Y/N):

Connected 0:07:01 ¥T100 115200 8-M-1 £ LM

When you finish formatting your disk, you may exit the boot loader utility and reboot your
computer. If you still cannot boot up your computer, perform the firmware upgrade as
described in the following steps.

6. Select (3) Firmware Upgrade, and then (1) Load from LAN1 (TFTP) to continue.

“& W406 - HyperTerminal
Fle Edit Wiew Cal Transfer Help

D 8 DB &

Warning: The User Data Would Be Formated...(Y/N):y
EEEEEEEFEEEEEEEEEEEEEFEEEEEEE
Format Process Completed!

Moxa Technologies Co., Ltd Uer310n 3.0.0.0
Make date: (Sep 3 2@99 - 11:082:44)

Module Name : W406CE Serlal No. : 1
MACO : 00:90:E3:00:00:40

{1) Metwork Configuration {2) Format User Disk
{3) Firmware Upgrade {4) Reset to Factory Default
Command>>3

Moxa Technologies Co., Ltd Version 3.0.0.8
Make date: (Sep 3 2009 - 11:02:44)

Module Name : W4AOGCE Serial No. : 1
MACO : BA:90:E8:00:00:40

{1) Load from LAN1{TFTP)

Command>>1
File Name (xxx.hfm) :

Connected 0:08:52 ¥T100 115200 3-M-1 LM
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7. To start the TFPF server, double-click on the tftpd32 icon to launch the TFTP server.

[=)B)X)
File Edit Yiew Favorites Took Help .‘a’
@ Back = \‘;) L-I: p Search lL- Folders v
address |29 C:ATFTR v| Go
. e id.die -,5-'_\\
File and Folder Tasks =| DIZFie J’ln_L‘_v tFtpd3z exe
= 1KE
(=) Make aniew Folder

WEMDINFO.DIZ

e Publish this Folder ta the TFTPD32, HLP s
Weh 0 Help Fil= =| DizFie
ket Share this folder ; J3KB = 4KB

[y W40E-CE_V1.0_Buld-090604...

Other Places

e Sys_TW(C:)
E) My Docurments
|) Shared Documents

H I¥ly Computer
H Iy Mebwork Places

Details

TFTP

File: Folder

Date Modified: \Wednesday,
September 02, 2009, 2:54 PM

8. When the TFTP server has been launched, the following screen will appear.

“= TETPD32 by Ph. Jounin

Base Directory  |CATFTPtpd32d Show Diir |

Server interfaces | 1921681 1 _:1

Current Action  |Listering on port 69

Settings Help
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9. Go back to the boot loader utility menu and enter the file name of the firmware image.

“& W406 - HyperTerminal
Fle Edit Wiew Cal Transfer Help

O &8 DB

Warning: The User Data Would Be Formated...(Y/N):y
EEEEEEEFEEEEEEEEEEEEEFEEEEEEE
Format Process Completed!

Moxa Technologies Co., Ltd Version 3.0.0.0
Make date: (Sep 3 2009 - 11:082:44)

Module Name : W406CE Serial No. : 1
MACO : 00:90:E3:00:00:40

{1) Metwork Configuration {2) Format User Disk
{3) Firmware Upgrade {4) Reset to Factory Default
Command>>3

Moxa Technologies Co., Ltd Version 3.0.0.8
Make date: (Sep 3 2009 - 11:02:44)

Module Name : W4AOGCE Serial No. : 1
MACO : BA:90:E8:00:00:40

{1) Load from LAN1{TFTP)

Command>>1
File Name (xxx¢.hfm) : WAB6-CE_V1.0_Build-09060415. hfm

Connected 0i11:33 ¥T100 115200 3-M-1 5 LM

10. The firmware upgrade will then start to run.

" W406-CE_V1.0_Build-090604... [X]

File size : 12342755
4620288 Butes zent 23044 Butes/zec
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11. 1t will take several minutes for the firmware files to be written to your embedded computer.
Do not power off your computer!

“& W4056 - HyperTerminal

Fle Edit Wiew Cal Transfer Help

e « & 0B\ &

frm_headerlength : [58]
frm_header_version : [1]
frm_modelname : [WAB6CE]
frm_totallength : [BC558B1
frm_checksum : [4D7D51ED]
frm_totalfileno : [11]
frm_apidno : [1]

file_headerlength : [68]
file_header_version : [101068681
file filename : [nk.bin]
file filelength : [BC55231
file_checksum : [4D7D&BFD]
file flashstart : [01]

file flashend : [0]
file_flashlength : [81]
file DRAMstartaddr : [B]
file mtdno : [0]

file version : [@]

Urite File to Flash Now. ..
flash_program{) : 0x60060000, 0x3000C0, 0xBC5523

Connected 0:16:58 ¥T100 115200 5-M-1 LM

12. When you return to command line mode, the firmware upgrade has completed. At this point,
you may reboot the embedded computer to complete the firmware upgrade or recover from the
boot loader utility.

“& W406 - HyperTerminal

Fle Edit Wiew Cal Transfer Help

e « & 0B\ &

file_header_version : [10100001]
file_filename : [nk.binl

file filelength : [BC55231]

file checksum : [4D7D4BFDI

file flashstart : [0]
file_flashend : [0]
file_flashlength : [0]

file DRAMstartaddr : [0]
file_mtdno : [0]

file_version : [8]

Write File to Flash Now...
flash_program() : Ox60060000, 0x3000C0, 0xBC5523

Moxa Technologies Co., Ltd Version 3.0.0.0
Make date: (Sep 3 2009 - 11:082:44)

Module Name : W4BG6CE Serial No. : 1
MACO : 00:90:E3:00:00:40

{1} Load from LAN1(TFTP)

Command>>

Connected 0:21:48 ¥T100 115200 5-M-1 LM
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13. If you cannot reboot your embedded computer even after following all the steps above, contact
Moxa’s technical support staff for further assistance.
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Application Development

The mxdev library for C++ and the mxdevice library for VB.net and C# are provided to help
users develop their application on the W406 quickly and easily. The complete source code can be
found in the sample directory on the software CD.

Developing an application with VS2005
e Open Microsoft® Visual Studio .Net 2005.
® From the File menu, choose New Project.

® Choose the Project Type and then select the Smart Device Application as the type of
project.

e Fill in the project name and click OK.

e Choose Windows CE as the target platform.

e Select the desired project type and click OK.

e Write your application code.

e From the Device toolbar, choose Windows CE.Net Device.

®  From the Build menu, choose Build Project or Rebuild Project.

e \When you complete your application, upload it to the embedded computer.

e | og on to the embedded computer. At the console prompt, execute it directly if it is a C++ or
C# file.
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Visual C++ Library

After the SDK is installed on your development PC, the library will be available in your Visual
Studio 2005/2008 environment.

GPRS/SIM/SMS

The definition header file includes the entire library API; you can find it in the SDK installation
path “C:\Program Files\Windows CE Tool s\wce600\W406-CE\l nclude\Armv4i\moxa”.

Opens a cellular modem handle for later use.
unsigned int cellular_modem open(void);
Inputs:
None
Return Values:
pointer to a cellular modem handle. Return 0 on failure.
Remark:
Every cellular modem API needs the cellular modem handle parameter, so you must use the
function first before you program them.

Closes a cellular modem handle.
void cellular_modem_close(unsigned int fd);
Inputs:
<fd> the handle
Return Values:
None
Remark:
You must release the cellular modem handle resource if you don’t need to use cellular
modem APIs later.

Sends an AT command to a cellular modem and waits for a reply.
int cellular_modem_send_cmd(unsigned int fd, char *at_cmd, char *recv, int recv_size, int
timeout);
Inputs:
<fd> the cellular modem
<at_cmd> the AT command
<recv_size> maximum size of the buffer that stores replied data
<timeout> timeout in milliseconds if no response.
Outpus:
<recv> point to buffer that stores the reply
Return Values:
the number of received data, -1 indicates failure.

Remark:

Generally, you can set the timeout to be 1000~2000 milliseconds, but if you call the
function with “ATA"SMGL=ALL” command. We suggest you set the timeout greater than
10000, because listing all of the SMS messages requires more time.
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Gets the signal strength of the GPRS modem.
int cellular_ modem _gprs_get signal_strength(unsigned int fd);
Inputs:
<fd> the cellular modem
Outpus:
<recv> point to buffer that stores the reply
Return Values:
1 to 99 on success, otherwise the function fails
Remark:
It is suggested to call this function periodically.

Establishes a GPRS connection to the ISP service provider.
int cellular_modem_gprs_establish_connection(unsigned int fd, char *user, char
*password);
Inputs:

<fd> the cellular modem

<user> point to the user id, null indicates empty userid.

<password> point to the user password, null indicates empty password.
Return Values:

0 on success, otherwise, the function fails

Remark:

Aborts a GPRS connection.
int cellular_ modem_gprs_abort_connection(unsigned int fd);
Inputs:
<fd> the cellular modem
Return Values:
0 on success, otherwise, the function fails
Remark:

Checks the status of a GPRS connection.
int cellular_ modem_gprs_check connection_status(unsigned int fd);
Inputs:
<fd> the cellular modem
Return Values:
0 indictes the connection is on. otherwise, it is disconnected
Remark:

B-3



W406-CE User’s Manual Application Development

Diagnoses the status of a GPRS connection and the status of the SIM card.
unsigned int cellular_modem gprs_diagnose_status(unsigned int fd);
Inputs:
<fd> the cellular modem
Return Values:
0 indictes no error. otherwise, a 32-bit number indicating a combination of errors

Remark:

define GPRS errors, of which each stands on one of a 32-bit number

#define GPRS_ERROR_BAUDRATE_COMS3 (1<<0)
#define GPRS_ERROR_BAUDRATE_COM4 (1<<1)
#define GPRS_ERROR_FLOWCONTROL (1<<2)
#define GPRS_ERROR_PINCODE (1<<3)

#define GPRS_ERROR_TEMPERATURE (1<<4)
#define GPRS_ERROR_SIGNAL_STRENGTH (1<<5)
#define GPRS_ERROR_RADIOBAND (1<<6)
#define GPRS_ERROR_MODULE (1<<7)

If the Cellular modem temperature greater than 88 degree or less than -35 degree, the function
will return with GPRS ERROR_TEMPERATURE.

Sets the storage base of SIM messages.
int cellular modem sms_set storage base(unsigned int fd, int mode);
Inputs:

<fd> the cellular modem

<mode> 0: on SIM card, 1: on modem module, 2: on both

Return Values:
0 on success, otherwise, the function fails

Remark:

Gets the storage base of SIM messages.

int cellular_ modem_sms_get storage base(unsigned int fd);

Inputs:
<fd> the cellular modem
Return Values:
0: on SIM card, 1: on modem module, 2: on both, otherwise, the function fails

Remark:

Gets the number of stored messages allowed out of the maximum space.

int cellular_ modem_sms_get message count(unsigned int fd, int *maximum);

Inputs:
<fd> the cellular modem
Outputs:
<maximum> pointer to the maximum number of messages allowed

Return Values:
the number of stored messages, otherwise, a negative value indicates a failure
Remark:

B-4



W406-CE User’s Manual Application Development

Sends a SMS message to a specific phone number.
int cellular_modem_sms_send_message(unsigned int fd, unsigned int msg_mode, SMSMSG
*psms);
Inputs:

<fd> the cellular modem

<msg_mode> 0: message in text, 1: message in PDU

<psms> point to the message
Return Values:

0 on success, otherwise, the function fails

Remark:

#define MAX_SMS_BYTES 512
typedef struct _SMSMSG
{

unsigned int been_read,;

char msg_date[12];

char msg_time[20];

char phone_number[20];

unsigned int msg_length;

char msg_texttMAX_SMS_BYTES];
} SMSMSG, *PSMSMSG;

If you like to use PDU mode to send your SMS message, you must construct your PDU data into
the “SMSMSG.msg_text” field with exact length “SMSMSG.msg_length”.

Receives an indexed SMS message.
int cellular_modem_sms_recv_message(unsigned int fd, int index, unsigned int msg_mode,
SMSMSG *psms);
Inputs:
<fd> the cellular modem
<index> the index to the message pool
<msg_mode> 0: message in text, 1: message in PDU
<psms> point to the message
Return Values:
0 on success, otherwise, the function fails
Remark:

#define MAX_SMS_BYTES 512
typedef struct _ SMSMSG

unsigned int been_read,;

char msg_date[12];

char msg_time[20];

char phone_number[20];

unsigned int msg_length;

char msg_textftMAX_SMS_BYTES];
} SMSMSG, *PSMSMSG;

If you like to use PDU mode to receive your SMS message, you must destruct the
“SMSMSG.msg_text” field to extract the message body.
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Deletes an indexed SMS message.
int cellular_modem_sms_delete_message(unsigned int fd, int index);
Inputs:

<fd> the cellular modem

<index> the index to the message pool
Return Values:

0 on success, otherwise, the function fails

Remark:

Gets the SIM card status.
int cellular modem_sim_get sim card_status(unsigned int fd);
Inputs:
<fd> the cellular modem
Return Values:
0 : ready, okay to use
1: no sim card, (or loose)
2 : PIN, wait for the pin code for authentication
3 : PUK, three times of wrong pin codes
otherwise, the function fails
Remark:

When the SIM card status is set to PIN (2), this function retrieves the available PIN code attempt

count.

If the SIM card status is set to PUK (3), this function gets the available PUK code attempt count.

int cellular_modem_sim_get_pin_attempt_count(unsigned int fd);

Inputs:

<fd> the cellular modem

Return Values:
the attempted count left of PIN/PUK code authentication. otherwise, a negative value
indicates a failure

Remark:

When the SIM card status is set to PIN (2), this function authenticates a PIN code. If the correct
code is entered the status will be set back to ready (0).
int cellular_ modem_sim_authenticate pin_code(unsigned int fd, char *pin_code);
Inputs:
<fd> the cellular modem
<pin_code> point to the PIN code
Return Values:
0 on success, otherwise, the function fails
Remark:
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When the SIM card status is PUK (3), this function changes the status to PIN (2).
If this fails, the SIM card will be locked.
int cellular_modem_sim_unlock_pin_code(unsigned int fd, char *passwd, char
*new_pin_code);
Inputs:
<fd> the cellular modem
<passwd> point to the PUK passwd code
<new_pin_code> point to a new PIN code
Return Values:
0 on success, otherwise, the function fails
Remark:

Gets the PIN code enable status of the SIM card.
int cellular_modem_sim_get_pin_enable_status (unsigned int fd);
Inputs:
<fd> the cellular modem
Return Values:
0 : PIN code disabled
1: PIN code enabled
otherwise, the function fails
Remark:

When the SIM card status is ready (0) and the PIN code is enabled, this function assigns a PIN
code to the SIM card.
int cellular_modem_sim_assign_pin_code(unsigned int fd, char *old_pin_code, char
*new_pin_code);
Inputs:
<fd> the cellular modem
<old_pin_code> point to the old PIN code
<new_pin_code> point to the new PIN code
Return Values:
0 on success, otherwise, the function fails
Remark:

When the SIM card status is ready (0), this function enables or disables PIN code authentication.
int cellular modem_sim_enable pin_code(unsigned int fd, char *pin_code, int enable);
Inputs:

<fd> the cellular modem

<pin_code> point to the PIN code password

<enable> 1: enable PIN code, 0: disable PIN code
Return Values:

0 on success, otherwise, the function fails
Remark:
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Get the modem module temperature.
int cellular_ modem _gprs_get module temperature(unsigned int fd)
Inputs:
<fd> the cellular modem
Return Values:
the tempture of GPRS module
Remark:

UART

Gets the UART interface.
DWORD uart_getmode(int port);
Inputs:

<port> the serial port number.
Return Values:

0: RS-232

1: RS485-2W

2 1 RS422

3 : RS485-4W

otherwise, the function fails
Remark:

For example, user uart_getmode(2) to retrieve the interface of COM2:

Sets the UART interface.
BOOL uart_setmode(int port, int mode);
Inputs:
<port> the serial port number.
<mode> the interface parameter.
0:RS-232
1: RS485-2W
2 : RS422
3 : RS485-4W
Return Values:
TRUE indicates success, FALSE indicates failed.
Remark:
For example, user uart_getmode(2) to retrieve the interface of COM2:

DIO

Opens a DIO handle for later use.
HANDLE mxdio_init(void);
Inputs:
none
Return Values:
pointer to a DIO handle. Return 0 on failure.
Remark:
Every DIO API needs the handle parameter, so you must use the function first before you
program them.
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Closes the DIO handle.
void mxdio_stop(HANDLE hDIO);
Inputs:
<hDI0O> the DIO handle
Return Values:
None
Remark:

Sets one of the DOUT outputs.
int mxdio_set_dout(HANDLE hDIO, unsigned int port, unsigned int data);
Inputs:
<hDI0O> the DIO handle
<port> the port index, from 0 to 3 mapping to DO0~DO3
<data> 1: HIGH, 0: LOW
Return Values:
0 on success, otherwise, the function fails
Remark:

Gets one of the DIN inputs.
int mxdio_get din(HANDLE hDIO, unsigned int port);
Inputs:

<hDIO> the DIO handle

<port> the port index, from 0 to 3 mapping to DIO~DI3
Return Values:

1 indicates HIGH, 0 indicates LOW
Remark:

Gets one of DOUT outputs.
int mxdio_get dout(HANDLE handle_dio,unsigned int port);
Inputs:

<hDIO> the DIO handle

<port> the port index, from 0 to 3 mapping to DO0~DO3
Return Values:

1 indicates HIGH, 0 indicates LOW
Remark:
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Watchdog

Opens a watchdog handle for later use.
HANDLE watchdog_init(DWORD dwRefreshPeriod);
Inputs:
<dwRefreshPeriod> the watchdog refresh time interval in milliseconds..
Return Values:
the watchdog handle, INVALID HANDLE VALUE indicates failure.
Remark:
After calling the watchdog_init(), you must call watchdog_refresh() in the specified
time(dwRefreshPeriod) or the system will be triggered rebooting.

Watchdog refresh function call.
BOOL watchdog_refresh(HANDLE hWdg, DWORD dwRefreshPeriod);
Inputs:

<hWdg> the watchdog handle from watchdog_init() returned
Return Values:

TRUE indicates the watchdog refresh succeed, FALSE indicates refresh failure.
Remark:

Closes the watchdog handle.
BOOL watchdog_release(HANDLE hwdg);
Inputs:
<hWdg> the watchdog handle watchdog_init() returned
Return Values:
TRUE indicates the watchdog refresh succeed, FALSE indicates refresh failure.
Remark:

Buzzer

Turns on the buzzer.
void mxbeep_on(void);
Inputs:

None
Return Values:

None
Remark:

Turns off the buzzer.
void mxbeep_off(void);
Inputs:

None
Return Values:

None
Remark:
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Visual C++ Examples

The C++ examples are available on the software CD for your reference.

Net Compact Framework Library
For .Net programming, MOXA also provides a .Net Compact Framework library.
B GPRS/SIM/SMS
The definition header file includes the entire library APls, you can find it in the Software
CD

Opens a cellular modem.
Class Name: GPRS
Method: bool Open()
Inputs:
None
Return Values:
True indicates success, False means failure.
Remark:
You must open the cellular modem first before you use the other GPRS method.

Closes a cellular modem.
Class Name: GPRS
Method: void Close()
Inputs:
none
Return Values:
none
Remark:
You must close the cellular modem handle resource if you don’t need to use cellular modem
APIs later.

Sends AT command to the cellular modem directly and gets the responded string.
Class Name: GPRS
Method: int SendATCommand(string atCmd, ref string szRecv, uint timeout)
Inputs:

<atCmd> AT command string; Remember to concatenate the “\r” in the end of string

<szRecv> The Responded string

<timeout> Timeout in milliseconds.
Return Values:

Number of bytes returned, otherwise the function fails

Remark:
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Gets the signal strength of the GPRS modem,
Class Name: GPRS
Method: int GetSignalStrength()
Inputs:
none
Return Values:
1 to 99 on success, otherwise the function fails
Remark:
It is suggested to call this function periodically.

Establishes a GPRS connection to the ISP service provider.
Class Name: GPRS
Method:
int Connect()
int Connect(string user, string password)
Inputs:
<user> the user id string
<password> the password string
Return Values:
0 on success, otherwise, the function fails
Remark:

Aborts a GPRS connection.
Class Name: GPRS
Method: int Disconnect()
Inputs:

None
Return Values:

0 on success, otherwise, the function fails

Remark:

Checks the status of a GPRS connection.
Class Name: GPRS
Method: ConnectionState GetConnectionStatus()
Inputs:
none
Return Values:
0 indictes the connection is on. otherwise, it is disconnected

Remark:
public enum ConnectionState
{
Connected = 0,
Disconnected
}
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Diagnoses the status of a GPRS connection and the status of the SIM card.
Class Name: GPRS
Method: int Diagnose()
Inputs:

none
Return Values:

0 indictes no error. otherwise, a 32-bit number indicating a combination of errors

Remark:
define GPRS errors, of which each stands on one of a 32-bit number
const GPRS_ERROR_BAUDRATE_COM3 (1<<0)
const GPRS_ERROR_BAUDRATE_COM4 (1<<1)

const GPRS_ERROR_FLOWCONTROL (1<<2)
const GPRS_ERROR_PINCODE (1<<3)
const GPRS_ERROR_TEMPERATURE (1<<4)

const GPRS_ERROR_SIGNAL_STRENGTH  (1<<5)
const GPRS_ERROR_RADIOBAND (1<<6)
const GPRS_ERROR_MODULE (1<<7)

If the Cellular modem temperature greater than 88 degree or less than -35 degree, the function
will return with GPRS ERROR_TEMPERATURE.

Gets the number of stored messages allowed out of the maximum space.
Class Name: GPRS
Method: int GetSMSMessagesCount (ref int)
Inputs:

<fd> the cellular modem
Outputs:

<maximum> pointer to the maximum number of messages allowed
Return Values:

The number of stored messeages. otherwise, a negative value indicates a failure

Remark:

Gets the current SMS storage base.
Class Name: GPRS
Method: int GetSMSStorageBase ()
Inputs:

none.
Return Values:

Storage base number in “StorageBase” type.

Remark:

public enum StorageBase

SIMCard =0,
CellularModule,
Both
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Sets the SMS storage base.
Class Name: GPRS
Method: int SetSMSStorageBase(StorageBase mode)
Inputs:

<mode> Storage base number in “StorageBase” type.
Return Values:

0 on success, otherwise the function fails

Remark:

public enum StorageBase

SIMCard =0,
CellularModule,
Both

Sends an SMS message to a specific phone number.
Class Name: GPRS
Method: int SendSMS(uint msg_mode, ref SMSMSG pmsg)
Inputs:
<msg_mode> 0: message in text, 1: message in PDU
<psms> SMS message structure
Return Values:
0 on success, otherwise, the function fails
Remark:

public struct SMSMSG

{
public uint been_read,;
public string msg_date;
public string msg_time;
public string phone_number;
public uint msg_length;
public string msg_text;

}

If you like to use PDU mode to send your SMS message, you must construct your PDU data into
the “SMSMSG.msg_text” field with exact length “SMSMSG.msg_length”.
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Receives an indexed SMS message.
Class Name: GPRS
Method: int RecvSMS(int index, uint msg_mode, ref SMSMSG pmsg)
Inputs:

<index> the index to the message pool

<msg_mode> 0: message in text, 1: message in PDU

<psms> point to the message
Return Values:

0 on success, otherwise, the function fails

Remark:

public struct SMSMSG

{
public uint been_read;
public string msg_date;
public string msg_time;
public string phone_number;
public uint msg_length;
public string msg_text;

}

If you like to use PDU mode to receive your SMS message, you must destruct the
“SMSMSG.msg_text” field to extract the message body.

Deletes an indexed SMS message.
Class Name: GPRS
Method: int DeleteSMS(int);
Inputs:

<index> the index to the message pool
Return Values:

0 on success, otherwise, the function fails

Remark:
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Gets the status of the SIM card.
Class Name: GPRS
Method: SIMCardState GetSIMCardStatus();
Inputs:
none
Return Values:
0 : ready, okay to use
1: no sim card, (or loose)
2 : PIN, wait for the pin code for authentication
3 : PUK, three times of wrong pin codes
otherwise, the function fails

Remark:

public enum SIMCardState

{
Ready =0,
NoSIMCard,
NeedPINCode,
NeedPUKCode

}

When the SIM card status is set to NeedPINCode (2), this function retrieves the available PIN

code attempt count. If the SIM card status is set to NeedPUKCode (3), this function gets the
available PUK code attempt count.

Class Name: GPRS
Method: int GetPINAttemptCount()
Inputs:
none
Return Values:
The attempted count left of PIN/PUK code authentication. otherwise, a negative value
indicates a failure
Remark:
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When the SIM card status is set to NeedPINCode (2), this function authenticates a PIN code.
Then the status will be set back to ready (0).
Class Name: GPRS
Method: int InputPINCode(string pin_code);
Inputs:
<pin_code> the PIN code string
Return Values:
0 on success, otherwise, the function fails
Remark:

When the SIM card status is NeedPUKCode (3), this function changes the status to
NeedPINCode (2).
If it fails, the SIM card is locked.
Class Name: GPRS
Method: int UnlockSIMCard(string puk_code, string new_pin_code);
Inputs:
<puk_code> the PUK passwd code string
<new_pin_code> the new PIN code string
Return Values:
0 on success, otherwise, the function fails
Remark:

Gets the PIN code enable status of the SIM card:
Class Name: GPRS
Method: int GetPinEnableStatus();
Inputs:
<fd> the cellular modem
Return Values:
0 : PIN code disabled
1: PIN code enabled
otherwise, the function fails
Remark:

Gets the PIN code enable status of the SIM card.
Class Name: GPRS
Method: int PinEnable(string pin_code, bool enable);
Inputs:
<pin_code> the PIN code password
<enable> true to enable PIN code authentication, false to disable the PIN code authentication
Return Values:
0 on success, otherwise, the function fails
Remark:
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When the SIM card status is ready (0) and the PIN code is enabled, this function assigns a PIN
code to the SIM card.

Class Name: GPRS
Method: int ChangePINCode(string old_pin_code, string new_pin_code);
Inputs:
<old_pin_code> the old PIN code string
<new_pin_code> the new PIN code string
Return Values:
0 on success, otherwise, the function fails
Remark:

Gets the modem module temperature.
Class Name: GPRS
Method: int GetGPRSModuleTemperature();
Inputs:
none
Return Values:
the tempture of GPRS module
Remark:

UART

Sets the UART interface.
Class Name: Seriallnterface
Method: void SetComPortlInterface(string port, SerialMode mode);
Inputs:
<port> serial port name string, e.g. COM1:, COM2:, $device\COM12
<mode> the interface number of serial port
Return Values:

none
Remark:
public enum SerialMode : byte
{
RS232_MODE = 0x0,
RS485 2WIRE_MODE = 0x1,
RS422_MODE = 0x2,
RS485_4WIRE_MODE = 0x3
}
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DIO

Sets one of the DOUT outputs.

Class Name: DigitalOutput

Method: bool Set(int port, int data);

Inputs:
<port> the port index, from 0 to 3 mapping to DO0~DO3
<data>1:HIGH, 0: LOW

Return Values:
true on success, false, the function fails

Remark:

Get one of the DIN inputs.
Class Name: DigitallInput
Method: int Get(int port);
Inputs:
<port> the port index, from 0 to 3 mapping to DIO~DI3
Return Values:
1 indicates HIGH, 0 indicates LOW
Remark:

Gets one of DOUT outputs.
Class Name: DigitalOutput
Method: int Get(int port);
Inputs:
<port> the port index, from 0 to 3 mapping to DO0~DO3
Return Values:
1 indicates HIGH, 0 indicates LOW
Remark:

Watchdog

Starts up the watchdog.
Class Name: Watchdog
Method: bool start (uint dwRefreshPeriod);
Inputs:

<dwRefreshPeriod> the watchdog refresh time interval in milliseconds.
Return Values:

True on success, false indicates failure.
Remark:

After calling the start(), you must call refresh() in the specified time(dwRefreshPeriod) or

the system will be triggered rebooting.
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Watchdog refresh function call.
Class Name: Watchdog
Method: bool refresh();
Inputs:
none
Return Values:
true indicates the watchdog refresh succeed, false indicates refresh failure.
Remark:

Closes the watchdog handle.
Class Name: Watchdog
Method: bool close();
Inputs:
None
Return Values:
True indicates the watchdog refresh succeed, false indicates refresh failure.
Remark:

Buzzer

Turns on the buzzer.
Class Name: Buzzer
Method: void BeepOn();
Inputs:

none
Return Values:

none
Remark:

Turns off the buzzer.
Class Name: Buzzer
Method: void BeepOff();
Inputs:

none
Return Values:

none
Remark:

B-20



W406-CE User’s Manual Application Development

Visual C# Examples

A device .Net CF 2.0 class library (mxdevice.dll) is provided to simplify application development
with Visual Studio 2005 tools. This library covers the .Net CF Class Library for the buzzer and
digital 1/O devices. To link the library with your Visual Studio 2005 project environment, perform
the following steps from your Visual Studio 2005 tool:

1. Copy the library file mxdevice.dll to any folder on your local disk.

This file can be found on the product CD in the folder \sdk\dot Net Compact Framework
Library, or the file can be downloaded from the FTP site listed in the NOTE at the bottom of this

page.
2. Open the Visual Studio 2005 IDE tool, and then add a new C# Smart device console
application.

3. Enter the project name and location path.
4. Inthe Solution Explorer View, add mxdevice.dll to the reference section.
5. Click OK.

f} ATTENTION
1. The programming examples for Moxa embedded computers are frequently updated. The
latest examples can be downloaded from the following FTP site:
ftp://esource.moxa.com/moxasys/WinCE_Examples/C#.

2. 'You may need to copy the “mxdevice.dll” within the example when you try to execute the
program.
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