SMG-1100/6100 User’s Manual

First Edition, January 2011

wWww.moxa.com/Zproduct

MOXAN

© 2011 Moxa Inc. All rights reserved.
Reproduction without permission is prohibited.



SMG-1100/6100 User’s Manual

The software described in this manual is furnished under a license agreement and may be used only in accordance with
the terms of that agreement.

Copyright Notice

Copyright ©2011 Moxa Inc.
All rights reserved.
Reproduction without permission is prohibited.

Trademarks

The MOXA logo is a registered trademark of Moxa Inc.
All other trademarks or registered marks in this manual belong to their respective manufacturers.

Disclaimer

Information in this document is subject to change without notice and does not represent a commitment on the part of

Moxa.

Moxa provides this document as is, without warranty of any kind, either expressed or implied, including, but not limited
to, its particular purpose. Moxa reserves the right to make improvements and/or changes to this manual, or to the

products and/or the programs described in this manual, at any time.

Information provided in this manual is intended to be accurate and reliable. However, Moxa assumes no responsibility for

its use, or for any infringements on the rights of third parties that may result from its use.

This product might include unintentional technical or typographical errors. Changes are periodically made to the
information herein to correct such errors, and these changes are incorporated into new editions of the publication.

Technical Support Contact Information

WWWwW.moxa.com/Zsupport

Moxa Americas Moxa China (Shanghai office)
Toll-free: 1-888-669-2872 Toll-free: 800-820-5036

Tel: +1-714-528-6777 Tel: +86-21-5258-9955
Fax: +1-714-528-6778 Fax: +86-21-5258-5505
Moxa Europe Moxa Asia-Pacific

Tel: +49-89-3 70 03 99-0 Tel: +886-2-8919-1230

Fax: +49-89-3 70 03 99-99 Fax: +886-2-8919-1231



Table of Contents

[l ) 1 oo [ Lo 1 o] o [ PP 1-1
L Y= VT PP 1-2
Introduction to IPSEC VPN CONNECTIVITY . ....iuiiii ettt ettt et ettt et e e e 1-2

ST o e N R {=To (U] =T 0 g 1T o | £ PPN 1-2
TYPICAI IPSEC VPN SCNBIMIE ...ttt ettt ettt ettt et ettt et e e e et e n e a e e e e e eaneaneaneeneaneaneanen 1-2
L F= LT T T T Y= T oY 1-2
ConfiguriNg IPSEC TUNNEIS .. ... et ettt et ettt ettt ettt ettt et e n e e et e e e aneanenn 1-3
INTroduction 10 MODBUS GaABWAY ....euueineeieeitet ettt et e et ettt e e e ettt n e a e a e et e neaneaneeanraneaneaneeneaneaneanes 1-3
MODBUS Gateway APPIICATIONS ... ...ttt ettt et ettt ettt ettt ettt n e e eaneees 1-3
Managing MODBUS GAEWAY . . . ... uuenneniitt ettt e ettt ettt ettt e a e et et e et n e et et e e e an e e e eaneaneaneans 1-4

L 1S3 = L = o o 2-1

{53 = 1 F= 11 o o PP 2-2

[0 LY o] (o) V7 1T i o a V=TT, Tt 5 2-2
Installing Device CoNfigUration GATEWAY .........c..euiuiie ettt ettt ettt et ettt et e e ean e 2-2
LS =1 [T Lo IS 1Y (Y = T g =T 1T PP 2-4
Uninstalling Device Configuration Gateway and SMG ManagEer .......cuueeueiiie et eae e e eaeeaneaneaeeaeeaneanens 2-6

511V [ =T o F= T = PP 3-1
Launching Device ConfigUration GatBWaY .........ceeeeiuiittt ettt ettt ettt e et e aneaneaaeaeeaneaneaneaneeanaaneanenn 3-2
(=10 g To] o o Yo IRS] 1Y [TV F= T g T = PSPPI 3-2
Connecting to Device CoNfigUuration GATEWAY .........cuiiuiitie et ettt et ettt et et e n e e e e e eanenes 3-3
Introduction t0 the SMG Manager INEEITaCE ... ..u ittt ettt et et et e e e e e e eeeaneaneanes 3-5

=T a O == Tl il i oo I8 Tox i o] o NN PP 3-5
Lo o] o= gl o U T ¥ [o 1 PPN 3-7
[0 [T V4@ g =T g To T T =TTV o ] o 3-7
0T 0T= 1 N 3-8
Y= B LoV Tot B N F= T o T PPN 3-9
LN T Y10 ¢ ST o 1 3-9
L] o TP 3-11
R AN 25T PPN 3-13
1Yo o | o5 PPN 3-20
IMPOrt/EXPOrt CONFIQUIALION .. ...ttt ettt ettt et et e e e e e 3-24
Y o ¢ Y2 PP 3-25
o] a1 fo] g @fo] a1 o L=y € o] o F- PPN 3-25
UpGrading the FirMWare ... ...ttt ettt et ettt ettt e e e e nen 3-26
L= T T ) S PP 3-28



1

Introduction

Thank you for using Moxa’'s SMG-6100 IPSec Gateway and SMG-1100 MODBUS Gateway. These products help
you easily establish the secured network communication with the IPSec protection and the protocol conversion
between MODBUS/Serial and MODBUS/TCP. In this manual, you will learn how to configure and monitor the
SMG-6100 and the SMG-1100 for your network communication.

The following topics are covered in this chapter:

O Overview
O Introduction to IPSec VPN Connectivity
» IPSec VPN Requirements
» Typical IPSec VPN Scheme
» Planning IPSec VPNs
» Configuring IPSec Tunnels
O Introduction to MODBUS Gateway
» MODBUS Gateway Applications
» MODBUS TCP Master
» MODBUS RTU/ASCII Master
» Managing MODBUS Gateway



SMG-1100/6100 Introduction

Overview

The SMG-6100 can be used as a smart gateway with sophisticated Machine-to-Machine solutions to help
construct a tunnel server (IPSec) and bi-directional IP communications. When used with Moxa’s SMG-1100, the
SMG-6100 can serve as a secure networking host over IPSec to back-end host computers and MODBUS TCP
Master/Slave devices.

In addition, the SMG-1100 features 2 software selectable RS-232/422/485 ports, 1 Ethernet port, and
quad-band GPRS/EDGE 900/1800/850/1900 MHz for cellular communication.

The SMG-1100 series provides a sophisticated wireless M2M solution for distributed MODBUS devices.
Implemented with protocol conversion functionality, the SMG-1100 can serve both serial masters and slaves
and the built-in IPSec function guarantees that data transmission is encrypted in a wireless connectivity
environment.

Introduction to I1PSec VPN Connectivity

This section describes how to use and manage IPSec VPN on the SMG-6100.

IPSec VPN Requirements

The following requirements must be met to use IPSec VPN on the SMG-6100:
You must have a fixed public IP address accessible to the Internet.

You must have a computer running Device Configuration Gateway (DCG) and SMG Manager to set up and
monitor IPSec VPN for the SMG-6100.

Typical IPSec VPN Scheme

An SMG-6100 acting as an IPSec VPN gateway can create multiple IPSec VPN tunnels between its VPN subnet
interface and remote mobile SMGs via the Internet. An IPSec VPN tunnel is created between the remote
SMG-1100s and the SMG-6100. Computers on the same VPN subnet as the SMG-6100 can securely and
mutually communicate with remote mobile SMGs via IPSec VPN tunnels.

SMG-A100
IPSec

Tummel
1 /@
o

SMG-1100

Planning I1PSec VPNs

The IPSec tunnel provides mobile operators with an independent solution that considers remote mobile SMGs
part of the internal intranet, allowing several remote mobile SMGs to be implemented on the same subnet. In
the example illustrated below, the SMG-1100 is assigned the IP address of 192.168.30.95 during LAN 1 port
network configuration. After it is deployed to the remote site, its IP address does not need to be changed. This
is convenient as it allows administrators to configure programs such as SCADA and remote device monitoring
at the local field site with a fixed IP address.

1-2



SMG-1100/6100 Introduction

IPSec

Tuninel
# u’@ -
A l, 192.168.30.95

SMG-T100

deployment

Configuring IPSec Tunnels

To set up IPSec tunnels between the SMG-6100 and the remote mobile SMG (the SMG-1100), refer to the
VPN(IPSec) section in the SMG Manager chapter of this manual. We strongly recommend that IPSec tunnels
be configured from the SMG-6100 and deployed to the SMG-1100 at the same time via SMG Managerat the
local site. When finished, the SMG-1100 can be moved to the remote field site.

Introduction to MODBUS Gateway

The Moxa SMG-1100 is a secure mobile MODBUS gateway that provides IPSec tunnels between itself and the
peer IPSec Gateway SMG-6100 via the Internet while transferring MODBUS messages. It features two
RS-232/422/485 serial ports, one 10/100 Mbps Ethernet port, and a GPRS/EDGE wireless module for mobile

connections.

SMG-a 1040

IP5ec

Tunnel
d "- Jc{@
_4"]

SMG-1100

MODBUS Gateway Applications

MODBUS TCP Master

In the MODBUS Gateway configuration for a MODBUS TCP master and MODBUS RTU/ASCII slave, programs
running on the MODBUS TCP master can securely send MODBUS TCP request messages via the Internet to the
MODBUS TCP slave. The MODBUS Gateway then sequentially converts MODBUS TCP request messages to
MODBUS RTU/ASCII messages and sends the request messages to connected MODBUS RTU/ASCII slave
devices through the serial port, based on specified slave ID values in the MODBUS request messages and
settings in the MODBUS Gateway. When the slave devices receive MODBUS RTU/ASCII request messages, they
reply with MODBUS RTU/ASCII response messages to the MODBUS Gateway. Once the MODBUS Gateway
receives MODBUS RTU/ASCII response messages, they are converted to MODBUS TCP response messages and
sent to the corresponding programs of the MODBUS TCP master.
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MODBUS TCP
Master
< N
t:
» SMG-6100 MODBLS
= RTU/ASCIL
= IPSec Slave

Tunnel
.
A L
Pl 4

SMG-110g RS-232

MODBUS RTU/ZASCII Master

In the MODBUS Gateway configuration for a MODBUS RTU/ASCII master and MODBUS TCP slave, the software
running on each MODBUS RTU/ASCII master device sends MODBUS RTU/ASCII request messages to the
MODBUS Gateway via its connected serial port. The MODBUS Gateway then converts the messages to MODBUS
TCP request messages and securely sends them to MODBUS TCP slaves in MODBUS TCP slave devices via the
Internet, based on slave ID values in the MODBUS request messages and settings in the MODBUS Gateway.
After the slave devices receive MODBUS TCP request messages, they reply with MODBUS TCP response
messages to the MODBUS Gateway. Once the MODBUS Gateway receives MODBUS TCP response messages,
they are converted to MODBUS RTU/ASCII response messages and sent to the corresponding MODBUS
RTU/ASCII master device.

MODBUS TCP
Slave

=

SMG-6 100
IPSec

2 e ¥ Tunnel
Des \-6"‘# | SMG-1100
. ~ L1

=il

Managing MODBUS Gateway

MODBUS
RTU/ASCT
Master

After the MODBUS Gateway application for each serial port is determined, the configuration of MODBUS
Gateway can be set up via SMG Manager. Refer to MODBUS section for detailed MODBUS Gateway configuration

instructions.
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Installation

The following topics are covered in this chapter:

O Installation
» Deploying the SMG-1100

O Installing Device Configuration Gateway

Q

Installing SMG Manager

O Uninstalling Device Configuration Gateway and SMG Manager



SMG-1100/6100 Installation

Installation

Deploying the SMG-1100

You must use SMG Manager to configure the SMG-1100. In the example shown below, SMG Manager, Device
Configuration Gateway, and the SMG-6100 are all on subnet 192.168.3.xxx. Each SMG-1100 also has an
intranet IP address in subnet 192.168.30.xxx, and this IP address is used when the SMG-1100 is deployed at
the remote site. The next step in the implementation process is to insert the SIM card, Ethernet cable and
power cable. After the SMG-1100 is accessible via the LAN, SMG-1100 should connect to Device Configuration
Gateway automatically. Finally, use SMG Manager to configure the SMG-1100. A step-by-step procedure is
outlined below.

IPSec

Tunnel
/@ Client IP:
A L

Ve l, 192, 168.30.95

SMG-1100

deplovment

Client IP: (92,168 3095

1. Refer to the MODBUS section in the SMG Manager chapter of this manual to set up the MODBUS Gateway.
In addition, see Step 4 below to manage MODBUS Gateways on an SMG-1100.

2. Refer to the VPN(I1PSec) section in the SMG Manager chatper to create an IPSec tunnel between an
SMG-6100 and SMG-1100.

3. When deploying the SMG-1100, change the IP address of the LAN port to a static private IP address,
without default gateway. In the example shown above, 192.168.30.95 is used for the SMG-1100.

4. Reboot the SMG-1100 to test the configuration.

5. Power off the SMG-1100 and deploy it to the remote site.

To use SMG Manager to remotely monitor and manage Moxa’s SMGs, you need to install two software

programs:

1. Device Configuration Gateway: This program must be installed on the computer(s) used as the Device
Configuration Gateway. It serves as a portal between two programs, allowing them to share information by
communicating between protocols on the same computer or between computers. Device Configuration
Gateway can be used to connect to many SMGs at remote sites, so that a centralized management
architecture can be established.

2. SMG Manager: This program is installed on the computer, usually a PC or a laptop, in the control center.
It allows users to connect to the Device Configuration Gateway to monitor and manage the remote SMGs.

Installing Device Configuration Gateway

Device Configuration Gateway should be installed on the computers that you will use as the Device
Configuration Gateway that the remote SMGs connect to. Device Configuration Gateway can be downloaded

from Moxa's website. The files will be packaged as zip files.
Follow these steps to install Device Configuration Gateway.

1. Unzip the file and double click DCG_Setup_Verl.0_Build_xxx.exe to start the installation procedure.
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FEX

File  Edit View Fawotites Tools  Help o
Q Back «* | > | ? 7~ Search ||~ Folders v
address |[5) C:\DCE_Setup v | g o
. lame Size | Twpe Drake Modified
File and Folder Tasks A1 j5loce_setup_ver1.0_Buid_10121418.exe S1ZKE Applicstion 12142010 6:02 PM

J Make a new Folder

@ Publish this folder to the
Wheb

=l Share this Foldsr

2. Click Next to continue.

i Sefup - Device Configuration Gateway

Welcome to the Device
Configuration Gateway Setup
Wizard

This will install Device Configuration Gateway 1.0 on your
computer,

1t is recommended that vou close all other applications before
conkinuing.

Click Mext o continue, ar Cancel to exit Setup.

Mext = ’ Cancel

3. Next, select Browse if you would like DCG to be installed in a different folder. Click Next to continue.

i Setup - Device Configuration Gateway

Select Destination Location
Where should Device Configuration Gateway be installed?
”J Setup will install Device Configuration Gateway into the Following Folder,
To continue, click Mext, IF you would like to select a different Folder, click Browse,

C Program FilesiMoxalDevice Configuration Gatewayl |

Al least 1.4 MB of free disk space is required,

[ < Back " Mexk = ]’ Cancel

4. Click Finish to complete the installation procedure.
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Installation

Completing the Device
Configuration Gateway Setup
Wizard

Setup has finished installing Device Configuration Gateway on
your computer. The application mav be launched by selecting
the installed icons,

Click Finish to exit Setup.

i Sefup - Device Configuration Gateway

Finish

Installing SMG Manager

SMG Manager should be installed on the computers at the control center. Once installed, the computers at the
local site can connect to the Device Configuration Gateway and connect over the internet to the SMGs at the

remote site. SMG Manager can be downloaded from Moxa’s website.

The files will be packaged in zip format. Follow these steps to install SMG Manager.

1. Unzip the files and then double click SMG Manager V1.0_Build_xxx.msi to start the installation.

& C:\SMG Manager

File and Folder Tasks

j Make a new Folder

@ Fublish this Folder to the
‘b

ot Share this folder

2. Click Next to continue.

5 SMG Manager

File Edt ‘Wiew Faworites Tools  Help
@Back - ? ) Search |
2 | 7 !
Address |2 Ci45ME Manager
Mame

Folders v
v &0

Size  Twpe Date Modified

~ ;
s | ﬁiSMG Manager ¥1.0_Build_10121510.rsi |

9,341 KB Windows Installer Package  12/15/2010 10:38 AM

Welcome to the SMG Manager Setup Wizard

The installer will guide you through the steps required ta install SMG Manager on your computer.

WARMING: Thiz computer program iz protected by copyright law and intemational treaties.
Unautharized duplication or distribution of thiz pragram, or any partion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent pozssible under the law.

Cancel
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3. Next, select Browse if you would like SMG Manager to be installed in a different folder. Click Next to
continue.

5 SMG Manager

Select Installation Folder

The installer will install SMG Manager ta the following falder.

Toinstall in thiz folder, click "Mext". To install to a different folder, enter it below or click "Browse'"

Faldar:

C:\Program FileshhOi=a Browse...

Install SMG kanager for pourself, or for anyone who uses this computer:

(%) Everpone
0wzt me

[ Cancel ] [ < Back ] [ Mext » ]

4. Click Next to confirm the installation.

5 SMG Manager

Confirm Installation

The installer is ready to install SMG Manager on your computer.

Click. "Mext"" to start the installation.

[ Cancel ] [ < Back ] [ Mext » ]

5. Wait until the installation has finished.

i SMG Manager

Installing SMG Manager

SMG Manager iz being installed.

Please wait...

i Cancel
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6. Click Close to complete the installation procedure.

5 SMG Manager

Installation Complete

SMG Manager haz been successfully installed.

Click. "Cloze" to exit.

Uninstalling Device Configuration Gateway and
SMG Manager

Follow these instructions to uninstall Device Configuration Gateway and SMG Manager.
1. Select Add or Remove Programs from Start - Settings - Control Panel.

2. Select Device Configuration Gateway and SMG Manager from the program list, and click Remove to

continue.
—
® Add or Remove Programs Elgl
= E—
lﬁj Currently installed programs: [ Show updates Sort by: | Name v/
Change or
Femove
Frogramms
5 3 are s k
-Remuve
Add New | S|
Programs =% Device Server Administration Suite Ver1, 14,11 Size 2.88MB
@) Ethereal 0.10.14 Size  51.22ME
| MORA UPart Windows Driver ¥er1.5 Siee  1.63ME
AddjRemove
windoms |15 net-smP 5.4.1
R g e st Sk e Uk Sze  42.84MB
@ S NPort Management Suite Siee  3.41ME
St Program | 2] wport: Search Lty vert,9.4 See  1.35ME
Access and
S & WPort Windows Driver Manager e
1§58 PComm Lite ver1.3 Siee  2.80ME
| B8 PComm Pro Yer 2.0 Sk 2.46ME
(@ UtraEdit-32 Size  14.30ME
{& Windows Inkernet Explorer 7 Size  2.48ME
|9 WinPeap 4.1.2 See  0.9MB
|l wireshark 1.4.1 Sies  82.55ME ¥
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® Add or Remove Programs
=
@ Currenthy installed programs: [ Show updates Sart by | Name v

ngﬁig |8 Device Caniquration Gateway 1.0 Size 1aaMe A
Programs | | Device Server Adminietratin Suite Ver1, 14,11 Size 2.86ME
|@ Ethereal 0.10.14 Size 51.25MB
Add“uew |5 MOXA UPort Windows Driver Ver1.5 Size 1.63ME
Programs | g8 Net-SHMP 5.4.1
% WPort Administration Suite Ver1.15 Sie 42.64ME
F NPort Management Sute Size 3.41ME
Ad@fm@ve | 2] wPort Search Uity Ver1.9.4 Size 1.35M8
R | WPt windows Driver Managsr Size 2.41ME
@ |48 PComm Lite vert.3 size 2.80MB
Set Program g Peomm AN E Size 2.46MB
Agﬁfﬁzd & 5MG Manager

| @ ulraEdit-32 Size 14.30MB
| @ windows Internet Explorer 7 Size 2.48MB
|9 winPeap 4.1.2 Size o.amE ¥

3. Click Yes to start removing Device Configuration Gateway or SMG Manager from your computer.

Add or Remove Programs

\::) Are you sure wou want ko remove SMia Manager From your computer?

[ fes ] ’_ o J
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SMG Manager

This chapter describes how to use SMG Manager to monitor and configure SMG-6100 and SMG-1100 devices at
remote sites over the Internet.

The following topics are covered in this chapter:

O Launching Device Configuration Gateway

O Launching SMG Manager

O Connecting to Device Configuration Gateway
O Introduction to the SMG Manager Interface

» Menu Bar Introduction

]

Toolbar Functions
» Login/Change Password

» Locate

» Set Device Name

» Network Setup

» GPRS

> VPN(IPSec)

» Modbus

» Import/Export Configuration
> Apply

» Monitor Connections

» Upgrading the Firmware

> Reboot

>

Disconnecting Device Configuration Gateway
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Launching Device Configuration Gateway

Before using SMG Manager on your PC to manage SMGs, you must first run Device Configuration Gateway.

1. Select Device Configuration Gateway from the Start menu under All Programs->MOXA.

Set Program Access and Defaults
UltraEdit-32
Windows Catalog

Windows Update

| “b Docurments

2. The Device Configuration Gateway will run in the background; an icon will be displayed in the system tray.

“@ Device Configuration Gateway

» 5 Uninstal
wersion, kxk

Met-SMMP
[ WPort Administration Suite
MPark Management Suite
[ WPort Search Utiliey
MPork Windows Driver Manager
[FR) PComm Lite verl.3
PComm Pro 2.0

@ Startup

UlkraEdit
@ WinPcap
(_é Internet Explorer
MSM
CQutlook Express
. Remote Assistance
& windows Media Player
'}s Windows Messenger

@ ‘Windows Movie Maker

ﬁ Wireshark,

Launching SMG Manager

1. Click SMG Manager from Start > All Programs > MOXA.

@ Set Program Access and Defaults

@ UltrsEdit-32

windows Catalog

tﬁ windows Update

'n-a Programs

Device Configration Gateway  »
Met-SMMP g
MPart Administration Suite
7] MPort Management Suite
T MPort Search Utility
MPart Windaws Driver Manager
PCormm Lite Yerl.3
PCormm Pro 2.0
7] Startup
UlkrsEdit
1| WinPcap
Internek Explorer
MSH
COutlook Express
Remote Assistance
‘Windows Media Player
Windows Messenger
Windows Movie Maker
Wireshark.

3-2
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SMG Manager

2. Once launched, the SMG Manager interface will appear.

& sMG Manager 1.0 - Smart Machine to Machine Gateway

_Iools i Function  Wiew  Help

Gateway Manager

7 W B

SMG Manager | Y
Smart Machine to Machine Gateway

Connecting to Device Configuration Gateway

1. Choose Gateway Manager from Tools.

Q SMG Manager 1.0 - Smart Machine to Machine Gateway

| Tooks | Funstion  ¥iew Help

2 % B

[ GatwayMamager |

Exit

..... ODCG (192.168.32.12)

SMG Manager

Smart Machine to Machine Gat
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2. Type in the IP address and the name of the Gateway Server. Click Add to continue.

Gateway Manager E|

Manage the gatewsays by editing the gateway IPs,

Marne: | |

P | : ; : | Add

Gakeway:

[ Conneck ” []% H Canicel ]

3. The Gateway information will be displayed as follows. Click Connect to continue.

Gateway Manager E|
Manage the gatewsays by editing the gateway IPs,
Mame: | Maa |
P | 192 . 168 . 127 . 200 | fdd
Gakeway:
03
[ Conneck J [ (04 ] l Cancel

4. If the information is correct, you will be able to connect to the Gateway Server and the main screen of the
SMG Manager will appear. You can check the Gateway Server that has just been connected to in the left

panel.

& smG Manager 1.0 - Smart Machine to Machine Gateway

Tools  Function  Wiew  Help

= § 7 % B & 4 & +5 EH £ B

v -/ Device IP Model Name Firmware Yer. Device Name

o f 192.186.127.254 1 i - 1
182.168.127.254 SMG-1100 12 (BUild10121018)  Moxa
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5. If you have left Gateway Server and would like to connect to the existing server again, right-click the name
of the Gateway, and then select Connect.

¥ sme Manager 1.0 - Smart Machine to Machine Gateway

Tools  Funcktion  Wiew Help

= § 7 % £ & &4 & 5 EH £

Al
et

&

-'_';'l Connect

-

)

6. Please note that only one Gateway Server is allowed to connect. If you would like to connect to another
server, disconnect the first server and then connect the second one.

Introduction to the SMG Manager Interface

When you connect to a Gateway Server, the following screen will appear.

SMG Manager 1.0 - Smart Machine to Machine Gateway

E

“y o

Firmware Ver.

- 1ed

Device IP Model Name Device Name

192.168.127.254 SMG-1100

192, 166,127,254

1.2 {Build 101210145} Maa

3 ' 4

1. Menu Bar: Includes the Tools, Function, View, and Help menus.

2. Toolbar: The icons shown, listed from left to right, are Login/Change Password, Locate, Set Device Name,
Network Setup, GPRS, VPN(IPSec), Modbus, Import/Export Configuration, Apply, Monitor Connections,
Firmware Upgrade and Reboot. Note that if right-click a device, a list of function options will appear. Each
function will be introduced in the following sections.

3. Gateway & Device Tree: In this area, you can view the Gateway Server and the currently active SMGs
under this Gateway. Both gateway and IP address can be shown here. Double-click the Gateway icon, you
can view the all device information on the right frame.

4. Device List: This area contains all of the information on the SMGs attached under the Gateway Service that
you have connected to. This includes device IP, model name, firmware version, and device name.
Double-click a device icon to view information about a single SMG in the right frame.

Menu Bar Introduction

This section briefly introduces the options under the Tools, View, and Help menus.

Tools

Gateway Manager: Enables users to manage the gateway information and connect to the Device
Configuration Gateway Server.

E-"' SHMG Manager 1.0 - Smart Machine to Machine Gateway

Tools | Function View Help

I

Exit
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SMG Manager

Exit: Click this to quit SMG Manager.

Function

SMG Manager 1 .0 - Smart Machine to Machine Gateway

Tools | Function | ¥iew Help
| Login/Change Passurond . . =
= S E-N -A
—_— Locats =9 i sl - — ==
= @E ce IP Model Name Firmware Yer. Device Name
.l 3835122 SMG-1100 1.2 (Build 10121610} Maoxa
335111 SMG-6100 1.0 (Build 10111610} Maxa-SMGE100

Each function will be introduced in the Toolbar Functions section.

View

Allows you to decide if the toolbar will be displayed. Check the Toolbar option to show the toolbar; uncheck the

Toolbar option to remove the toolbar.

CEX

s'-"' SMG Manager 1 00 - Smart Machine to Machine Gateway

Tool:  Function | ¥iew | Help

= @DCG (192.168.33.12)
‘ 192.168.35.122
&=192.168 35111

Firmware Yer. Device Name
1.2 (Build 10121610}

1.0 (Build 10111610)

Device IP Model Name

Moxa

Moxa-SMGE100

192.168.35.122
192.168.356.111

SMG-1100
SMG-6100

Help

Allows users to view the About SMG Manager information.

s'-"' SMG Manager 1.0 - Smart Machine to Machine Gateway

Tools  Function  View | Help
_ o | About SMG Manager. . | o = :
= e % b S 3 EH £

Model Name Firmware ¥Yer. Device Name

= @DCG (192.168.33.12) Device IP

{ 192.168.35.122

&=102.168.35.111 Moxa

19216835122 SMG-1100 1.2 (Build 10121610}

19216835111 SMG-6100 1.0 (Build 10111610} Moxa-SMGET00
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About SMG Manager: The SMG Manager version number will appear in the SMG Manager window.

HITl=

SMG Manager 1.0

Smart Machine to Machine Gateway

SMG Manager 1.0 Build 10121510
Copyright [C] 20010 Moxa Inc. All rights reserved.

Toolbar Functions

The icons that appear on the toolbar, listed from left to right, are Login/Change Password, Locate, Set Device
Name, Network Setup, GPRS, VPN(IPSec), Modbus, Import/Export Configuration, Apply, Monitor Connections,
Firmware Upgrade and Reboot. See the following sections for detailed descriptions.

Login/Change Password

You can set a password to prevent unauthorized users from configuring the unit. The password will be required
when anyone attempts to configure the unit over the network.

Select the SMG unit on which you would like to set a password and click Login/Change Password.

& smG Manager 1.0 - Smart Machine to Machine Gateway

Tools  Function  Wiew  Help

] il " ] BB F -3
S 7 % B & W @ 3 H £ B
= @ LoginfChange Password b). |

©of 192168127254

] SMG-1100 Moxa




SMG-1100/6100 SMG Manager

The default Username and Password is smguser.
Login rf|

U zernarmne:

Pazsword: | |

0. ] [ Cancel ]

If you want to change password, click Login/Change Password again, and fill in old, new passwords and

confirm the new password.

Change Password - 192.168.33.115 [X]

Uszermarne:

0ld Pazzword | |

Mew Pazsword: | |

Comfirm Password: | |

| ok | | concal |

Locate

If you are managing multiple SMG units, it can be confusing to keep track of which physical SMG unit you are
currently configuring in SMG Manager. To check which SMG unit is currently being configured, select the unit
in SMG Manager and click Locate. The corresponding SMG'’s “Ready” LED will blink for a few seconds so you can

identify which physical unit corresponds to the unit on the screen.

¥ smG Manager 1.0 - Smart Machine to Machine Gateway

Tools  Function  Wiew  Help
= || = § =« X & 5 H £ B

e [l ~13
T — ———|Locate fF— 3
= @Moxa(l%.l;%;ﬂ. =200)

o f 192168127254

Model Name BElicaal | Device Name [T
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Click OK once you have found the correct unit.

Set Device Name

You can enter a name to help you identify the unit, such as the location, function, etc.

s" SMG Manager 1.0 - Smart Machine to Machine Gateway

Tool: Function View Help

= i B %= E o= 14

IS EE 1
= (@ MAX (192 168 35 120)
%=192.168.35.111
{ 192.168.35.121
{ 192.168.35.122

Model Name R CaRI Moxa

Set Device Name r>_(|

Device Mame: |M |

| ok | | cancel |

Network Setup

SMG Manager provides a Network Setup function that allows users to configure network settings. Select and
right-click on the SMG, and then select Network Setup to continue. You may also use the Network Setup
icon from the toolbar to complete the task. You can only perform Network Setup on one device at a time. Before
you perform this task, make sure that your network cable is connected and Internet service is available.
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s‘ SMG Manager 1.0 - Smart Machine to Machine Gateway |:||E|E|

Tools  Function  Wiew  Help

=0 *e
'SR 4
= @Moxa (192.168.127.200)

192188127254

Model Name B=ieaE Maxa

This function configures the IP address and DNS settings. Click the IP tab to select the interface, and enter the
related IP information, including the interface name, DHCP or Fixed IP, IP address, subnet mask, and default
gateway. If there is more than one network interface, select one from the Interface Name option menu to
continue.

Network Setnp - 192 168 127 254

Obtain IPs From a DHCP server or click the Static IP button

and edit the IP address.
Interface Mame; LAR1 "
) DHCP
(%) Skatic Ip
IP Address: 192 . 1es |, 127 . 254
Subnet Mask: P L o L |

Default Gateway:

MAC Address: |nn:an:ea:nn:nn:4n |

|_ (]4 J[ Cancel ]
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GPRS

Tool: Function View Help

= i

= @MAK (192.168.35.123)
-=102.168.35.111
‘ 192.168.35.122

GPRE

a_;' SHMG Manager 1.0 - Smart Machine to Machine Gateway

Model Name gEixeghiil]

Device Name J¥ré

GPRE Configuration - 192 168.25 122

Connection
SIk PIN
APM
I zername

Pazzward

Connection Caontrol
Connect mile

Reconnect rule

Reconnect interval

Statusz
SIM card statuz;

PIM lock status:

Connection Test

|:| (- 3600 sec

Detecting.............

Detecting...

] 4

Cancel
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{ SMG Manager 1.0 - Smart Machine to Machine Gateway

Tool: Function View Help
GPRS Configuration - 192.168.35.121

i% @ Connection EJ g E

= @MAX (192.168.35.123) | SIM PIN
APN

Usernarme:

Pazswaord
SHG Manager

Status
SIM card status: Mot inserted.

PIN lock status: Mot inzerted.

Connection Test Ok

hoxa

Before using the GPRS, the APN (Access Point Name), Username (user ID account) and Password (user
password) must be filled in for the modem initialization command.

Connect rule: Select Connect at boot to configure the SMG-1100 to automatically connect to GPRS upon
boot up, or select none if not using a GPRS connection.

Reconnect rule: Select Periodically Reconnect to configure the SMG-1100 to automatically reconnect to

GPRS if disconnected.

Reconnect interval: If the reconnect rule is set as Periodically Reconnect, you can designate the reconnect
interval time (1 to 3600 seconds).

Status: Shows the current SIM card and PIN lock status.

i SMG Manager 1.0 - Smart Machine to Machine Gateway

Tool: Function View Help

GPRS Configuration - 192.168.35.121

i% @ Connection EJ g E

= (@MAT (192 168.35139) | SMPIN
o f 19216835121 APN intemat
= 192.168.35.111

Usernarme:

Pazswaord

Connection Control

Connect ile | Connect at boot v |
Reconnect e Mone v |
Reconnect interval G0 [1- 3600 ec)
Status

SIM card status: Fieady to use

PIN lock status: Unlock

hoxa

(oo

Connection Test: Click this to check your settings. The SMG-1100 will try to establish a GPRS connection and

then disconnect.
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Connection Test

Operatar M ame |:}'ll.lr'll:lf'll.-'-.l-il Teleco i
Band |GSM 900 kHz + GSM 1800 MHz |
SIM card status iHEﬂd_'r' to uze |

HRHHARREHN

ghart connection begeessssssss
CORNECHnG. ...

connechion establishl

dizconnecting...

succezsfull

HREREREE LA echion best sucoesgflyl s

VPN(IPSec)

This section introduces how to configure the SMG-6100 as the IPSec Gateway.lIt also illustrates how to
configure the SMG-1100 to work with the SMG-6100 via IPSec security on the Internet for secure data
transmission and remote device monitoring.

o=
S
- SMG-6100

N o IPSec
221683120 Tunnel
\ A Client IP:
/ > 192, 168,30.95

SMG-1100

97 168.3.127
S - %
OF 683,125

( I}
|
1 deployment

Client IP: 192.168.30.95

Select the SMG-6100 on the device list to check the information of the device and click the VPN(1PSec) icon.
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:}' SMG Manager 1.0 - Smart Machine to Machine Gateway

Tool: Function View Help
5 ol il 1.
- - F—=i
@ 2| E
= (@ Moxa2 (10.0.0.2)
- o2t
100011

SMG-6100 u

‘i Smark Wecaie it Mathios Gateasy
)

Model Name EsiSleg:aiili]

You can see the IPSec tunnel list. Select which WAN interface you wish to

$ SHMG Manager 1.0 - Smart Machine to Machine Gateway

use and click Add to continue.

Tool: Function View Help
AR - 20 N R NETRE- R
| 5 e B 1
5 (@ Mo (10002)
5 ‘ 100021
42100011
Tunnel Name WAN IP Subnet

Server Tunnel ID

|

WAN Interface | LAN4

8

E £ A
Client Tunnel ID Client IP
| £
[ Add [ Update || Delete |

The following section describes how to make a offline configuration file for future/remote use, and how to

directly import IPSec configuration into the client over the network.
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Off-Line Import IPSec Configuration

Tunnel Name: Select the Off-Line Client and click Next to continue.

Serverf/Client Information @

Server Definition

Server

WAl interface

WA TP |L22|:|.12=3.111.24|:|

Client Definition

Cliert: | OFf-Line Cliert v

Serverf/Client Information @

Server Definition

Server

WAl interface

WA TP |L22|:|.12=3.111.24|:|

Client Definition

T =1
Client | OFF-Line: Client L |

Mexk ] ’ Cancel l

Tunnel Name: Provide a name for this IPSec tunnel. In the screenshot below the tunnel is named T1.

Server/Client Tunnel ID: Provide the ID that will be used in authentication. This ID must be in the form of
a domain name preceded by @ or an IP address. For example, you may use @S1 to indicate this is the server
of the IPSec tunnel and use @C1 to indicate this is the client of the IPSec tunnel.

Server Subnet: Identify the private subnet behind the SMG-6100. Use the format subnet network/subnet
mask.

Client IP: This option is used to make the IPSec gateway itself use its internal IP. This IP is the local LAN IP of
the SMG-1100.

RSA Key Length: Select a RSA key length from the drop-down list.
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Tnnne]l Information

Tunnel Mame T

Server Tunnel 1D |51

Server Subnet 10

.0.0.0/8

Client Tunnel IO | @C1

Cliert IP 192 . 168 . 32 . 227
RS Key Length | B v|
[ Add ] [ Cancel ]

x]

Click OK to save the IPSec configuration.

SMG-1100 confignration

Auta mport ehent confiquration to SkE-1100

X

{(%)i5ave client configuration az a fils
[ OF. ] [ Cancel ]
Select a local file to save.
S 7
Save in: | e Local Digk [C] vl & &+ e -
) CHDoE_Setup
i E} [C3Dacuments and Settings
My Recent  [C)Program Files
Documents | [75)5MG Manager
I Temp
@ (Cusr
Desktap (L WINDOWS
1100config.cfg
by Documents
My Cormputer
w File narne; -.-'F'r-l.-::r'u b | I Save ]
My Metwork | Save as type: |VF'N configuration [*.cfg) v| [ Cancel ]
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In SMG-6100 page, you can see all IPSec configuration that you have set.

& SMG Manager 1.0 - Smart Machine to Machine Gateway [: |E]|Z|
Tools Fuanction Tiew Help
2 B m B il @ s H £ B
= =] IpEee 1 = = —
= @Mova (100.0.2)
i ‘ 100021
4100011
Tunnel Name WAN IP Server Tunnel ID Subnet Client Tunnel ID Client IP
10.0.0.0/8 @ 192168.32.227

WAN Interface | LAN4

i 220128.111.240 @51

i

[ Add

][ Update ][ Delete ]

Take this IPSec configuration file to corresponding SMG-1100s, and click Import to load the IPSec tunnel info.

Connect Rule: whenever the SMG-1100 have IPSec tunnel info, you can select its activity mode. Select None

to manually connect to the IPSec tunnel by yourself; select Connect follows GPRS to automatically connect

to the IPSec tunnel once a GPRS connection is established.

S’-" SHMG Manager 1.0 - Smart Machine to Machine Gateway

Tool:  Fuonction

Help

Fiew

£

. Wil 4
—d 3 EL -
i ¥ =,
== ‘ @ =5 g IPsae
| = @221 (192.168.32 221)
- f 19216832327
e 192168 35111
-ome192.168.32.224 Tunnel Name WAN IP

Server Tunnel ID

Connect Bule | MNone
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SMG Manager

Open

D

My Recent
Documents

&)

Desklop

&

tp Documents

T

hy Computer

ty Hetwaork

Laak i | e Local Disk [C:]

¥ 02 = m

PIX

[ElProgram

[CIDCGE_Setup
|TiDocuments and Settings

Files

[55MG Manager
I Temp
CHusr

[ WINDOWS

File name:

Files of type:

=

clfg

|WPN

configuration [*.cfg)

Tool:  Function
5l e
' <
‘

¥iew Help

4

5 @221 (192.168.32.221)
- fr192.168.32.227
e 102.168.25.111
10216832224

Sf.'; SMG Manager 1.0 - Smart Machine to Machine Gateway

B2 E @ WS

Tunnel Name

|1

Connect Rule

WAN IP Server Tunnel ID

1220128.111.240) @81

Connect follows GFRS

w

Subnet

10.0.0.0/8

Client Tunnel ID Client IP

@1 192.168.32.227

Import Lpdate Delete
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On-Line Import IPSec Configuration

If the SMG-1100 is online for configuration, you will see the IP in the drop-down list. Select the IP of the client

you wish to configure and directly import the IPSec configuration.

Serverf/Client Information

Server Definition

Server

WAl interface

WA TP \220,128.111,240

Client Definition

0.0.0.21

Client I

[

| T

x]

Refer to off-line configuration directions for information on IPSec settings. Click Add to continue.

Tnnne]l Information

Tunnel Marme T2 |

Server Tunnel 1D [&52

Server Subnet 10.0.0.0/2

Client Tunnel 1D =2

Client IP 132 168 . 32 . 228

RSA KeyLength |G v|

| 4dd | [ concal |

x]

Select Auto import client configuration to SMG-1100 and click OK.

SMG-1100 confignration

(%) Auta import client configuration to SMEG-1100

() Save client configuration as a fils

| ok | [ cancal |

X
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SMG Manager

Once you see the Import VPN configuration successfully popup message, the IPSec tunnel info has been

configured in both the SMG-6100 and SMG-1100.

1 SMG Manager 1.0 - Smart Machine to Machine Gateway

Tools Function View Help

= & % §E » 1 & <+ H £ H

= @Moxe2 (10003)

SMG Manager

i ) Tmport VPN configuration successfullyl

g0
100011
Tunnel Name WAN IP | Server Tunnel ID | Subnet Client Tunnel ID | Client IP |
T 220128111240 @51 [10.0.0.078 | @c |192186.32227
T2 220128111 240 @81 [10000 | @2 19218832208 |

L

WAN Interface [add [ Update |[ Delete |

Modbus

In the device list, select the SMG-1100, then click the Modbus icon.

& sMG Manager 1.0 - Smart Machine to Machine Gateway

Tools  Funcktion  Wiew Help

= &7 % § o

a2 @Moxa (192.168.127.200) Modbush

“ f*192.168,127.254 ‘

Model Name Belicaaln Moxa
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You will be guided to the Modbus Gateway Configuration dialog. Select either Slave or Master type for Port 1
and Port 2. Note that both Modbus serial ports use the same type, but can have different Transmission Modes:
RTU or ASCII.

MODBUS Gateway Configuration - 192.168.127.254

Mode | Serial | Slave IO bap || Miscellaneous |

todbuz Senal Tope Tranzmizzion kMode

Pot1&Pat2 [Slave  w|  Portl [RTU v

Slave

Part 2 RTU v

[_ ] ] [ Cancel

MODBUS Gateway Configuration - 192.168.127.254

Mode | Serial | Slave IO bap || Miscellaneous |

todbuz Senal Tope Tranzmizzion kMode
Fort 1 & Port2 | Master w i Part 1 RTU w
RTU
EEETI

Part 2 RTU v

k. ] [ Cancel
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The Serial tab is where each serial port’'s communication parameters are configured. You can configure Baud

Rate, Parity, Stop Bit, Flow Control, FIFO, and Interface Mode. Data bits is not configurable.

MODEDUS Gateway Configuration - 192 168.35. 172

Fortl
Band Eate Flow Contral

Portd
Band Eate Flovw Comtral

EEFMN v |(None v (115200 o |[None v
DetaBits  Parity Data Bits Parity
Mo 9 Nome
StopBite  Interface Stop Bits Interface
1 v|Rs2z:2 v 1 v||Rs232 (v
OK || Coaneel

The Slave ID Map tab is where slave IDs are managed. The definitions on this tab determine how requests will

be routed by the unit.

When the serial port is set to RTU Master or ASCII Master mode, simple select the Slave ID entry in the table

and modify the range. For TCP slaves, you can add an entry that assigns a range of IDs to a specific IP address,

using the Remote TCP Slave settings including TCP Port.

MODBUS Gateway Configuration - 192.168.127.254

Mode | Serial | Slave D Map |Mi$cellanenu;i

i) Port1 ) Pont2
Remate TCP Slave !_192 U188 . 32 24 | TCP Port  |502
Slave ID 23 | | add | | Moy
[ex 1.3.5-12]
Fram Tao Slave (D
Fart 192.168.32.221:002 1

k. ] [ Cancel
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When the serial port is set to RTU Slave or ASCII Slave mode, simple select the Slave ID entry in the table and

modify the range. For TCP slaves, you can add an entry that assigns a range of Slave IDs from any IP address
access.

MODBUS Gateway Configuration - 192.168.127.254

Mode | Serial | Slave D Map |Mi$cellanenué'

Fioirt Fart2

Remate TCF Slave | SEE e E | | TCF Part

Slawe (D i 11-20 i Add kd odify Femowve
[ex 1.3.5-12]

]

Fram Tao Slave (D
ANY |P Fart 1-10
ANY P Part2
k. ] [ Cancel

On the Miscellaneous page, all fields are set independently for each serial port. The Response Time-out field
is used to configure how long the gateway will wait for a response from a Modbus ASCII or RTU slave. Please
refer to your device manufacturer’s documentation to manually set the response time-out. The Gateway
Exception is used to determine whether the SMG-1100 should create an exception and send to Master or just
ignore it when a response timeout occurs. The Slave Exception is used to determine whether the SMG-1100
should pass through or drop any exceptions that come from serial ports.

MODBUS Gateway Configuration - 192.168.127.254

Mode | Serial | Slave D Map| Mizcellaneous |

Faort D ependent

) P2

Response Time-out | 1500 | (10-120000 ms)
Gateway Exception (&) Flesponze ) lgnare
Slave Exception (%) Pazzthrough () Drop

Inactivity Time n (0 - 600 sec, 0: dizable)

k. ] [ Cancel
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Import/Export Configuration

To import or export the configuration of an SMG-6100/1100, click Import/Export Configuration, and then
follow the onscreen instructions to upload/download the configuration file.

& SMG Manager 1.0 - Smart Machine to Machine Gateway

Tools  Function  Wiew Help

= ¥ 5 H i @
e [ | 7 - ‘s i
= @ Moxa (192.168.127.200)

- {*192.168.127 254

=2 EH £ B
i _.Io"rE,i’é)&por-é"(.fon?i-g.ura.tion-.

Model Name By leagl Moxa

X]

Import/Export Configuration

3 Export ) [mport

| -]

| Import | [ Eatesl ]

Open El El

Laok in: | <e Local Disk [C:] v Q@ @

. CHDCG_Setup
{ 23 [CTDocuments and Settings

My Recent [=3Program Files
Documents | 55 5MG Manager

Iusr
@ [ WINDOWS

Desklop 1100config.chg

&

tp Documents

T

hy Computer

T

File name: |11DDconfig.cfg b | | Open J

My Nétwork Files of bype: | Configuration [*.cfg] v | [ Cancel ]
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Apply

After configuring the SMG-6100/1100, remember to click Apply to save the information to the host system
registry. Settings or changes to the SMG-6100/1100 will not become effective until they are applied.

f SMG Manager 1.0 - Smart Machine to Machine Gateway EWE[E

Tools  Function  Wiew Help

= § 7 = E s i3 &

= (@)Moxa (192.168.127.200)
- g*192.168.127.254

Apply All Settings

Model Name BT e SRl | Device Name IS

Monitor Connections

Click Monitor Connections to check the status of GPRS, VPN and Modbus connections.

& smG Manager 1.0 - Smart Machine to Machine Gateway

Tools  Fumction  Yiew Help

= § B % § = a & 5

1 (@Moxa (192.168.127.200)
gt ie2.168.127.254

Manitor Conneckions

Model Name JST(e Rl | Device Name [V
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Monitor Connection - 192 168 32 227

GPRS

Statuz: connected IF: 223136 222242
YEMIIFSec)

Statuz: connected Tunnel: T1

todbuz Connection

Mo, Femote Device Diire... 5 ateway
1 nooz1em 0 * SMG1100

Upgrading the Firmware

If you would like to upgrade the firmware on one device, first click the check box next to the SMG, and then
right-click it and select Firmware Upgrade. You may also use the Firmware Upgrade icon in the toolbar. If
you would like to upgrade the firmware on two or more devices, make sure that the devices have been selected,
and then click the Firmware Upgrade icon to continue.

& smG Manager 1.0 - Smart Machine to Machine Gateway

Tools  Function  Wiew  Help

Firmware Upgrade

2 @Moxa (192.168.127.200) |
oo fTimz 168127254

Model Name RElicaaln | Device Name [[¥=
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In the Open window, choose the firmware file, and then click Open to continue.

Look jn: | < Local Disk [C:) vl 0% e mE

I)DCGE_Setup
i 23 ICDocuments and Settings

My Recent ICZ)Program Files
Documents |25 5ME Manager

9 ICust
[m' [ WINDOWYS
Deskiop MGE1100 Werl.2 Buld_10121510.hfm

5%

My Documents

r

My Computer

File: name: | SMGT100_Yerl.2_Build_10121510. hfm

]

[ Open ]

My Mebwark Files of type: | HFM Format Files [ hfm]

o

[ Caniel ]

If you would like to upgrade the firmware on multiple SMGs, make sure that they are of the same model type

and that you have the correct firmware file. Using the incorrect firmware may cause the system to crash. Select
additional devices from the Non-selected device(s) list and use the arrow buttons to move them to the
Selected device(s) list. When ready, click Upgrade to continue.

Firrware File:

Devicels) Lisk

Mon-selected devicels): Selected devicels):

192.1658.35.172

Ipgrade Status

Devicels) Status
192,168.35.172 upload to gatewary

Progress

7%

Upgrade

Cancel

SMG Manager

1 } AT ZMG1 100z npgrade successfullyl
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Please note that when firmware upload is complete, it will still take several minutes for the SMG to update the
new information. All the functions may not work during this period.

Reboot

SMG Manager provides a Reboot function that allows users to reboot the device. Select and right-click the SMG
and then select Reboot to continue. Note that you can only use the Reboot function on one SMG at a time.

& smc Manager 1.0 - Smart Machine to Machine Gateway

Tools  Function  Wiew  Help

;—.;if@%gsla&m@%yﬂgm

= @Moxa (192.168.127.200) | Reboot

o f 1vz.ss.127.254 ‘

Model Name 7 e Rall | Device Name ¥

Make sure you want to reboot the SMG and then click OK to finish.

SMG Manager

ArE Yol sure you want bo reboot?
L3 The process will take wou 20 seconds, are you sure you want ko conkinue?

[ Ok ] [ Cancel

Disconnecting Device Configuration Gateway

To disconnect Device Configuration Gateway, right-click Gateway and select Disconnect.
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s" SMG Manager 1.0 - Smart Machine to Machine Gateway

Tool: Function View Help

g @MAK {192 150 28190
‘ 192.168
‘ 192.168

% Discomnect

ﬂ?}, Search via VPN

= § 7 W

rice IP

E %

Model Name

£8.35122  SMG-1100

F8.35121  SMG-1100

1
Firmware Yer.

1.2 {Build 10121712
1.2(Build 10121712)

-2

Device Name
Mz

Moxa
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