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Introduction

Thank you for buying Moxa’s MC-7400 Series computer. The MC-7400 computer comes with the Windows 10

LTSB software platform, providing a simple and familiar development environment for various industrial
applications.

The following topics are covered in this chapter:

O Software Components
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Software Components

Refer to the following content for the software components of the Windows 10 LTSB preinstalled on the
MC-7400 Series computer.

Windows 10 LTSB

Core OS:

* 64-bit support

e Remote client

e Remote procedure call
Applications and Services Development:
e .Net Framework 3.5

¢ .Net Framework 4.6

e Remote Desktop

e COM+ application support

e MSMQ

Internet Services:

e Internet Explorer 11

¢ IIS 10.0

File Systems and Data Storage:
e Windows data access components
e Windows backup and restore
Diagnostics:

e Common diagnostic tools

¢ Problem reports and solutions

e Windows Memory Diagnostic tool
Graphics and Multimedia:

¢ DirectX and Windows Device Experience
¢ Photo Viewer

e Remote media streaming

e Windows Media Player
Management:

¢ Local Group Policy Editor

e Group Policy Management

e Windows Management Instrument (WMI)
¢ Windows Update

Networking:

¢ Extensible Authentication Protocol (EAP)
¢ Internet Authentication Service

¢ Telnet Server

e Domain Services

e Network and Sharing Center
Quality of Service

e Remote Access Service (RAS)

e Telephony API Client

e Windows Firewall

¢ iSCSI Initiator
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Security:

¢ Credential Roaming Service

¢ Credentials and certificate management

e Windows Authorization Manager (AZMAN)

e Windows Security Center

e Active Directory Rights Management

e Security Base

¢ Encrypted File System (EFS)

e Data Recovery Agent (DRA)

e Local security policy

Embedded Features:

¢ Message box default reply

e Registry filter

e WSDAPI for .NET.

Embedded Self-Health Diagnostic Software:
e SNMP-based remote scripting layer for monitoring, reporting, and control

1-3
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Software Initialization

This chapter describes how to initialize the system settings on the MC-7400 Series computer when you boot
up the computer for the first time.

The following topics are covered in this chapter:

O Overview

O Initializing User Settings
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Overview

Like most laptop computers, you will need to first create a user account and initialize the user settings for the
MC-7400 embedded computer to work.

Initializing User Settings
Follow these instructions to create a new user account.

1. When you boot up the embedded computer for the first time, select your home region, preferred language,
keyboard layout, and time zone.

Hi there

What's your home country/region?

English (United States) v

‘What time zone are you in?

(UTC-08:00) Pacific Time (US & Canada) v

2. Click Next.

3. Select Use Express settings.

Get going fast

Change these at any time (scrol o see more). Select Use Express settings to:

our contacts and verify your phone number. SMS charges may

Customize  Use Express settings.
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4. Enter a username for this computer. Type the password, retype the password. In addition, you may also
type a password hint that can be used when you forget your password.
If you do not want to set the password, leave the field blank and click Next.

Create an account for this PC

5. Click Next.

6. Wait for the computer to process the new user account information and then restart the computer.

2-3
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Utilities

This chapter describes the utilities supported on the MC-7400 Series computer.
The following topics are covered in this chapter:

O Serial Interface Utility
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Serial Interface Utility

The Serial Interface utility can be used to configure different serial modes on the MC-7400 computer. The
MC-7400 supports the serial modes RS232, RS485-2-wire, and RS422/RS485-4-wire. COM1 and COM2
are RS-232/422/485 and COM3 and COM4 are RS-232 ports.

Follow these steps to change the serial interface mode settings.

1. From the Start menu, Click All apps >Moxa >mxSetSerialInterface.

= Mostused

& snipping Tool

& raint
|

N -

2. In the Port setting, select the type of port (COM1/COM2) that you want to set.

o5 Set Serial ...  — O >
Port:  |COM1 w
Mode: [Comz

QK Cancel

3. Select the serial mode that you want to use in the Mode setting.

o5 Set Serial ..  — O >
Paort: | COM1 w
Mode: |RS232 e

RS5485 2 wires

= R5422 / R5485 4 wires [

4. Click OK.
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Examples

The following topics are covered in this chapter:

0 Watchdog Function
O Serial Interface Mode
0 DIO
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Watchdog Function

You can use the watchdog program included in the MC-7400 software DVD to implement the watchdog
function.

Enabling the Watchdog Function

To enable the watchdog function on your MC-7400, do the following:

1. Create an example\Watchdog folder on your system and copy the following files from the product
software DVD:

mxdwg.dll: <Software DVD>\Example\[Library]\Release\x64\mxdwg\
Watchdog.exe: <Software DVD>\Example\Release\x64\Watchdog\
2. Run the Watchdog.exe program.

You need to press Enter every 10 seconds to prevent the system from rebooting.

3. To stop the watchdog function and exit the program, press q.

BX Administrator: Command Prompt

ers) sk \ le\Watchd

“ENTER"

in 18 seconds

seconds

p= =g SR

xample\Watchd
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Serial Interface Mode

The UartMode.exe script reports on and controls the serial interface mode.
To enable the serial interface mode on your MC-7400, do the following:

1. Create an example\UartMode folder on the desktop and copy the following files from the product
software DVD.

mxsp.dll: <Software DVD>\Example\[Library]\Release\x64\mxsp\
UartMode.exe: <Software DVD>\Example\Release\x64\UartMode\
2. Run the UartMode.exe program.

B ChUsers\Moxa\Desktoph exampletUartModet UartMode.exe
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DIO

This script reports on and controls the state of the DIs and DOs, switching them between high and low.

To enable the DIO script, do the following:
1.

Create an example\DIO folder on the desktop and copy the following files from the product software
DVD.

mxgpio.dll: <Software DVD>\Example\[Library]\Release\x64\mxgpio

DIO.exe: <Software DVD>\Example\Release\x64\DIO
2. Run the DIO.exe program.

C\Users\Moxa\Desktophexample\DIO\DIO . exe

N and DOUT

Type 2 to display the current DIO status. Follow the on-screen instructions.

C\Users\Moxa\Desktophexample\DIO\DIO . exe

alue
DIN and DOUT

Type 1 to set DOUT value. Follow the on-screen instructions and enter the target port and value.

B Ch\Users\Moxa\Desktophexample\DIOVDIO. exe

Input the Port Numbe
9
Input the value

)
S igital «
D Pr

IN and DOUT
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5. Type 2 to check the DIO status.

BT Ch\Users\Moxa'\Desktop'.example\DIO\DIO . exe

o B B B v v B e B e |

6. Type 3 to run the DIO test program and specify the number of tests.
After the test program runs a test report is shown on the screen (100 times * 8 ports).

BT Ch\Users\Moxa'\Desktop'.example\DIO\DIO . exe
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System Recovery

This chapter describes the recovery process in the event of system instability.
The following topics are covered in this chapter:

O Recovery Environment
O Recovery Procedure

O Saving the System Image to a USB Device



MC-7400-Win10 LTSB System Recovery

Recovery Environment

The recovery environment includes a PC, a MC-7400 computer, and a bootable USB disk with the recovery

programs and the system image file.

NOTE The USB disk should have at least 8 GB free space.

USB DISK MC-7400 Series

(with recovery files)
USB Ports

Recovery Procedure

Step 1: Prepare your USB device

1. Format the USB disk to the FAT32 file system.
2. Run the tuxboot-windows-23.exe program from the <Software DVD>\recovery folder, then select Pre

”

Download, and then click “...".
TR 00 e

71 On-line Distribution [donezilla_live_siﬁble v] [current

[
~ Clonezilla

Homepage: http: {idonezila.ora/

Description: CloneZilla live is a distribution used for disk backup and imaging. The stable branch of Clonezilla live

are based on Debian
Install Notes: CloneZilla live is booted and run in live mode; no installation is required to use it

Download Path: Clonezilla Live Stable at SourceForge

@ Pre Downloaded 150 -

[] Show all Drives (Use with Care) [ Save ISO file MD5 Check

Type: [USB Drive v] Drive: [D:‘I, V] [ QK
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3. Select the ISO file from the <Software DVD> \recovery folder.
'ﬂ Open Disk Image File—- - — - | — iﬂ
OQ [10» softwareCD | v & Search softwareCD p

Organize v New folder = E] (7]
X Favorites Mame ° Date medified Type Size
Bl Desktop 1] 2.5.0-5-i686-pae-Windows_v1.0 1/25/2017 331 PM  Disc Image File 301,656 KB

& Downloads

£ Recent Places

4 Libraries
@ Documents
& Music
[&5] Pictures

E Videos

/M Computer
&, Local Disk (C:)
= PATRIOT (D)

€l Network

File pame: 2.5.0-5-i686-pae-Windows v1.0 ~ |All Files (*ise *.zip *img *.gz *.| «

(7) On-line Distribution [donezilla_liue_sbble vl [current

“ Clonezilla
Homepage: http: /{donezilla.orgf

Description: CloneZila live is a distribution used for disk backup and imaging. The stable branch of Clonezilla live
are based on Debian

Install Motes: CloneZilla live is booted and run in live mode; no installation is required to use it

Download Path: Clonezilla Live Stable st SourceForge

@ Pre Downloaded Desktop\softwareCD\2. 5.0-5-686-pae-Windows_v1.0.is0 E

[7] Show All Drives (Use with Care) [ Save ISO file [¥] MD5 Chedk
I Type: |USE Crive - IDrige: [D:‘L - ]I I Cancel
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The boot files will be copied to your USB device.

1 | Tuxboot F=FE)

1. Downloading Files (Done)
2. bExtracting and Copying Files (Current)
3. Installing Bootoader

4, Installation Complete, Reboot

Extracting files, please wait. ..

Archive: C:\Users\moxa\Desktop\softwareCD\2, 5.0-5-686-pae-Windows_v 1.0.iso
Source: live'disk_win7.sh (4721B)

Destination: D:live'\disk_win7.sh

Extracted: 11 of 51 files

5. When finished, click Exit to stop the program.

(e )

1. Downloading Files (Done)

2. Extracting and Copying Files (Done)
3. Installing Bootoader (Dane)
4. Installation Complete, Reboot (Current)

After rebooting, select the USE boot option in the BIOS boot menu.
Reboot now?

l Reboot Now ] [ Exit ]

6. Copy the os_image directory from the <Software DVD>\recovery folder to the \home\partimag\
folder on the USB device.
The USB disk is now ready for use in the recovery process.
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Step 2: Boot from the USB disk
You will need to select the specific USB disk to boot from.

1. Turn on the computer and press F2 when you hear the beep sound to enter the BIOS setup menu.
2. Select Boot Manager and press Enter to continue.

»Boot Hanager

3. Select a USB device on the computer and press Enter to continue to boot from USD device.

SanDisk SanDisk Ultra
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Step 3: Restore the system from USB device
After select the USB device, the system will boot from the USB disk. The pre-installation Environment and the
recovery utility will displayed.

1. Select clonezilla live restore disk.

Moxa System Save & Restore Utility (U2.4.8-8)

clone la ve restore disk
clonezilla live save disk

2. Wait for the USB boot process to finish.

en altered.

ad-only file =

-only file

(minimu
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3. Enter y to continue the restore process.

HWILL B WRITTEM! ALL

} WILL BE O

HWILL BE WRITTEM! ALL E ING DATA K

re you sure you want to contin
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System Recovery

5. Wait for the process to finish.

Fartclone
Partclone w0.2.78 http://partclone.org

Starting to restore image (-) to dewice (/dewssdal)
Calculating hitmap... Please wait... done!

File system: NTFS

Device size: G24.3 MB = 127999 Blocks

Space in use: 335.3 MB = 81864 Blocks
183.0 MB =
4096 Byte

Free Space: 461355 Blocks

Block size:

Elapsed: 00:00:06 Remaining: 00:00:08 Rate:
Current Block: 79394 Total Block: 127999

Data Elock Process:

Total Block Process:

1.36GE/min

40.65%

62.03%

6. Select (0) Poweroff to power off the computer.

rerunl
rerunz

1 Choose mode |

Mow you can choose to:

poweroff Poweroff

Reboot
command line prompt

Start over (image repusifurg Jhomespartimag, if mounted, will be umounted)

Start_over_ikeep_image_repository_shomespart imag_mounted)

<Ok>

7. Remove the USB device after the computer has been powered off.
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Step 4: Reboot the Computer

When you restart the computer, you will need to wait for about 5 minutes for the computer to go through two
cycles of the reboot process. The system configuration files will be initiated during the first boot-up process. Do
not turn off the computer or shut down the computer while the system is restarting. When the operating
system has successfully launched, follow the “"System Initialization” process.

Create an account for this PC

choose something that will be easy for you 1o remember but hard for

Saving the System Image to a USB Device

You can save the current system to the USB device for system recovery in case the system crashes. Before

saving the system image to the USB device, we suggest you remove all files under \home\partimag\ on the
USB device.

Boot from USB disk, when the system has been launched, and take the following steps.

1. Select clonezilla live save disk.

Moxa System Save & Restore Utility (UZ2.4.8-8)

clonezilla live restore disk
clonezilla live save disk

A-9
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System Recovery

2. Wait for the USB device boot process to finish.

1419411
2572771
2696911
2806681
: Loading
7745611
.B631961
0059321
. 0540951
0597371

: Runming

=d 0:0:1:0: [=sdb] Attached SCSI disk

sd O: : Attached scsi generic sg0 type O

sd 0:0: : Attached scsi generic sgl type O

sr 1:0: : Attached scsi generic sg2 type 5

essential drivers ... [ 5.7725511 fitheros(R) L2 Ethernet Driver - version £.2.3
Copyright (c) 2007 Atheros Corporation.

Broadcom NetXtreme II 5771x 10Gigabit Ethernet Driver bnxZx 1.62.00-6 (2011-01-30)
Btrfs loaded

device-mapper: uevent: version 1.0.3

device-mapper: ioctl: 4.19.1-ioctl (2011-01-07) initialised: dm-devel@redhat.com

sscripts/sinit-premount ... done.

: Mounting root file system ... [ 6.2893821 Uniform Multi-Platform E-IDE driver
ide_generic: please use "probe_mask=0x3f" module parameter for probing all legacy ISA

.3018891

IDE ports

6.8011411
6.9142951

Begin: Runming

[

7.3319831

e sensitive!

[
ned .

7.4533691

7.4790981
7.6102281
7.9051441

NTFS driver 2.1.30 [Flags: R-W MODULE].

NTFS volume version 3.1.

sscriptsslive-premount ... done.

FAT: utfB is not a recommended I0 charset for FAT filesystems, filesystem will be cas

aufs: module is from the staging directory, the gquality is unknown, you have been war|

aufs Z.1-standalone.tree-38-rcN-20110228

loop: module loaded

squashfs: version 4.0 (2009-01-31) Phillip Lougher
sscriptsslive-realpremount ... done.

. Begin: Configuring fstab ... done.
: Preconfiguring networking ... done.

: Loading
: Rurming

preseed file ... done.
sscriptssinit-bottom ... done.

lume Man

. done!

A-10
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4. Wait for the process to finish.
failed after 0 of at 0: Inputsoutput error
found
found

5 MB)
5 MB)

1 Choose mode |
How you can choose to:

poweroff Poweroff
Reboot
command line prompt
reruni Start over (image repository shomespartimag, if mounted, will be umounted)
rerunz Start_over_ikeep_image_repository_shomespart imag_mounted)

<Ok>

The system image is stored in the \home\partimag\os_image folder on the USB disk. Keep the USB disk
safe for system recovery in the future.

A-11
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