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Security Functions

Hardware-based Security TPM 2.0, Hardware Root of Trust Secure Boot

Intrusion Detection Host-based Intrusion Detection

Security Tools Security Diagnostic Tool, Security Event Auditing, Secure Update

Disk Protection LUKS Disk Encryption

Recovery One-step recovery to the last known secure state, Dual-system design with automatic
failback

Reliability Network Keep Alive, Network Failover and Failback

Supported Devices

Moxa Industrial Linux 1 (supported until Dec 2027) HW Rev. 1.0.0 and later:
- UC-2100 Series
- UC-3100 Series
- UC-5100 Series
- UC-8100A-ME-T Series
- UC-8200 Series
- UC-8540/8580 Series (download MIL1 image from the product page)
HW Rev. 2.1.0 and later:
- UC-8410A Series (download MIL1 image from the product page)
HW Rev. 3.0.0 and later:
- UC-8100 Series
- UC-8100-ME-T Series

Moxa Industrial Linux 3 (supported until Dec 2031) UC-1200A/2200A Series (HW Rev. 1.0.0 and later):
- Preinstalled with MIL3 Standard
- Order MIL3 Secure via the UC-1200A (CTO) or UC-2200A (CTO) model
UC-3400A Series (HW Rev. 1.0.0 and later):
- Preinstalled with MIL3 Standard
- Order MIL3 Secure via the UC-3400A (CTO) model
UC-4400A Series (HW Rev. 1.0.0 and later):
- Preinstalled with MIL3 Standard
- Order MIL3 Secure via the UC-4400A (CTO) model
UC-8200 Series (HW Rev. 2.0.0 and later):
- Order MIL3 Secure via the UC-8200 (CTO) model
V1200 Series (HW Rev. 1.0.0 and later):
- Preinstalled with MIL3 Secure
V3200 Series (HW Rev. 1.0.0 and later):
- Order MIL3 Secure via the V3210 (CTO) model
V3400 Series (HW Rev. 1.0.0 and later):
- Order MIL3 Secure via the V3400 (CTO) model

Moxa Industrial Linux 4 (supported until Aug 2035) UC-1200A/2200A Series (HW Rev. 1.0.0 and later):
- Preinstalled with MIL3 Standard
- Order MIL4 Standard/Secure via the UC-1200A (CTO) or UC-2200A (CTO) model
UC-3400A Series (HW Rev. 1.0.0 and later):
- Preinstalled with MIL3 Standard
- Order MIL4 Standard/Secure via the UC-3400A (CTO) model
UC-4400A Series (HW Rev. 1.0.0 and later):
- Preinstalled with MIL3 Standard
- Order MIL4 Standard/Secure via the UC-4400A (CTO) model
UC-8600A Series (HW Rev. 1.0.0 and later):
- Preinstalled with MIL4 Standard
- Order MIL4 Secure via the UC-8600A (CTO) model
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