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Moxa Tech Note Getting Started with MRC Quick Link

Introduction

Moxa Remote Connect (MRC) Quick Link is a cloud-based management platform that allows you to set
up a remote connection from any computer to the end devices connected to an MRC gateway from
anywhere in the world through the MRC server. This makes it possible to use PC-based software
applications to remotely interact with industrial equipment - just as if they are connected directly to
the PC.

Setting up a remote connection with MRC Quick Link involves three separate processes carried out by
different roles. The administrator is responsible for configuring the gateway and clients for remote
access on the MRC server and generating the respective activation keys for the machine operator and
support engineer. The machine operator installs the activation key on the physical gateway device
on-site. Meanwhile, the support engineer uses the client key in the MRC Client Software to authorize
the remote connection to the field device. When the tunnel is successfully established, the support

engineer can remotely monitor and manage the equipment.

The following diagram illustrates a common usage scenario utilizing MRC Quick Link to remotely

access industrial Ethernet equipment connected to the MRC gateway.

Machine OEM Support Engineer Admin on MRC Server Machine Operator in a Field Site
‘Who wants to connect to remote equipment Who manages remote access relations Wha needs support from the machine OEM engineer
M &
= 1
Internet Internet "

A q 7 Cellular or Ethernet MRC Gatewa . q
MRC Client software installed on PC, creating . t Industrial Ethernet equipment
creating secure remote access
secure remote access tunnel . . . (PLC, Controller, HMI, camera, etc.,)
tunnel for industrial equipment

This technical note provides instructions on how to set up and configure a remote connection with MRC
Quick Link, as well as two example applications for your reference.
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How to Use MRC Quick Link to Connect to Remote

Equipment

Step 1: [MRC Admin] Register Your MRC Quick Link Account and

Gateway

The first step in setting up remote connections with MRC Quick Link is to create a MRC Quick Link
account and register the MRC-1002 gateway serial number. This process is handled by the MRC server

administrator.

1. Go to www.moxa.com and click Sign In in the upper-right corner.

Contact Us | Partner Zone | My Moxa

How to Buy About Us

Q

2. If you already have a Moxa account, enter your login details, click SIGN IN, and skip to step 5.

If you do not have a Moxa account, continue with step 3.

MOX/N\ Products Solutions Support

Please sign in

SIGNIN

Not a member? Create your Moxa member account

How to Buy About Us Q

t

0000
.
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3. Click Create your Moxa member account to create a new account.

ContactUs | ParinerZone | MyMoa  Sgnin

MOX/N\ Products Solutions Support How to Buy About Us Q

Please sign in

Emai

Password®

Forgot your password?

Not a member?| Create your Moxa member account

FoLLOWUS

0000
== -

4. Fill in the required information and click SIGN UP.

5. Go to www.moxa.com and sign in using your Moxa account.

6. Once logged in, go to Software License Management located under the Support tab.

MO/ Products Solutions How 1o Buy About Us Q

Product Support Repair & Warranty Resources
Software & Documentation Product Repair Service RMA Literature Library
Product FAQs Warranty Poiicy Gase Studies

Securty Advisorias

Software Licanse Management

éﬁ;‘:‘:\.‘A s L\ :‘.i
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7. Log in to the Software License Management portal using your Moxa account.

MOX/\  Software Licensing

Manage Your Software License

Login Moxa Software Licensing System to activate or query your Moxa software license.

User ID

Password

Forgot your password?

_J I have read and agree with Moxa's

o i 77’.’7”“ Privacy Policy.
EORCTE 5 M “
-

_—

8. Click Activate Your License.

MOX/\  Software Licensing

)

Activate Your License Query Your License Transfer Your License

N .

© 2018 Moxa Inc. Al ighs reserved.

9. Select MRC Quick Link from the Software Package list.

MOX/\  Software Licensing

Home > Actvate Your Sotware

Software Package
+ 1oLogik E4200 EtherNetp
TR AGRC UA Todger
+ MXAOPC UA Server
« Mxviow

Copyright © 2020 Moxa Inc. Page 5 of 59




Moxa Tech Note Getting Started with MRC Quick Link

10. Enter your MRC-1002 Gateway's serial number and create a MRC Quick Link ID. After completing
the survey, click Submit.

Note: The MRC Quick Link ID cannot be changed once created.

MOX/\  Software Licensing

Mo > A

e Softwarn 3 Sofluar Packsge > MRC Cuick Lirk

MRC-1002 serlal number

MRC Quick Link 1D

| accept End User License Agresment

1 What is the reasen you purchased your Moxa Remots Connect (MRC) (select all that apply)?
Remste Monitoring || Remots Maintenance || Remots Desktop || Others

2 What types of dats vill you transfar through your MRC (sslact all that apply)?
Wideo ' Woice '/ Control traffic ( ex. Nofification) ' Data traffic { ex. firmwvare upgrade)

3. What typs ef davicas do you want 1o connact rametaly with your MRG (selact all that apply)?
HMI & Camera - PLC * Others

4. Which brands will you connect to with MRC {eelect all that apply)?
Siemens [ Rockwell [ FANUC [ Mitsubishi [ Others

5. For your project, how many MRC gateways do you plan to install within1/3/5 years?
1year; © <100 C101-500 1 501~1000 ©=>1000
Syser: <100 101~500 ) 501~1000 C>1000
Syear; <100 _101~500 §01~1000  >1000

8. What spplcation will your MRC ba used in (selact all that apply)?
Oil & Gas | Transportation - Factory Automation - Railway Automatian | Pawer Automation

Marine Autemation | Building Automation

11. You will receive a confirmation email with your MRC Quick Link account information.

Dear e s,

You have successfully registered your MRC Quick Link. Moxa will use this email address to contact you regarding your MRC Quick Link. Below are the details
regarding your Quick Link service.

MRGC Quick Link portal: hitps:/mrcus.moxa.com

MRC Quick Link Login ID: fespus s _wesman

Password: sl = T LE S ol el

MRC Quick Link service period: (GMT-7) 2020-01-16 - 2025-01-16

After you log in to your MRC Quick Link for the first time, please change the default password.
If you did not register a MRC Quick Link, please contact Moxa and include the contents of this email.

Note: This email was sent from an address that is not monitored. Please do not respond to this email.

Copyright © 2020 Moxa Inc. Page 6 of 59
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12. Go to the MRC portal at https://mrcus.moxa.com and log in with your MRC Quick Link ID and the

password provided in the confirmation email.

o EZm

Name
Password

[0 Remember Me

Forget Password?

Cancel

13. When prompted, update the default password and click OK.

14. Since this is the first time logging in, the Wizard for adding clients and gateways will automatically

open. Do not close the Wizard and continue with Step 2: [MRC Admin] Configure Remote
Access and Generate Activation Keys.

Copyright © 2020 Moxa Inc. Page 7 of 59
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Step 2: [MRC Admin] Configure Remote Access and Generate
Activation Keys

Establishing a remote tunnel connection between the management station and the gateway requires
the gateway and clients to be configured on the MRC server first. Once configured, activation keys for
the client and gateway can be generated and distributed to the machine operator and support

engineer to authorize and enable the remote connection. This process is handled by the MRC server

administrator.

This section is further divided into three subsections for creating the client key, gateway key, and
generating and distributing the keys. These should be followed in order.

1. Creating MRC Client Keys

In order to establish a remote connection to the gateway, clients need to be created and
configured on the MRC server. These clients will be associated with the gateway and be

authorized to access the gateway remotely.

1-1. In the Wizard, select MRC_QuickLink from the group list and click Next.

If you accidentally closed the Wizard, or it unexpectedly closed, you can restart the Wizard
by clicking the Menu icon (E) in the top-left corner and select Wizard.

Note: Uncheck Always start with wizard in the bottom-left to prevent the wizard from

automatically showing when logging in next time.

1-2. Click Create Client.

1-3. Specify the login ID, email address, and password of the client and click Next.

Note: The login ID can be up to 32 characters long. Both the login ID and the email address
should be unique. Users can use either the login ID or email address to sign in to the MRC

portal.

Copyright © 2020 Moxa Inc. Page 8 of 59
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Note: You can also configure an optional service period time frame to limit when clients can
connect to remote devices. For example, you can allow clients to only establish remote
connections between 28/10/2020 14:00 and 30/10/2020 14:00.

1-4. Click Save and Finish to save the client configuration.

1-5. Repeat steps 1 to 4 to create additional clients.

1-6. When finished, continue to 2. Creating the MRC Gateway Key.

Copyright © 2020 Moxa Inc. Page 9 of 59
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2. Creating the MRC Gateway Key

The gateway and connected end devices have to be configured in the MRC server for remote
access. Depending on your network setup, the gateway can be configured using one of three
available modes, WAN-LAN, Transparent-LAN, or Cellular-WAN.

Refer to the table below for a description of each mode. Choose a mode and follow the link in the
mode description to continue with the gateway configuration.

Note: If you are uncertain of the type of application, or your application does not fit any of these
scenarios, pick the mode most appropriate for your current network configuration. You can
configure the gateway to meet your requirements afterwards using the local web console.
Refer to the MRC Gateway User’s Manual for more information.

Mode Diagram Description

WAN-LAN Mode - - The gateway’s WAN port connects to an external

Internet Router

Internet router to access the Internet. Target
machines are connected either directly to the
gateway’s LAN port or via a switch.

Refer to Using WAN-LAN Mode for setup
instructions.

Target Machine

Transparent-LAN - ' 3 The gateway is configured to be in the same subnet as
3
Mode Q et f| the existing office or factory network to access the
Ethemet ,,,[m,v Internet. Target machines keep their existing network

Switch Network

information and connect directly to the gateway via
the LAN port.

Refer to Using Transparent-LAN Mode for setup

u instructions.

Target Machine

+ WAN Port

LAN Port

Cellular-WAN The gateway connects to the Internet using a cellular

Internet

Mode n (@ network. Target machines are connected either
directly to the gateway’s LAN port or via a switch.

an Refer to Using Cellular-WAN Mode for setup

instructions.

Ethernet To Factory
Switch Network

=LI gy

Target Machine

Copyright © 2020 Moxa Inc. Page 10 of 59
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A. Using WAN-LAN Mode

In a WAN-LAN application, the MRC gateway’s WAN port is directly connected to a router for
Internet access, and the LAN port is either connected to the Ethernet device or to the local
network where the machine’s network is located via an Ethernet switch. In this mode,
Internet access can be configured to use DHCP, static IP, or PPPoE.

A-1. Click the Menu icon (E) in the top-left corner and select Wizard.

= MOXA

Device Group Management

Start Date:

End Date:

Device Group List

A-2. Click Create Gateway.

T I

Copyright © 2020 Moxa Inc. Page 11 of 59
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A-3. Specify the required information and click Next. Refer to the table below for more

information about each setting.

DEE@EE

Item Description

Gateway Name Enter a name for the gateway. This hame is how the device
will appear in the interface.

Location Enter a location keyword such as a city name or specific
address. The MRC Server will automatically populate the
latitude and longitude fields with the Google Maps
coordinates of the location closest to the keyword.

Latitude Enter the latitude coordinate of the gateway. If using a
location keyword, this will be automatically populated by
the system.

Longitude Enter the longitude coordinate of the gateway. If using a

location keyword, this will be automatically populated by
the system.

Lock to MAC Address |[The MRC gateway settings can be locked to the gateway’s
MAC address. The activation key that has been generated
after locking the gateway will only be authorized for use on
the MRC gateway that matches the specified MAC address.

Auto IP Mapping Auto IP Mapping ensures that the MRC gateway and each of
the devices connected to the gateway will be assigned an
individual virtual IP address within the device group. This
virtual IP address represents the device and the MRC clients
can use the virtual IP addresses to access each machine
without causing an IP address conflict. It is recommended
to enable this feature.

Copyright © 2020 Moxa Inc. Page 12 of 59
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Item

Description

Gateway to Gateway

In some applications, machine-to-machine communication
is not necessary. Disabling the Gateway to Gateway
function will block traffic coming from the machines that are
connected to other MRC gateways and only allows the MRC
client to access the machines behind the MRC gateway.
Enabling the function allows machine-to-machine
communications through the MRC gateways.

Broadcast/Multicast
Forwarding

The MRC gateway and the MRC portal support different
types of industrial communication. For example, an
EtherNet/IP application may require you to enable Multicast
Forwarding, while enabling Broadcast Forwarding may be
necessary for broadcast search applications.

A-4. Select WAN-LAN Mode as the scenario and click Next. If your application requires

transparent or cellular Internet access, go to the respective section listed below:

To configure Transparent-LAN mode, go to Using Transparent-LAN Mode.

To configure Cellular-WAN mode, go to Using Cellular-WAN mode.

Wizard

(€W Engish  ~ .12345v (Group Administrator)  *

Wizard - Choose Connection Scenario (=]

WAN-LAN Mode
(using external device for Internet access)

Transparent-LAN Mode Cellular-WAN Mode
(using existing network for Internet access) (using embedded cellular for Internet access)

Copyright © 2020 Moxa Inc.
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A-5. Specify the connection settings. Available options vary depending on which IP Address

Mode you select. Refer to the respective connection settings for more information

about each option.

If you selected Static IP as the IP Address Mode:

Item Description

IP Address Enter the local IP address of the gateway.

Subnet Mask Enter the subnet mask of the gateway.

Gateway Enter the default gateway address.

DNS 1/2/3 Enter the DNS server address for the gateway. If this is left blank,

the gateway will automatically default to the Google DNS
(8.8.8.8).

If you selected DHCP as the IP Address Mode:

Item

Description

DNS 1/2/3

Enter the DNS server address for the gateway. If this is left blank,
the gateway will automatically default to the Google DNS
(8.8.8.8).

If you selected PPPOE as the IP Address Mode:

Item Description

Username Enter your PPPOE account username.

Password Enter your PPPoE account password.

Host Name Enter the device name. If your ISP has not provided a device
name, leave this field blank.

DNS 1/2/3 Enter the DNS server address for the gateway. If this is left blank,

the gateway will automatically default to the Google DNS
(8.8.8.8).

Copyright © 2020 Moxa Inc.
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A-6. Assigh a management LAN IP address and subnet mask for the MRC gateway and click

Next. The LAN configuration and the subnet mask must match the network settings of

the local machines connected to the gateway’s LAN port.

o EE .12345- (Group Administrator)

Wizard

Wizard - Create Gateway: Local Network =]

S Management IP Address: 192.168.127.254

Subnet Mask: 255.255.255.0

A-7. Click the Add icon ( * ) to add devices to the list of remotely accessible devices. Up to

25 devices can be added to the list. If Auto IP Mapping is enabled, each added device
will be assigned a virtual IP.

Note:

If you have disabled Auto IP Mapping in step A-3 it is still recommended to manually add
devices to this list for security reasons. Skipping adding devices while Auto IP Mapping is
disabled will allow all devices in the local subnet based on the gateway’s LAN configuration
to be remotely accessed. For example, if the gateway is configured to be
192.168.127.254/24, all Ethernet devices or machines in the 192.168.127.x subnet will be
available for remote access.

e EEE .12345v (Group Administrator)  *

Wizard

Wizard - Create Gateway: Local Devices B

ar

O Name Type IP or MAC NAT IP Health Check Service

Any (site-to-site)

Target Machine

Copyright © 2020 Moxa Inc. Page 15 of 59
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A-8. In the Add Device window, specify the following information and click Save.

Local Device Name:

Type:

P Ethernet Device

Local IP:

NAT IP:

Health Check:

Disable

X

Item

Description

Local Device

Enter a name for the remote device.

Name

Type Select the type of device. If the device is IP-based, select IP
Ethernet Device. If the device is an L2 device, select L2
Ethernet Device.
Depending on which type you choose, different options are
available.

Local IP If you selected IP Ethernet Device, specify the device’s local IP
address.

MAC If you selected L2 Ethernet Device, specify the device’s MAC
address.

NAT IP If you selected IP Ethernet Device, specify the NAT IP address.

This should be in the same subnet as the WAN IP. The NAT IP
allows the device to be managed when it is connected to the MRC
gateway and allows it to connect to the Internet.

Health Check

If you selected IP Ethernet Device, disable or select a method
for monitoring the health of the gateway.

Select Ping Check to set up an interval to ping the gateway. Itis
recommended to set the interval to be within 60 seconds.

Select Port Link to configure which port to monitor, for example
port #1 (LAN/WAN) or port #2 (LAN). The gateway will update the
status to the client accordingly.

Copyright © 2020 Moxa Inc.
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A-9. In the device list, click the Edit icon (Enf) of the device to edit.

= MOXAN @ .12345- (Group Administrator)  *

Wizard
Internet Router AT
O Name Type IP or MAC P Health Check Service
Cthernel oo [ Machineoot P Ethernet 192.168.127.150 Ping Check (60 )
Device sec) )
'WAN Port
[ Machne02  L2Ethemet  0D:S0:EE:12:34:56 Disable @@
o Device B
Target Machine

A-10. In the Service window, select which device services will be available for remote access.

By default, all services will be available. Multiple service rules can be added to the

service whitelist.

In the example below there is a Modbus TCP device that allows client moxatest to

access its services by adding moxatest to the Allowed Client List. Any client not in the

list will not be able to access this service.

Protacol  Port Range

all

AITCP
AllUDP

AlLICMP

Custom TCP

Custam UD?

Ethernet/IP 1) Messaging
Ethernet/I Messaging (TCF)
Ethernet/IP Messaging (LIDF)
HTTP

HTTPS

Modbus/TCP

Modbus/UDP

ROP-TCP

ROP-UDP

SNMP

S5H

Telnet

Service Protocol  Port Range

Modbus/TCP v TCP 502

Allowed Client List

Any Client

Allowed Client List

Any Client

Copyright © 2020 Moxa Inc.
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© Service

Service Protocol Port Range Allowed Client List

Modbus/TCP v TcP 502 Jany Client % @

moxatest

A-11. When you are done editing the service rules, click () to save the configuration and
click Next to continue to the next step in the Wizard.

@ Service

Service Protocol Port Range Allowed Client List

Modbus/TCP » TCP 502 moxatest

Copyright © 2020 Moxa Inc. Page 18 of 59
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A-12. Select a Tunnel Control method and click Next. Refer to the table below for more
information about each method.

Note: For remote maintenance purposes, it is recommended to use Controlled by USB or

Controlled by DI ON in order to save on data transportation cost and monthly MRC Quick

Link data usage. Permanent Connection is recommended to keep the connection to pull data

for remote data acquisition purposes.

Item

Description

Permanent
Connection

The gateway will maintain a permanent VPN connection to the
MRC portal.

Controlled by
USB Key

The gateway will only create a VPN connection to the MRC portal
when a USB containing the activation key is inserted. If the USB
with the key is removed, the VPN will be terminated and all
connected Ethernet devices and machines will no longer be
reachable.

Controlled by DI
ON

The gateway will only create a VPN connection to the MRC portal
when the DI status is ON. When DI is set to OFF, the VPN will be
terminated and all connected Ethernet devices and machines will
no longer be reachable.

Users can install a button to trigger the DI to open and close the
tunnel. An input of +13 to +30 V enables the connection and -30
to +3 V disables the connection. The maximum input current is 8
maA.

A-13. Click Save and Finish to complete the Wizard. Click Continue Wizard to repeat
these steps to add additional gateways.

A-14. Continue to 3. Generate and Distribute the Client and Gateway Keys.

Copyright © 2020 Moxa Inc.
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B. Using Transparent-LAN Mode

In some circumstances, the gateway needs to be integrated in an existing factory network
while keeping the original network settings. In Transparent-LAN mode, the MRC gateway is
installed in between the target Ethernet device and the original network. The MRC
gateway’s WAN port is connected to the original network using the factory network’s ISP for
accessing the Internet. The target Ethernet device is connected directly to the LAN port
without needing to change the network configuration of the device.

B-1. Click the Menu icon (E) in the top-left corner and select Wizard.

= MOXA

Device Group Management

Start Date:

End Date:

Device Group List

Copyright © 2020 Moxa Inc. Page 20 of 59
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B-2. Click Create Gateway.

QTN @~ v <

B-3. Specify the required information and click Next. Refer to the table below for more
information about each setting.

O @ - corrmiman 2

d - Craste Gateway

ODDEEE

Item Description

Gateway Name Enter a name for the gateway. This name is how the device will
appear in the interface.

Location Enter a location keyword such as a city name or specific
address. The MRC Server will automatically populate the
latitude and longitude fields with the Google Maps coordinates
of the location closest to the keyword.

Latitude Enter the latitude coordinate of the gateway. If using a
location keyword, this will be automatically populated by the
system.

Longitude Enter the longitude coordinate of the gateway. If using a
location keyword, this will be automatically populated by the
system.

Lock to MAC The MRC gateway settings can be locked to the gateway’s MAC

Address address. The activation key that has been generated after
locking the gateway will only be authorized for use on the MRC
gateway that matches the specified MAC address.

Copyright © 2020 Moxa Inc. Page 21 of 59
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Item

Description

Auto IP Mapping

Auto IP Mapping ensures that the MRC gateway and each of
the devices connected to the gateway will be assigned an
individual virtual IP address within the device group. This
virtual IP address represents the device and the MRC clients
can use the virtual IP addresses to access each machine
without causing an IP address conflict. It is recommended to
enable this feature.

Gateway to
Gateway

In some applications, machine-to-machine communication is
not necessary. Disabling the Gateway to Gateway function will
block traffic coming from the machines that are connected to
other MRC gateways and only allows the MRC client to access
the machines behind the MRC gateway. Enabling the function
allows machine-to-machine communications through the MRC
gateways.

Broadcast/Multicast
Forwarding

The MRC gateway and the MRC portal support different types
of industrial communication. For example, an EtherNet/IP
application may require you to enable Multicast Forwarding,
while enabling Broadcast Forwarding may be necessary for

broadcast search applications.

B-4. Select Transparent Mode as the scenario and click Next. If your application requires

WAN-LAN or cellular Internet access, go to the respective section listed below:

To configure WAN-LAN

mode, go to Using WAN-LAN Mode.

To configure Cellular-WAN mode, go to Using Cellular-WAN Mode.

Wizard

(€W Engish  ~ ‘12345- (Group Administrator)  *

Wizard - Choose Connection Scenario (=]

WAN-LAN Mode

(using external device for Internet access)

Transparent-LAN Mode Cellular-WAN Mode
(using existing network for Internet access) (using embedded cellular for Internet access)

Copyright © 2020 Moxa Inc.
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B-5. Specify the connection settings. Available options vary depending on which IP Address

Mode you select. Refer to the respective connection settings for more information

about each option.

If you selected Static IP as the IP Address Mode:

Item Description

IP Address Enter the local IP address of the gateway.

Subnet Mask Enter the subnet mask of the gateway.

Gateway Enter the default gateway address.

DNS 1/2/3 Enter the DNS server address for the gateway. If this is left blank,

the gateway will automatically default to the Google DNS
(8.8.8.8).

If you selected DHCP as the IP Address Mode:

Item

Description

DNS 1/2/3

Enter the DNS server address for the gateway. If this is left blank,
the gateway will automatically default to the Google DNS
(8.8.8.8).

B-6. Click the Add icon

* ' to add devices to the list of remotely accessible devices. Up to

25 devices can be added to the list. If Auto IP Mapping is enabled, each added device

will be assigned a virtual IP.

Note: If you have disabled Auto IP Mapping in step B-3 it is still recommended to manually add
devices to this list for security reasons. Skipping adding devices while Auto IP Mapping is

disabled will allow all devices in the local subnet based on the gateway’s LAN configuration

to be remotely accessed. For example, if the gateway is configured to be
192.168.127.254/24, all Ethernet devices or machines in the 192.168.127.x subnet will be

available for remote access.
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B-7. In the Add Device window, specify the following information and click Save.

Local Device Name:

Type:

P Ethernet Device

Local IP:

NAT IP:

Health Check:

Disable

X

Item

Description

Local Device

Enter a name for the remote device.

Name

Type Select the type of device. If the device is IP-based, select IP
Ethernet Device. If the device is an L2 device, select L2
Ethernet Device.
Depending on which type you choose, different options are
available.

Local IP If you selected IP Ethernet Device, specify the device’s local IP
address.

MAC If you selected L2 Ethernet Device, specify the device’s MAC
address.

NAT IP If you selected IP Ethernet Device, specify the NAT IP address.

This should be in the same subnet as the WAN IP. The NAT IP
allows the device to be managed when it is connected to the MRC
gateway and allows it to connect to the Internet.

Health Check

If you selected IP Ethernet Device, disable or select a method
for monitoring the health of the gateway.

Select Ping Check to set up an interval to ping the gateway. Itis
recommended to set the interval to be within 60 seconds.

Select Port Link to configure which port to monitor, for example
port #1 (LAN/WAN) or port #2 (LAN). The gateway will update the
status to the client accordingly.

Copyright © 2020 Moxa Inc.

Page 24 of 59




Moxa Tech Note Getting Started with MRC Quick Link

B-8. In the device list, click the Edit icon (En’) of the device to edit.

= MOXAN @ .12345- (Group Administrator)  *

Wizard
Wizard - Create Gateway: Local Devices =]

WEEEEE

Internet Router NAT

O Name Type IP or MAC P Health Check Service
e iy [ Machineoot IP Ethernet 192.168.127.150 Ping Check (60 @)

Device sec.) )

WAN Port

O Machine002 L2 Ethernet 00:90:E8:12:34:56 Disable @ &

AN Port Device [ )

Target Machine

B-9. In the Service window, select which device services will be available for remote access.
By default, all services will be available. Multiple service rules can be added to the
service whitelist.

In the example below there is a Modbus TCP device that allows client moxatest to
access its services by adding moxatest to the Allowed Client List. Any client not in the
list will not be able to access this service.

Protacol  Port Range Allowed Client List

all v E Any Client

AITCP
AllUDP

AlLICMP

Custom TCP

Custam UD?

Ethernet/IP 1) Messaging
Ethernet/I Messaging (TCF)
Ethernet/IP Messaging (LIDF)
HTTP

HTTPS

Modbus/TCP

Modbus/UDP

ROP-TCP

ROP-UDP

SNMP

S5H

Telnet

Service Protocol Port Range Allowed Client List

Modbus/TCP TcP 502 Jany Client % @

moxatest
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B-10. When you are done editing the service rules, click () to save the configuration and
click Next to continue to the next step in the Wizard.

Service Protocol Port Range Allowed Client List

Modbus/TCP v TCP 502 moxatest

B-11. Select a Tunnel Control method and click Next. Refer to the table below for more
information about each method.

Note: For remote maintenance purposes, it is recommended to use Controlled by USB or
Controlled by DI ON in order to save on data transportation cost and monthly MRC Quick
Link data usage. Permanent Connection is recommended keep the connection to pull data
for remote data acquisition purposes.

Item Description
Permanent The gateway will maintain a permanent VPN connection to
Connection the MRC portal.

Controlled by USB The gateway will only create a VPN connection to the MRC
Key portal when a USB containing the activation key is inserted. If
the USB with the key is removed, the VPN will be terminated
and all connected Ethernet devices and machines will no
longer be reachable.

Controlled by DI ON |The gateway will only create a VPN connection to the MRC
portal when the DI status is ON. When DI is set to OFF, the
VPN will be terminated and all connected Ethernet devices
and machines will no longer be reachable.

Users can install a button to trigger the DI to open and close
the tunnel. An input of +13 to +30 V enables the connection
and -30 to +3 V disables the connection. The maximum input

current is 8 mA.
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B-12. Click Save and Finish to complete the Wizard. Click Continue Wizard to repeat
these steps to add additional gateways.

B-13. Continue to 3. Generate and Distribute the Client and Gateway Keys.
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C. Using Cellular-WAN Mode

Cellular-WAN mode is used for situations where the gateway connects to the Internet using
a cellular connection. In this scenario, a SIM card with an active subscription is installed in
the gateway and the LAN port connects directly to the target Ethernet device, or to a switch

if you need to connect multiple devices to the gateway.

C-1. Click the Menu icon BB in the top-left corner and select Wizard.

= MOXA

Device Group Management

Start Date:

End Date:

Device Group List
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C-2. Click Create Gateway.

OEEM @ v covrinin

C-3. Specify the required information and click Next. Refer to the table below for more

information about each setting.

«  (Goup Adminisiratog 2

Item

Description

Gateway Name

Enter a name for the gateway. This name is how the device will
appear in the interface.

Location

Enter a location keyword such as a city name or specific
address. The MRC Server will automatically populate the
latitude and longitude fields with the Google Maps coordinates
of the location closest to the keyword.

Latitude

Enter the latitude coordinate of the gateway. If using a
location keyword, this will be automatically populated by the

system.

Longitude

Enter the longitude coordinate of the gateway. If using a
location keyword, this will be automatically populated by the
system.

Lock to MAC
Address

The MRC gateway settings can be locked to the gateway’s MAC
address. The activation key that has been generated after
locking the gateway will only be authorized for use on the MRC

gateway that matches the specified MAC address.
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Item

Description

Auto IP Mapping

Auto IP Mapping ensures that the MRC gateway and each of
the devices connected to the gateway will be assigned an
individual virtual IP address within the device group. This
virtual IP address represents the device and the MRC clients
can use the virtual IP addresses to access each machine
without causing an IP address conflict. It is recommended to
enable this feature.

Gateway to
Gateway

In some applications, machine-to-machine communication is
not necessary. Disabling the Gateway to Gateway function will
block traffic coming from the machines that are connected to
other MRC gateways and only allows the MRC client to access
the machines behind the MRC gateway. Enabling the function
allows machine-to-machine communications through the MRC
gateways.

Broadcast/Multicast
Forwarding

The MRC gateway and the MRC portal support different types
of industrial communication. For example, an EtherNet/IP
application may require you to enable Multicast Forwarding,
while enabling Broadcast Forwarding may be necessary for

broadcast search applications.

C-4. Select Transparent Mode as the scenario and click Next. If your application requires

WAN-LAN or cellular Internet access, go to the respective section listed below:

To configure WAN-LAN

mode, go to Using WAN-LAN Mode.

To configure Transparent-LAN mode, go to Using Transparent-LAN Mode.

Wizard

(€W Engish  ~ ‘12345- (Group Administrator)  *

Wizard - Choose Connection Scenario (=]

WAN-LAN Mode

(using external device for Internet access)

Transparent-LAN Mode Cellular-WAN Mode
(using existing network for Internet access) (using embedded cellular for Internet access)
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C-5. Specify the connection settings.

Item Description

Carrier Select the carrier of the SIM card installed in the MRC gateway.
Select Generic if your SIM card is not provided by Verizon or AT&T.

APN Enter the SIM card’s APN. If you do not have this information,
leave this field blank.
PIN Enter the SIM card’s PIN. If you do not have this information,

leave this field blank.

Username Enter the SIM card’s user name. Some operators may not provide
this. If you do not have this information, leave this field blank.

Password Enter the SIM card’s password. Some operators may not provide
this. If you do not have this information, leave this field blank.

Cellular Some carriers may stop cellular data services when there is no
Keep-Alive active traffic for a certain period time. Enable Cellular Keep-Alive
to prevent cellular data services from being stopped when idle.

Cellular Cellular Watchdog automatically restarts the cellular module once

Watchdog an unusual connection behavior to the carrier is detected.

DNS 1/2/3 Enter the DNS server address for the gateway. If this is left blank,
the gateway will automatically default to the Google DNS
(8.8.8.8).

C-6. Click the Add icon ( * ) to add devices to the list of remotely accessible devices. Up to
25 devices can be added to the list. If Auto IP Mapping is enabled, each added device
will be assigned a virtual IP.

Note: If you have disabled Auto IP Mapping in step C-3 it is still recommended to manually add
devices to this list for security reasons. Skipping adding devices while Auto IP Mapping is
disabled will allow all devices in the local subnet based on the gateway’s LAN configuration
to be remotely accessed. For example, if the gateway is configured to be
192.168.127.254/24, all Ethernet devices or machines in the 192.168.127.x subnet will be
available for remote access.
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(€W engish v .12345v (Group Administrator) ™

Wizard

Wizard - Create Gateway: Local Devices B

\\\ e
Internet Router

g @ [m} Name Type IP or MAC NATIP Health Check Service
1

g Sy Any (site-to-site)

WAN Port

LAN Port

Target Machine

C-7. In the Add Device window, specify the following information and click Save.
@ Add Device
Local Device Name:

This field is required
Type:

IP Ethernet Device v

Local IP:

This field is required

NAT IP:

Health Check:

Disable hd

Cancel
Item Description
Local Device Enter a name for the remote device.
Name
Type Select the type of device. If the device is IP-based, select IP

Ethernet Device. If the device is an L2 device, select L2
Ethernet Device.

Depending on which type you choose, different options are
available.

Local IP If you selected IP Ethernet Device, specify the device’s local IP
address.
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Item Description

MAC If you selected L2 Ethernet Device, specify the device’'s MAC
address.

NAT IP If you selected IP Ethernet Device, specify the NAT IP address.

This should be in the same subnet as the WAN IP. The NAT IP
allows the device to be managed when it is connected to the MRC
gateway and allows it to connect to the Internet.

Health Check

If you selected IP Ethernet Device, disable or select a method
for monitoring the health of the gateway.

Select Ping Check to set up an interval to ping the gateway. It is
recommended to set the interval to be within 60 seconds.

Select Port Link to configure which port to monitor, for example
port #1 (LAN/WAN) or port #2 (LAN). The gateway will update the
status to the client accordingly.

C-8. In the device list, click the Edit icon (& of the device to edit.

(€W Engish  ~ . 12345 v  (Group Administrator)  *

Wizard

Wizard - Create Gateway: Local Devices

WEE@EEE
g Internet Knul: D

Ethernet ToFactory
Switch Network

+ WANPort

+ || @
NAT
O Name Type IP or MAC P Health Check  Service
[ Machine001 IP Ethernet 192.168.127.150 Ping Check (60 gl
Device sec.) L&)
Machine002 L2 Ethernet 00:90:E8:12:34:56 Disable @ &
O
Device L]
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C-9. Inthe Service window, select which device services will be available for remote access.

By default, all services will be available. Multiple service rules can be added to the

service whitelist.

In the example below there is a Modbus TCP device that allows client moxatest to
access its services by adding moxatest to the Allowed Client List. Any client not in the

list will not be able to access this service.

O Service

Service Protocol  Port Range

Al

AllTCP

All UDP

AllICMP

Custom TCP

Custom UDP

Ethernet/IP /O Messaging

Ethernet/IP Messaging (TCP)

Ethernet/IP Messaging (UDP)
P

HTTPS
Modbus/TCP
Modbus/UDP
RDP-TCP
RDP-UDP
SNMP

SSH

Telnet

Service Protocol  Port Range

Modbus/TCP v TCP 502

@ Service

Allowed Client List

Any Client

Allowed Client List

Any Client

Service Protocol  Port Range

Modbus/TCP TCP 502

Allowed Client List

Jany Client

moxatest

&
B

ju)
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C-10. When you are done editing the service rules, click () to save the configuration and
click Next to continue to the next step in the Wizard.

Service Protocol Port Range Allowed Client List

Modbus/TCP v TCP 502 moxatest

C-11. Select a Tunnel Control method and click Next. Refer to the table below for more
information about each method.

Note: For remote maintenance purposes, it is recommended to use Controlled by USB or
Controlled by DI ON in order to save on data transportation cost and monthly MRC Quick
Link data usage. Permanent Connection is recommended keep the connection to pull data
for remote data acquisition purposes.

Item Description
Permanent The gateway will maintain a permanent VPN connection to the
Connection MRC portal.

Controlled by The gateway will only create a VPN connection to the MRC portal
USB Key when a USB containing the activation key is inserted. If the USB
with the key is removed, the VPN will be terminated and all
connected Ethernet devices and machines will no longer be
reachable.

Controlled by DI [The gateway will only create a VPN connection to the MRC portal
ON when the DI status is ON. When DI is set to OFF, the VPN will be
terminated and all connected Ethernet devices and machines will
no longer be reachable.

Users can install a button to trigger the DI to open and close the
tunnel. An input of +13 to +30 V enables the connection and -30
to +3 V disables the connection. The maximum input current is 8
mA.
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C-12. Click Save and Finish to complete the Wizard. Click Continue Wizard to repeat
these steps to add additional gateways.

C-13. Continue to 3. Generate and Distribute the Client and Gateway Keys.
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3. Generate and Distribute the Client and Gateway Keys

Once the gateway and clients have been configured on the MRC server, the activation keys can be
generated and distributed to the machine operator and support engineer respectively. These
activation keys are required to be installed on the MRC Client software and the MRC gateway
device in order to establish and authorize the remote connection.

3-1. Click the Menu icon (E) in the top-left corner and select Gateway Management.

3-2. Click Settings and then click the Download button (-‘!’n) to download the activation key file
for the MRC gateway.

= MOXA @ . 12345 v  (GroupAdministrator)

Gateway Management
Total monthly data quota Total data usage Inbound Data Outbound Data
Device Group: MRC_QuickLink
5GB 0 bytes 0 bytes 0 bytes
Start Date: Select service start date
Online Gateway Connected Devices
End Date: Select service expire date 0 0
Gateway List B
Status Q Search Gateway +|s/eo 022
O Name Activated Service Activation Key Auto IP Mapping Location
[m] @ moxatest o [on | [3 1 =
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3-3. Click the Menu icon (E) in the top-left corner and select Client Management.

3-4. Click Settings and then click the Download button (-+=) to download the activation key file
for all configured clients.

(€W Engish v . 12345 v  (Group Administrator)

Client Management
. . Total monthly data quota Total data usage Inbound Data Outbound Data
Device Group: MRC_QuickLink
5GB 0 bytes 0 bytes 0 bytes
Start Date: Select service start date
Online Client Client
End Date: Select service expire date 0 1
Client List (=]

O Login ID Email Service Activation Key Last Modify Service Period
O @ moxatest moxatest@moxa.com [ on | @ 2019-10-27 16:27:55 2019-10-27 22:50 ~ 2019-10-27 23:55

3-5. Distribute the gateway key to the machine operator and the client key to the support
engineer.

3-6. Continue with Step 3: [Machine Operator] Set up and Pair the Gateway.

Copyright © 2020 Moxa Inc. Page 38 of 59




Moxa Tech Note Getting Started with MRC Quick Link

Step 3: [Machine Operator] Set up and Pair the Gateway

Before the gateway can be accessed remotely, the activation key provided by the MRC server admin
has to be installed onto the gateway device. This process is handled on-site by the machine operator.

Note: Before continuing this process, please make sure your MRC-1002 gateway is updated to

firmware version 2.4 or higher.

1. Connect the WAN port of the gateway to the Internet, and the LAN port to the Ethernet device or
switch. If the gateway was configured to use a cellular connection, insert the SIM card.

2. Download the gateway key received from the MRC server admin and put it onto a USB drive.
Ensure that the activation key is in the root folder of the USB drive.

Insert the USB drive with the activation key into the MRC-1002 gateway and power it on.

4. When all LEDs are lit, the MRC gateway is connected to the MRC server and is ready for remote
access.

5. Continue with Step 4: [Support Engineer] Set up and Pair the Clients.

") Make sure the activation
key is in the root directory
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Step 4: [Support Engineer] Set up and Pair the Clients

The MRC Client Software and the client key need to be installed on the PC that is used to remotely

connect and interact with the field equipment. This part of the process is handled by the support

engineer.

1.

Download the MRC Client Software from our website to the target computer. The MRC-Client
software can be installed on systems running Windows 7 or Windows 10. Before installing the
software, please make sure the system environment is equipped with Microsoft .NET
Framework version 4.0 or higher.

Note: Before continuing this process, please make sure that the MRC Client Software is version

2.4 or higher.

Note: Windows 7 and Windows 10 already have .NET Framework v4.5 installed. To double-check

which version of Microsoft .NET Framework is installed, go to the Control Panel >
Programs > Programs and Features. The .NET Framework version is shown in the
program name.

Right-click the MRC Client Software installation package and select Run as administrator.
Follow the on-screen instructions to complete the installation.

~
Mame Date modified Type Size
&% moxa-moxa-remote-connect-suite-mre-client-sw-software-package-v2. 4.exe 172179090 6-A3 AR Annlicatinn 20 ARS KR
Open
@ Run as administrator

Troubleshoot compatibility
Run with graphics processor
Pin to Start
T-Zip

& Share

Once installed, run the MRC Client Software.
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4. Download the MRC client key received from the MRC server admin.

5. Select Import activation file, click the browse icon (D) and locate the MRC client key, and
click Apply. Next, click Sign In.

&% Moxa Remote Connect Client v2.4 L@i
| @ Import activation file

e )

_ Input account information

Remember account Remember password

Test Connection

Status Startup Mode

Remain Service Period l [ Client Virtual 1P I:]

6. On the Device Pool tab, click the Tunnel icon of the device(s) you want to access remotely. If the
icon is green, the tunnel is active. If the icon is red, the tunnel is disabled.

E ® — | -
&% Moxa Remote Connect elle.nt -’ ) ] l ‘ = . [ — T

Device Name Status  Tunnel Virtual 1P Leocal IP / MAC ‘
- PR 1
u | N I
CH I
= EE i
— .
}»Blanchtesl I : : 10.4.1.65
L Blanchtest1022 I 10.4.1.161 192.168.127.254

Status [Signed In | |Visible | [ Startup Mode Virtual 1P 10.4.0.8

7. The gateway and clients are now configured and the devices can be remotely accessed.
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Example Application 1

Case 1: Siemens PLC with TIA portal and no Auto IP mapping

In the following example application, we are using MRC Quick Link to remotely turn on a motor
through a Powerflex drive connected to a Siemens PLC with TIA portal. In this example, Auto IP
Mapping is disabled.

Network Diagram

/-

MRC Server

MRC Gateway Siemens PLC
192.168.127.3 192.168.127.56

SoftMvR®

1. Siemens TIA portal

2. MRC Client Software Powerflex Drive Motor
192.168.127.55

Step 1: Set up MRC and Enable Remote Connections

Note: It is highly recommended to create a new Siemens TIA Portal project first and add all the
devices to the project before continuing with the MRC configuration.

1. Configure the clients, gateway, and gateway devices on the MRC server. In this example, we
named the gateway MRC_demo and added the Siemens PLC and Powerflex drive as devices.

QEINE @ =5 Gowaimnsiao) 7

Wizard

Wizard - Select Type B
Device Group: MRC_QuickLink
Create Gateway Create Client

2. Download and distribute the gateway and MRC client keys.
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3. Install and right-click the MRC Client Software shortcut and click Run as administrator. Sign in
using the activation key file. The MRC gateway’s (MRC_demo) status will be green, indicating the
MRC gateway is ready for remote access.

&% Moxa Remate Connect Client v2.4 =

Device Pool

Device Name Status  Tunnel Wirtual IP Local IP/ MAC =
- AWS127_WL1 I A @ 10.255.1.1 192.168.127.1

I A @ 10.255.1.33 192.168.127.2

-AWS127_WL2

| - AWS127_WL3 10.255.1.65 192.168.127.3
| [CEE— I |
- AWS127_WLS 1 u 10.255.1.129 192.168.127.5
- AWS127_WL6 I @ 10.255.1.161 192.168.127.6
- AWS127_WL7 I @ 10.255.1.193 192.168.127.7
- AWS127_WLS I @ 10.255.1.225 192.168.127.8
i AWS127_WL9 I @ 10.255.2.1 192.168.127.9
i AWS127_WL10 I B @ 10.255.2.33 192.168.127.10
i AWS127_WL11 I @ 10.255.2.65 192.168.127.11
] [l =

m ]

Status Signed In

Remain Service Period | 0¥, OM 16D, 4H, 35M, 285 | Client Virtual IP 10.255.0.5

4. Expand MRC demo in the device list to show all devices under the gateway and switch on the
tunnel of each device. This allows the MRC client to establish connections to the Siemens PLC and
Powerflex drive.

&% Moxa Remote Connect Client - X

[oevce ol |

Device Name Slatus Tunnel Virtual IP Local IP f MAC  *

I — — ——

B Y wassas |

SDS-3008 152.168.127.70
—PN-XC208 192.168.127.57
—PN-PLC 192.168.127.56

IPCAM1 192.168.127.2
—PowerFlex 192.168.127.65
—IPCAM3 192.168.127.4

PN-G120_CU2505 192.168.127.55

PLC-1769 192.168.127.66

—EDS-408A 192.168.127.69

)

000000000

<

=3 ey J sove e J|_tows

Status [Signed In| |Visible | | startup Mode virtual P | 10.255.0.9
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Step 2: Set up the Powerflex Drive and PLC in TIA Portal

Configure Go Online for the Powerflex Drive

1.

Start
drive

Siemens TIA portal and open the previously created project. Confirm the PLC and Powerflex

are shown in the device list on the left-hand side.

Tft Siemens - C:\Users\Moxa\Documents\Automation\Project1\Project1

Edit View Insert Online Options Tools Window Help

Project
F yHsavepoject @ X 2 B X 9 TIMEER F coonline 5 Goc

B

=l

Devices

B Add new device

» g CUZ505-2 PN Vector [G120 CU2505-2 PN Vector] ]

I:’& Distributed 1iQ
¥ T1l Switch_1 [SCALANCE XC208] ~

Project]

Devices & networks
PLC_1[CPU15131PN] |
1Y Device configuration

1] Online & diagnostics

[ Program blocks

[ Technology objects
External source files

[3 PLCtags

[ PLC data types

{2 Watch and force tables
(&) online backups

=
[ Traces

»
»
»
»
»
»
»
»
>

[§i, Device proxy data

E%§ Program info
[ PLE supervisions & alarms
E] PLCalarm text lists

» [ Local medules

2-1.
2-2.
2-3.

2-4.
2-5.

Perform the following actions to start scanning for the drive:

Select the Powerflex drive from the device list.

Double-click Go Online.
Confirm that the IP address of the drive in TIA portal is the same as the IP defined in the MRC

Client Software. In this example, the drive IP address should be 192.168.127.55.
From the PG/PC interface drop-down menu, select TAP-Windows Adapter V9.

Click Start search.

Totally Integrated Automation
PORTAL

@l x| L

-
X
|| Devices w |V Device view || Options s
FCU2505-2 PN Vector” — — =
] Device overview =]
Device Device type St |Interface type| Subnet 3
—— CU25052 FiiVector  CU2505:2 PN Vec... 0X150  PNIE PrE_1 W - [oduie | catalog
- projecs U [~][Searcn
th oevie vorks v A
» RO
| ] 2
Tpe of the PGIPC interface
PGIPC interface: L B2
Connection to interfacelsubnet:
>
T Select target device:
Device Device type Interface type
= = FiuiE
|| Module <[m 5]
agnestics. .. |
Cancel
Goto 12
< B
+ |Information
< ] [> <] > |

4 Portal view
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3. Wait for TIA Portal to finish the scan. A pop-up window will appear prompting you to assign an IP
address to the PG/PC. Click Yes.

Wsers\MoxalDocuments\Automation\Project1 \Project1

Project Edit View Insert Online Options Tools Window Help

Totally Integrated Automation
(3 (3l saveproject G| X & X 9:c: 5 BE E R [F oo coorine o BB ¥ 1] PORTAL
Project tree
w_|IIY Device view || Options (@]
Configured access nodes of "CU2505-2 PN Veetor™ T = T
Device overview =]k
Device Device type Slot |interfacetype | Address Subnet S
e CU25052 PNVector  CU25052 PN Vec.. 0X150  PNIE 192.168.127.55 PNIE_1 2 |... [Module | Catalag, El
~ 1 Projec E
. s7use Not configured 3
B Add new device L s
gh Devices & networks - s @ £
» (3 PLC_1 [CPU 15131 PN] e 4 @
¥ Gi35053 B Viector (6130 CLi250573 PN Vel = I
» L9 Switch_1 [SCALANCE Xc208] Tipe of the PGFCinterface: & FuE 5 D
YT ietes PolFCinterace: [ TAPwindows Adsprarvs ] © ¢
» 55 Securiy zetings ~
- slot 0 X150 =]
+ 5 Commondets Comection to [ Direct 1ot 0 X150 5 © D
» (5] Documentation settings Go onfine (0130:000011) X @ L ar
» [ Languagez & rezources ¥ ’
= L >
» g Online acces: Assign IP address
To execute this function the PGIPC requires an additions! IP address in the. Target device » (@ Technology ... (2
same subnet as the device. - » (@ interface mo... [&
(]
g
g
[ Flash LED E
fLiotalsyien; i B
|| Modute @ scan completed. 1 compatible devices of 1 accessible devices found. [u]
Retrieving device information. hiagnostics |
Neme €3 scanning and information retrieval completed. 1 problem found. =]
0% Device configuration. . [¥]
%] Online & diagnostics
1§ commizionin Goto |7
i 9 [ w 5]
5 Taces
| | Information
< i [ ]

« portat vew

Project Edit View Insert Online Options Tools Window Help
_ Totally Integrated Automation
Cf (] soveproject @ X 58 2 X ¢ (= 5 M G B R [F cooniine F coofine  fp (A A ¢ 1] PORTAL
Devices w_[I¥ Device view || Options (]
Configured access nodes of *CU2505-2 PN Vector" i - — =
Device overview =]k
Device Device type slot Interface type  Address. Subnet Z
e CLU25052FNIVector | CU5052 P Vec.. 0X150  FHIE 19216812755 T 2. [odue |vlcamiog |3
~ 1 Projec —— 3
. s7use Not configured 3
B Add new device zl L J[st] 8
4 Deice et s | | = E
» (@ PLC_1 [CPU 15131 PN] 5 » [EPM @
¥ 5 Gii35053 B Viector [ G120 25053 PN Vel & »lars
» [ Switch_1 [SCALANCE %c208] Type of the PGIFC interface: % FIUiE I*] > acy
i »mol
» &5 Ungrouped devices PGIFC interface: [ TAPWindows Adepterve [+ =
» 5 Securit zettings = p »[@oo
DI G Connection to interfacelsubnet: | Direct at slot '0 X150 I~ g) » [@i pibg
e B © | vaa
» [ig) Languages & resources W o T
> ljm Online access. onal IP address was added. » [maiee
» [ Card Readeriuse memory he same addresses Il e » [ Communic... [
The IP addresz 192.168.127.241 was added to the interiace TAPindows Torget device » [ Technology . |2
Adapter va. = » [ interface mo... (&
I
K
g
[|FlashLeD 3
[ Detail
[Detallzyien Online status nforma [ Display only eror messages .l
|| Module @ scan completed. 1 compatible devices of 1 access ble devices found. ]
Retrieving device information... g ]
Name €3 Scanning and infoermation retrieval completed. 1 problem found.
IV oevie contguration. ]
(] Online & diagnostics
il Gammssiaring Gowo |2
IS Taces W Bl
v | Informatien
3 i [ ]

Copyright © 2020 Moxa Inc. Page 45 of 59




Moxa Tech Note

Getting Started with MRC Quick Link

The status of the Powerflex drive in the device list should now have a green checkmark, indicating

the TIA Portal successfully connected to the drive. Continue to Configure Go Online for the PLC.

T Siemens - CiWUsersiMoxalDocuments\Automation\Project1\Project1

Options  Tacls  Window  Help

X Dt S MIEE R S coonine I cooftine o I8 M X = [[] [Feornmproec
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Configure Go Online for the PLC

1. Open the Siemens TIA portal and make sure the Powerflex drive and PLC are shown in the list on
the left-hand side.

Tft Siemens - C:\Users\Moxa\Documents\Automati roject1\Project1

Project Edit View Insert Online Options Tools Window Help
5§ (W saveproject & X X O T MG E R F coonline i ¥ coc
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=

= 1 Project] [~]
B Add new device
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[ PLC data types

[ watch and force tables
(&g online backups

[ Traces

[§, Device proxydata

& Program info
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» [ Local modules
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» [ Distributed 110
» 32 CU2505-2 PN Vector [G120 CU2505-2 PN Vector] ]

¥ [l Switch_1 [SCALANCE XC208] o

2. Perform the following actions to start scanning for the PLC:

2-1. Select the PLC from the device list.
2-2. Double-click Go Online. The system will automatically search and connect to the PLC based

on the previous controller settings.
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[ enean £ SRel@] sworsumo k]|
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The status of the PLC in the device list should now have a green checkmark, indicating the TIA

Portal successfully connected to the PLC. Continue with Step 3: Control the Powerflex Drive
and Turn on the Motor.

M Siemens - C:\Users\Moxa\Documents\Automation\Project1\Project1

Project Edit View Insert Online Options Tools Window Help

F Y saveproject @ ¥ B @ X e MG E R S coonline ¥ Go

Devices

* | ] Project1 (1]
B Add new device
£ Devices & networks
» (1§ PLC_1[CPU 15131 PN] |
» [ CU2505-2 PN Vector [6120 CU2505-2 PN Vector]
» [ Switch_1 [SCALANCE XC208]
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» £§ Securitysettings
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Step 3: Control the Powerflex Drive and Turn on the Motor

1. Select and expand PLC_1 in the device list.

Tt Siemens - C:Wsers\Moxa\Documents\Automation\Project1\Project1

Project Edit View Insert Online Options Tools Window Help

F q saveproject @ X 2 B X D TME E R F coonline ¥ Go

Devices

B

~ _] Projectl

B¢ Add new device

By Devices & netwarks

Lrg PLC_1[CPU1513-1 PN] Hv )
Y Device configuration
%/ orline & diagnostics

» gl Program blocks

+ [ Technologyobjects

» g} External source files

» (g PLCtags

» [ PLC data types

» (55 Watch and force tables
v [ig online backups

v [ Traces

» [} Device proxydata
8 Frogram info
it PLC supervisions &alarms
'E] PLC alarm text lists

+ (2 online card data

v [l Local medules

v [ Distributed i0

» 5 CU2505-2 PN Vector [G120 CU2505-2 PN Vector]

(<] <14

2. In the expanded tree, click the Watch and force tables folder and double-click Watch table.
The main window will display the watch table. Rows 18 and 19 are the tags for the motor. Row 18
is used for turning the motor on or off, row 19 controls the speed of the motor.

Tify Siemens - C:\Users\Moxa\Documents\Automation\Project1\Project1

Project Edit View Insert Online Options Tools Window Help
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By Program info
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» [2 Online card data o
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3. Perform the following actions to power on the motor:

3-1. Double-click the Modify value field of row 18 and change the value to either TRUE or 1. The
Monitor Value column will be highlighted in orange, indicating all tags can be modified.

3-2. Double-click the Power icon (?I) to execute the command.

T Siemens - C:\UsersMoxalDocuments\Automation\Project1 Project1

Project Edit View Insert Online Options Tools Window Help

G B seepoiecc @ M E I X 0 BB

B [ ¥ Gooniine ¥ Gooffine &2 A I % (1] [Feocrnpoce |
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| T

4. The Powerflex drive will now power on the motor.
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Example Application 2

Case 2: Rockwell PLC with RSLinux portal and Auto IP mapping
In this example, we are using MRC Quick Link to remotely turn on a motor through a Powerflex drive
connected to a Rockwell PLC with RSLinx portal. In this example, Auto IP Mapping is enabled.

Network diagram

”~

MRC Server

B |

e a=

| MRC Gateway Rockwell PLC

e 1 107.10.50.134 107.10.50.136
Studio 5000 é

Powerflex Drive
Rockwell RSLinx Classic 107.10.50.137
Rockwell Studio 5000
MRC Client Software

WM =

Step 1: Set up MRC and Enable Remote Connections

Note: It is highly recommended to create a new Rockwell Studio 5000 project first with Run Mode
enabled and add all the devices to the project before continuing with the MRC configuration.

1. Configure the clients, gateway, and gateway devices on the MRC server. In this example, we
named the gateway MRC Rockwell and added the Rockwell PLC, Powerflex drive, and an optional
Stratix5400 switch as devices.

@ English v . 12345 v  (Group Administrator)  *

Wizard

Wizard - Select Type B

Device Group: MRC_QuickLink

ie &

Create Gateway Create Client

=

2. Download and distribute the gateway and MRC client keys.
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3. Install and right-click the MRC Client Software shortcut and click Run as administrator. Sign in
using the activation key file. The MRC gateway’s (MRC_Rockwell) status will be green, indicating
the MRC gateway is ready for remote access.

4. Expand MRC_Rockwell in the device list to show all devices under the gateway and switch on the
tunnel of each device. This allows the MRC client to establish a remote connection to the drive and
PLC.

ect Clier
Device Pool

Crevice Name Status ~ Tunnel Wirtual IP Local IP / MAC
=] 10.0.1.1 -
= wecsockel & 1
| I—Allen-Elradlev-stratixs-mD 10.0.1.34 107.10.50.135
| | PLC_L3IZERM 10.0.1.35 107.10.50.136
LPowerFIexszs_Dri\re 10.0.1.36 107.10.50.137
10.0.0.6

10.0.0.5

= == B I
| Status lSigned I|1| |Vi5ible| | Startup Mode Virtual IP
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Step 2: Browse Devices with RSLinx Classic

Device Pool

Device Name

LTJ—moxatest

& MRC_Rockwell

| |—MIen-Bradley-sl:ratixs4uu
| PLC_L33ERM

PowerFlex525_Drive

|
|
L moxarest FactoryTalk h

moxatwst
spoken here

Thisz program is profecied by LS, and intesristional @

copyright laves &5 describad in the abod bos.
Rockwell
0 @ Alen-Bradley - Rockwel Software  Automation

Refrash Opening Harmony projeet ...

Status [Signed In| [Visible | | Startup Mode | Virtual 1P 10.0.0.7

1. Open RSLinx Classic. Right-click AB_ETHP-1 Ethernet and click Configure Driver.

1 % Rstinx Classic Lite - RSWho - 2 [E=E=—)
@ File View Communications Station DDE/OPC Security Window Help [=]=]x]
| s18)|
W Auobrowse  Refieh | ﬁ'aéﬁ! Brovwsing netwvark
=23 Workstation, USER-PC Address Device Type | Onlin
& 8@ Linx Gateways, Ethernat
&85 b
-85 AB_PLC, Ethy Remaove
Properties...
Driver Di i
| Configure Driver |
=i SR
Security...
(
| 4 mn | +
For Help, press F1 [10/30/19 [06:0BPM /|
O — |_I I_I
Status [Signed In| [Visible | [ Startup Mode vitwal P [ 10.0.07 | H
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2. Select TAP-Windows Adapter V9 and click Confirm.

4 %Rsﬁmcrsskum-m Z

a8 file View Communications Station DDE/OPC  Security Window Help

IEEL]

¥ Autobrowze Refiezh

=-E Workstation, USER-PC
@85 Linx Gateways, Ethernet
B35 AB_ETHIP-1, Ethemet
-85 AB_PLC, Ethernet

Etheriat? Sottings f

= Biowse Local Sobnet

" Browss Remob Subost

Contiurecive: 48 02

=) 3

Device Type | Onl

in [

Fer Help, press F1

Status ISignEd Inl ‘ Startup Mode |

3. Perform the following actions to add the virtual IP addresses of devices to the browse scope. In

this example, we are adding the PLC and drive.

3-1.
3-2.
3-3.

3-4.
3-5.

Double-click AB_PCL, Ethernet.
Click Add New to create a new line. Add one line for the PLC and one line for the drive.

Device Typel Onlin

[NUM 10/30/19 [06:08PM |

| 5| 18|
¥ Auobrovize Refresh Smion N[ Host Name | 2 Wew
=-H Workstation, USER-PC ] 100,134
(6 Lire Gatewsys, Ethemet i 100155 Deltle
() 5 AB ETHIP-1, Ethernet 7 100135
:
63 e
3-1 3-3
|
3-5 3-4
e || wn [ 250 || um |
For Help, press F1 -
——— ——

-~ MRC_Rockwell I B ’ 10.0.1.33
|—AIIen—EradIey—strabx54UO | @) 100,134 107.10.50,135
[-pLc_Lazerm 1 (@) 100135 107.10.50.135
L powerFlexs25_prive l \!‘ 10.0.1.36 107.10.50.137

| maxatwst O & oo

—moxatest Q \! 10.0.0.5

|

Double click the Host Name field of each line and enter the virtual IP address of the PLC
(10.0.1.35) and the drive (10.0.1.36). In this example, we also added the optional Stratix
switch (10.0.1.34).
Click Apply.

Click OK.
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4. Check the Autobrowse checkbox in the top-left and RSLinx will start to browse for the devices.
The devices will appear under AB, PLC_Ethernet in the table on the left-hand side. When all
devices are discovered, continue to Step 3: Go Online and configure PLC and Powerflex

Drive with Studio 5000.

BEL)

@& File View Communications Station DDE/OPC Security Window Help

[=]=]x]

Refiesh_| Eﬂgﬁgg Brawsing - veode 10.0.1,35 found

85 Linx Gatzways, Ethemat
-85 ABETHIP-1, Ethernet

Address [ private Address
:ﬁl 10.0.1.34 107.10.50.135

f 00135 107.10.50.136

100136

f!'—il 10.0.1.24 [107.10.50.135], 1783-HMS4CACGN Stratix 5400, 1783-HMS4CACGN
- 10.0:1.35 [107.10.50.136], 1763-L33ERM LOGIX5333ERM, Project Wanya
= B 10.0.1.36, PowerFlex 525, Powerflex 3251P 110V _50HP

For Help, press F1

»
[10/30/19 [0605PM

5 MRC_Rockwell
[ |- Alten-Bradiey-stratixs400
|-PLC_L33ERM
; LPawerFlex525_Drive
[ [~ moxatwst

— moxatest

oo 4

]

L

ée000:

=
10.0.1.33
10.0.1.34
10.0.1.35
10.0.1.36

10.0.0.6

10.0.0.5

107.10.50.135
107.10.50.136

107.10.50.127
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Step 3: Go Online and Configure the PLC and Powerflex Drive with
Studio 5000

1. Run Studio 5000 and open the previously created user project containing all the devices.

Rockwell Software’

Studio 5000

Sample Project

From Upload

Recent Projects :

[N

2. If you have not enabled Run Mode when creating the project, click 3. and select Run Mode.

File Edit WView Search Logic Communica

EFE & Rl oo
Offline 04 ™ RUN ]
No Forces Go Online l—a
No Edts Uplosad...
Download _[
m Program Maode
aﬁmwlhr Bun Mode
& Contro
[ Cantrol Test Mode
a‘rl':‘ F:’“"" Clear Faults
B a5
" G MainTs Go To Faults
i - Mai Coptroller Properties
1.3 Unsch
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3. Click the Path icon (@) to open the communication path list and select AB_PLC\10.0.1.35 from
the list, then click Go Online.

Fila Edit View Search Logic Communications Tools Window Help

LRI ARG Bk Y8 QQ | s -8
lomne 0, man )| P [ ETIP N7 105016 3|
= 5]
No Bl 2| = By St CHal A A 3
"o - —
m ECTET SST ET  TET
53 Controller Project Wanys
B Controller Tags
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- Power-Up Handler
- Tasks
é.gmiﬂa;k
i 0% MainProgram Select
£ Unscheduled
s vt : -
| £5 Add-On Instructions e & - F nlbond |
[ AOL MOXA SWITCH_16R 11 3.0 [Project_Wany  AB_ETHIP-I1107.10 50,136 \Compactus'd Dowrload
[5- ADI_MOXA_SWITCH_289 11 3 0 |Project_Wamya  AB_ETHIP.1\192 168127 50 —
53 Data Types [Proiect Warn ~ AB_ETHIP-1112.168.127.66 o ]
-0 User-Defined rerer AB_PLCV192168.12766
- Strings rerer AB_PLC\ID.160,1.168
-5 Add-On-Defined
(it Preciefined 5] Show Orly Paths Matching Seris Mhrber in Prosect [ 5et Proect Path |
(3 Module-Defined Seial Numberin Project: GIBBE4B4
- Trends
T Logical Model f 3 Moxa Remote Con i
- E5/O Canfiguratic
- 1769 Bus og E——
[ O | | o

- Ethemet
i 1769139 |

Device Name Status  Tunnel Virtual IP Local TP / MAC
ST
| 100134 2073050175,
tmc,l.zsean 1 10.0.0.35 107.10.50.138 =
PowarFlexs25_Drive I 10.0.1.36 107.10.50.137
- moxatwst | ] 10.0.06 :
E 10.0.0.5

10.0.

Allen-Bradley-stratix5400

4. Wait for Studio 5000 to connect to the device. Going online with the controller may take up to 10
minutes. When the event log at the bottom indicates the search is complete, continue to the next

step.

File Edic View Search Logic Commumications Tools indew Help |

EErERFITER - A8 5 [@h WEE QR | s, -8
‘oline 0. Mguy W Poh [AB_PLOVIDD13" v

Hobel fel AF 4 £ 4 »
SEEIET T T T

5 Contralier Project Wanya
1 Controller Tags
Conueller Fault Handler
Power-Up Handler
B Tasks
6@ MainTosk
| i E MainProgram

=R}
15 Ungrouped Axes
/5 Add-On Instructions.
-3 AOLMOXA_SWITCH_L6P_v1 3.0
-3 AOLMOXA_SWITCH_28P v 3.0
£ Data Types
-0, User-Defined
(0. srings
-6 Add-On-Defined
-8, Predefined
-, Module -Defined
-5 Trends

ing online with controller...
ete - 0 error(s), 0 warning(sa)

ElCanboIlerOtganizer; Logical Organizer| ||f@l @ Itspf) Watch|

[IReady
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5. Double-click the Powerflex drive in the Controller Organizer list and confirm the status is Running.

Fil= Edit View Search Logic Communications Tools Window Help

BFH S BB oo

Rem Run [l ™ Run Moda

e »_| ™ Cortroller OK
Q' ¥ Energy Storage OK
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@
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| &
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{3 A »
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6. Double-click Controller Tags from the Controller Organizer list.

File Edit View Search Logic Communics
BEH S sBB o~

Rem Fun [ ™ Run Mods =
No Edta almmnmm |
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(-5 Add-On Instructions
fi- (3 ACLMOXA_SWITCH_16P_v1 3.0
-5 AOI_MOXA_SWITCH_28P w1 3. 0

7. Expand the Powerflex_1:0 table and search for PowerFlex_1:0.start. Click the Value field and

change 0 to 1 to instruct the Powerflex drive to power on the motor.
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