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Introduction

Welcome to the Moxa RouterOS (MX-ROS) manual. This comprehensive guide is designed
to help you understand and navigate the UI features, technical concepts, and tasks you
may encounter while using your MX-ROS device. The goal is to simplify your experience

and make the setup process easier.
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What's in This Document

This document includes the following sections:

Overview: This section introduces this document and how to use it.

Quick Start: This section tells you how to connect to your device so you can start

using and configuring it.

UI Reference: This section goes through the web user interface (UI) of your
device to help you quickly understand what settings are available. This section
also shows you the valid ranges and defaults for settings, and any limitations

there may be when configuring your device.

Other Features: This section helps you understand features for your device that
may not have a related user interface.

Device Applications: This section goes through various applications and helps
you understand the related technologies, product features, and best practices so

you can better configure the device for your own needs.

Security Hardening Guide: This section gives you an overview of industrial
network security and the related product features and best practices needed to

help you better secure your application.

Appendix: This section provides additional reference information for your device.
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Who This Document Is For

We want you to get the most out of your Moxa device, so we designed this document
with these audiences in mind:

e OT engineers learning how to configure OT network devices: For frontline
personnel operating in OT environments, keeping your MX-ROS configuration up-
to-date is crucial. We created the Security section to help you better understand

how you can use this device effectively for your application.

e Experienced OT network engineers integrating Moxa devices into OT
network infrastructure: For those who already have a solid understanding of
networking concepts, the UI Reference section is designed to give you a quick
reference for all the device settings, options, default settings, and limitations. You
may also find the Security section useful for learning how to get more out of your
Moxa device and to optimize your application.
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Supported Series and Firmware

. Firmware

Moxa Router Series Version
EDR-8000 Series v3.14
EDR-G9000 Series v3.14
EDF-G1000 Series v3.14
OnCell G4000 Series v3.14
TN-4900 Series v3.14
NAT-100 Series v3.15

/s Note

Before upgrading a NAT-100 Series device from v1.x to v3.15, we suggest saving the

previous version's configuration first, then redoing the device's configuration after the

upgrade to prevent compatibility issues.

The information in this document is applicable to other products and firmwares that use
MX-ROS V3, but the appearance and availability of features and settings may vary. For
more information about which features are supported by each product series, refer to the

Supported Features List.

MX-ROS support may expand to other products in the future; please check the Moxa

website for the latest information.
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Supported Features List

Support for various features varies depending on the product and model. Refer to the

table below for an overview of which features are supported by different product series.

7 Note

Please note that there may still be functional differences between different models within the same
product series.

Configuration

. EDR EDF oncCell TN NAT
Secti Function Seri Seri Seri
ection eries eries eries Series Series

Device Summary YES YES YES YES YES
Setup Wizard YES - - YES YES
System YES YES YES YES YES
System Management YES YES YES YES YES
Information Settings YES YES YES YES YES
Firmware Upgrade YES YES YES YES YES

Software Package YES YES YES YES -

Management

Configuration Backup YES YES YES YES YES
and Restore

Account Management YES YES YES YES YES
User Accounts YES YES YES YES YES
Password Policy YES YES YES YES YES
License Management YES YES YES YES -

Management Interface YES YES YES YES YES
Out of Band - YES - - -

Management

User Interface YES YES YES YES YES
Ping Response YES YES YES YES YES
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EDR EDF oncCell TN NAT

Configuration Function

Section Series Series Series Series Series
Hardware Interface YES YES YES YES -
SNMP YES YES YES YES YES
Moxa Remote Connect - - YES YES -
MXsecurity YES YES YES YES -
Time YES YES YES YES YES
System Time YES YES YES YES YES
NTP/SNTP Server YES - YES - YES
Power Management - - YES - -
SMS - - YES - -
GNSS - - YES - -
Setting Check YES YES YES YES YES
Cellular - - YES - -
Serial - - YES - -
Network YES YES YES YES YES
Configuration
Ports YES YES YES YES YES
Port Settings YES YES YES YES YES
Link Aggregation YES - - YES -
PoE - - - YES -
Link Fault Passthrough YES YES - - -
LAN Bypass Gen3 YES YES - - -
Layer 2 Switching YES - YES YES -
VLAN YES - YES YES YES
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Configuration

Section Function

MAC Address Table

QoS

Rate Limit

Multicast

IGMP Snooping

Network Interfaces

Redundancy

Layer 2 Redundancy

Spanning Tree

Turbo Ring V2

Turbo Chain

Layer 3 Redundancy

VRRP

WAN Redundancy

Network Service

DHCP Server

Dynamic DNS

DNS Server

Routing

Unicast Route

Static Routes

Static Multicast Table

EDR
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

EDF
Series

YES

OonCell
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

TN

Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

NAT

Series

YES

YES

YES

YES

YES

YES

YES
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Configuration

Section Function

Routing Table

Multicast Route

Multicast Route Settings

Static Multicast Route

Multicast Forwarding
Table

Broadcast Forwarding

NAT

Object
Management

Firewall

Layer 2 Polic

Layer 3 Policy

Layer 3-7 Policy

Device Lockdown

Malformed Packets

Session Control

DoS Policy

Soft Lockdown Mode

Advanced Protection

Dashboard

EDR
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

EDF
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

OonCell
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

TN

Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

NAT

Series

YES

YES

YES

YES

YES
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Configuration

Section

Certificate
Management

Security

Function

Configuration

Protocol Filter Policy

>
O
o

—
R

IPSec

L2TP Server

OpenVPN Client

Local Certificate

Trusted CA Certificate

Certificate Signing
Request

Device Security

Login Policy

Trusted Access

SSH & SSL

Network Security

IEEE 802.1X

Authentication

Login Authentication

EDR
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

EDF
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

OonCell
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

TN

Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

NAT

Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES
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Configuration EDR EDF OncCell TN NAT

Function

Section Series Series Series Series Series

RADIUS YES YES YES YES YES
TACACS+ Server YES YES YES YES YES
MXview Alert Notification YES YES YES YES YES
Diagnostics YES YES YES YES YES
System Status YES YES YES YES YES
Utilization YES YES YES YES YES
Fiber Check YES - - - -
Network Status YES YES YES YES YES
Network Statistics YES YES YES YES YES
LLDP YES YES YES YES YES
ARP Table YES YES YES YES YES
Event Log and YES YES YES YES YES

Notifications

Event Log YES YES YES YES YES
Event Notifications YES YES YES YES YES
Syslog YES YES YES YES YES
SNMP Trap/Inform YES YES YES YES YES
Email Settings YES YES YES - YES
SMS Settings - YES YES - -
Tools YES YES YES YES -
Port Mirroring YES - - YES -
Ping YES YES YES YES YES
Diagnostic Support - - YES - -
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EDR EDF oncCell TN NAT

Configuration Function

Section Series Series Series Series Series
Netflow YES YES - - -
Industrial - - - YES -
Application
IEC 61375 - - - YES -
Ethernet Train Backbone - - - YES -
TTDP Settings - - - YES -
Local ETBN Status - - - YES -
ETB Status - - - YES -
TCN Multicast Table - - - YES -
Communication Profile - - - YES -
ECSP Settings - - - YES -
SDTv2 Settings - - - YES -
ECSP Status - - - YES -
SDTv2 Status - - - YES -
Operational Status - - - YES -
Consist Info - - - YES -
Train Directory - - - YES -
Operational Train - - - YES -
Directory
TCN-URI Table - - - YES -
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Document Conventions

This document uses the following formatting conventions:

Convention/Format Description

Bold

Italics

Code/commands/CLI

Used for UI elements you see on-screen, including page name, tab name, field
labels, dropdown options, menu path, etc.

Used to highlight important information in a paragraph or a table, such as
indicating that a UI setting is only shown under certain conditions.

Used for code snippets, blocks, commands, and CLI output.
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Using a Web Browser to Configure the

Industrial Secure Router

The device's web interface provides a convenient way to modify the router’s configuration

and access the built-in monitoring and network administration functions.

/2 Note

When using the device's web interface, we recommend using the following browsers and versions. Please
note that Internet Explorer (IE) is not supported.

Chrome: 2 most recent versions

Firefox: Latest version and the Extended Support Release (ESR)
Edge: 2 most recent major versions

Safari: 2 most recent major versions

i0S: 2 most recent major versions

Android: 2 most recent major versions

Perform the following steps to access the device's web interface:

1. Make sure your PC host is connected to your device's LAN port, and is on the
same subnet as your device.

2. Open a web browser and type the device’s LAN IP address (192.168.127.254 by
default) into the address bar and press Enter.

0 [ Newtab x |+ = O X

@) ((O) 192.168.127.254) ) 5= 2

3. The web login page will open. Enter the username (admin or user) and password

(the same as the Console password) and click LOG IN to continue.
s Note

The default username is admin and the default password is moxa. We strongly recommend changing the
password as soon as possible to ensure the security of your device.
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Username

Password

LOG IN

EDR-G9010-VPN-
2MGSFP

Powered by 15} MX-ROS V3
Copyright @ 2023 Moxa, Inc. All Rights Reserved.

You may need to wait a few moments for the web interface to appear. If you have
logged in before, a system message will appear showing the details of the last

successful login. Click CLOSE to close this message.

System Message

Welcome admin

Your last successful login was: 01/03/1970 07:28:39 Sat.

CLOSE

4. After successfully connecting to the router, the Device Summary screen will
automatically appear. Use the menu tree on the left side of the window to open

the function pages to access each of the router’s functions.
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= MOXX/\ EDR-GI010-VPN-ZMGSFP

Hi, admin
Q_Search for a function Device Summary
Device Summary :
£+ setup Wizard Product Model MAC Address
EDR-G9010-VPN-2MGSFP 00:90:28:91:86:72
{s} System Naiid Serial Number PWR1 PWR2 STATE  MSTR/HTC CPIR/TTC VPN VRRP/ HA use
Firewall/VPN Router 55149 TBZKB1155149
@} Network Configuration R Frmare Verson
Device Location V2.0 build 22070117 i 9
s Redundancy LAN IP Address System Uptime
192.168.127.254 0d1h19m38s Link Up Ports Link Down Ports
B3 Network Service
WAN IP Address
o) 0.0.0.0
@ Routing EXPAND
& nat
& Object Management
Event Summary (Last 3 days) CPU Usage History (%) 2022/07/06 09:17:06
100
%0
Certificate Management 0 0
80
@z Critical Error o
= 60
Diagnostics |
0 0 50
40
warning Notice 30
20
10

View Al Event Logs -

0
00:15:36  02:16:06 09:16:06 09:16:06 09:16:36 021636 09:16:36 0:17:06 09:47:06 09:17:06

Memory Usage History (%) 2022/07/060917:06 ¢

00:15:36 00:16:06 001606 00:16:06 09:16:36 00:16:36 00:16:36 09:17:06 08:17:06 09:17:06
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UI Reference Overview

This section provides you with a quick reference to the different settings and options of

your device.

To help you understand how to use the user interface, the following sections are

included:
e The MX-ROS User Interface
e Options Menu

The rest of this section follows the order of the menu areas in the user interface:
e Device Summary

e Setup Wizard

e System
e Cellular
e Serial

e Network Configuration
e Redundancy

e Network Service

e Routing

e NAT

e Object Management

e Firewall

e VPN

e Certificate Management
e Security

e Diagnostics

e Industrial Application
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The MX-ROS User Interface

Here is an overview of the MX-ROS user interface.

= MIC " /\ C0R-GI010-VPN-2MGSEP

Q, Search for a function Device Summary o
.

00:90:08:91:86:72
TBZKB1155149

V2.0 build 22070117

od1h19m3ss

Event Summary (Last 3 o

Memory Usage History (%

EXPAND

1. Clicking E in the top-left will toggle display of the function menu.

2. Enter the name of a function in the Search Bar to quickly find a specific function

page.

3. Click on a page name in the Function Menu on the left-hand side to go to its

function page.

4. All the configuration options and information of the selected function page will be

shown here.

5. The name of the currently logged-in user is shown here.

6. Clicking E in the top-right will expand the Options menu.
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Options Menu

Clicking the Options ( : ) icon in the upper-right corner of the page will open the options

Reboot ¢

menu.

G

Reset to Default Settings

Save Custom Default

@ O

&2

Log Out

Options Menu - User Privileges

Privileges to settings are granted to the different authority levels as follows. Refer to

System > Account Management > User Accounts for more information on user accounts.

Settings Admin Supervisor User

Reboot R/W R/W -

Reset to Default Settings R/W - -

Save Custom Default R/W - -

Log Out R/W R/W R/W
Reboot

To manually reboot the device, click the Options ( } ) icon in the upper-right corner of
the page, and select Reboot.
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Reset to Default Settings

To reset the device to its default settings, click the Options ( : ) icon in the upper-right
corner of the page, and select Reset to Default Settings.

Select whether to reset to Factory Default settings, or the saved Custom Default
settings, then click APPLY.

Refer to Save Custom Default for more information about custom default settings.

s Note
Custom Default is only available for the TN-4900 Series.

A Warning

When resetting your device to the factory default settings, all your current configuration settings will be
permanently deleted.

Check the Keep certificate database and configuration option to keep the certificate database and
configuration information. Leaving this option unchecked will delete all information on the device and
reset everything to its factory default value.

Save Custom Default

You can save a custom default configuration for your device. This allows you to reset the
device to a trusted configuration without uploading a configuration file to restore from.

Refer to Reset to Default Settings for more information.

/2 Note

Save Custom Default is only available for the TN-4900 Series.
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/2 Note

Ensure that the current startup configuration works as expected and that the user account
settings are correct before saving the configuration as a custom default.

The configuration name can be modified on the Config Backup and Restore page. We recommend
including the configuration name for better file differentiation. Please note that each
configuration must be unique and not repetitive.

Each device can only have one set of custom default settings.

Custom default settings can only save and restore configuration settings. They do not include
other uploaded files, such as SSL certificate files, SSH keys, etc.

Refer to Configuration Types for more information about the different configurations your device
uses.

To save the current startup configuration as a custom default, click the Options ( )

icon in the upper-right corner of the page, and select Save Custom Defaulit.

Log Out

To log out of the device, click the Options ( : ) icon in the upper-right corner of the

page, and select Log Out.
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Device Summary

Menu Path: Device Summary

This page lets you see displays with information about your device and current status.

Device Summary
Model Information Panel Status ok
Product Model MAC Address
EDR-G9004-VPN-2MGTXSFP 00:90:e8:ee:ff:31
System Name WAN 1 MAC Address PWRT ~ PWR2  STATE BP vgi\ANz/ VPN vmpf UsB
Firewall/VPN Router 00000 00:90:E8:EE:FF:33
Location WAN 2 MAC Address
Device Location 00:90:E8:EE:FF:32 1 5
LAN IP Address Serial Number
192.165:127.94 MORAEGEERES], Link Up Ports Link Down Ports
WAN 1 IP Address Firmware Version
0.0.0.0 V3.10.0 build 24070315
WAN 2 IP Address System Uptime EXPAND v
0.0.0.0 0d20h50m13s
System Event Summary (Last 3 days) CPU Usage History (%) 2024/07/16 110731 (¥
100
920
0 0 80
70
Critical Error 60
50
40
30
4 0 =
10
. . oo
Warting Notice el 3l o N o 2 2D ) M 3 5] 3] N
P 6 6 & G G & 2 a® a® a¥ 4P a?
\‘\"06 '\‘\’9% '\‘\"06 \""@ \‘\"QE) \""QG \‘Vpﬁ) '\’\’96 \‘\"Q" '\’\"“’\ \‘\"Q" '\‘\"“ﬂ \‘\"Q"
View All System Event Logs -
Memory Usage History (%) 2024/07/16 11:07:32
100

Model Information

This display shows basic information about your device.
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Model Information
Product Model MAC Address
EDR-G9004-VPN-2MGTXSFP 00:90:e8:ee:ff:31
System Name WAN 1 MAC Address
Firewall/VPN Router 00000 00:90:E8:EE:FF:33
Location WAN 2 MAC Address
Device Location 00:90:E8:EE:FF:32
LAN IP Address Serial Number
192.168.127.94 MOXAESEEFF31
WAN 1 IP Address Firmware Version
0.0.0.0 V3.10.0 build 24070315
WAN 2 IP Address System Uptime
0.0.0.0 0d20h50m13s

UI Setting Description

Product Model Shows the product model of the device.

System Name Shows the name of the device.

Refer to System > System Management > Information Settings for more information.

Location Shows the location of the device.

Refer to System > System Management > Information Settings for more information.

LAN IP Address Shows the LAN IP address of the device. This can be configured in the Setup Wizard.

WAN IP Address Shows the WAN IP address of your device. This can be configured in the Setup

Wizard.
MAC Address Shows the MAC address of your device.
Serial Number Shows the serial number of your device.

Firmware Version Shows the firmware version of your device.

System Uptime Shows the amount of time your device has been continuously running for.

Panel Status

This display shows the status LEDs of your device. For example, connected ports will be

shown in green, while disconnected ports will be shown in gray.

Click EXPAND to view more detailed information.

MX-ROS V3 - User Manual 47



KA

Panel Status i

PWR1 PWR2 STATE MSTR/ CPLR/ VPN VRRP/ HA UsB
H.TC T1C

6 4

Link Up Ports Link Down Ports

EXPAND v

Click COLLAPSE to hide the details.

L]

Panel Status e

PWR1 PWR2 STATE MSTR/ CPLR/ VPN VRRP/ HA UsB
H.TC T1C

6 £

Link Up Ports Link Down Ports
Port
1 2 3 4 5 6 7 8
(LAN) (LAN) (LAN) (LAN) (LAN) (LAN) (LAN) (WAN)
G1 G2
(LAN) (LAN)
COLLAPSE ~

Panel View

Clicking the Expand (::) icon in the Panel Status display will show your device's port
status on a representative image of the device. This image will vary depending on your

device. Click the Close (X) icon in the upper-right corner to close the Panel View.
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/2 Note

Available LEDs may vary across different versions of devices. For more information about status LEDs and
their behavior, refer to LED Behavior.

Panel View >4

MX-ROS V3 - User Manual



System Event Summary (Last 3 days)

This display shows the event summary for the past three days.

System Event Summary (Last 3 days)

0 0

Critical Error

0 0

Warning Notice

View All System Event Logs =

Click View All System Event Logs to go to the Event Log page to view event logs in

more detail.
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Event Log

System Log

c ®§ Q

Index Timestamp
2023/8/11
18:40:4+8:00

2023/8/11
18:26:7+8:00

2023/8/11
17:43:57+8:00

2023/8/11
10:52:15+8:00

2023/8/11
10:45:13+8:00

2023/8/10
17:14:25+8:00

2023/8/10
17:5:43+8:00

Firewall Log

Severity

Informational

Informational

Informational

Informational

Informational

Informational

Informational

VPN Log Settings and Backup

Additional message

Auth Ok, Login Success via Ul: Web. Account=admin, Bootup=71, Startup=2d3h41m38s

Logout via Ul: Web. Account=admin, Bootup=71, Startup=2d3h27m42s

Auth Ok, Login Success via Ul: Web. Account=admin, Bootup=71, Startup=2d2h45m32s

Logout via Ul: Serial Console. Account=admin, Bootup=71, Startup=1d19h53m50s

Auth Ok, Login Success via Ul: Serial Console. Account=admin, Bootup=71, Startup=1d19h46m48s

Logout via Ul: Web. Account=admin, Bootup=71, Startup=1d2h15m59s

Auth Ok, Login Success via Ul: Web. Account=admin, Bootup=71, Startup=1d2h7m18s

Refer to Diagnostics > Event Logs and Notifications > Event Log for more information.

CPU Usage History (%)

This display shows the device’s CPU usage. The data will be shown as a percentage over

time. Click the Refresh (C‘) icon to refresh the graph.

CPU Usage History (%) 2023/03/0115:49:30 (¥

100
90
80
70
60
50
40
30 @

20
10

0
15:49:22

15:48:30

Memory Usage History (%)

This display shows the device’'s memory usage. The data will be shown as a percentage

over time. Click the Refresh (C) icon to refresh the graph.
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Memory Usage History (%)

100
90
80
70

2023/03/01 15:49:54 C

60
50
40
30
20
10

0
15:49:23 15:49:53

15:49:53

15:49:54
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Setup Wizard

Menu Path: Setup Wizard
The Setup Wizard helps guide you through basic setup of your device through four steps:
1. Port Type

2. Interface

3. Service
4. Confirm
/7 Note

Available settings will vary depending on your product model.

Port Type

In this step, you can set each port of your device to act as a LAN, WAN, or Bridge port.

Setup Wizard

@ rort Type @ rterface @ serice Q conm
LAN - LAN

LAN < lw

LAN - LAN

LAN - WAN

.Bridge ~ Bridge

[ o |

Default
Value

UI Setting Description Valid Range

MG1l / MG2 Select whether to use this fiber port as a LAN, WAN, LAN / WAN / LAN
or Bridge port. Bridge
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Default
Value

UI Setting Description Valid Range

1/2/3/4/5/ Select whether to use this Ethernet port as a LAN, LAN / WAN / LAN
6/7/8 WAN, or Bridge port. Bridge

Interface

In this step, you can set up the connection interfaces for your device:
e LAN IP Configuration
e Bridge IP Configuration

e WAN Configuration

7 Note

Some of these settings may not appear if there are no ports set to LAN, WAN, or Bridge.

Setup Wizard

LAN IP Configuration
P Address S
192.168.127.254 24 (255.255.255.0) -

Subnet Mask *

Bridge IP Configuration
P Address * Subnet Mask *
192.168.126.254 24 (255.255.255.0) -

WAN Configuration
Connect Type
Dynamic IP -

PPTP Dialup
» PPTP Connection

IP Address Username Password o

=

o Port Type e Interface o Service o Confirm
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LAN IP Configuration

Set the LAN connection details for your device. If you're not familiar with your LAN

interface, seek assistance from the network administrator. Network administrators

usually determine the LAN interface configuration.

UI Setting Description Valid Range Default Value
IP Address Specify the IP address for your LAN port. Valid IP address  192.168.127.245
7 Note
The IP Address should be inputted as unicast IP
address.
Subnet Specify the subnet mask for your LAN port. Valid subnet 255.255.255.0
Mask mask

WAN IP Configuration

Set the WAN connection details for your device. If you're not familiar with your WAN
interface, seek assistance from the network administrator. Network administrators

usually determine the WAN interface configuration.

Default

UI Setting Description Valid Range Value

Connect Select the connection type to use for your Dynamic IP / Static IP / Dynamic IP
Type WAN port. PPPoE

If you choose Static IP as your Connection Type, these settings will also appear:

UI Setting Description Valid Range Default Value
IP Address Specify the IP address for your WAN port. Valid IP address N/A
Gateway Specify the gateway for your WAN port. Valid IP address N/A
Subnet Mask Specify the subnet mask for your WAN port. Valid subnet mask N/A

PPTP Dialup

Set the PPTP Dialup connection details for your device. This section only appears if Static

IP or Dynamic IP is set for WAN Configuration > Connect Type.
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7 Note

Availability of this feature may vary depending on your product model and version.

UI Setting Description Valid Range Default Value
PPTP Connection Enable or disable using a PPTP connection. Enabled / Disabled Disabled

IP Address Specify the IP address of your PPTP connection.  Valid IP address N/A
Username Specify the username for your PPTP connection. 1 to 31 characters N/A
Password Specify the password for your PPTP connection. 1 to 31 characters N/A

PPPoOE Dialup

Set the PPPoE Dialup connection details for your device. This section only appears if
PPPOE is set for WAN Configuration > Connect Type.

UI Setting Description Valid Range Default Value

Username Specify the username for your PPPOE connection. 1 to 31 characters N/A

Password Specify the password for your PPTP connection. 1 to 31 characters N/A

Host Name  Specify the host name for your PPPoOE connection. 1 to 31 characters N/A
Service

In this step, you can enable or disable services for your device.

Setup Wizard

@ Foiee @ imerisce @ servie 0 oo

@ Encble DHCF Se
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Setup Wizard

0 Port Type o Interface e Service o Confirm

@ Enable DHCP Server at LAN Interface
Offered IP Range From 192.166.127.1 10 192.168.127.253

@ Enable N-1 NAT for LAN Interface to WAN
IP Range From 192.168.127.1 0 192.166.127.254

@ Enable DHCP Server at Bridge Interface
Offered IP Range From 192.166.126.1 t0 192.168.126.253

@ Enable N-1 NAT for Bridge Interface to WAN

IP Range From 192.168.126.1 to 192.168.126.254

=33

Default
Value

UI Setting Description Valid Range

Enable DHCP Server at LAN Enable or disable using a DHCP server Enabled / Enabled
Interface for the LAN interface. Disabled
Enable N-1 NAT for LAN Enable or disable using N-1 NAT for LAN Enabled / Enabled
Interface to WAN interfaces to WAN. Disabled
Enable DHCP Server at Enable or disable using a DHCP server Enabled / Enabled
Bridge Interface for bridge interfaces. Disabled

(if Bridge Mode is Port)

Enable N-1 NAT for Bridge Enable or disable using N-1 NAT for Enabled / Enabled
Interface to WAN bridge interfaces to WAN. Disabled

(if Bridge Mode is Port)

Confirm

Confirm your settings, then click APPLY to save and apply your changes.

Setup Wizard

© rote © oo © senies O corfim

Before applying, please check your configuration.
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System

Menu Path: System

The System settings area lets you configure the main system settings for your device.

This settings area includes these sections:

System Management
Account Management
License Management
Management Interface
Time

Power Management
SMS

GNSS

Setting Check

System - User Privileges

Privileges to System settings are granted to the different authority levels as follows.

Refer to System > Account Management > User Accounts for more information on user

accounts.

Settings

System Management

Information Settings

Firmware Upgrade

Software Package Management

Configuration Backup and Restore

Account Management

Admin

R/W

R/W

R/W

R/W

Supervisor User

R/W R
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Settings Admin Supervisor User

User Account R/W - -
Password Policy R/W - -
License Management R/W R R
Management Interface

Out of Band Management R/W R/W R
User Interface R/W R/W R
Hardware Interface R/W R/W R
SNMP R/W - -
Moxa Remote Connect R/W - -
MXsecurity R/W R/W -
Time

System Time R/W R/W R
NTP/SNTP Server R/W R/W R
Power Management R/W R/W R
SMS R/W R/W R
GNSS R/W R/W R
Setting Check R/W R/W R

System Management

Menu Path: System > System Management

This section lets you manage your device's identification, firmware, and configuration

backup settings.

This section includes these pages:
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e Information Settings
e Firmware Upgrade
e Software Package Management

e Configuration Backup and Restore

Information Settings

Menu Path: System > System Management > Information Settings

This page lets you add additional information about the device to make it easier to

identify on the network.

Information Settings

Device Name

Location

Description

Contact Information

APPLY

UI Setting Description Valid Range Default Value
Device Name Enter a name for the device. 1to 30 Firewall/VPN Router-xxxxx
characters

(where xxxxx is the last 5
characters of the device's serial

number)
Location Enter a location for the device. 1 to 80 Device Location
characters
Description Enter a description for the 1 to 40 N/A
device. characters
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UI Setting Description Valid Range Default Value

Contact Enter the contact information of 1 to 40 N/A
Information the person in charge of the characters
device.

Firmware Upgrade

Menu Path: System > System Management > Firmware Upgrade
This page lets you upgrade the firmware of your device.

You can upgrade the firmware through the following methods:

e Local
e TFTP
e USB
e SCP
e SFTP

e Moxa service (refer to the MXview One Series User Manual)

7 Note
As of v3.12, the device will retain all configuration settings when upgrading to newer firmware.

However, as a precaution, we still recommend backing up your configuration before upgrading firmware.
Refer to System > System Management > Configuration Backup and Restore for more information.

7 Note

If it is necessary to verify the integrity and signature of the application when the system is running, the
administrator can use the show integrity check CLI command.

The device provides specific CLI commands that allow authenticated users to access the CLI interface
through SSH at any time and execute commands to obtain the integrity status of the commands and
configurations stored on the device. Therefore, it is recommended that system administrators design
scripts or programs to connect to the device via SSH regularly.

Users can integrate these CLI commands into system-level scripts for automation or manually verify
whether the internal commands and configurations of the device have been modified without
authorization.
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A Warning

Upgrading the firmware should be only be done by qualified personnel, as it is possible to render the
device inoperable if the upgrade is not done properly. If you are not familiar with the process, please
request the assistance of qualified personnel. You can also consult with Moxa support and we will provide
you with the necessary assistance.

Before performing a firmware upgrade, make sure you take the following precautions:
e  Back up your configuration before upgrading the firmware
. Ensure that the device has power during the entire process
e  Ensure that your computer stays connected to the device you are upgrading the firmware on

. Make sure the connection to the firmware source is not interrupted during the upgrade process

Local

If you select Local as your Method, these settings will appear. The Local method lets
you upload firmware directly from local storage on the host device.

Firmware Upgrade

Local -

Select File * 0O

UPGRADE

. . .. Default
UI Setting Description Value
Select File Navigate to and upload the firmware file from the local host N/A N/A

device.

TFTP

If you select TFTP as your Method, these settings will appear. The TFTP method lets you

upload and install firmware stored on a remote TFTP server.
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Firmware Upgrade

Method
TFTP -

Server IP Address * File Name *

UPGRADE

UI Setting Description Valid Range Default Value
Server IP Address Specify the IP address of the TFTP server. IP address N/A
File Name Specify the filename of the firmware file. File name N/A

usB

If you select USB as your Method, these settings will appear. The USB method allows
you to install firmware directly from a USB drive attached to your device.

72 Note

This feature requires USB Function to be enabled in System > Management Interface > Hardware
Interface.
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Firmware Upgrade

Method *
USB v

Select File * (|

UPGRADE

UI Setting Description Valid Range Default Value
Select File Select the firmware file on the USB device. N/A N/A
SCP

If you select SCP as your Method, these settings will appear. The SCP (secure copy

protocol) method lets you upload and install firmware from a remote system.

Firmware Upgrade

SCP -

Account * Password * ®
Server IP Address * File Name *
3 63
UPGRADE

UI Setting Description Valid Range Default Value
Account Enter the remote system account name. 1 to 31 characters N/A
Password Enter the remote system account password. 1 to 31 characters N/A
Server IP Address Specify the IP address of the remote system. IP address N/A
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UI Setting Description Valid Range Default Value

File Name Specify the filename of the firmware file. 1 to 63 characters N/A

SFTP

If you select SFTP as your Method, these settings will appear. The SFTP method lets you

upload and install firmware stored on a remote SFTP server.

Firmware Upgrade

Methad

SFTP -

Account * Password * ®

Server IP Address * File Name

UPGRADE

UI Setting Description Valid Range Default Value
Account Enter the SFTP server account name. 1 to 31 characters N/A
Password Enter the SFTP server account password. 1 to 31 characters N/A
Server IP Address Specify the IP address of the SFTP server. IP address N/A
File Name Specify the filename of the firmware file. 1 to 63 characters N/A

Software Package Management
Menu Path: System > System Management > Software Package Management

This page lets you upgrade your Network Security Package and MXsecurity Agent
Package, enhancing your device's security capabilities. To upgrade a software package,
you can either use the package included with the currently installed firmware, or you can
download the latest version from the resource section on the Moxa website at

WWW.MmoxXa.com.
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7 Note

Keeping your software packages updated is critical to keep your device and network secure against the
latest cyberattacks.

e Network Security Package: Helps you protect your device and network with
IPS (Intrusion Prevention System) patterns and a DPI (Deep Packet Inspection)

engine.

7 Note

Products that do not support a firewall will not be compatible with the Network Security Package. Most
Moxa routers support firewall functionality, except for products with model names that include '-ETBN-'
but do not include '-F-', such as the TN-4908-ETBN-4GTX-4GTXBP-WV-CT-T.

¢ MXsecurity Agent Package: Provides centralized visibility and security
management to streamline management of your device. It helps you monitor and
identify cyberthreats, and also helps prevent security misconfigurations to create

a robust threat defense.

Network Security Package

Network Security Package

Status
Enabled

Source * -

UPGRADE

Default

UI Setting Description Value

Source Select a source to use to upgrade the software package. Local / N/A

Firmware
Local: Use a file stored on the local host.

Firmware: Use the package included with the current
firmware.
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Default
Value

UI Setting Description

Select File (if Select network secruity package downloaded from N/A N/A
Local is set for Moxa's website.
Source)

Moxa will periodically release new security
packages on the Moxa official website. Users can
download the latest security package and then
import it into their device.

Package Version Shows the included package version of the current N/A Current
I . firmware. Package
(if Firmware is Version

set for Source)

MXsecurity Agent Package

MXsecurity Agent Package
Status
Enabled

Source * >

UPGRADE
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Valid Default

UI Setting Description

Range Value
Source Select a source to use to upgrade the software package. Local / N/A
Firmware

Local: Use a file stored on the local host.

s Note

The Local option is not commonly used in standard
environments. However, if you experience issues with your
device and MXsecurity, please reach out to Moxa Technical
Support. They can utilize the Local option as a
troubleshooting interface.

Firmware: Use the package included with the current firmware.

7 Note

Starting from v3.10, the MXsecurity Agent Package will be
automatically upgraded when the firmware is upgraded.
When upgraded, a "Successfully installed MXSecurity agent
package" notification will appear when logging in, and a
notification can be found in the Event Log > System Log.

Select File This is a troubleshooting interface in case you encounter issues N/A N/A

(if Source is with your device and MXsecurity.

Local)

Package This shows the included package version of the current firmware. N/A Current

Version Package
Version

(if Source is
Firmware)

Configuration Backup and Restore
Menu Path: System > System Management > Configuration Backup and Restore
This page helps you back up and restore your device configuration.
This page includes these tabs:
e Backup
e Restore

e File Encryption
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/2 Note

For the TN-4900 Series, configuration files from firmware version v1.2 are not compatible with firmware
v3.0 and higher due to substantial changes made between v1.2 and v3.0. Please create and import a new
configuration file when changing from firmware v1.2 to v3.0 or higher. If you encounter any issues, please
contact Moxa technical support.

Configuration Backup and Restore - Backup

Menu Path: System > System Management > Configuration Backup and Restore

- Backup
This page lets you create a backup of the current device configuration.

There are multiple methods of backing up the device configuration:

e Local

e TFTP

e USB

e SCP

e SFTP
s Note

For security reasons, we strongly recommend that you back up the system configuration to a secure
storage location periodically.

Local

If you select Local as your Method, these settings will appear. The Local method will

export the configuration backup file to the local host.
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Configuration Backup and Restore

Backup Restore File Encryption

Method *
Local -

BACK UP

TFTP

If you select TFTP as your Method, these settings will appear. The TFTP method lets you

upload the configuration backup file to a remote TFTP server.

Configuration Backup and Restore

Backup Restore File Encryption
Method *
TFTP v
Server IP Address * File Name *

BACK UP

. . . Default
UI Setting Description Valid Range Value
Server IP Specify the IP address of the TFTP server. Valid IP address N/A
Address
File Name Specify the file name of the configuration backup 1 to 63 N/A
file. characters
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usB

If you select USB as your Method, these settings will appear. The USB method allows
you to export the configuration backup file to a USB drive connected to the device. You
can also enable automatic backups, which will export a configuration file to a USB drive

whenever the configuration is changed.

7 Note

This feature requires USB Function to be enabled in System > Management Interface > Hardware
Interface.

Configuration Backup and Restore

Backup Restore File Encryption

Method *
USB -

BACK UP

Auto Backup of Configurations

Automatically Back Up *

Enabled -

APPLY

UI Setting Description Valid Range Default Value

Automatically Back Up Enable or disable automatic backups. Enabled / Disabled  Disabled
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SCP

If you select SCP as your Method, these settings will appear. The SCP (secure copy

protocol) method lets you upload the configuration backup file to a remote system.

Configuration Backup and Restore

Backup Restore File Encryption
Method
SCP -
Account * Password * [
Server IP Address * File Name *

BACK UP

. ... . Default

UI Setting Description Valid Range Value

Account Enter the remote system account name. 1to31 N/A
characters

Password Enter the remote system account password. 1to31 N/A
characters

Server IP Specify the IP address of the remote system. Valid IP address N/A

Address

File Name Specify the file name of the configuration backup 1 to 63 N/A

file. characters
SFTP

If you select SFTP as your Method, these settings will appear. The SFTP method lets you

upload the configuration backup file to a remote SFTP server.
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Configuration Backup and Restore

Backup Restore File Encryption
Methoc
SFTP -
Account * Password * o
Server |P Address * File Name *

BACK UP

Default

Value

UI Setting Description Valid Range

Account Enter the SFTP server account name. 1to31
characters

Password Enter the SFTP server account password. 1to31
characters

Server IP Specify the IP address of the SFTP server. Valid IP address

Address

File Name Specify the file name of the configuration backup 1 to 63

file. characters

N/A

N/A

N/A

N/A

Configuration Backup and Restore - Restore

Menu Path: System > System Management > Configuration Backup and Restore

- Restore
This page lets you restore a previously backed up configuration.

There are multiple methods of restoring the device configuration:

e Local
e TFTP
e USB
e SCP
e SFTP
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Local

If you select Local as your Method, these settings will appear. The Local method will

restore from a configuration file on the local host.

Configuration Backup and Restore
Backup Restore File Encryption
Configuration Firmware Version Checking
én;B\ed d

Method

Local -

o Description DL

Setting P Value

Status Enable or disable configuration file firmware version checking. This Enabled / Disabled
checks to make sure the configuration file is for the current Disabled

firmware version or earlier.

Select Select the configuration file to restore from. N/A N/A
File

TFTP Server

If you select TFTP as your Method, these settings will appear. The TFTP method lets you

restore from a configuration file on a remote TFTP server.
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Configuration Backup and Restore
Backup Restore File Encryption
Configuration Firmware Version Checking
E-n;b\ed -

Method
TFTP -

Server IP Address * File Name *

RESTORE

Default
Value

UI Setting Description

Status Enable or disable configuration file firmware version checking. Enabled / Disabled
This checks to make sure the configuration file is for the current  Disabled
firmware version or earlier.

Server IP Specify the IP address of the TFTP server. Valid IP N/A

Address address

File Name Specify the file name of the configuration file to restore from. N/A N/A
usB

If you select USB as your Method, these settings will appear. The USB method allows

you to restore from a configuration file on a USB drive connected to the device.

s Note

This feature requires USB Function to be enabled in System > Management Interface > Hardware
Interface.
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Configuration Backup and Restore

Backup Restore File Encryption

Configuration Firmware Version Checking

Status *

Enabled -

Method

USB -

Select File * 0O

Auto Configuration Restore

Automatically Restore *

Disabled -

APPLY

. < .- Default
UI Setting Description Value
Status Enable or disable configuration file firmware version checking.  Enabled / Disabled
This checks to make sure the configuration file is for the Disabled

current firmware version or earlier.

7 Note

If the configuration file does not have a version header,
it will still be considered to be a valid file to restore from.

Select File Select the configuration file to restore from. N/A N/A
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Valid Default

UI Setting Description Range Value
Automatically Enable or disable auto restore of the device configuration. If Enabled / Disabled
Restore this function is enabled, the device will automatically restore Disabled
. its configuration from an inserted ABC-02 whenever the device
(If Method is is booted
USB) '
7 Note
The auto-restore feature will look for configuration files
on an inserted ABC-02 in the following order:
1. An .ini configuration file named with the
device's MAC address
2. A sys.ini configuration file
SCP

If you select SCP as your Method, these settings will appear. The SCP (secure copy
protocol) method allows you to restore from a configuration file on a remote system.

Configuration Backup and Restore
Backup Restore File Encryption
Configuration Firmware Version Checking
.E.l;:a.bled -

APPLY

SCP -

Account * Password * ©
Server |P Address * File Name *

RESTORE

Default
Value

UI Setting Description Valid Range

Status Enable or disable configuration file firmware version checking.  Enabled / Disabled
This checks to make sure the configuration file is for the Disabled
current firmware version or earlier.
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Default

UI Setting Description Valid Range Value

Account Enter the remote system account name. 1to31 N/A
characters

Password Enter the remote system account password. 1to 31 N/A
characters

Server IP Specify the IP address of the remote system. Valid IP N/A

Address address

File Name Specify the file name of the configuration file to restore from. N/A N/A

SFTP

If you select SFTP as your Method, these settings will appear. The SFTP method allows

you to restore from a configuration file on a remote SFTP server.

Configuration Backup and Restore
Backup Restore File Encryption
Configuration Firmware Version Checking
gﬁ;bled b

APPLY

SFTP -

Account * Password * Q
Server IP Address * File Name *

RESTORE

Default

Value

UI Setting Description Valid Range
Status Enable or disable configuration file firmware version checking.  Enabled /
This checks to make sure the configuration file is for the Disabled

current firmware version or earlier.

Disabled
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Default

UI Setting Description Valid Range Value

Account Enter the remote system account name. 1to31 N/A
characters

Password Enter the remote system account password. 1to 31 N/A
characters

Server IP Specify the IP address of the remote system. Valid IP N/A

Address address

File Name Specify the file name of the configuration file to restore from. N/A N/A

Configuration Backup and Restore - File Encryption

Menu Path: System > System Management > Configuration Backup and Restore

- File Encryption

This page lets you configure data encryption settings for exported configuration files.

Configuration Backup and Restore
Backup Restore File Encryption
Configuration File Signature *
Disabled v
Signature Information *
Encrypt sensitive information only v
Key String *
4/30

UI Setting Description Valid Range Default Value
Configuration Enables or disables the use of a digital Enabled / Disabled Disabled
File Signature signature for checking the integrity of a

configuration file.
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UI Setting Description Valid Range Default Value

Signature Select the type of data to encrypt. Encrypt sensitive Encrypt sensitive

Information e - N information only / information only
Encrypt sensitive information only: Encrypt all information

Only encrypt password-related sensitive
information in the exported configuration
file.

Encrypt all information: Encrypt all
information in the exported configuration
file.

Key String Specify an encryption key string. The key 1 to 30 characters moxa
string is used to decrypt encrypted
configuration files.

Account Management

Menu Path: System > Account Management
This section lets you manage the user accounts used to access the device.
This section includes these pages:

e User Accounts

e Password Policy

User Accounts

Menu Path: System > Account Management > User Accounts

This page allows you create, manage, modify, and remove user accounts.

7 Note

1. We strongly recommend changing the default password for the admin account after logging in for
the first time.

2. The default admin account cannot be deleted and is enabled by default.
Only admin accounts may change the password for supervisor and user accounts.

4. For security reasons, it is recommended for the administrator to keep a record of the account list
and associated users.
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A Warning

Due to the constraints of the IEC 62443-4-2 integrity verification standard, User Accounts will be reset to
Factory Default under certain conditions. Specifically, all non-Factory Default user accounts will be entirely
removed by the system when the following conditions are all met:

1. The original firmware version of the user device is V.3.0 or higher.
2. The user downgrades the firmware below to V.3.0 and performs any action on this firmware.
3. The firmware version is subsequently upgraded back to V.3.0 or higher.

In cases where all these conditions are satisfied, all user-created non-factory default accounts will be
removed.

However, if a user's original firmware version was below V.3.0 and they later upgrade to V.3.0 or
subsequent versions, this issue will not arise.

© Limitations

You can create up to 10 user accounts.

User Accounts
Qsearch
(m} Status Username Authority Password Expire
/'  Enabled  admin Admin
/‘ Enabled  configadmin Supervisor —
O o~ Enabled user User
o/ test User

UI Setting Description

Status Shows if the account is enabled or disabled.

Username Shows the username of the account.

Authority Shows the authority level of the account.

Password Shows the number of days left before the password expires for the account. A - means the

Expire password will not expire. The password expiration time is determined by the Password
Max-life-time setting on the Password Policy page. Refer to System > Account
Management > Password Policy for more information.
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Create New Account

Menu Path: System > Account Management > User Accounts - Create New

Account

Clicking the Add () icon on the System > Account Management > User Accounts
page will open this dialog box. This dialog lets you create a new user account. Click

CREATE to save your changes and add the new account.

UI Setting

Create New Account

Description

Default

Valid Range Value

Status

Username

Authority

Enable or disable this user account.

Enter a user name for this account.

Select an authority role for this account.

Admin: The account will have
read/write access to all
configuration parameters.

Supervisor: The account will
have read/write access to all
configuration parameters except
create, delete, and modify
accounts.

User: The account can only view
configurations and cannot make
any modifications.

7 Note

Refer to User Role
Privileges for a list
of what read/write
access privileges
are granted for
the different
authority levels.

Enabled / Disabled N/A
4 to 32 characters N/A
Admin / Supervisor / User N/A
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UI Setting

Description

Valid Range

Default
Value

New
Password

Confirm
Password

Enter a password for this account.

7 Note

The new password must follow any
requirements set on the System >
Account Management >
Password Policy page.

Enter the password again to confirm.

4 to 64 characters, additional
requirements are based on settings
in System > Account
Management > Password Policy

4 to 64 characters

N/A

N/A

Edit Account Settings

Menu Path: System > Account Management > User Accounts - Edit Account

Settings

Clicking the Edit ( 7 ) icon for an account on the System > Account Management >

User Accounts page will open this dialog box. This dialog lets you edit an existing user

account. Click APPLY to save your changes.

s Note

All account parameters can be modified, except for the username. To modify the username, you must
create a new user account.

Edit Account Settings

Enabled

Admin

Default

Valid Range Value

UI Setting

Description

Status Enable or disable this user account. Enabled / Disabled N/A
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Default
Value

UI Setting Description Valid Range

Username Shows the username for this account. The 4 to 32 characters N/A
username cannot be changed.

Authority Select an authority role for this account. Admin / Supervisor / User N/A

e Admin: The account will have
read/write access to all
configuration parameters.

e Supervisor: The account will
have read/write access to all
configuration parameters except
create, delete, and modify
accounts.

e User: The account can only view
configurations and cannot make
any modifications.

7 Note

Refer to User Role Privileges for a list
of what read/write access privileges
are granted for the different authority

levels.
old Enter the old password for this account. 4 to 64 characters N/A
Password
New Enter the new password for this account. 4 to 64 characters, additional N/A
Password requirements are based on
settings in System > Account
/s Note Management > Password
Policy
The new password must follow any
requirements set on the System >
Account Management > Password
Policy page.
Confirm Enter the password again to confirm. 4 to 64 characters, additional N/A
Password requirements are based on

settings in System > Account
Management > Password
Policy

Delete User Account
Menu Path: System > Account Management > User Accounts

You can delete user accounts by using the checkboxes to select the accounts you want to

delete, then clicking the Delete ( ¥) icon.
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7 Note

The default admin account is enabled by default and cannot be deleted.

User Accounts

Q search

-] Status  Username Authority Password Expire
/' Enabled  admin Admin —
/"  Enabled configadmin Supervisor =

O # cnabled user User —

Password Policy

Menu Path: System > Account Management > Password Policy

This page allows you to set password complexity rules for user accounts to improve

security. Click APPLY to save your changes.

7 Note
To improve the security of your device and network, we recommend that you:
e Set the Minimum Length for passwords to 16.
. Enable the Password complexity strength check and enable all the requirement options.

e Set a Password Max-life-time to ensure that users change their password regularly.

MX-ROS V3 - User Manual

85



Password Policy

Minimum Length *
4

4-16

Password complexity strength check

Disabled -

Must contain at least one digit (0-9)

Default
Value

UI Setting Description

Minimum Length Set the minimum required password length. 4to 16 4
characters

Password complexity Enable or disable the password complexity Enabled / Disabled

strength check strength check. Disabled

Must contain at least one Enable or disable requiring the password to Enabled / Disabled

digit (0-9) contain at least one digit. Disabled

(if Password complexity
strength check is

Enabled)

Must include both upper Enable or disable requiring the password to Enabled / Disabled
and lower case letters (A- include both uppercase and lowercase letters. Disabled

Z, a-z)

(if Password complexity
strength check is

Enabled)

Must contain at least one Enable or disable requiring the password to Enabled / Disabled
special character contain at least one special character. Disabled
(NMI@#$% N &*-

1:5,-<>{3[10)

(if Password complexity
strength check is
Enabled)
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Default
Value

UI Setting Description

Password Max-life-time Specify how long in days passwords will be valid 0 to 365 0
for. When the password expires, the system will
require the user to change their password. If this
is set to 0, passwords will not expire.

License Management

Menu Path: System > License Management
This page lets you add new licenses and view details about existing ones.
This page includes these sections:

e Overview

e License History

Overview

This section lets you view details about your current license, and lets you add or get a
new license. To add or get a new license, click on ADD NEW LICENSE, which will guide
you through the process.

License Management

Overview

k Name Start Date Status
IPS-DEVICE 2022-04-01 12:20:00 Valid
Valid Durations (days) End Date
. 11248 2053-12-08 02:06:40 Get New License Here [£
Al

ADD NEW LICENSE

License History

c Q Search

Update JEiee License
e Activation Code Duration

(days) e

2022-08-16
17:29:23 11574 New

License History

This area lets you see details about previously installed licenses.
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License Management

Overview
‘ Name Start Date Status
IPS-DEVICE 2022-04-01 12:20:00 Valid
Valid Durations (days) End Date
® 11248 2053-12-08 02:06:40 Get New License Here [
N
ADD NEW LICENSE

License History

c Q search
Update L License
lgate Activation Code Duration ity
(days) b
2022-08-16
17:20:23 11574 New

UI Setting Description

Update Date Shows date the license was updated.

Activation Code Shows the activation code of the license.

License Duration (days) Shows the remaining duration of the license in days.
License Type Shows the type of license.

Adding a New License

Goal

This section provides step-by-step instructions on how to add a new license for your

Moxa device.

Prerequisites

¢ You will need the registration code for your license. You should have received this
by email after purchasing the license.
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Procedure

1. In System > License Management, click on the Add New License button. A new

page with instructions will appear.

Add New License

Login Moxa License Site Copy Serial Number Activate

1. Login Moxa License Site [ .

2. Choose "Activate a Product License" and product type "Security Package" on the
site.

3. Key in the Registration Code and Serial Number on Moxa License Site. Serial

Number would be get at the next step.
oo (D

2. Click on the Moxa License Site link to open a new browser window for the Moxa

Software Licensing site and log in.

MOX/\  Software Licensing

Manage Your Software License
User ID

Login Moxa Software Licensing System to activate or query your Moxa software license.

Password

Forgot your password?

£ . M"-“ [ | have read and agree with Moxa’s

GOt

C——

"
& Apply for an account
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3. Click on the Products and Licenses category at the top of the page to expand it, and

then select Activate a Product License.

MOXAN

Products and Licenses / View Activated Pro

Products and Licenses ¥ Download ¥ Software Information  Account Management ¥

View Activated Products

Activate a Product License

Security Package Activation Code

\ Request an add-on or renewal License j u CtS
Activate an add-on or renewal License |
Product tyd | About to expire (Quantity)
Transfer a Product License
SDC Activation o v 0
|EF Activation Code 0 0
IEC Activation Code 0 0
MRC QuickLink Activation Code 0 ]
MXview One Activation Code 0 0
MXview Activation Code 0 N/A
MX-AOPGC UA Server Activation Code N/A
MX-AOPC UA Logger Activation Code NA
MXsecurity Activation Code ]
0

mEnglish & Account

About to expired:
SDC-0

IEF -0

IEC-0

MRC QuickLink - 0
MXview One - 0
MXsecurity - 0

Security Package - 0

4. Choose the product type for which you want to
be adding a Security Package.

add a license. In this example, we will

Products and Licenses ¥

Products and Licenses / Aclivate a Product License

Product Type ‘ Please select a product

SDC

IEF

IEC

MRC QuickLink
MXview One
MXview

MXsecurity
Security Package

Please select a product

MX-AOPC UA Server
MX-AOPC UA Logger

Download ¥  Software Information  Account Management ¥

5. Enter the Registration Code and click Activate.
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Products and Licenses / Activate a Product License

Product Type ‘ Security Package 4

Registration Code Enter your registration code Product type :

M OXA Products and Licenses ¥ Download ¥  Software Information Account Management ¥

Function :

6. Once you click Activate, the Product S/N (Serial Number) will be displayed, and

additional information will appear on the right side of the page.

Product Type Security Package v

| Registration Code

Product S/IN Enter your product S/N code

Product type : Security Package Function : IPS (device-based)

7. Back in the Add New License window for your Moxa device, click NEXT.
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Add New License

Login Moxa License Site

1. Login Moxa License Site [ .

site.

Copy Serial Number

Activate

2. Choose "Activate a Product License" and product type "Security Package" on the

3. Key in the Registration Code and Serial Number on Moxa License Site. Serial
Number would be get at the next step.

= -

8. Copy the serial number from the Moxa device Ul window and paste it in the Product
S/N field in the Software Licensing window, then click ACTIVATE.

Add New License

Login Moxa License Site

Copy Serial Number

Copy the Serial Number to Moxa License Site .

Serial Number:

D

©

Activate

e |

Products and Licenses / Activate a Product License

Product Type Security Package

Registration Code

M OXA Products and Licenses ¥ Download ¥  Software Information  Account Management ¥

Product type : Secunty Package

Product S/N

Function : IPS (device-based)

MX-ROS V3 - User Manual

92



9. A message notification page will appear to confirm that your registration code was

successfully activated.

Message notification

The Registration Code you entered is activated, you can check it in Softwar

e Information page.

10. In the Software Licensing window, click on Products and Licenses to expand it,

then select View Activated Products.

M OXA Products and Licenses ¥ Download ¥ Software Information  Account Management ¥ "M English & Account
View Activated Products |
ettt _
Activate a Product License

\ Request an add-on or renewal License jucts About to expired:

Activate an add-on or renewal License SDC-0
Product tyd] About to expire (Quantity)
IEF -0

Transfer a Product License
SDC Activation wous - 0

IEC-0
|EF Activation Code 0 0 MRC QuickLink - 0
IEC Activation Code ] 0 MXview One - 0
MRC QuickLink Activation Code 0 0 RGEEILZ D
Security Package - 0
MXview One Aclivation Code 0 0
MXview Activation Code 0 NiA
MX-AOPC UA Server Activation Code 0 NiA
MX-AOPC UA Logger Activation Code 0 N/A
MXsecurity Activation Code 0 0
Security Package Activation Code 1 0

11. Click on the name of the product you just activated. For this example, we need to

click on Security Package Activation Code.
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M OXA Products and Licenses ¥ Download ¥  Software Information  Account Management ¥
Your Activated Products
Product type Activated (Quantity) About to expire (Quantity)
SDC Activation Code 0 0
IEF Activation Coda 0 0
IEC Activation Code 0 0
MRC QuickLink Activation Code 0 0
MXview One Activation Code 0 0
MXview Activation Code 0 NiA
MX-AOPC UA Server Activation Code 0 N/A
MX-AOPC UA Logger Activation Code 0 NA
MXsecurity Activation Gode 0 0
Security Package Activation Code 1 0

12. Click on View Activated Products and then click on the Activation Code.

M OxA Products and Licenses ¥ Download ¥  Software Information  Account Management v

I Activated Product List - Security Package

The product(s) you have activated - Security Package

About to expire »

View Activated Products «

Activation Code : Product S/N :
Valid Start Date : 2023/04/06 15:17:39 Valid End Date : 2023/07/05 23:59:59
Total number of nodes : 1 Due day : 71 day Update History=

Function : IPS (device-based)

13. Copy the activation code that appears in the pop-up notification.
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UOUyB5V.

Message notification

14. In the device UI window, click NEXT and paste in your activation code, then click

APPLY.
Add New License
Login Moxa License Site Copy Serial Number Activate
Download the license from Moxa License Site , and paste the Activation Code here.
Activation Code
End Result

You will now see the new license in the License History section.
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License Management

Overview

k Name Start Date Status
IPS-DEVICE 2023-04-06 03:17:39 Valid
valid Durations {days) End Date
. 71 2023-07-05 11:59:59 Get New License Here [
A
ADD NEW LICENSE

License History

< Q searct

License

UD;lE Activation Code Duration
e
(days)

2023-04-06
16:44:25 90

Management Interface

Menu Path: System > Management Interface
This section lets you configure the interfaces use to manage the device.
This section includes these pages:

e Out of Band Management

e User Interface

¢ Ping Response

e Hardware Interface

e SNMP

¢ Moxa Remote Connect

e MXsecurity

Out of Band Management

Menu Path: System > Management Interface > Out of Band Management

This page lets you enable and monitor your device's out of band management port,

which segregates traffic from the LAN port to provide a fully isolated and more secure
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Ethernet connection. This port uses an independent IP address so users can securely

connect and configure devices without interfering with operational traffic.

7 Note

Availability of this feature may vary depending on your product model and version.

This page includes these tabs:
e Settings

e Status

Out of Band Management - Settings

Menu Path: System > Management Interface > Out of Band Management -
Settings

This page lets you configure the settings of your device's out of band management port.

IP Address * Subnet Mask *

192.168.1.1 24 (255.255.255.0) -

APPLY

UI Setting Description Valid Range Default Value

IP Address Specify the IP address to use for the out of band Valid IP 192.168.1.1
management port. address

Subnet Specify the subnet mask to use for the out of band Valid subnet 24

Mask management port. mask (255.255.255.0)

Out of Band Management - Status

Menu Path: System > Management Interface > Out of Band Management -
Settings

This page lets you view the status of your device's out of band management port.
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Out of Band Management Information c

Admin Status Link Status
Enabled

UI Setting Description

Admin Shows whether the out of band management port is enabled or disabled. Refer to System >
Status Management Interface > Hardware Interface for more information.

Link Shows the link status of the out of band management port.

Status

User Interface

Menu Path: System > Management Interface > User Interface

This page lets you configure which interfaces can be used to access the device.

s Note

For security reasons, users should access the device using the secure HTTPS and SSH interfaces.
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User Interface

HTTF TCP Port (HTTP)
Enabled ~ 80

HTTP!
Enabled ~ 443

Telnet
Enabled ~ 10023

Enabled - 22

WAN, LAN, lan1, lan_.. ~

Enabled -

. . Default
UI Setting Description Value
HTTP Enable or disable HTTP connections. Enabled / Enabled
Disabled
TCP Port (HTTP) Set the TCP port number for HTTP. 80, 1024 80
to 65535
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Default
Value

UI Setting Description

HTTPS Enable or disable HTTPS connections. Enabled / Enabled
Disabled

7/ Note

The administrator can manually import a self-signed
certificate (in .p12 format) for web server (HTTPS)
services. However, the administrator should check the
root certificate and validity of the signature before
importing, according to the organization's security
procedures and requirements. After importing a
certificate, the administrator should check if the
certificate has been revoked and if so, the certificate
must be replaced. When the browser verifies the
signature and accesses the device, it will return the
subject name which the administrator can use to
confirm the connected device is authorized.

7 Note

The encryption algorithm of keys should be selected
based on internationally recognized and proven
security practices and recommendations.

The lifetime of certificates generated for web server
(HTTPS) services should be short and in accordance
with the organization's security procedures and
requirements.

TCP Port (HTTPS) Set the TCP port number for HTTPS. 443, 443
1024 to
65535

Telnet Enable or disable HTTPS connections. Enabled / Enabled
Disabled

TCP Port (Telnet) Set the TCP port number for Telnet. 23,1024 23
to 65535

SSH Enable or disable HTTPS connections. Enabled / Enabled
Disabled

TCP Port (SSH) Set the TCP port number for SSH. 22,1024 22
to 65535

Ping Response Tick the selected interface to be ping. Drop- N/A
down
check

/7 Note box

To ping selected interface, make sure the interface is
checked in Ping Response.
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Valid Default

UI Setting Description Range Value
MOXA Service Enable or disable the MOXA Service. Enabled / Enabled
Disabled
/s Note

Moxa Service is only used for Moxa network
management software.

Moxa Service is only available for user accounts with
admin privileges.

TCP Port for Moxa The TCP port number for Moxa Service. This setting cannot 443 443
Service be changed.

(Encrypted)

UDP Port for Moxa The UDP port number for Moxa Service. This setting cannot 40404 40404
Service be changed.

(Encrypted)

Maximum Number Set the maximum combined number of users that can be 1to 10 5

of Login Sessions logged in to the Moxa Router using HTTP and HTTPS.
for HTTP+HTTTPS

Maximum Number Set the maximum combined number of users that can be 1to5 5
of Login Sessions logged in to the Moxa Router using Telnet and SSH.
for Telnet+SSH

Hardware Interface (all products except TN Series)

Menu Path: System > Management Interface > Hardware Interface

This section lets you configure the additional hardware interfaces for your device.

# Note

Available settings will vary depending on your product model.

USB Function * Out of Band Interface *

Disabled ~  Enabled v

APPLY
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Default

UI Setting Description Valid Range Value

USB Function Enable or disable the USB interface on the Enabled / Enabled
device. Disabled

Out of Band Enable or disable the out of band port on the Enabled / Enabled

Interface device. Disabled

Hardware Interface (TN Series only)

Menu Path: System > Management Interface > Hardware Interface
This page lets you configure the additional hardware interfaces for your device.

This page includes these tabs:

e USB
e Fault LED
USB

Menu Path: System > Management Interface > Hardware Interface - USB

This page lets you enable or disable the USB interface on your device for use with a USB

drive.

USB Function *
Disabled v

APPLY

UI Setting Description Valid Range Default Value

USB Function Enable or disable the USB interface on the device. Enabled / Disabled Enabled

Fault LED
Menu Path: System > Management Interface > Hardware Interface - Fault LED

This page lets you select the behavior of the Fault LED.
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LED Mode

(® Moxa Default/ System Fault Alarm

O Advanced / Configuration Change Alarm

APPLY

Fault LED Mode Option Description
Moxa Default Advanced

Device is operating

off Device is operating normally

normally
On System Fault System Fault
Rapid blinking for 6 N/A Configuration Importing and
sec Saving

Ul . .- . Default
Setting Description Valid Range Value
LED Select the behavior mode to use for the Fault LED. Moxa Default Moxa
Mode / Advanced Default

Moxa Default / System Fault Alarm: The Fault LED will be off
when the device is operating normally, and on when there is a
system fault.

Advanced / Configuration Change Alarm: The Fault LED will be
off when the device is operating normally, and on when there is a
system fault. When the device configuration is being imported and
saved, the Fault LED will blink rapidly for 6 seconds.

SNMP

Menu Path: System > Management Interface > SNMP
This section lets you configure SNMP settings for your device.
There are two tabs in this section:

¢ General

e SNMP Account

SNMP - General
Menu Path: System > Management Interface > SNMP - General

This page lets you enable or disable SNMP. SNMP versions V1, V2c, and V3 are
supported.
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© Limitations

You can set up to two community names with corresponding access controls.

General SNMP Account
SNMP Version *
V1,V2c, V3 - o
User-Defined Engine ID
Disabled v
Community Name 1 * Access Control 1 *
public Read Only

6/64

Community Name 2 * Access Control 2 *
private Read Write

APPLY

UI Setting

Description

Valid Range

Default
Value

SNMP Version

User-Defined
Engine ID

(Only for SNMP
Verison is V1, V2c,
V3 or V3 only)

Engine ID

Specify the SNMP protocol version
used to manage your device.

Disabled: Disable SNMP.

V1, V2c, V3: Enable SNMP V1, V2c,
and V3.

V1, V2c: Enable SNMP V1, V2c only.

V3 only: Enable SNMP V3 only.

Enable or disable use of a user-
defined engine ID. If disabled, the
system will use the default engine
ID.

Specify an engine ID to manage
your device.

If User-Defined Engine ID is
disabled, the engine ID will be view-
only.

Disabled / V1, V2c, V3 / V1,
V2c / V3 only

Disabled / Enabled

2 to 54 hexadecimal
character string. The length
of the string must be even.

Disabled

Disabled

800021305
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Default

UI Setting Description Valid Range Value

Community Name 1  Specify a community string name 1 to 64 characters public
match to use for authentication.

Community Name 2  Specify a community string name 1 to 64 characters private
match to use for authentication.

Access Control 1 Specify the access control type to Read Write / Read only / No  Read Only
use when Community String 1 is Access
matched.

Access Control 2 Specify the access control type to Read Write / Read only / No  Read Write
use when Community String 2 is Access
matched.

SNMP - SNMP Account
Menu Path: System > Management Interface > SNMP - SNMP Account

This page lets you configure the SNMP management accounts for the device. SNMP

management accounts are provided for Admin and User-level authority.

SNMP

General SNMP Account

Q search

,

’

Authority

Admin

User

Authentication Type

MD5

MD5

Encryption Method

None

None

UI Setting Description

Authority

Authentication Type

Encryption Method

Shows authority level of the management account.
admin: Can read/write configuration settings.

user: Can only read configuration settings.

Shows the authentication type used for the account.

Shows the encryption method used for the account.
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Edit SNMP Account Settings
Menu Path: System > Management Interface > SNMP - SNMP Account

Clicking the Edit ( 7 ) icon for an account on the System > Management Interface >
SNMP - SNMP Account page will open this dialog box. This dialog lets you modify the

selected account. Click APPLY to save your changes.

Edit SNMP Admin Account Settings

MD5

. . . Default
UI Setting Description Valid Range Value
Authentication Type Select which authentication method to None / MD5 / None
use for the account. SHA

None: No authentication will be used.
MDS5: Use MD5 authentication.
SHA: Use SHA authentication.

Encryption Method Select which encryption method to use for None / DES / None
the account. AES

Encryption Key Specify an encryption password for the 8 to 64 N/A
account. characters

(if Encryption Method is
DES or AES)

Moxa Remote Connect

Menu Path: System > Management Interface > Moxa Remote Connect

This section lets you establish a connection to the MRC Quick Link cloud platform to

monitor and remotely access your device. Visit the Moxa Remote Connect Suite page for

more information.

7 Note

Availability of this feature may vary depending on your product model and version.

There are two tabs in this section:
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e Settings

e Status

Moxa Remote Connect - Settings

Menu Path: System > Management Interface > Moxa Remote Connect - Settings

This page lets you enable or disable MRC service and configure its connection

parameters.

MRC
Click APPLY to activate the device in MRC Quick Link.

Click RESET KEY to unbind the device from MRC Quick Link.

7 Note

When the gateway exhibits any of the following behaviors, it will appear as offline in MRC Quick Link:
e Clicking RESET KEY in the MRC settings page of the gateway web console
e Clicking Reset to Defaults in the gateway web console
e Physically pressing the reset button on the hardware

To reactivate the gateway, you will need to perform the deactivate function and download a new activation
key in MRC Quick Link and then enter it into the gateway, or create a new gateway in MRC Quick Link and
enter a new key into the gateway.
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MRC

Disabled -

Enter Activation Key ~  Activation Key

Bridge IP Configuration @

192.168.126.254 24 (255.255.255.0) -

Bridge Member * - o

APPLY

UI Setting Description

Valid Range

Default
Value

MRC Enable or disable the MRC service for establishing
Service remote access
connections.

Activation Select the Activation Type.

Type . . -
yp Enter Activation Key: Manually enter an activation

key for authentication.

Import from USB drive: Insert a USB drive that
has an activation key on it for authentication.

s Note

To use this, USB functionality must be enabled
in System > Management Interface >
Hardware Interface.

Enabled / Disabled

Enter Activation
Key / Import from
usB

Disabled

Enter
Activation
Key

Bridge IP Configuration

Ul .

Setting Description

IP Specify an IP address for the bridge.
Address

Default Value

Valid IP 192.168.126.254

address
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UI

Description

Setting
Subnet Specify a subnet mask for the bridge.
Mask
Bridge Select which ports will be members of the bridge.
Member
7 Note

Only devices connected to the Bridge port can be
remotely accessed via MRC service. Please ensure
that the device's IP and the Bridge IP are set within
the same subnet.

s Note

Bridge members are limited to LAN ports only. If any
port is used as a WAN port, please do not add that
port as a bridge member to avoid affecting the WAN
network settings.

Valid
subnet
mask

Drop-down
list of ports

Default Value

24(255.255.255.0)

N/A

Tunnel Control Settings

Tunnel Control Settings

Tunnel Control -
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UI ... . Default
Setting Description Valid Range Value
Tunnel Select the Tunnel Control Type. Persistent Connection / Permanent
Control Controlled by USB Key /  Connection

Persistent Connection: Always establish a tunnel Controlled by DI
for remote access.

Controlled by Key file from USB drive:
Establish a tunnel for remote access only when a
USB containing the key is inserted into the device.

7 Note

This feature requires USB Function to be
enabled in System > Management
Interface > Hardware Interface.

Controlled by DI: Establish a tunnel for remote
access only when the Digital Input is detected as
on.

Moxa Remote Connect - Status
Menu Path: System > Management Interface > Moxa Remote Connect - Status

This page lets you view the status and details of your Moxa Remote Connect connection.

MRC Information

MRC Information

Gateway Name
gw_status_4302_test

UI Setting Description
Gateway Name Shows the name of this device in MRC Quick Link.
MRC Status

This shows the current status of your MRC connection.
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MRC Status 20240509 104749 3

Internet MRC Cloud Key Verification Online Connected
UI Setting Description
Internet Shows the status of your device's Internet connection.

Green: The device is connected to the Internet.
Red: The device failed to connect to the Internet.
Gray: The device has not been activated yet.

MRC Cloud Shows the status of your device's MRC Cloud connection.
Green: Connected to MRC Cloud successfully.
Red: Failed to connect to MRC Cloud.
Gray: Have not tried to connect to MRC Cloud yet.

Key Verification Shows the status of your device's key verification.
Green: Successfully verified the activation key.
Red: Failed to verify the activation key.
Gray: Have not tried to verify the activation key yet.

Online Shows the status of your device in MRC Quick Link.
Green: Device online.
Red: Device offline.
Gray: Device not authenticated yet.

Connected Shows the status of your device's remote connection.
Green: Remote connection established successfully.
Red: Failed to establish remote connection.
Gray: Remote connection not yet established yet.

Local Device List

Local Device List

Local Device Name Status Device Type IP Address Virtual IP Connectivity Check

device_903 Online IP Ethernet Device 192.168.126.3 10.11.64.2 Ping Check (10 sec.)

UI Setting Description

Local Device Shows the name of the local device connected to this device.
Name

Status Shows the connection status of the local device.
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UI Setting Description

Device Type Shows the type of the local device. (IP Ethernet Device / Layer 2 Ethernet Device /
Serial Device)

IP Address Shows the IP address of the local device.

Virtual IP Shows the virtual IP address of the local device that is assigned by the MRC Quick
Link server.

Connectivity Shows how the local device's alive status will be checked for connectivity.

Check

MXsecurity

Menu Path: System > Management Interface > MXsecurity

This page lets you establish a connection to an MXsecurity instance to monitor and

manage the device.

After configuring the connection parameters, click CONNECT to establish the connection.

s Note

To manage your the device through MXsecurity, the MXsecurity Agent Package must be installed and
enabled first. Refer to the Software Package Management section for more information and instructions.

MXsecurity

Connection Status
Status Package Version
Connecting 1.0.0017

Service Address Profile Synchronization
3.129.140.152

New Connection

Service Address

443

8883

CONNECT
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Default

UI Setting Description Valid Range Value

Service Address Set the MXsecurity server IP address or Valid IP address or N/A
domain name. domain name

HTTPS Port Specify the HTTPS port number for 1 to 65535 443
MXsecurity.

Communication Specify the communication port number 1 to 65535 8833

Port for MXsecurity.

Ping Response
Menu Path: System > Management Interface > Ping Response Policy

This page allows you to configure and manage ping response policies that let you control
how your device handles incoming ping requests.

Ping Response Settings

Allow Ping Response by Default
Status terfaces Allowing Default Ping Response

Enabled ~  WAN, LAN -

Ping Response Logging and Events
Log Severity

Disabled ~  Emergency + Log Destination v
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Allow Ping Response by Default

Default
Value

UI Setting Description Valid Range

Status Enable or disable allowing ping responses to Enabled / Disabled
ping requests through the specified interfaces Disabled
by default.
7 Note

If Status is set to Disabled, ping
responses will be denied for all ping
requests by default.

# Note

Ping response policies will override the
default behavior.

Interfaces Allowing Select the interfaces to allow ping responses Drop-down list Existing
Default Ping for by default. of interfaces interfaces
Response

Ping Response Default Rule Event Setting

Default
Value

UI Setting Description Valid Range

Log Enable or disable global policy event Enabled /Disabled Disabled
logging. This will allow event logging for
actions taken due to the global policy.

Severity Select the severity level to assign events Emergency / Alert / Critical / N/A
for this policy. Refer to Severity Level List Error / Warning / Notice /
for more information. Informational / Debug

Log Select the default action log destination. Syslog / Trap / Local Storage N/A

Destination
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Ping Response Policy List

1= Q, Search
Incomin
O Index Status d IP Address/Netmask Action
Interface
Max. 16 ltems per page: 50 v 0of0

APPLY
UI Setting Description

Index Shows the index of the ping response policy.

Status Shows whether the policy is enabled.

Incoming Shows the interface this policy will monitor for ping requests through this policy.

Interface

IP Shows the IP address and netmask to monitor for ping requests through this policy.

Address/Netmask

Action Shows whether the device will allow or deny ping responses for matching ping
requests through this policy.

Create Ping Response Policy

Menu Path: System > Management Interface > Ping Response Policy

Clicking the Add () icon on the

Unable to render include or excerpt-include. Could not retrieve page.

page will open this dialog box. This dialog lets you create a new ping response policy.

Click CREATE to save your changes and add the new policy.
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UI Setting

1

Add Ping Response Policy

Status

Disabled

Incoming Interface *

Any

Action *

CANCEL

APPLY

Description

Valid Range

Default
Value

Index

Status

Incoming
Interface

IP Type

IP Address

(If IP Type s
Single IP or
Subnet)

Netmask

(If IP Type is
Subnet)

Action

Specify the index for the ping response policy.

Enable or disable the ping response policy.

Select the interface this policy will monitor for

ping requests.

Select the IP type to monitor for ping requests for

this policy.

Specify the IP address to monitor for ping
requests through this policy.

Specify the netmask to monitor for ping requests

through this policy.

Select whether the device will allow or deny ping
responses for matching ping requests through

this policy.

1to 16

Enabled
/Disabled

Drop-down list
of interfaces

Any / Single IP /
Subnet

Valid IP Address

Drop-down list
of netmask

Allow / Deny

Next

available

index

Disabled

N/A

Any

N/A

N/A

N/A
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Edit Ping Response Policy

Menu Path: System > Management Interface > Ping Response Policy
Clicking the Edit ( 7 ) icon for a policy on the

Unable to render include or excerpt-include. Could not retrieve page.

page will open this dialog box. This dialog lets you edit an existing policy.

Click APPLY to save your changes.

Edit Ping Response Policy

Index *

1

Status *

Disabled -

Incoming Interface *

WAN -
IP Type *
Any v
Action *
Allow -

CANCEL APPLY

. . . Default

UI Setting Description Valid Range Value

Index Specify the index for the ping response policy. 1to 16 Next
available
index

Status Enable or disable the ping response policy. Enabled Disabled

/Disabled

Incoming Select the interface this policy will monitor for Drop-down list N/A

Interface ping requests. of interfaces

IP Type Select the IP type to monitor for ping requests for Any / Single IP/  Any

this policy. Subnet
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Default
Value

UI Setting Description Valid Range

IP Address Specify the IP address to monitor for ping Valid IP Address  N/A
(If IP Type is requests through this policy.

Single IP or

Subnet)

Netmask Specify the netmask to monitor for ping requests Drop-down list N/A

(If IP Type is through this policy. of netmask

Subnet)

Action Select whether the device will allow or deny ping Allow / Deny N/A
responses for matching ping requests through
this policy.

Delete Ping Response Policy
Menu Path: System > Management Interface > Ping Response Policy

You can delete an policy by using the checkboxes to select the entries you want to

delete, then clicking the Delete ( ¥) icon.

Time

Menu Path: System > Time
This section lets you configure the system time settings for your device.
This section includes these pages:

e System Time

e NTP/SNTP Server

System Time

Menu Path: System > Time > System Time
This section lets you set up time settings for the device itself.
This page includes these tabs:

e Time

e Time Zone
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e NTP Authentication

/2 Note

This device does not include a real-time clock. If there is no NTP/SNTP server on the network or if the
device is not connected to the Internet, the Current Time and Current Date must be manually
reconfigured after each reboot.

System Time - Time
Menu Path: System > Time > System Time - Time
This page lets you set the system time and date.

You can set your system time using these clock sources:

e Local
e SNTP
e NTP

System Time Settings - Local

If you select Local as your Clock Source, these settings will appear. Local lets you set
your device's system time manually, or you can copy the time from your local host by
clicking SYNC FROM BROWSER. Click APPLY to save your changes.
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System Time

Time Time Zone NTP Authentication

Current Time

18 11:13:36

1970-0

Clock Source

Local -
Date *

1970-04-18 =
Time

EF11:13 @)

APPLY SYNC FROM BROWSER

. . .- . Default
UI Setting Description Valid Range Value
Current This shows the device's current system date, time, and N/A N/A
Time time zone.
Date Specify the date manually in YYYY-MM-DD format. YYYY-MM-DD  Current date
Time Specify the time manually in HH:MM AM/PM format. HH:MM Current time
AM/PM

System Time Settings - SNTP

If you select SNTP as your Clock Source, these settings will appear. SNTP allows your
device to update its system time from a Simplified Network Time Protocol (SNTP) time

server. Click APPLY to save your changes.
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System Time

Time Time Zone NTP Authentication

Current Time

Time Server 1

Time Server 2

APPLY

UI ... . Default
Setting Description Valid Range Value
Current This shows the device's current system date, time, and time N/A N/A
Time zone.
Time Set the IP or domain address of the primary time server IP address or N/A
Server 1 (e.g., 192.168.1.1, time.stdtime.gov.tw, or time.nist.gov). domain, 1 to 39
characters

Time Set the IP or domain address of the secondary time server. IP address or N/A
Server 2 This will be used by the device if it cannot connect to the domain, 1 to 39

primary time server. characters

System Time Settings - NTP

If you select NTP as your Clock Source, these settings will appear. NTP allows your
device to update its system time from a Network Time Protocol (NTP) server. Click
APPLY to save your changes.

7 Note

When synchronizing device time using NTP, we recommend using NTP authentication to reduce
cybersecurity risks.
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System Time

Time Time Zone NTP Authentication

Current Time

Clock Source

NTP -
Authentication

Time Server 1 Disabled v
Authentication

Time Server 2 Disabled v

APPLY

Default
Value

UI Setting Description Valid Range

Current Time This shows the device's current system date, N/A N/A
time, and time zone.

Time Server 1 Set the IP or domain address of the primary time  IP address or domain, 1  N/A
server (e.g., 192.168.1.1, time.stdtime.gov.tw, to 39 characters
or time.nist.gov).

Time Server 2 Set the IP or domain address of the secondary IP address or domain, N/A
time server. This will be used by the device if it 1 to 39 characters
cannot connect to the primary time server.

Authentication Specify whether to disable or use a key ID for Disabled / Key IDs Disabled
NTP server authentication. created in the NTP
Authentication tab

To use authentication, set up the Key ID
value in the NTP Authentication tab first.
After setting it up, it will become available
in the Authentication drop-down.

System Time - Time Zone
Menu Path: System > Time > System Time - Time Zone

This page lets you set the time zone settings of your device. Click APPLY to save your
changes.
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7 Note

Changing the time zone will automatically adjust the device's system time. Be sure to set the time zone
before setting the system time.

Time

Time Zone

(UTC+08:00)Taipei

System Time

Time Zone

NTP Authentication

Daylight Saving
Daylight Saving Status

Disabled

APPLY

UI Setting

Time Zone

Daylight Saving Status

Offset (if Daylight Saving
Status is Enabled)

Month (if Daylight Saving
Status is Enabled)

Week (if Daylight Saving
Status is Enabled)

Day (if Daylight Saving
Status is Enabled)

Hour (if Daylight Saving
Status is Enabled)

Minutes (if Daylight
Saving Status is Enabled)

Description

Select a time zone from the list of UTC
(Coordinated Universal Time) time zones.

Enable or disable Daylight Saving time
adjustment.

Set the offset (in hours) to add to the time

when Daylight Saving time is active.

Set the month Daylight Saving time
begins/ends.

Set the week Daylight Saving time
begins/ends.

Set the day of the week Daylight Saving
time begins/ends.

Set the hour Daylight Saving time
begins/ends.

Set the minute Daylight Saving time
begins/ends.

Valid Range

N/A

Enabled /
Disabled

0to12

User-specified
month

User-specified
week

User-specified
day

User-specified
hour

User-specified
minute(s)

Default
Value

N/A

Disabled

N/A

N/A

N/A

00

00
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System Time - NTP Authentication
Menu Path: System > Time > System Time - NTP Authentication

This section describes how to configure NTP Authentication. After creating a key, it will be

available for use in the Time tab. Click APPLY to save your changes.

7 Note

When synchronizing device time using NTP, we recommend using NTP authentication to reduce
cybersecurity risks.

System Time

Time Time Zone NTP Authentication

Q Search

Key ID Type Key String

UI Setting Description

Key ID Shows the key ID for the authentication key.

Type Shows the type of NTP authentication the key uses.
MD5: Uses authentication based on MD5 algorithms.
SHA: Uses authentication based on SHA-512 algorithms.

Key String Shows the key string used by the authentication key.

Create Entry

Menu Path: System > Time > System Time - NTP Authentication - Create Entry

Clicking the Add () icon on the System > Time > System Time - NTP
Authentication page will open this dialog box. This dialog lets you create a new NTP

authentication key. Click CREATE to save your settings and create the new

authentication key.
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Create Entry

Key ID *

1-65535

Type * -

Key String * )

CANCEL CREATE

Default
Value

UI Setting Description Valid Range

Key ID Specify the key ID to use for the authentication key. 1 to 65535 N/A
characters
Type Specify the type of NTP authentication the key should MD5 / SHA-512 N/A
use.

MD5: Sets authentication based on MD5 algorithms.
SHA: Sets authentication based on SHA-512

algorithms.
Key Specify the key string to use for the authentication 1 to 32 characters N/A
String key.

Edit Entry
Menu Path: System > Time > System Time - NTP Authentication - Edit Entry

Clicking the Edit ( 7 ) icon for a key on the System > Time > System Time - NTP
Authentication page will open this dialog box. This dialog lets you edit an existing
authentication key. Click APPLY to save your settings.
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7 Note

All key parameters can be modified, except for the key ID. To modify the key ID, you must create a new

authentication key.

Edit Entry Settings

Key ID

|

165535 ................................
Type *

MD5 v
Key String * &

0/32

CANCEL APPLY

Ul

Setting Description

Key ID Shows the key ID for this authentication key. The key ID
cannot be changed.

MD5: Sets authentication based on MD5 algorithms.
SHA: Sets authentication based on SHA-512 algorithms.

Key Specify the key string to use for the authentication key.
String

Type Specify the type of NTP authentication the key should use.

Valid Range

N/A

MD5 / SHA-512

1to 32
characters

Default
Value

Current key
ID

N/A

N/A

Delete Entry

You can delete authentication keys by using the checkboxes to select the keys you want

to delete, then clicking the Delete ( ¥ ) icon.
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System Time

Time Time Zone NTP Authentication
[ ]
Key ID Type Key String
,’ 1 MD5 [

NTP/SNTP Server

Menu Path: System > Time > NTP/SNTP Server

NTP/SNTP server allows you to set up: NTP/SNTP Server, Client Authentication.
While finished, Click APPLY to save the settings.

NTP/SNTP Server
NTP/SNTP Server *
Disabled -
Client Authentication *
Disabled v

APPLY

. . . Default
UI Setting Description Valid Range Value
NTP/SNTP Server Enable or disable NTP/SNTP server functionality for Enabled / Disabled
clients: Disabled
Enabled: Enable NTP/SNTP server functionality for
clients.
Disabled: Disabled NTP/SNTP server functionality for
clients.
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Default
Value

UI Setting Description Valid Range

Client Enable or disable client authentication of NTP/SNTP Enabled / Disabled
Authentication server: Disabled
Enabled: Enable Client Authentication functionality
for clients.
/2 Note

Before enabling Client Authentication, you will
need to create NTP authentication keys first.

Refer to System > System Time - NTP
Authentication for more information.

Disabled: Disable Client Authentication functionality
for clients.

Power Management

Menu Path: System > Power Management

This page lets you configure the power management features of your device.

7 Note

Availability of this feature may vary depending on your product model and version.

This page includes these tabs:

e General
e Scheduling
e Ignition

Power Management - General
Menu Path: System > Power Management - General
This page lets you lets you enable power management for your device. If enabled, you

can control how and when the device enters a power-saving state. If disabled, the device

will never enter power-saving mode.

MX-ROS V3 - User Manual 128



Power Management

General Scheduling Ignition

Power nagemer

Disabled -

APPLY

Default

UI Setting Description Valid Range Value

Power Select a power management setting for your device. Disabled / Disabled

Management Scheduli
nag n Disabled: Disables power management. I(_;:ni?iol;mg /

Scheduling: Enables power-saving mode based on a
schedule you define. Refer to Scheduling for more
details.

Ignition: Enables power-saving mode based on signals
sent to the digital input, allowing the device to enter
power-saving mode when a vehicle ignition is off.

Power Management - Scheduling

Menu Path: System > Power Management - Scheduling

This page lets you create both one-time and repeating schedules to determine when the

device should enter and leave power-saving mode.
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O Limitations
You can create up to 2 cycle rules, and up to 12 one-time rules.

e Both cycle rules must use the same Cycle Type. If the Cycle Type is changed, all existing cycle
rules will be deleted.

e If the Cycle Type is set to Weekly or Monthly, the start and end times must be within the same
day. If you need the start and end times to be on different days, create a One Time Rule.

Wakeup Cycle Rules

Power Management

General Scheduling

Wakeup Cycle Rules

Daily

Status ‘Wake Up Start Time Wake Up End Time Rule Starnt Rule End

Ul . - . Default
Setting Description Valid Range Value
Cycle Select a wakeup cycle to use for power-saving mode scheduling. Hourly / Daily / Daily
Type Weekl

yp Hourly: The device will enter and leave power-saving mode Month}ly/

according to specific times every hour.

Daily: The device will enter and leave power-saving mode
according to specific times every day.

Weekly: The device will enter and leave power-saving mode
according to specific times on specific days of the week. Multiple
days of the week may be selected.

Monthly: The device will enter and leave power-saving mode
according to specific times on specific days of the month.
Multiple days of the month may be selected.
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Wakeup Cycle Rule List

Power Management
General Scheduling
Wakeup Cycle Rules

Daily

Status. Wake Up Start Time Wake Up End Time Rule Start Rule End

UI Setting Description

Status Shows the status of the wakeup cycle rule.

Wake Up Start Time Shows when the device will leave power-saving mode.

The units shown will vary depending on the wakeup cycle type used.

Wake Up End Time Shows when the device will enter power-saving mode.

The units shown will vary depending on the wakeup cycle type used.

Rule Start Shows when the wakeup cycle rule will start taking effect.

Rule End Shows when the wakeup cycle rule will no longer take effect.

Add Cycle Rule

Menu Path: System > Power Management - Scheduling

Clicking the Add () icon in the Wakeup Cycle Rule List on the System > Power
Management - Scheduling page will open this dialog box. This dialog lets you create a
new wakeup cycle rule. The options shown will vary depending on what Cycle Type is
selected.

Click CREATE to save your changes and add the new rule.
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Add Cycle Rule - Hourly

If the Cycle Type is set to Hourly, these options will appear.

UI Setting

Add Cycle Rule

Enabled

Rule Schedule

Start Date a]

Description

Valid Range

Default
Value

Status

Wakeup Start
Time

Wakeup End
Time

Start Date

End Date

Enable or disable the cycle rule.

Specify the minute when the device will leave power-
saving mode each hour.

Specify the minute when the device will enter power-
saving mode each hour.

Specify when this cycle rule will take effect.

Specify when this cycle rule will end.

Enabled /
Disabled

00 to 59

00 to 59

Date

Date

Enabled

00

15

N/A

N/A

Add Cycle Rule - Daily

If the Cycle Type is set to Daily, these options will appear.

Add Cycle Rule
Enabled

EF12:00 ® L£FI1215 €]

Rule Schedule
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UI Setting

Description

Default

Status

Wakeup
Start Time

Wakeup
End Time

Start Date

End Date

Enable or disable the cycle rule.

Specify the hour and minute when the device will leave power-
saving mode every day. You can also click the clock icon to
select the time from a drop-down list.

Specify the hour and minute when the device will enter power-
saving mode every day.You can also click the clock icon to select
the time from a drop-down list.

Specify when this cycle rule will take effect.

Specify when this cycle rule will end.

Value
Enabled / Enabled
Disabled
Time 12:00 AM
Time 12:15 AM
Date N/A
Date N/A

Add Cycle Rule - Weekly

If the Cycle Type is set to Weekly, these options will appear.

UI Setting

Edit Cycle Rule

Enabled -~ Mon, Tue, Wed, Thy,F.. ~

EF12:00 @ L= 1é:15 [C]

Rule Schedule

20231121 ]
2023-11-28 al

Description

Default
Value

Status

Day(s) of
the Week

Wakeup
Start Time

Enable or disable the cycle rule.

Select which days of the week this rule will apply to. You can
select multiple days.

Specify the hour and minute when the device will leave power-
saving mode on the specified Day(s) of the Week. You can also
click the clock icon to select the time from a drop-down list.

Enabled / Enabled
Disabled

Days of the N/A
week

Time 12:00 AM
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Default
Value

UI Setting Description

Wakeup Specify the hour and minute when the device will enter power- Time 12:15 AM
End Time saving mode on the specified Day(s) of the Week. You can also
click the clock icon to select the time from a drop-down list.

Start Date Specify when this cycle rule will take effect. Date N/A

End Date Specify when this cycle rule will end. Date N/A

Add Cycle Rule - Monthly

If the Cycle Type is set to Monthly, these options will appear.

Edit Cycle Rule

Enabled - 121

LF12:00 o E£F 1‘2:15 [©]

Rule Schedule

2023-11-28 &

2023-11-28 &

Default
Value

UI Setting Description Valid Range

Status Enable or disable the cycle rule. Enabled / Disabled Enabled
Day(s) of Select which days of the month this rule will apply to. You 1 to 31, multiple N/A
the Month  can select multiple days by entering a comma in between days should be
each day (e.g., 1,2,16). If a month does not have a separated by a
specified day in it, the rule will be ignored for that day. comma
Wakeup Specify the hour and minute when the device will leave Time 12:00 AM

Start Time power-saving mode on the specified Day(s) of the
Month. You can also click the clock icon to select the time
from a drop-down list.

Wakeup Specify the hour and minute when the device will enter Time 12:15 AM
End Time power-saving mode on the specified Day(s) of the

Month. You can also click the clock icon to select the time

from a drop-down list.

Start Date Specify when this cycle rule will take effect. Date N/A
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Default
Value

UI Setting Description Valid Range

End Date Specify when this cycle rule will end. Date N/A

Delete Cycle Rule
Menu Path: System > Power Management - Scheduling

You can delete a cycle rule by using the checkboxes to select the cycle rules you want to

delete, then clicking the Delete ( ¥) icon.

Power Management

General Scheduling

Wakeup Cycle Rules
Hourly
| |
Status ‘Wake Up Start Time Wake Up End Time Rule Start Rule End

’. HH:00 HH:15 20231120 20231121

One Time Rule List

One Time Rule

Q, search

Status Type Rule Start Rule End

Max. 12 0ofd

UI Setting Description

Status Shows the status of the one-time rule.

Type Shows the type of the one-time rule.
Power Saving: The device will enter power-saving mode during the specified period.

Wake Up: The device will leave power-saving mode during the specified period.
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UI Setting

Description

Rule Start

Rule End

Shows the rule start date.

Shows the rule end date.

Add One-time Rule

Menu Path: System > Power Management - Scheduling

Clicking the Add () icon in the One Time Rule list on the System > Power
Management - Scheduling page will open this dialog box. This dialog lets you create a

new one-time rule.

Click CREATE to save your changes and add the new rule.

Ul
Setting

Status

Type

Start
Date

Start
Time

End
Date

Add One-time Rule

Enabled

-~ Power Saving

Start

End

Description

Enable or disable the one-time rule.

Select the type for the one-time rule.

Power Saving: The device will enter power-saving mode

during the specified period.

Wake Up: The device will leave power-saving mode during
the specified period. This requires an active cycle rule.

Specify the date this one-time rule will take effect.

Specify the time this one-time rule will take effect.

Specify the date this one-time rule will end.

Valid Range

Enabled /
Disabled

Power Saving /
Wake up

Date

Time

Date

Default
Value

Enabled

Power
Saving

N/A

N/A

N/A
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UI Default

Setting Description Valid Range Value
End Specify the time this one-time rule will end. Time N/A
Time

Delete One-time Rule
Menu Path: System > Power Management - Scheduling

You can delete a one-time rule by using the checkboxes to select the one-time rules you
want to delete, then clicking the Delete ( ¥) icon.

One-time Rules
|
Status  Type Rule Start Rule End

/ Enabled Wake Up 2023-11-07 00:00  2023-11-21 12:00

Power Management - Ignition

Menu Path: System > Power Management - Ignition

/7 Note
The Ignition feature is only applicable to OnCell G4302 hardware rev 1.1 and higher.

This page lets you enable the Ignition feature, which lets you use the digital input to
determine when the device should enter and leave power-saving mode. This allows the
device to enter and leave power saving modes when a vehicle starts or turns off. The
device detects the ignition status through the digital input, and the device will enter

power saving mode when the vehicle ignition is off to save battery power.
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]

Vehicle
OnCell Router

5

= +
Battery

Power

——/._—_

» Digital Input

- +
Battery

(¢

Ignition
Vehicle
OnCell Router
Power
Digital Input
Ignition

This feature can also use on fixed installations with an I/O to monitor an external device

such as a motion sensor. You can configure the I/O line to wake the device or put the

device in power saving mode.

DC Power

Fixed Installation
OnCell Router

Motion

Power

Sensor_| Digital Output

Digital Input

General Scheduling

Wakeup DI Status *
Low -

DI Sensing Time

5 ~
5-3600 sec.
Power Saving Delay Time

15 <

0-15 min.

APPLY

Ignition
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Default
Value

UI Setting Description

Wakeup DI Select the DI status when waking up the device. High / High

Status Low
High: The device will leave power saving mode when it detects the

DI high and enters power saving mode when it detects DI is low.
Low: The device will leave power saving mode when it detects the
DI is low and enters power saving mode when it detects DI is high.

DI Sensing Enter the number of seconds the DI status must remain changed 5-3600 5
Time for before the device determines there is a change in DI status.

This is useful for avoiding erratic behavior when the DI signal is

unstable.
Power Enter the number of minutes to delay entering enter power saving 0-15 15
Saving mode after the vehicle’s ignition shuts off. This is useful if you want

Delay Time to maintain a network connection while the vehicle’s engine is off
for a short period of time.

SMS

Menu Path: System > SMS
This page allows you to configure your device's SMS settings.

When a cellular connection is not available or if there is limited service, SMS provides an
emergency recovery mechanism and a way for performing out-of-band management. The
remote SMS control feature helps you get the current cellular status of the device, re-
establish the cellular connection, and restart the system by sending specific SMS
messages to the device. To ensure the security of out-of-band communication, the SMS
function supports password protection and trusted number authentication. With wireless
out-of-band management, engineers can control and troubleshoot remote devices,

avoiding costly onsite visits by service technicians and minimizing service downtime.

7 Note

Availability of this feature may vary depending on your product model and version.
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7 Note

When sending remote control SMS messages, wait 30 seconds between each message to ensure optimal
system stability.

This settings area includes these sections:
e General
e Remote Control List

e Send SMS

SMS - General

Menu Path: System > SMS - General

This page lets you configure basic SMS settings and the trusted number list.

O Limitations

You can add up to 4 trusted numbers.

SMS Settings

General Remote Control List Send SMS
SMS Remote Control *
Enabled ~  Password © a
0/
Trusted Number Authentication *
Enabled s
APPLY
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UI Setting Description

Default
Value

SMS Remote Enable or disable SMS remote control. If enabled, the
Control device can be controlled remotely through specific SMS
messages.
/s Note

The cellular module must be enabled for this feature.
Refer to Cellular for more information.

Password Specify the required password in SMS remote control
message format: @password@command

Trusted Number Enable or disable trusted number authentication. If enabled,

Authentication the device will only accept SMS messages from numbers
added to the Trusted Numbers List. If disabled, the device
can be controlled by messages sent from any number. Refer
to Add Trusted Number Entry.

Enabled / Enabled
Disabled

0 to 15 N/A
characters

Enabled / Enabled
Disabled

Trusted Number List

Trusted Number List

Q, search

Name Country Code Number

Mai. 4

0ofa

UI Setting Description

Name Shows the name used to identify the trusted number.
Country Code Shows the country code for the trusted number.
Number Shows the trusted number.

Add Trusted Number Entry

Clicking the Add () icon on the SMS > General > Trusted Number List will open
this dialog box. This dialog lets you create a new trusted number list. Click CREATE to

save your changes and add the new trusted number.
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Add Trusted Number Entry

Name *

+ Country Code * Number *

CANCEL APPLY

. . . Default
UI Setting Description Valid Range Value
Name Specify a name to help identify the number. This is for 1to 15 N/A

reference only. characters
Country Specify the country code of the number. Valid country N/A
Code code
Number Enter the phone number. Valid phone Enabled
number

Edit Trusted Number Entry

Clicking the Edit ( 7 ) icon for an account on the SMS > General > Trusted Number
List will open this dialog box. This dialog lets you edit an existing trusted number list.
Click APPLY to save your changes.

Trusted Number List

Q, search

Name Country Code Number

N,

Moxa 1 886 0911111111

Mozxa 2 886 0912232222

Moxa 3 886 0913333333

O 0|0 O s
% %N

Moxa 4 886 0914444444
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Edit Trusted Number Entry

Name *
Moxa 1

Country Code * Number *

+886 0811111111

CANCEL APPLY

. . . Default
UI Setting Description Valid Range Value
Name Specify a name to help identify the number. This is for 1to 15 N/A
reference only. characters
Country Specify the country code of the number. Country code N/A
Code
Number Enter the phone number. Phone number Enabled

Delete Trusted Number Entry

You can delete trusted numbers by using the checkboxes to select the ones you want to

delete, then clicking the Delete ( ¥) icon.

Trusted Number List

Name Country Code  Number
Z  moal 123 12345678

Remote Control List

This page lets you manage the remote control commands your device will respond to.
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Remote Control List Settings

SMS

General Remote Control List Send SMS

SMS Receipt *
Enabled i Device will send a reply SMS to the
o sender after device recieve the SMS
APPLY

Default
Value

UI Setting Description Valid Range

SMS Enable or disable SMS receipts. If enabled, the device Enabled / Enabled
Receipt will Disabled

send a confirmation SMS when receiving a command

SMS.

Remote Control Command List

Use the toggle buttons to enable or disable the corresponding SMS command.

Alternatively, check the boxes of the commands you want to manage and use the Quick

Setting ( *u) icon to enable or disable the selected commands in bulk. Refer to the tabl
below for an overview of each command.

% Q, search
-] Action Command

2 System Restart (@password@restart

O ‘ Cellular Report (@password@cell.report
{3 'm Cellular Start Connecting (@password@cellular.start
D . Cellular Stop Cennecting @password@cellular.stop
O @@ swichsiM @password@switchsim
D ‘ Start IPsec Tunnel (@password@ipsec.start
D m Stop IPsec Tunnel @password@ipsec.stop
O B SetDOOn (@password@do.on

O W setDOOff @password@do.off

e

MX-ROS V3 - User Manual

144



Action Command Description

System Restart @password@restart The device will reboot.

Cellular Report  @password@cell.report The device will reply with an SMS message
containing the current cellular status of the device.

Cellular Start @password@cellular.start The device will enable the cellular data connection.
Connecting
Cellular Stop @password@cellular.stop The device will disable the cellular data connection.
Connecting
Switch SIM @password@switchsim The device will restart the cellular module and use

the SIM card installed in the other SIM slot.

Start IPsec @password@ipsec.start The device will establish an IPsec tunnel.

Tunnel

Stop IPsec @password@ipsec.stop The device will disconnect the IPsec tunnel.

Tunnel

Set DO On @password@do.on The device will set the status of the relay output to
on.

Set DO Off @password@do.off The device will set the status of the relay output to
Off.

Send SMS

This page lets you send a custom SMS message from the device to a specified recipient,
which can be useful for testing the device's SMS connection. Click SEND to send the SMS

message.

SMs

General Remote Control List Send SMS

Send SMS
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UI Setting Description Valid Range Default Value

Country Specify the country code for the recipient's number.  Valid country code N/A
Code

Number Specify the recipient's phone number. Valid phone number N/A
Message Specify the text of the message to send. 0 to 160 characters  N/A

GNSS

Menu Path: System > GNSS
These pages let you configure the GNSS settings of your device.

7 Note

Availability of this feature may vary depending on your product model and version.

This page includes these tabs:
e General
e GNSS Client
e GNSS Server

e Status

GNSS - General

Menu Path: System > GNSS - General

This page lets you enable or disable GNSS functionality.

GNSS

General GNSS Client GNSS Server Status

Disabled -

APPLY
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UI Default

Description

Setting Value
GNSS Enable or disable GNSS functionality. If enabled, the device will use  Enabled / Enabled
satellite positioning to show its real-time physical location on a Disabled
map.
/s Note

The cellular module must be enabled for this feature. Refer to
Cellular for more information.

GNSS Client
Menu Path: System > GNSS - GNSS Client

This page lets you configure GNSS Client settings to allow the device to send GNSS data

to a user-configured server.

General GNSS Client GNSS Server Status
Disabled - O
ReportF
TCP -

Host Address 8919

NMEA ~ ReportID

Default
Value

UI Setting Description Valid Range

GNSS Enable or disable GNSS Client functionality. If enabled, the Enabled / Disabled
Client device will send GNSS data to the configured server at a Disabled
specified interval.
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Default

UI Setting Description Valid Range Value
Report Select the report protocol to use. TCP / UDP TCP
Protocol

TCP: Send reports over TCP. This requires a receipt from the
server to confirm the data was delivered.

UDP: Send reports over UDP. This does not require a receipt
from the server.

Host Specify the IP address or host name of the server that will IP address / N/A
Address receive the GNSS data. host name
Host Port Specify the TCP or UDP port number of the server that will 1 to 65535 8919

receive the GNSS data.

Report Specify the interval (in seconds) at which GNSS data reports 10 to 86400 30
Period are generated.

Report Select the report format to use. NMEA / NMEA
Format General

NMEA: Send GNSS data in standard NMEA format.
General: Send GNSS data in latitude-longitude format.

Report ID Enter the ID to use in the GNSS data report header. The 1to 15 N/A
Report ID and device MAC address will be included in both characters
report formats.

GNSS Server

Menu Path: System > GNSS - GNSS Server

This page lets you configure the the device to act as a GNSS Server to allow clients to
request GNSS data reports.
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GNSS

General GNSS Client GNSS Server Status
Disabled i )
8919
Report
30
NMEA ~ ReportID

Default
Value

UI Setting Description Valid Range

GNSS Enable or disable GNSS Server functionality. If enabled, clients Enabled / Disabled
Server will be able to request GNSS data reports from this server. Disabled

Server Specify the UDP port number for clients to access the server. 1 to 65535 8919
Port

Report Specify the interval in seconds at which GNSS data reports are 10 to 86400 30
Period generated.

Report Select the report format. NMEA / NMEA
Format General

NMEA: Send GNSS data in standard NMEA format.
General: Send GNSS data in latitude-longitude format.

Report ID Enter the ID to use in the GNSS data report header. The Report 1 to 15 N/A
ID and device MAC address will be included in both report characters
formats.
Status

Menu Path: System > GNSS - Status

The Status screen shows the current geolocational information of the device, as well the

device's current physical location on an interactive map.
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7 Note

The device's physical location and coordinates will only appear if GNSS is enabled.

General

Status

Available Satellite
4

Latitude
41°24'12.2°N

he map required int

GNSS Client GNSS Server Status

2022-06-2216:38:26 (¥

Longitude
2°1026.5°E

= " { &l gt 3T §o 2 /L
)ial +0 G}{} < E j //;;}
e = ‘ﬁ SanlAdna /7

,‘J} iy =2 Y .}‘ \de Besus ,"

T aA H / 'f

\CJ &) b 8
§s " Bl ’ > sl

.\\ s i

h Y e K 24{V —

N M

UI Setting Description

Available Satellite
Latitude

Longitude

C

Shows number of satellites the device is receiving information from.

Shows the north-south position of the device.

Shows the east-west position of the device.

Click to refresh the coordinate data.

Click to zoom in or zoom out on the map.

Click to center the map on the device's location.

Setting Check

Menu Path: System > Setting Check

This page provides a double confirmation mechanism that allows you

to verify

configuration changes made by remote users before they are applied.
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Setting Check is available for the following configuration settings:
e Layer 3 -7 Policy
e Network Address Translate

e Trusted Access

Setting Check

Setting Check Configuration
O Layer 3-7 Policy
O Network Address Translate

O Trusted Access

Time
180

APPLY

. ... Default
UI Setting Description Value
Layer 3-7 Policy Enable or disable Setting Check for Layer 3 - 7 policy Enabled / Disabled
changes. Disabled
Network Enable or disable Setting Check for NAT policy changes. Enabled / Disabled
Address Disabled
Translate
Trusted Access Enable or disable Setting Check for Trusted IP address Enabled / Disabled
changes. Disabled
Timer Set the time (in seconds) the user has to confirm the 10 to 3600 180
changes.
/7 Note
If the user does not confirm the changes within the
specified time period, the system will automatically
undo the changes.
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Cellular

Menu Path: Cellular
This page lets you configure mobile network connection settings.
This page includes these tabs:

e General

e SIM Settings

e GuaranLink

e Status

7 Note

These features are only available on devices with cellular capabilities.

Cellular - User Privileges

Privileges to Cellular settings are granted to the different authority levels as follows.

Refer to System > Account Management > User Accounts for more information on user

accounts.

Settings Supervisor

Cellular R/W R/W R

Cellular - General

Menu Path: Cellular - General

This page lets you configure basic cellular settings for your device. Click APPLY to save

your changes.
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Cellular

General SIM Settings GuaranLink Status

Enabled -

Enabled -
1428

APPLY

Default
Value

UI Setting Description

Cellular Enable or disable the cellular module for establishing cellular Enabled / Enabled
Module connections, sending SMS messages, and using GNSS services. Disabled

Cellular The device will function as an IP router for IP data Router Router
Operation communication.

Mode

Cellular Data Enable or disable cellular data connections. If enabled, cellular Enabled / Enabled
Connection connections may incur data usage costs based on your cellular Disabled

service and ISP.

MTU Specify the Maximum Transmission Unit (MTU) value for router 576 to 1428
mode. The recommended MTU size may vary depending on the 1500
cellular carrier. Make sure the end device is set to the same MTU
value for optimal performance.

SIM Settings

Menu Path: Cellular - SIM Settings

This section lets you enable or disable SIM cards and manage the SIM card settings

including the priority, cellular bands, and authentication method.

Reordering SIM Card Priority

The device will always connect to the Internet using the SIM card designated with priority

1. The secondary SIM card will act as a redundant backup. To change the priority of the
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SIM cards, click the Reorder Priorities (E) icon then click and drag the SIM card to

the desired priority. Click the Finish Reorder (e) icon to confirm the change.

Changing the Active SIM Card

The green dot icon indicates the SIM card is active and connected to the Internet. By
default, the SIM card designated with priority 1 will be used to connect to the Internet
while the SIM with priority 2 acts as a backup. If necessary, you can manually change the

active SIM card. Click the Change SIM ( <) icon to swap the active SIM card.

SIM Card List

Cellular

General SIM Settings GuaranLink Status

= e Q search

simM Priority Status Carrier Cellular Bands  APN Username Authentication
7S 1 1 Enabled  Generic Auto Auto

P2 2 Enabled  Generic Auto Auto

UI Setting Description

SIM Shows which SIM slot the entry is for.

Prioirty Shows the priority of the SIM card.

Status Shows the configured status of the SIM card.
Carrier Shows the carrier for the SIM card.

Cellular Bands Shows the cellular bands the SIM card will use.
APN Shows the access point network (APN) information.
Username Shows the username for PAP authentication.
Authentication Shows the authentication method.
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Edit SIM Settings

Menu Path: Cellular - SIM Card Settings

Clicking the Edit ( 7 ) icon for an entry on the Cellular - SIM Card Settings page will
open this dialog box. This dialog lets you edit the settings for the SIM card. Click APPLY

to save your changes.

Edit SIM 1 Settings

Enabled -

Generic -

Cellular Band Mode € ar Bar

Manual - 2G,3G,4G -
APN CHANGE PIN

Auto -

UI Setting Description S:Iszlt
Status Enable or disable the SIM card. Enabled / Enabled
Disabled
Carrier Select the carrier to use with the SIM card. Generic Generic
Cellular Band Type Select the cellular band type. Quto /I Auto
anau

Auto: The device will automatically negotiate the
optimal cellular band frequency to use with the base
station.

Manual: Manually specify the cellular band frequencies

to use.
Cellular Bands Select the cellular band manually. Checkbox N/A
(Only when Cellular
Band is Manual)
APN Specify the access point network (APN) information 0 to 40 N/A
provided by your cellular carrier if they require it. characters
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Default
Value

UI Setting Description

PIN Enter the PIN number to unlock the SIM card. Oto8 N/A
characters

7/ Note

If you have already set up a PIN code, click
CHANGE PIN to change the PIN.

Authentication Select the authentication method for the SIM card. Auto / PAP/ Auto

CHAP
Auto: Set up a session without specifying the

authentication method.

PAP: Use PAP (Password Authentication Protocol)
authentication. PAP will send the username and
password to the server for authentication against the
server's database.

CHAP: Use CHAP (Challenge-Handshake Authentication
Protocol) authentication. CHAP will generate a
password which is changed frequently for improved
identity security.

Username Specify the username for PAP or CHAP authentication. 0to 32 N/A

characters
(Only when

Authentication is
PAP or CHAP)

Password Specify the password for PAP or CHAP authentication. 0 to 32 N/A

characters
(Only when

Authentication is
PAP or CHAP)

GuaranlLink

Menu Path: Cellular - GuaranLink

This page lets you set up Moxa's GuaranLink feature, which enables reliable connectivity
with 3 different connection checks and 4 levels of recovery actions. A number of factors
can contribute to connection failures in cellular communications, including loss of cellular
signal, interference, connection errors caused by the base station, or termination by the
operator for unknown reasons. GuaranLink is designed to address various needs,
including minimizing cellular costs by optimizing the number of cellular packets sent to

check connection status and optimizing the time it takes to swap to a backup SIM.
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GuaranlLink Settings

Cellular

Enabled v

Connection Alive Check

Always -

General SIM Settings GuaranLink Status

10

8.888

APPLY

180.76.76.76 3

UI Setting

Default
Value

Description Valid Range

GuaranlLink

Check Time

Ping Interval

(Only when
Check Time is
Always)

Ping Interval

(Only when
Check Time is
Idle
Transmission)

Enable or disable GuaranLink. If enabled, the device Enabled / Disabled Enabled
will monitor cellular connections. If a connection

failure is detected, the device will attempt to

automatically recover the connection.

7 Note

Enabling this function will send additional alive
check cellular messages, which may incur
additional cellular costs.

Specify the check time. Always / Idle Always
Transmission /

Always: The device will constantly send out alive Poor Signal

check packets to check for cellular connection issues.

Idle Transmission: The device will only send alive
check packets when the device has not received any
data transmissions during the specified Ping Interval
period.

Poor Signal: The device will only send alive check
packets when the device identifies poor signal
quality.

Specify the interval (in seconds) at which the device 1 to 86400 10
will send out an alive check packet. seconds

Specify the interval (in minutes) the device will wait 1 to 600 minutes 5
for data transmissions. If no data transmissions take

place during the interval, the device will perform a

connection alive check.
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UI Setting

Default
Value

Description Valid Range

Signal Checking
Interval

(Only when
Check Time is
Poor Signal)

Ping Host 1/2

Ping Failure
Retry Times

Specify the interval (in minutes) the device will 1 to 600 minutes 5
check the host for poor signal quality. If the device

detects poor signal quality from the host, the device

will perform a connection alive check.

Enter the IP address or domain name of the remote IP address/domain  N/A
host to ping. If both ping host 1 and 2 are name

configured, the device will perform connection alive

checks for both hosts simultaneously. The device will

only consider the connection to have failed if the

device receives no response from both hosts.

Specify the number of times the device will perform 1to 10 3
the connection alive check. If the check fails the

specified number of retry times, the device will

determine that the cellular connection has failed and

will initiate the GuaranLink recovery process.

GuaranlLink Recovery Settings

/7

Recovery Step

GuaranLink Recovery Settings

Q, Search

Recovery Action Attempts T

Cellular Reconnect 1
ISP Reregister 1
Cellular Module Reset 3
System Reboot 0

UI Setting Description

Recovery Step

Recovery Action

Attempts

Shows the sequence of the recovery step.

Shows the recovery action.

Shows the number of times the action will be attempted.
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Edit Recovery Action Settings

Menu Path: Cellular - GuaranLink

Clicking the Edit ( 7 ) icon for an action on the Cellular - GuaranLink page will open

this dialog box. This dialog lets you specify the humber of times to attempt each recovery

action before moving to the next recovery action. Click APPLY to save your changes.

Edit Recovery Action Settings

Step 1 Cellular Reconnect
Attempts *

1 -

Step 2 ISP Reregister

Attempts *

1 -

Step 3 Cellular Module Reset

Attempts *

3 -

Step 4 System Reboot

Attempts *

0 -

CANCEL APPLY

MX-ROS V3 - User Manual

159



Ul
Setting

Description

Step 1 Specify the number of times the device will try to disconnect and re-establish 0 to 1
Cellular the 5
Reconn cellular connection.

ect

If the connection is not restored after the specified number of attempts, the
Attemp device will move on to the next recovery step.

ts

If set to 0, the device will skip this step and move on to the next recovery step.
Step 2 Specify the number of times the device will try to re-register with the ISP to 0 to 1
Re- obtain a new IP address from the base station to re-establish the cellular 5

register connection.

Attemp If the connection is not restored after the specified number of attempts, the
ts device will move on to the next recovery step.

If set to 0, the device will skip this step and move on to the next recovery step.

Step 3 Specify the number of times the device will try to reset the cellular module to 0 to 3
Cellular re-establish the cellular connection. 10
::::el::le If the connection is not restored after the specified number of attempts, the

device will move on to the next recovery step.
Attemp . . . .
ts If set to 0, the device will skip this step and move on to the next recovery step.
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Ul

Setting Description

Step 4 Specify whether the device will reboot in order to re-establish the cellular 0 to 0
System  connection. 1
Reboot

If the connection is not restored after rebooting, the device will restart the
Attemp recovery process from step 1.
ts

& @)

Connection Cellular Cellular
Failure Reconnect Reregister Module Reset

If set to 0, the device will not perform a system reboot and will restart the
recovery process from step 1.

If two SIM cards are inserted the device, the device will attempt to use another
SIM card to restart the recovery process from step 1.

Connection Cellular
Failure Reconnect Reregister Module Reset

Cellular - Status

Menu Path: Cellular - Status

This section lets you see the current status of the cellular connection as well as

information about the cellular carrier and SIM card, cellular module, and signal strength.
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Cellular Carrier

Cellular IP Address

IMSI

SIM 1 Phone Number

SIM 2 Phone Number

SIM 2 ICCID

General SIM Settings GuaranLink Status
Cellular Status 202870621 1524608 Cellular Module Information
Cellular Module Cellular Module Firmware
@ L L @ ) Enabled SWI9X07Y_02.37.06.05
SIM Signal Register Connection Internet IMEI
e
Carrier and SIM Signal Status
Cellular SIM SIM 1 Status signal Strength
SIM1 SIM Absent -

Received Signal Strength Indicator (RSSI)

Cellular Mode SIM 1ICCID Reference Signal Received Power(RSRP)
Cellular Bands SIM 2 Status Reference Signal Received Quality (RSRQ)
SIM Absent -

signal-to-interference-plus-noise Ratio (SINR)

Cellular Status

This section shows you the cellular connection status of your device.

Cellular Status 2024/06/21 15:46:08 (¥

Register Connection Internet

UI Setting Description

SIM

Shows the status of the SIM card.
Green: The SIM card is active.
Red: The SIM card is inactive.
Gray: No SIM card inserted.

Signal Shows the status of the device's cellular signal.
Green: Good cellular signal.

Amber: Fair cellular signal.

Red: Poor cellular signal.

Gray: No cellular signal.

Register Shows the status of the device's cellular registration.
Green: The device successfully registered with the base station.
Red: The device failed to register with the base station.

Gray: The registration phase has not been reached yet.
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UI Setting Description

Connection Shows the status of the device's network connection.
Green: The device obtained an IP address from the base station.
Red: The device failed to obtain an IP address from the base station.
Gray: The connection phase has not been reached yet.

Internet Shows the status of the device's Internet connection.
Green: The device is connected to the Internet.
Red: The device failed to connect to the Internet.
Gray: Alive checks are not being performed.

7 Note

GuaranLink must be enabled to perform connection alive checks. Refer to Cellular -
GuaranLink for more information.

Cellular Module Information

Cellular Module Information

Cellular Module Cellular Module Firmware
Enabled SWI9X07Y_02.37.06.05
IMEI

e L R

UI Setting Description

Cellular Module Shows the current status of the cellular module.

Cellular Module Shows the firmware version of the cellular module.

Software

IMEI Shows the International Mobile Equipment Identity (IMEI) number of the
cellular module.
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Carrier and SIM

Carrier and SIM

Cellular SIM
SIM 1

Cellular Carrier

Cellular Mode

Cellular Bands

Cellular IP Address

SIM 1 Status
SIM Absent

SIM 1 Phone Number

SIM 1 1CCID

SIM 2 Status
SIM Absent

SIM 2 Phone Number

SIM 2 ICCID

UI Setting Description

Cellular SIM

Cellular Carrier

Cellular Mode

Cellular Band

Cellular IP Address

IMsSI

SIM 1 Status

SIM 1 Phone Number

SIM 1 ICCID

SIM 2 Status

SIM 2 Phone Number

SIM 2 ICCID

Shows the SIM card used for establishing the cellular connection.

Shows the cellular service provider being used.

Shows the cellular connection technology being used, such as LTE or HSPA.

Shows the cellular band frequency being used.

Shows the cellular IP address assigned by the cellular carrier.

Shows the International Mobile Subscriber Identity nhumber.

Shows the status of the SIM card installed in SIM slot 1.

Shows the phone number of the SIM card in SIM slot 1.

Shows the Integrated Circuit Card ID of the SIM card in SIM slot 1.

Shows the status of the SIM card installed in SIM slot 2.

Shows the phone number of the SIM card in SIM slot 2.

Shows the Integrated Circuit Card ID of the SIM card in SIM slot 2.
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Signal Status

Signal Status

Signal Strength

Received Signal Strength Indicator (RSSI)

Reference Signal Received Power(RSRP)

Reference Signal Received Quality (RSRQ)

Signal-to-interference-plus-noise Ratio (SINR)

UI Setting Description

Signal Strength Shows the current overall signal strength of the device.
RSRP (Reference Signal Shows the current RSRP.
Received Power) Good: Higher than -80 dBm

Average: -80 to -90 dBm
Poor: -90 to -100 dBm
Inadequate: Less than-100 dBm

RSSI (Received Signal Shows the current RSSI.
Strength Indicator) Good: Higher than -73 dBm
Average: -73 to -89 dBm
Poor: -89 to -113 dBm
Inadequate: Less than -113 dBm

RSRQ (Reference Signal Shows the current RSRQ.
Received Quality) Good: Higher than -10 dB
Average: -10 to -15 dB
Poor: -15 to -20 dB
Inadequate: Less than -20 dB

SINR (Signal to Shows the current SINR.
Interference and Noise Good: Higher than 20 dB
Ratio) Average: 13 to 20 dB

Poor: 0 to 13 dB
Inadequate: Less than 0 dB
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Serial
Menu Path: Serial
This page lets you configure your device's serial settings.

7 Note

Availability of this feature may vary depending on your product model and version.

This page includes these tabs:
e Port Settings
e Operation Mode
e Data Packing
e Status

e Serial Data Logs

Serial - User Privileges

Privileges to Serial settings are granted to the different authority levels as follows. Refer

to System > Account Management > User Accounts for more information on user

accounts.

Settings Supervisor

Serial R/W R/W R

Serial - Port Settings

Menu Path: Serial - Port Settings

This page lets you enable or disable the serial port and configure the serial
communication parameters. When enabled, the device allows for traditional serial (RS-

232/422/485) devices to transmit data over the cellular network.
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7 Note

The serial port settings on the device should match the parameters configured for the connected serial
device. Refer to your serial device's user manual to determine the appropriate serial communication

parameters.

Serial Port *

Disabled v

Interface Type *

RS-232 v

Baudrate *

Flow Control *

RTS, CTS v

115200 v

Data Bits * Stop Bits *

8 - 1 v
Parity *

None v

UI Setting Description

Valid Range

Default

Value

Serial Port Enable or disable the serial port.

Type

Baud Rate Specify the data transmission rate to and from the serial
device.

Data Bits Specify the size for data characters.

Interface Select the serial interface type to use for the serial device.

Enabled / Disabled

RS-232 / RS-422 /
2-wire-RS-485/ 2-
wire-RS-485

300 to 921600

5to 8

Disabled

RS-232

115200
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UI Setting

Default
Value

Description Valid Range

Stop Bits

Parity

Flow
Control

Specify the size for stop characters. 1to2 1
Select the parity mode. Even and odd parity provide None / Even / Odd None
rudimentary error-checking. Space and mark parity are / Space / Mark

rarely used.

Select the flow control method. This determines how the None / RTS/CTS / RTS/CTS

system will suspend and resume data transmissions to DTR/DSR /
prevent data loss. RTS/CTS (hardware) flow control is Xon/Xoff
recommended.

Port Buffering and Logs Settings
Serial Port Buffering (10 MB) *
Disabled v

Serial Data Logs (64 KB) *

Disabled v

Port Buffering and Logs Settings

UI Setting

Default

Description Value

Serial Port
Buffering

Enable or disable serial port buffering. When enabled, if the WAN Enabled /  Disabled
connection goes down, the router will keep the serial data and Disabled

retransmit the buffered data when the WAN connection is back. If

disabled, serial data will be lost if the WAN connection goes down.

# Note

e  Port buffering can be used in Real COM, RFC2217,
TCP Server, and TCP Client modes.

e  For other modes, the port buffering settings will
have no effect.

e The maximum buffer size is 10 MB.

. Buffer data exceeding 10 MB will overwrite previous
data.
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UI Setting Description R

Value

Serial Data Enable or disable serial data logs. If enabled, the router will store Enabled / Disabled
Logs the serial data logs in the system RAM. Disabled

/s Note

The system RAM can save up to 64 kb of serial data logs.
Serial log data will be cleared when the router is powered off.

Operation Mode

Menu Path: Serial - Operation Mode

This page lets you set up and configure a serial operation mode. Refer to Serial Operation
Modes for more information about the different modes.

Operation Mode - Real COM

If you select Real COM as your Operation Mode, these settings will appear.
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Operation Mode *

Real COM v

Connection Settings
TCP Alive Check Interval

7

1-99 min.

Max. Connections

1

1-2 connection

Connection Down Settings
Set RTS Signal * Set DTR Signal *

High ~  High v

APPLY

Connection Settings

UI Setting

Default

Description Value

TCP Alive
Check
Interval

Max.
Connections

Specify the interval (in minutes) at which to check if the TCP 1to99 7
connection is still alive. If there is no response from the other end

of the connection after the specified time, the TCP connection will

be terminated. A setting of 0 means the system will keep the TCP

connection open and will not send any “keep alive” packets.

Disabling this option can help free up device resources.

Specify the maximum number of simultaneous connections that the 1 to 2 1
port will accept. Up to 2 hosts can simultaneously collect data from
the same serial device.
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Connection Down Setings

Default
Value

UI Setting Description

Set RTS Select the RTS signal method to use. High / Low  High

Signal
9 High: The cellular or Ethernet connection status will not

affect RTS signals.

Low: If the cellular or Ethernet connection is lost, RTS
signals will change to low.

Set DTR Select the DTR signal method to use. High / Low  High

Signal
9 High: The cellular or Ethernet connection status will not

affect DTR signals.

Low: If the cellular or Ethernet connection is lost, DTR
signals will change to low.

Operation Mode - TCP Server

If you select TCP Server as your Operation Mode, these settings will appear.
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Operation Mode *

TCP Server v

Connection Settings
TCP Alive Check Interva

7

1-099 min.

Max. Connections

1

1-2 connection
TCP Data Port TCP Command Port

4001 966

1-65535 1-65535

Serial Port Inactivity Time

0-65535 ms

Connection Down Settings

Set RTS Signal * Set DTR Signal *

High ~  High -

APPLY

Connection Settings

Default
Value

UI Setting Description

TCP Alive Specify the interval (in minutes) at which to check if the TCP 1to99 7
Check connection is still alive. If there is no response from the other end
Interval of the connection after the specified time, the TCP connection will

be terminated. A setting of 0 means the system will keep the TCP
connection open and will not send any “keep alive” packets.

s Note

Disabling this option can help free up device resources.

Max. Specify the maximum number of simultaneous connections that 1to2 1
Connections the port will accept. Up to 2 hosts can simultaneously collect data
from the same serial device.
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UI Setting Description

Default
Value

TCP Data Port  Specify the TCP port number for the serial port used to listen to
connections and for other devices to contact. To avoid conflicts
with well-known TCP ports, the default port is 4001.

TCP Command Specify the TCP port number for MOXA IP-Serial Library
Port commands.

7 Note

It is not necessary to reference this port number in your
application when using the Moxa IP-Serial Library since the
library automatically obtains the number from the device
server. Only change this setting if there is a port number
conflict with another application or device.

Serial Port Specify the time limit in milliseconds to keep the connection open
Inactivity if there is no data going to or from the serial device. If there is no
Time activity for the specified time period, the connection will be

terminated. A setting of 0 means the system will always keep the
TCP connection open regardless of data activity.

For many applications, this option should be set to 0, as the serial
device may be idle for long periods of time.

A Warning

Serial Port Inactivity Time setting should be greater than the
Force Transmit Interval in Data Packing settings. Otherwise,
the connection may be closed before the data in the buffer
can be transmitted.

To prevent the unintended loss of data due to the session
being disconnected, it is highly recommended that this value
is set large enough so that the intended data transfer is
completed.

1to 4001
65535

1to 9006
65535

1to 0
65535

Connection Down Setings

UI Setting Description

Default
Value

Signal
9 High: The cellular or Ethernet connection status will not

affect RTS signals.

Low: If the cellular or Ethernet connection is lost, RTS
signals will change to low.

Set RTS Select the RTS signal method to use. High / Low  High
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Default
Value

UI Setting Description

Set DTR Select the DTR signal method to use. High / Low  High

Signal
9 High: The cellular or Ethernet connection status will not

affect DTR signals.

Low: If the cellular or Ethernet connection is lost, DTR
signals will change to low.

Operation Mode - TCP Client

If you select TCP Client as your Operation Mode, these settings will appear.

Operation Mode *

TCP Client -

Connection Settings
TCP Alive Check Interval

7

1-99 min.

Serial Port Inactivity Time
0

0-65535 ms

Connection Control *

Startup/None v

APPLY
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Connection Settings

UI Setting

Description Valid Range

Default
Value

TCP Alive
Check
Interval

Serial Port
Inactivity
Time

Specify the interval (in minutes) at which to 1 to 99
check if the TCP connection is still alive. If

there is no response from the other end of the
connection after the specified time, the TCP

connection will be terminated. A setting of 0

means the system will keep the TCP

connection open and will not send any “keep

alive” packets.

s Note

Disabling this option can help free up
device resources.

Specify the time limit in milliseconds to keep 1 to 65535
the connection open if there is no data going

to or from the serial device. If there is no

activity for the specified time period, the

connection will be terminated. A setting of 0

means the system will always keep the TCP

connection open regardless of data activity.

For many applications, this option should be
set to 0, as the serial device may be idle for
long periods of time.

7/ Note

The serial port inactivity time is only
applied when the Connection Control
option is set to Any
Character/Inactivity Time.

A Warning

Serial Port Inactivity Time setting
should be greater than the Force
Transmit Interval in Data Packing
settings. Otherwise, the connection may
be closed before the data in the buffer
can be transmitted.

To prevent the unintended loss of data
due to the session being disconnected, it
is highly recommended that this value is
set large enough so that the intended
data transfer is completed.
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UI Setting Description

Valid Range

Default
Value

Connection Select a connection control method.

Control
Startup/None: A TCP connection will be

established on startup and will remain active
indefinitely.

Any Character/None: A TCP connection will

be established when any character is received

from the serial interface and will remain active
indefinitely.

Any Character/Inactivity Time: A TCP
connection will be established when any
character is received from the serial interface
and will be disconnected after the specified
Serial Port Inactivity Time.

DSR On/DSR Off: A TCP connection will be
established when a DSR "On" signal is
received and will be disconnected when a DSR
"Off" signal is received.

DSR On/None: A TCP connection will be
established when a DSR "On" signal is
received and will remain active indefinitely.

DCD On/DCD Off: A TCP connection will be
established when a DCD "On" signal is
received and will be disconnected when a DCD
"Off" signal is received.

DCD On/None: A TCP connection will be
established when a DCD "On" signal is
received and will remain active indefinitely.

Startup/None / Any
Character/None / Any
Character/Inactivity Time /
DSR On/DSR Off / DSR
On/None / DCD On/DCD
Off / DCD On/None

Startup/None

TCP Client - Destination Settings

© Limitations

You can create up to 4 TCP client destination entries.

A Warning

Though up to 4 TCP client destination entries are supported, a low connection speed or throughput on one
of the connections will affect the performance of the other active connections.
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Destination Settings

O IP Address

Max. 4

0O / 191221111m

Destination Data Port Local Data Port

4001 60

Q, Search

UI Setting Description

IP Address

Destination Data Port

Local Data Port

Shows the IP address of the remote host.

Shows the TCP port number of the remote host.

Shows the designated local port.

Add a Destination Entry (TCP Client)

Menu Path: Serial - Operation Mode (TCP Client)

Clicking the Add () icon on the Serial - Operation Mode (TCP Client) page will

open this dialog box. This dialog lets you add a destination entry. Click CREATE to save

your changes and add the new entry.

Add Destination

IP Address *

Destination Data Port *

1-65535

Local Data Port * <

1-65535

CANCEL

CREATE
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Default

UI Setting Description Valid Range value
IP Address Specify the IP address of the remote host. Valid IP N/A
address
Destination Data Specify the TCP port number of the remote host. 1 to 65535 N/A
Port
Local Data Port Specify a designated local port or leave this field 1 to 65535 N/A
blank to let
the system assign a port.

Add Destination

IP Address *

Destination Data Port *

1-65535

Local Data Port * <

1-65535

. . . Default
UI Setting Description Valid Range Value
IP Address Specify the IP address of the remote host. Valid IP N/A
address
Destination Data Specify the TCP port number of the remote host. 1 to 65535 N/A
Port
Local Data Port Specify a designated local port or leave this field 1 to 65535 N/A
blank to let
the system assign a port.

Delete a Destination Entry (TCP Client)
Menu Path: Serial - Operation Mode (TCP Server)

You can delete a destination entry by using the checkboxes to select the entries you want

to delete, then clicking the Delete ( ¥) icon.
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Destination Settings

[} Q search
IP Address Destination Data Port Local Data Port
/‘ 1912211111 4001 60

Operation Mode - UDP

If you select UDP as your Operation Mode, these settings will appear.

Operation Mode *

UDP -

Connection Settings
UDP Data Port

4001

1-65535

APPLY

Connection Settings

. . Default
UI Setting Description Value
UDP Data Enter the UDP port number for contacting the serial 1 to 65535 4001
Port device.
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UDP - Destination Settings

© Limitations

You can create up to 4 UDP destination entries.

Destination Settings
Start IP Address End IP Address Destination Data Port

Max. 4

UI Setting Description

Starting IP Address Shows the starting IP address of the remote host IP range.
End IP Address Shows the ending IP address of the remote host IP range.
Destination Data Port Shows the UDP port number of the remote host.

Add a Destination Entry (UDP)
Menu Path: Serial - Operation Mode (UDP)

Clicking the Add () icon on the Serial - Operation Mode (UDP) page will open this
dialog box. This dialog lets you add a destination entry. Click CREATE to save your

changes and add the new entry.

7 Note

The maximum IP address range size is 64 addresses. However, when using multicast, you may enter IP
addresses in the form xxx.xxx.xxx.255 in the Start IP Address field.

For example, enter 192.168.127.255 to allow the system to broadcast UDP packets to all hosts with IP
addresses between 192.168.127.1 and 192.168.127.254.
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Add Destination

Start IP Address *

End IP Address *

Destination Data Port* £

1-65535

CANCEL CREATE

UI Setting Description

Starting IP Address Enter the starting IP address of the remote host IP  IP Address
range.

End IP Address Enter the ending IP address of the remote host IP IP Address
range.

Destination Data Enter the UDP port number of the remote host. 1 to 65535

Port

Delete a Destination Entry (UDP)

Menu Path: Serial - Operation Mode (UDP)

You can delete a destination entry by using the checkboxes to select the entries you want

to delete, then clicking the Delete ( ¥ ) icon.

Destination Settings

[ ]
IP Address Destination Data Port Local Data Port
/ 19.122.111.111 4001 60

Q, Search
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Data Packing

Menu Path: Serial - Data Packing

This page lets you configure the conditions and delimiter settings for serial port data

buffering and transmission.

Packet Length
0
0-1024 bytes
Force Transmit Interva
0
0-65535 ms
Delimiter Settings
Delimiter 1 Enable * Delimiter 1 *
Disabled v 0x00

Hex digit
Delimiter 2 Enable * Delimiter 2 *
Disabled v 0x00

Hex digit
Delimiter Process *
Delimiter v

UI Setting Description

settings or when the buffer is full.

Packet Specify the Packet Length in bytes for the serial port buffer. The
Length packet length refers to the maximum amount of data that is allowed
to accumulate in the serial port buffer before sending.

At the default packet length of 0, no maximum amount is specified
and data in the buffer will be sent as specified by the delimiter

If a packet length of 1 to 1024 bytes is specified, data in the buffer
will be sent as soon as it reaches the specified length.

Valid
Range

0 to
1024

Default
Value
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Default
Value

UI Setting Description

Force Specify the interval in milliseconds to force transmission of serial port 0 to 0
Transmit data if no activity is recorded. 65535
Interval

This setting controls data packing by the amount of time that elapses
between bits of data. As serial data is received, it accumulates in the
device port’s buffer. If serial data is not received for the specified
amount of time, the data that is currently in the buffer is packed for
network transmission.

A setting of 0 means that data in the buffer will not be automatically
packed when additional data is not received from the device.

Delimiter Settings

Default
Value

UI Setting Description Valid Range

Delimiter Enable or disable delimiter 1 or 2. Disabled / Disabled

1/2 Enabl Enabled
/2 Enable Enabled: The serial port will queue data in the buffer and nable

send it to the cellular or Ethernet port when a specific hex
character is received. When both Delimiter 1 and 2 are
enabled and specified, both of them will be used to control
when data should be sent.

Disabled: The serial port will not check for specific
characters for data transmission.

A Warning

When Delimiter is enabled, the Packet Length must

be set to 0.
Delimiter Specify the character that acts as the delimiter to control 0x00 to OxFF 0x00
1/2 when data should be sent.

A Warning

When the device port buffer is full, the data will be
packed for network transmission regardless of the
Delimiter 1, Delimiter 2, and Force Transmit
Interval settings.
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Default
Value

UI Setting Description Valid Range

Delimiter Select the delimiter process. Delimiter / Delimiter
Process Delimiter +1
r Delimiter: Data in the buffer will be transmitted when the e miter /
limi ) . Delimiter +2 /
delimiter is received. Strip Delimiter

Delimiter +1: Data in the buffer will be transmitted after 1
additional byte is received following the delimiter.

Delimiter +2: Data in the buffer will be transmitted after 2
additional bytes are received following the delimiter.

Strip Delimiter: Data in the buffer is stripped of the
delimiter before being transmitted.

Serial - Status

Menu Path: Serial - Status

This page lets you see detailed statistics and information about the serial port data and

connections.

Error Counter

Error Counter

Frame Error Count Parity Error Count Overrun Count Break Count
0 0 0 0

UI Setting Description

Frame Error Count Shows the number of frame errors since the device was powered on.

Parity Error Count Shows the number of parity errors since the device was powered on.
Overrun Count Shows the number of overrun errors since the device was powered on.
Break Count Shows the number of break errors since the device was powered on.
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Serial Counter

Serial Counter

TX Count TX Total Count RX Count RX Total Count
0 0 0 0
UI Setting Description
TX Count Shows the number of packets transmitted.
TX Total Shows the total total number of packets transmitted since the device was powered on.
Count
RX Count Shows the number of packets received.
RX Total Shows the total total number of packets received since the device was powered on.
Count

Serial State

Serial State

DSR
DTR
RTS
CTS

DCD

UI Setting Description

Serial State Shows the status of the serial signal.
Green: The signal pins are connected.

Grey: The signal pins are disconnected.
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Serial - Connection List

Connection List

Q, Search

Operation Mode IP Address

UI Setting Description
Operation Mode Shows the operation mode for the connection.
IP Address Shows the IP address of the connection.

Serial Data Logs

Menu Path: Serial - Serial Data Logs
This page lets you see the device's serial data logs in ASCII or HEX format.
e Click the Refresh icon (C‘) icon to refresh the serial data logs.

Click the Clear Data Log icon ( ) icon to delete all serial data logs.

[ ]
e Click the Export icon (@) icon to export all serial data logs to a file.
e Click ASCII or HEX to change the format of the logs.

C #F @ MHEX

/12/2411:34:20  ©200:11:04 7631663
2024/12/27 63:31:37[T] 27/12/2411:34:23 ©200:05:41 3548649
2024/12/27 03:31:40[T] 27/12/2411:34:26 ©200:03:49 4965170
2024/12/27 63:31:43[T] 27/12/2411:34:20 ©200:06:24 1570927

2624/12/27 03:31:46[T] 27/12/2

2024/12/27 63:31:49[T] 27/12/2

2024/12/27 03:31:52[T] 27/12/2
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Network Configuration

Menu Path: Network Configuration

The Network Configuration settings area lets you configure settings related to your

device's networking ports.

This settings area includes these sections:
e Ports
e Layer 2 Switching

e Network Interfaces

Network Configuration - User Privileges

Privileges to Network Configuration settings are granted to the different authority levels

as follows. Refer to System > Account Management > User Accounts for more

information on user accounts.

Settings Admin Supervisor User
Ports

Port Settings R/W R/W R
Link Aggregation R/W R/W R
PoE R/W R/W R
Link Fault Passthrough R/W R/W R
LAN Bypass Gen3 R/W R/W R

Layer 2 Switching

VLAN R/W R/W R
MAC Address Table R/W R/W R
QoS R/W R/W R
Rate Limit R/W R/W R

MX-ROS V3 - User Manual

187



Settings Supervisor

Multicast R/W R/W R
Network Interfaces R/W R/W R
Ports

Menu Path: Network Configuration > Ports
This section includes these pages:

e Port Settings

e Link Aggregation

e PoE

e Link Fault Passthrough

e LAN Bypass Gen3

Port Settings
Menu Path: Network Configuration > Ports > Port Settings
This page includes these tabs:

e Settings

e Status

Port Settings - Settings
Menu Path: Network Configuration > Ports > Port Settings - Settings

This tab lets you view and adjust the settings for each port.
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Port Settings

Setting Status

Port Status  Media Type Description Speed/Duplex  Flow Control ~ MDI/MDIX

3 Enabled  1000TX,RJ45 Auto Disabled Auto

4 Enabled 1000TX,RJ45 Auto Disabled Auto

5 Enabled  1000TX,RJ45 Auto Disabled Auto

6 Enabled  1000TX,RJ45 Auto Disabled Auto

Enabled 1000TX,RJ45 Auto Disabled Auto

61 Enabled  1000FXminiGBIC - Disabled =

(73 Enabled  1000FX,miniGBIC - Disabled -

Trk1 Enabled — = = =

Trk2 Enabled  — = = &

NN N N N BN N NN,

UI Setting Description

Port Shows which port this row describes.

Status Shows the status of the port.

Media Type Shows the port’s media type.

Description Shows the description for the port.

Speed / Duplex Shows the speed and duplex mode for the port.

Flow Control Shows the whether flow control is enabled or disabled for the port.
MDI / MDIX Shows the MDI/MDIX setting for the port.

Edit Port Settings
Menu Path: Network Configuration > Ports > Port Settings - Settings

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Ports > Port
Settings - Settings page will open this dialog box. This dialog lets you change the
settings for a port. Click APPLY to save your changes.
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Edit Port 3 Settings
Status *
Enabled v
Media Type
1000TX,RJ45
Description

0/127
Speed/Duplex Mode *
Auto v
Flow Control *
Disabled i )
MDI/MDIX *
Auto -

CANCEL APPLY

Default
Value

UI Setting Description Valid Range

Status Enable or disable the port. Enabled / Enabled
Disabled
Media Type Displays the port’s media type. This setting cannot be N/A Port's
changed. media
type
Description  Enter a description for the port to make it easier to identify. 1 to 127 N/A
characters
Speed / Select the speed and duplex mode for the port. Auto / 100M-Full  Auto
Duple 100M-Half
uplex Auto: Allows the port to use IEEE 802.3u protocol to ;10M-Ful?/ 10M-
negotiate the best port speed and duplex mode to use for Half

the connected device.

100M-Full: This will force the port to connect using 100
Mbps at full-duplex.

100M-Half: This will force the port to connect using 100
Mbps at half-duplex.

10M-Full: This will force the port to connect using 10
Mbps at full-duplex.

10M-Half: This will force the port to connect using 10
Mbps at half-duplex.
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Default

UI Setting Description Valid Range Value
Flow Enable or disable flow control for this port when the port’s Enabled / Disabled
Control Speed/Duplex setting is set to Auto. Flow control helps Disabled

manage the data transfer rate between the device and the
connected Ethernet devices.

7 Note

Flow Control can be enabled or disabled but is only
effective in full-duplex. Back Pressure is enabled by
default but works only in half-duplex. When using the
SFP ports for WAN1 or WAN2 on the EDR-G9004,
Flow Control will be ineffective.

7 Note

If Speed/Duplex is set to something other than
Auto, Flow Control will be disabled.

MDI / MDIX Select whether the port should use MDI or MDIX. The Auto / MDI / Auto
correct setting depends on both the connected device and MDIX
the cabling used to connect to the device.

e Auto: Allow the port to auto-detect whether to
use MDI or MDIX for connected devices.

e MDI: Force the port to use MDI (also known as
"straight-through").

e MDIX: Force the port to use MDIX (also known as
"crossover").

7 Note

Only choose MDI or MDIX if your connected Ethernet
device has trouble auto-negotiating the correct port
type.

Port Settings - Status

Menu Path: Network Configuration > Ports > Port Settings - Status

This tab lets you monitor the status of each port. Click the Refresh (C' ) button to
refresh the table.
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Port Settings
Setting Status
(¢ Q search

Port Status Media Type Link Status Description Flow Control MDI/MDIX Port State
3 Enabled 1000TX,RJ45 100M-Full off MDI Forwarding
4 Enabled 1000TX RJ45 5 = e e

3 Enabled 1000TX,RJ45 o & 35 —

6 Enabled 1000TX RJ45 100M-Full off MDI Forwarding
8 Enabled  1000TXRJ45 1G-Full off MDI Forwarding
G1 Enabled  N/A = = — =

G2 Enabled  N/A - - - -

Trk1 Enabled — = = = = .

Trk2 Enabled  — 1G-Full - - = -

UI Setting Description

Port Shows which port this row describes.

Status Shows the status of the port.

Media Type Shows the port’s media type.

Link Status Shows the speed and duplex mode the connection is currently using.

If the link is not active, a — will be shown.

Description Shows the description for the port.

Flow Control Shows the whether flow control is currently on or off for the port.

If the link is not active, a — will be shown.

MDI / MDIX Shows whether the port is using MDI or MDIX for its connection.

If the link is not active, a — will be shown.

Port State Shows the port state for the port.

If the link is not active, a — will be shown.
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Link Aggregation
Menu Path: Network Configuration > Ports > Link Aggregation

This page lets you configure link aggregation for your device. Link aggregation (or port

trunking) is the process of combining multiple physical network links into a single logical

link to increase bandwidth, improve redundancy and availability, and provide load

balancing across links.

7 Note

Ports in the same link aggregation must have the same speed.

/2 Note
If a port is being used for Turbo Ring or Turbo Chain, it will not appear in the Link Aggregation list.

s Note

For TN-4916 models with only 4 Gigabit ports, ports 1 to 8 cannot be aggregated with ports 9-12 due to
design limitations.

Link Aggregation

c Q_Search

Port Channel (Trunk) Configure member Active Member

Create Link Aggregation

Menu Path: Network Configuration > Ports > Link Aggregation

Clicking the Add () icon on the Network Configuration > Ports > Link
Aggregation page will open this dialog box. This dialog lets you create a new link

aggregation with member ports.
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Create Link Aggregation

Config Member Port* ~ (@

CANCEL CREATE

UI Setting Description Valid Range
Config Member Select the ports you want to include in the link Port drop-down N/A
Port aggregation group. menu

Edit Link Aggregation
Menu Path: Network Configuration > Ports > Link Aggregation

Clicking the Edit ( 7 ) icon for a link aggregation on the Network Configuration >
Ports > Link Aggregation page will open this dialog box. This dialog lets you edit an

existing link aggregation with member ports.

Edit Port Channel 1 Settings

to activate new port trunking settin

oo (R

Default
Value

UI Setting Description Valid Range

Config Member Select the ports you want to include in the link Port drop-down N/A
Port aggregation group. menu

Delete Link Aggregation
Menu Path: Network Configuration > Ports > Link Aggregation

You can delete link aggregations by using the checkboxes to select the link aggregations

you want to delete, then clicking the Delete ( ¥ ) icon.
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Link Aggregation

-
Q
o

Port Channel (Trunk) Configure member Active Member

m s 1

o7 2 2,7 7

PoE

Menu Path: Network Configuration > Ports > PoE

This section lets you configure your device's Power over Ethernet (PoE) settings. PoE
allows your Moxa device to power other connected PoE Ethernet devices—such as

security cameras, wireless access points, and sensors—through the Ethernet cable.

7 Note

PoE functionality is only available on specific PoE-enabled Moxa device models. Connected PoE devices
must support the IEEE 802.3af/at standard in order to use this feature.

This page includes these tabs:
e General
e PD Failure Check
e Scheduling

e Status

PoE - General
Menu Path: Network Configuration > Ports > PoE - General

This page lets you enable or disable various PoE related features. Click APPLY to save

your changes.
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PoE Settings

UI Setting

Power Output *
Enabled v

ower Management Mode *
Consumed Power - @
Auto Power Cutting *
Enabled - @

System Power Budget *

95 o

30-95 Watt

APPLY

Description Valid Range

Default
Value

Power Output

Power
Management
Mode

Auto Power
Cutting

System Power
Budget

Enable or disable PoE for the device. Enabled / Disabled

Allocated Power /
Consumed Power

Specify how the power budget for all ports should
be calculated.

e Allocated Power: This calculates the
power budget based on the power
allocation settings of all ports. For more
information on per-port power
allocation, refer to PoE - General - Edit
Port Settings.

e Consumed Power: This calculates the

power budget based on actual power
consumed by all ports.

Enable or disable Auto Power Cutting, which Enabled / Disabled
allows PoE to be disabled for ports when total

power consumption exceeds the system power

budget threshold. Ports with lower priority will be

disabled before ports with higher priority.

Specify the "total measured power" budget in
watts to use for all PoE ports combined. This is
used as a threshold for the Auto Power Cutting
feature.

(Depends on your
device model)

Enabled

Consumed
Power

Disabled

(Depends on
your device
model)

TN-4916 PoE
models: 95
Y

TN-4908 PoE
models: 50
W
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PoE Port List

c Q, search
Port SupF:::Ete d Power Output Output Mode Power Allocation Legacy PD Detection Priority

s Yes Enabled Auto 0 Low
/s 2 Yes Enabled Auto 0 Low
/‘ 3 Yes Enabled Auto 0 Low
s 4 Yes Enabled Auto 0 Low
L 5 Yes Enabled Auto 0 Low

UI Setting Description

Port Shows which port the entry is for.

PoE Shows whether PoE is supported for the port.

Supported

Power Shows whether PoE is enabled for the port.

Output

Output Mode Shows the PoE output mode for the port.

Power Shows how much power in watts is allocated to the port.
Allocation

7 Note

If the Output Mode for the port is set to Auto, the port's power allocation will be
displayed as 0.

Legacy PD Shows whether legacy PD detection is enabled for the port.
Detection
Priority Shows the priority of the port for use with the Auto Power Cutting feature. PoE will be

disabled for ports with lower priority first when total power consumption exceeds the
system power budget threshold.
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PoE - General - Edit Port Settings
Menu Path: Network Configuration > Ports > PoE - General

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Ports > PoOE -
General page will open this dialog box. This dialog lets you configure the PoE settings for

a specific port. Click APPLY to save your changes.

Edit Port 1 Settings

Power Output *

Enabled -

Qutput Mode * Legacy PD Detection *

Auto ¥ Disahled >
Power Allocation

0

0-36 Watt

Priority *

Low b 4

Copy Configurations to Ports - @

CANCEL APPLY

. ... . Default

UI Setting Description Valid Range Value
Power Enable or disable PoE for the port. Enabled / Enabled
Output Disabled
Output Specify whether to set the PoE output mode to Auto or Force. Auto / High Auto
Mode . . . Power /

Auto: Power output will be determined by using 802.3at auto- Force

detection.

High Power: 36 watts will be allocated to the PD connected to
the port if it requires more than 30 watts of power.

Force: Power output will be determined by the Power
Allocation setting for the port. This may be necessary for PDs
that do not follow 802.3af/at standards.
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UI Setting

Description Valid Range

Default
Value

Legacy PD
Detection

Power
Allocation

Priority

Copy
Config to
Ports

Enable or disable Legacy PD Detection. Legacy PD Detection will  Enabled /
trigger the system to output power to the connected PD when Disabled
the capacitance of the PD is higher than 2.7 pF and less than 10

uF.

It will take a few seconds for PoE power to be output through
the port (if triggered) after enabling Legacy PD Detection.

Specify the power in watts to allocate to a connected PD when Oto36 W
the Output Mode is set to Force.

7 Note

This setting cannot be adjusted if the Output Mode is set
to Auto or High Power.

It will be fixed as 0 in Auto mode, and as 36 in High
Power mode.

Specify the priority of the port to use with the Auto Power Critical /
Cutting feature. If Auto Power Cutting is enabled, PoE will be High / Low
disabled for ports when total power consumption exceeds the

system power budget threshold. Ports with lower priority will be

disabled before ports with higher priority.

Refer to PoE Settings for more information.

Specify which ports you want to copy this configuration to. Select
port(s) from
the drop-
down list

Disabled

Low

None

PoE PD Failure Check

Menu Path: Network Configuration > Ports > PoE - PD Failure Check

This tab lets you monitor the status of a powered device (PD) through its IP address. If

the PD fails, the switch will not receive a PD response after the defined period, and the

authentication process will be restarted. This function is extremely useful for ensuring

network reliability and simplifying management.
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c Q, Search
Port SUPF::’Ene 4 Status  DevicelP Check Frequency (sec)  No ResponseTimes  Action
s Yes 10 3 No Action
/s 2 Yes 10 3 No Action
s 3 Yes 10 3 No Action
s 4 Yes 10 3 No Action
s s Yes 10 3 No Action
Port Shows which port the entry is for.
PoE Supported Shows whether the port supports PoE.
Status Shows whether PD failure checking is enabled or disabled for the port.
Device IP Shows the IP that will be monitored for PD failure checks for the port.
Check Frequency Shows the frequency in seconds to perform PD failure checks for the port.
(sec.)
No Response Times Shows how many consecutive PD failure checks must fail before determining a PD
is not responding.
Action Shows what action will be taken if a PD failure is detected for the port.

PoE - PD Failure Check - Edit Port Settings
Menu Path: Network Configuration > Ports > PoE - PD Failure Check

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Ports > POE -
PD Failure Check page will open this dialog box. This dialog lets you configure the PD

failure check settings for each port. Click APPLY to save your changes.
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Edit Port 1 Settings

Disabled hd

Device IP

10
No Action b
Copy Configurations to Ports ~ @

UI Setting

Description

Valid Range

Default

Value

Status

Device IP

Check Frequency

No Response Times

Action

Copy configurations
to ports

Enable or disable the PD failure check
function.

Specify the PD's IP address.

Specify how often PD failure checks will run.

Specify the maximum number of IP checking
cycles to try before determining a PD is not
responding.

Decide what action to take when a PD failure
is detected.

Select the ports you want to copy this
configuration to.

Enabled / Disabled

IP address

5 to 300 seconds

1to 10

No Action / Restart

PD / Shutdown PD

Select port(s) from
the drop-down list

Disabled

None

10

No Action

None
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Edit Port 1 Settings

Status *

Disabled v

Device IP

Check Frequency * No Response Times *

10 3

5-300 sec. 0 times
Action *

No Action -

Copy Configurations to Ports - @

CANCEL APPLY

Default
Value

UI Setting Description Valid Range

Status Enable or disable PD failure checking for the port. Enabled / Disabled
Disabled
Device IP Specify the IP that will be monitored for PD failure IP address None

checks for the port. This is normally set to the
connected PD's IP. PD failure checks will ping this IP,
and will result in a "fail" if there is no response from the
IP.

Check Frequency Specify the frequency in seconds to perform PD failure 5 to 300 10
checks for the port.

No Response Specify how many consecutive PD failure checks must 1to 10 3
Times fail before determining a PD is not responding and
executing the specified action for the rule.

Action Decide what action to take when a PD failure is No Action / No Action
determined. Restart PD /

Shut d PD
No Action: The PD failure will be logged, but no action ut down

will be taken.

Restart PD: PoE power for the port will be stopped,
and then start again to restart the connected PD.

Shut down PD: PoE power for the port will be
stopped.
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Default

UI Setting Description Valid Range value
Copy Select the ports you want to copy this configuration to. Select port(s) None
configurations to from the drop-

ports down list

PoE - Scheduling
Menu Path: Network Configuration > Ports > PoE - Scheduling
This tab lets you set schedules for each PoE port. Switch to Advanced Mode, click the

Scheduling tab, and then click the + icon to create the scheduling settings.

© Limitations

You can create up to 20 PoE scheduling rules.

System Time Status

System Time
Status

System Time
11:32

Local TimeZone
UTC+08:00

Daylight Saving Time
off

UI Setting Description

System Time Shows the device's current system time.

Local TimeZone Shows the device's local time zone.

Daylight Saving Shows whether a daylight saving time adjustment is currently applied to the system
Time time.
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PoE Scheduling Rule List

Q_ search

Rule Name Status sDt:t: Schedule Time Apply the rule to the port

Max. 20 0of0

UI Setting Description

Rule Name Shows the name for the scheduling rule the entry is for.
Status Shows whether the rule is enabled or disabled.

Start Date Shows what date the rule will start on.

Schedule Time Shows when PoE will be enabled for ports using the rule.
Apply the rule to the port Shows which ports will use this rule.

PoE - Scheduling - Create Rule

Menu Path: Network Configuration > Ports > PoE - Scheduling

Clicking the Add () icon on the Network Configuration > Ports > PoOE -
Scheduling page will open this dialog box. This dialog lets you create a PoE scheduling

rule. Click CREATE to save your changes and add the new rule.

PoOE - Scheduling - Edit Rule
Menu Path: Network Configuration > Ports > PoE - Scheduling

Clicking the Edit ( 7 ) icon on the Network Configuration > Ports > PoOE -
Scheduling page will open this dialog box. This dialog lets you edit an existing PoE

scheduling rule.

Click APPLY to save your changes.
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UI Setting

Edit Rule

Rule Name *

OfficeHours

Rule *
Enabled -

Start Date *

2024-12-01 B

Start Time * End Time *

08:00 AM ® 06:00 PM ®

Repeat Execution *

Daily v

Apply the rule to the port *

4 -

CANCEL

APPLY

Description

Valid Range

Default
Value

Rule Name

Enable

Start Date

Start Time

End Time

Repeat
Execution

Apply the
rule to port

Specify a name for the scheduling rule.

Enable or disable the scheduling rule.

Specify a start date for the rule. You can click the
calendar icon to open a date picker to select a date.

Specify a start time for the rule. POE power to the
specified ports will be supplied after the start time. You
can click the clock icon to open a time picker to select a
time.

Specify an end time for the rule. POE power to the
specified ports will be stopped after the end time. You
can click the clock icon to open a time picker to select a
time.

Specify whether to repeat execution of the rule on a daily
or weekly basis.

Specify which ports should use this rule.

1 to 63 characters

Enabled /
Disabled

yyyy-mm-dd

hh:mm AM/PM

hh/mm AM/PM

None / Daily /
Weekly

Select port(s)
from the drop-
down list

N/A

Enabled

N/A

N/A

N/A

N/A

N/A
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PoE - Scheduling - Delete Rule

You can delete a rule by using the checkboxes to select the entries you want to delete,

then clicking the Delete ( ¥) icon.

PoE - Status

Menu Path: Network Configuration > Ports > PoE - Status

This tab lets you view the current PoE status of your ports.

PoOE - System Status

System Status C

Maximum Input Power
95 Watts

Allocated Power

Consumed Power
0 Watts

Remaining Power Available
95 Watts

UI Setting Description

Maximum Input Shows the maximum power budget of the device.

Power

Allocated Power Shows the total allocated PoE power.

Consumed Power Shows the total consumed PoE power.

Remaining Power Shows the remaining power available for the device.

Available
7/ Note
Remaining Power Available is calculated as Maximum Input Power minus
Allocated Power.
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PoE Port Status List

c
Port s (2 Power Output Classification Current (mA)  Voltage (V)  Consumption (W)
upported
1 Yes Off Unknown 0 0 0
2 Yes Off Unknown 0 0 0
3 Yes off Unknown 0 0 0
4 Yes off Unknown 0 0 0
5 Yes off Unknown 0 0 0

Device Type

Unknown

Unknown

Unknown

Not present

Unknown

Q_ Search

Configuration suggestion

Disable PoE power output

Disable PoE power output

Disable PoE power output

No suggestion

Disable PoE power output

PD Failure Check Status

UI Setting Description

Port

PoE Supported

Power Output

Classification

Current (mA)

Voltage (V)

Consumption (W)

Device Type

Shows the number of the PoE port the entry is for.

Shows whether the port supports PoE.

Shows whether PoE power output is on or off for the port.

Shows the PoE power classification of the port.

Each PoE power classification has a different maximum power (in watts) by PSE

output as follows:
0: 15.4 watts

. 4 watts

1 7 watts

1 15.4 watts

: 30 watts

A W N =

Shows the amount of current in mA being supplied to the port.

Shows the voltage in V being used for the port.

Shows the power consumption in W of the device connected to the port.

Shows the device type of the device currently connected to the port.

Not Present: There are no active connections to the port.
802.3at: An IEEE 802.3at PD is connected to the port.
802.3af: An IEEE 802.3af PD is connected to the port.

NIC: A NIC is connected to the port.

Unknown: An unknown PD is connected to the port.

N/A: PoE is disabled for the port.
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UI Setting Description

Configuration Shows configuration suggestions based on detected conditions.

Suggestion
99 Disable PoE power output: A NIC or unknown PD was detected; you may want to

disable PoE power output for the port.

Select Force Mode: A higher/lower resistance or higher capacitance was detected;
you may want to select Force Mode for the port.

Select high power output: An unknown classification was detected; you may want
to select High Power output for the port.

Raise the external power supply voltage to greater than 46 VDC: When the
external supply voltage is detected as less than 46 V, the system suggests raising
the voltage.

Enable PoE function for detection: The system suggests enabling PoE.

Select IEEE 802.3at auto mode: When detecting an IEEE 802.3at PD, the system
suggests selecting 802.3at Auto mode.

Select IEEE 802.3af auto mode: When detecting an IEEE 802.3af PD, the system
suggests selecting 802.3af Auto mode.

PD Failure Check Shows the results of the last PD failure check, if checking is enabled. Refer to
Network Configuration > Ports > PoE - PD Failure Check for more information.

o Disable: PD failure checking is not enabled for the port.
e Alive: The port is alive, and passed the last PD failure check.

e Not Alive: The port is not alive, and failed the last PD failure check.

Link Fault Passthrough

Menu Path: Network Configuration > Ports > Link Fault Passthrough

This page lets you enable and configure the Link Fault Passthrough function.

s Note

Availability of this feature may vary depending on your product model and version.

s Note

When Link Fault Passthrough is enabled, both ports need to be linked up. Otherwise, traffic between LAN
ports or access from LAN ports to the device's web console might be shut down.
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7 Note

Available ports may vary depending on the model, and port selection may be fixed for some models.

Status *

Enabled v
Port 1

1 -
Port 2

2 v

UI . . Default

Setting Description Valid Range Value

Status Enable or disable the Link Fault Passthrough function. When Enabled / Disabled
enabled, when any of the port links are down, the other port will  Disabled

be shut down.

Port 1 Specify which port to use as Port 1 in the Link Fault Passthrough Dropdown list 1
pair. of ports

Port 2 Specify which port to use as Port 2 in the Link Fault Passthrough  Dropdown list 2
pair. of ports

LAN Bypass Gen3

Menu Path: Network Configuration > Ports > LAN Bypass Gen3

This page lets you enable and configure different LAN bypass modes for your device.
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System Failure Bypass Configuration

System Failure Bypass Configuration

Mode
Disabled v

APPLY

UI . . Default
Setting Description Valid Range Value
Mode Specify which system failure bypass mode to use. When Disabled / Shutdown
triggered, system failure bypass allows traffic to continue to Shutdown / and Halted
flow between LAN ports during system failure events, Shutdown and
minimizing disruption and maintaining operational integrity. Halted

Disabled: Disable system failure bypass. Traffic will not pass
between LAN ports during device failure.

Shutdown: Enable system failure bypass only when there is
a hardware failure, such as a power outage.

Shutdown and Halted: Enable bypass function for both
hardware failures and software issues, such as the CPU
becoming unresponsive.

System Runtime Bypass Configuration

System Runtime Bypass Configuration

Status
Disabled v

Auto Recovery Time

° i)

0-43200 min.

APPLY

Default

UI Setting Description Value

Status Enable/ Disable the system runtime bypass feature. When Disabled / Disabled
system runtime bypass is enabled, this will temporarily allow Enabled
traffic to flow through LAN ports unimpeded, ensuring continuous
network operation.
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Default
Value

UI Setting Description

Auto Specify the number of minutes after which the device will 0 to 43200 5
Recovery automatically disable system runtime bypass after it is enabled,
Time and will then recover to normal LAN port behavior.

If this is set to 0, the device will not exit system runtime bypass
after it is enabled.

Layer 2 Switching

Menu Path: Network Configuration > Layer 2 Switching
This section lets you configure the Layer 2 switching settings for your device.
This section includes these pages:

e VLAN

e MAC Address

¢ QoS

¢ Rate Limit

e Multicast

VLAN
Menu Path: Network Configuration > Layer 2 Switching > VLAN

This page lets you configure global VLAN settings so you can partition your network into
separate VLANSs.

This page includes these tabs:

e Global
e Settings
e Status
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VLAN Settings - Global
Menu Path: Network Configuration > Layer 2 Switching > VLAN - Global

This tab lets you configure the settings for the management VLAN and management port.

Click APPLY to save your changes.

VLAN

Global Settings Status

Management VLAN

Management |

1 -

Quick VLAN settings for selected port

Management Port = o

APPLY

. . . Default
UI Setting Description Valid Range Value
Management Specify the management VLAN ID from the drop- 1 to 4093 1
VLAN down menu.
Management Specify a management port for this device to allow (Depends on your  N/A
Port for quick and easy configuration of VLAN settings for device model)
multiple ports.

The following settings will appear after selecting a Management Port:

Default
Value

UI Setting Description

Mode Specify which VLAN mode the port should use: Access / Access

Trunk
Access: Define the port as an Access port. This is used when Hr;lt;]rid/

connecting to single devices without tags.

Trunk: Define the port as a Trunk port. This is used when
connecting to another 802.1Q VLAN-aware router.

Hybrid: Define the port as a Hybrid port. This is used when
connecting to another 802.1Q VLAN-aware router, or another
LAN that combines tagged and/or untagged devices and/or
other routers or hubs.

7 Note

If you do not intend to use the device purely as a Layer 2
switch, it is strongly recommended that you do not use
trunk VLANs for most use cases.
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UI Setting Description

Default
Value

PVID Set the default VLAN ID to use for traffic from untagged
devices that connect to the port.

Tagged If the Mode is set to Trunk or Hybrid, you can specify what
VLAN VLAN IDs tagged devices that connect to the port will use. Use
commas to separate different VIDs.

Untagged If the Mode is set to Access, assign a VLAN ID for untagged

Use commas to separate different VLAN IDs.

VLAN devices that connect to the port and remove tags upon egress.

1 to 4093

All Member
VIDs / 1 to
4093

All Member
VIDs / 1 to
4093

Access
mode: N/A

Trunk or
Hybrid
mode: 1

Access
mode: 1

Trunk or
Hybrid
mode: N/A

VLAN - Settings

Menu Path: Network Configuration > Layer 2 Switching > VLAN - Settings

This tab lets you configure management VLAN and port settings. Click APPLY to save

your changes.

s Note

Please note that port numbers may vary depending on product model.

O Limitations

You can create up to 32 VLANSs.
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VLAN

Global

Settings Status

O wan Memiber Port
1,2,3,4567910

2 8
] 40
o so
O 4040
O 4on
c

Pot  Mode PVID Untagged VLAN Tagged VLAN
P Aocess
P Access 1 1,
Fa Access
P Access 1 .
P Access 2 2,
7l Access 1 1,
s Access
s T Access 1 1,
£oThr Access

The top table shows a list of VLANSs.

UI Setting

Description

VLAN

Member Port

Shows the VID for the VLAN.

Shows which ports are in the VLAN.

The bottom table shows a list of the device's ports and their VLAN settings.

UI Setting Description

Port

Mode

PVID

Untagged VLAN

Shows which port this row describes.

Shows the VLAN mode for the port.

Shows the PVID for the port.

Shows the Untagged VLAN.
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UI Setting Description

Tagged VLAN Shows the Tagged VLAN.

VLAN - Settings - Create VLAN
Menu Path: Network Configuration > Layer 2 Switching > VLAN - Settings

Clicking the Add () icon on the Network Configuration > Layer 2 Switching >
PoE - Scheduling page will open this dialog box. This dialog lets you create a VLAN.

Click CREATE to save your changes and add the new VLAN.

Create VLAN

CANCEL CREATE

uI
Setting

Default
Value

Description Valid Range

VID Specify the VID to use for the VLAN. You can create 1 to 4094. N/A
multiple VLANs at once by entering single VIDs or VID

ranges separated by commas, such as 2, 4-8, 10-13.  You can enter multiple

VIDs and/or VID ranges,
separated by commas.

VLAN - Settings - Edit Port Settings
Menu Path: Network Configuration > Layer 2 Switching > VLAN - Settings

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Layer 2
Switching > VLAN - Settings page will open this dialog box. This dialog lets you edit
the VLAN settings for a port. Click APPLY to save your changes.
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Edit Port 1 Settings

Access -

Tagged VLAN -

Default
Value

UI Setting Description

Mode Specify which VLAN mode the port should use: Access / Access

Trunk
Access: Define the port as an Access port. This is used Hl;tjl:?rid/

when connecting to single devices without tags.

Trunk: Define the port as a Trunk port. This is used
when connecting to another 802.1Q VLAN-aware
router.

Hybrid: Define the port as a Hybrid port. This is used
when connecting to another 802.1Q VLAN-aware
router, or another LAN that combines tagged and/or
untagged devices and/or other routers or hubs.

PVID Set the default VLAN ID to use for traffic from 1 to 4094 1
untagged devices that connect to the port.

Tagged VLAN If the Mode is set to Trunk or Hybrid, you can specify  All Member N/A
. what VLAN IDs tagged devices that connect to the port VIDs/ 1 to

(when editing will use. Use commas to separate different VIDs. 4094

settings for the

Management Port)

Untagged VLAN If the Mode is set to Access, assign a VLAN ID for All Member N/A
. untagged devices that connect to the port and remove VIDs / 1 to

(when editing tags upon egress. Use commas to separate different 4094

settings for the VLAN IDs
Management Port) '

VLAN - Settings - Delete VLAN
Menu Path: Network Configuration > Layer 2 Switching > VLAN - Settings

You can delete VLANs by using the checkboxes to select the VLANs you want to delete,
then clicking the Delete ( ¥) icon.
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VLAN

Global Settings Status

| |
-"“'e VLAN Member Port
1 1,2,3,4,567,5,10

2 8

a
-
&

4040

O 0|0

4041

VLAN - Status
Menu Path: Network Configuration > Layer 2 Switching > VLAN - Status

This tab lets you monitor the status of the VLANs on your device.

VLAN

Global Settings Status

c Q Search

VLAN Hybrid Port Trunk Port Access Port
1 1,2,3,4,5,6,9,10

2 8

3 7

UI Setting Description

VLAN Shows the VID of the VLAN.

Hybrid Port Shows ports acting as a Hybrid Port for the VLAN.
Trunk Port Shows ports acting as a Trunk Port for the VLAN.
Access Port Shows ports acting as an Access Port for the VLAN.
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MAC Address Table

Menu Path: Network Configuration > Layer 2 Switching > MAC Address Table

This page lets you view your device's MAC address table and set the aging time for MAC

address entries.

MAC Address Table Settings

Aging Time *

300

Ul Default

Description

Setting Value

Aging Specify the aging time for MAC address entries in seconds. The aging 5to 300 300
Time time determines how long entries will be kept in the MAC address table
in the device's memory before expiring.

MAC Address Table

C Q, Search
Index VLAN ID MAC Address Type Port
1 100 00:00:02:00:00:00 Learnt Unicast 8
2 100 00:0c:29:42:c4:03 Learnt Unicast 8
3 100 00:90:e8:53:5a:43 Learnt Unicast 8
4 100 00:90:€8:69:5d:b7 Learnt Unicast 8
5 100 00:90:e8:6¢:5b:21 Learnt Unicast 8
6 100 00:90:¢8:78:69:3b Learnt Unicast 8

UI Setting Description

Index Shows the index number of the MAC address.
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UI Setting Description

VLAN ID Shows which VLAN ID is being used for the MAC address.
MAC Address Shows the MAC address.
Type Shows what kind of MAC address entry this is:

Learnt Unicast: Used for all learnt unicast MAC addresses.
Learnt Multicast: Used for all learnt multicast MAC addresses.
Static Unicast: Used for all static unicast MAC addresses.

Static Multicast: Used for all static multicast MAC addresses.

Port Shows which port on the device the MAC address is connected to.

QoS
Menu Path: Network Configuration > Layer 2 Switching > QoS
This page lets you configure QoS settings to control network traffic prioritization.
This page includes these tabs:
e CoS Mapping
e DSCP Mapping

e Port Classification

CoS Mapping
Menu Path: Network Configuration > Layer 2 Switching > QoS - CoS Mapping

This tab lets you configure CoS Mapping, which allows you to map 802.1p/1Q Layer 2

CoS tags to priority queues on the device.
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QoS
CoS Mapping DSCP Mapping Port Classification
CosS Priority Queue
/S 0 0
VA 0
/s 2 1
V2 1
V! 2
s 5 2
V] 3
V 3

UI Setting Description
CoS Shows the CoS level. Higher numbers indicate higher priority.
Level Shows the priority queue. Higher numbers indicate higher priority.

CoS Mapping - Edit a CoS Mapping
Menu Path: Network Configuration > Layer 2 Switching > QoS - CoS Mapping

Clicking the Edit ( 7 ) icon for an CoS level on the Network Configuration > Layer 2
Switching > QoS - CoS Mapping tab will open this dialog box. This dialog lets you map
CoS levels to priority queues. Click APPLY to save your changes.

Edit CoS 0 Settings

0 -

e (D
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Default

UI Setting Description Valid Range value
Priority Specify the priority queue to use for the CoS level. Oto3 0
Queue Higher numbers indicate higher priority.

(Depends on your
device model)

DSCP Mapping
Menu Path: Network Configuration > Layer 2 Switching > QoS - DSCP Mapping

This tab lets you map Layer 3 DSCP levels to priority queues on the device.

QoS
CoS Mapping DSCP Mapping Port Classification
DSCP Level
£ oo ]
s 2 o0
S 03 )
£ oc(d) 0
FA o 0
Z oaiE 0
F mas(m o
£ macE 0
/S 0@ 0
Z  0es(in) 0
# 028y o
£ mac(1z) o
/A 030(13) 0
/03y o
# 0a3s(1s) 0
£ 03c(1s) 0
S om0 1

UI Setting Description
DSCP Shows the DSCP level. Higher numbers indicate higher priority.
Level Shows the priority queue. Higher numbers indicate higher priority.
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DSCP Mapping - Edit a DSCP Mapping
Menu Path: Network Configuration > Layer 2 Switching > QoS - DSCP Mapping

Clicking the Edit ( 7 ) icon for an DSCP mapping on the Network Configuration >
Layer 2 Switching > QoS - DSCP Mapping page will open this dialog box. This dialog
lets you map DSCP levels to priority queues. Click APPLY to save your changes.

Edit DSCP 0x0 (1) Settings

0

Default
Value

UI Setting Description Valid Range

Priority Specify the priority queue to use for the DSCP level. Oto3 0

Queue Higher numbers indicate higher priority. (Depends on your

device model)

Port Classification

Menu Path: Network Configuration > Layer 2 Switching > QoS - Port

Classification

This tab lets you set up QoS queueing mechanisms.

# Note

For TN-4900 Series 16-port models, port priority must be handled in 2 separate groups as follows, due to
design limitations:

. Ports 1 to 8

. Ports G1 to G8
or
Ports 9 to 12 and G1 to G4
(depends on your model)
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QoS

CoS Mapping

Weight Fair(8:4:2:1)

DSCP Mapping Port Classification

APPLY

G1

G2

Trk1

NS VNS NS NN N

Trk2

Inspect Tos Inspect Cos Priority

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled 3

Enabled 3

Enabled 3

Enabled 3

Enabled 3

Enabled 3

Enabled 3

Enabled 3

Enabled 3

Q Search

UI Setting

Description

Valid Range

Default
Value

Scheduling
Mechanism

Specify the scheduling mechanism to use for your
device:

Weight Fair(8:4:2:1): In the weight fair scheme, an
8, 4, 2, 1 weighting is applied to the four priority levels
on the device. This approach prevents lower priority
frames from being starved of opportunities for
transmission with only a slight delay to higher priority
frames.

Strict(High Priority First Always): In the strict-
priority scheme, all top-priority frames egress a port
until that priority’s queue is empty, and then the next
lower priority queue’s frames egress. This approach can
cause the lower priorities to be starved of opportunities
for transmitting any frames, but ensures that all high
priority frames will egress the switch as soon as
possible.

Weight
Fair(8:4:2:1) /
Strict(High
Priority First
Always)

Weight
Fair(8:4:2:1)

The port classification table shows the following information:

UI Setting Description

Port

Inspect ToS

Inspect CoS

Shows which port this row describes.

Shows whether ToS is enabled or disabled for the port.

Shows whether CoS inspection is enabled or disabled for the port.
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UI Setting Description

Priority Shows the priority for the port. Higher numbers indicate higher priority.

Port Classification - Edit Port Setting

Menu Path: Network Configuration > Layer 2 Switching > QoS - Port

Classification

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Layer 2
Switching > QoS - Port Classification page will open this dialog box. This dialog lets
you adjust the QoS classification settings for each port. Click APPLY to save your

changes.

Edit Port 3 Settings

Inspect ToS *

Enabled -
Inspect CoS *

Enabled -
Priority *

3 -

CANCEL APPLY

UI .. . Default

Setting Description Valid Range Value

Inspect Enable or disable inspection of Type of Service (ToS) bits in the Enabled or Enabled

ToS IPV4 frame to determine the priority of each frame. Disabled

Inspect Enable or disable inspection of 802.1p CoS tags in the MAC Enabled or Enabled

CoS frame to determine the priority of each frame. Disabled

Priority Specify the priority of the port. Higher numbers indicate higher 0 to 7 3
priority.
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Rate Limit

Menu Path: Network Configuration > Layer 2 Switching > Rate Limit

This page lets you control the bandwidth of ingress (incoming) and egress (outgoing)

traffic through the device to protect end-devices that may not have the capability to

handle large amounts of traffic.

7 Note

Please note that available options may vary depending on the product model.

Rate Limit

Limit Broadcast -

Drop Packet -

APPLY

Port  Ingress

3 Not Limited (100 Mbps)

4 Not Limited (1000 Mbps)

5 Not Limited (1000 Mbps)

Not Limited (100 Mbps)

8 Not Limited (1000 Mbps)

61 Not Limited (1000 Mbps)

N ENE N BN N BT N,

G2 Not Limited (1000 Mbps)

Egress

Not Limited (100 Mbps)

Not Limited (1000 Mbps)

Not Limited (1000 Mbps)

Not Limited (100 Mbps)

Not Limited (1000 Mbps)

Not Limited (1000 Mbps)

Not Limited (1000 Mbps)

Q search

Rate Limit Settings

ess Policy
Limit Broadcast

Drop Packet

APPLY
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UI Setting

Rate Limit

Limit Broadcast -

Ingress Action

Port Disable ~ 0

APPLY

Default
Value

Description Valid Range

Ingress Policy

Ingress Action

Port Disabled
Period

(Only if
Ingress Action
is set as Port
Disable)

Select which kind of traffic ingress rate limiting  Limit All / Limit Limit

will be applied to. Broadcast, Multicast and Broadcast
Flooded Unicast / Limit

Broadcast, Multicast /

Limit Broadcast

Limit All: Rate limit will be applied to all
traffic.

Limit Broadcast, Multicast and Flooded
Unicast: Rate limit will be applied to
broadcast, multicast, and flooded unicast
traffic only.

Limit Broadcast, Multicast: Rate limit will be
applied to broadcast and multicast traffic only.

Limit Broadcast: Rate limit will be applied to
broadcast traffic only.

Select the ingress action. Drop Packet / Port Disable  Drop

Pakcet
Drop Packet: The rate limit will discard akee

incoming packets that do not comply with the
ingress policy.

Port Disable: The rate limit will disable the
port that do not comply with the ingress policy.

Select the port disable period during which the  1-65535 0
port will be disabled. Once this period is over,

the port will be re-enabled. However, if the

port does not comply with the ingress policy

again, it will be disabled then.
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Rate Limit Port List

Q Search
Port Ingress Egress

/7 3 Not Limited (100 Mbps) Not Limited (100 Mbps)

/’ 4 Not Limited (1000 Mbps) Not Limited (1000 Mbps)

s s Not Limited (1000 Mbps) Not Limited (1000 Mbps)

P Not Limited (100 Mbps) Not Limited (100 Mbps)

/' 8 Not Limited (1000 Mbps) Not Limited (1000 Mbps)

P Not Limited (1000 Mbps) Not Limited (1000 Mbps)

/' G2 Not Limited (1000 Mbps) Not Limited (1000 Mbps)
UI Setting Description
Port Shows which port this row describes.
Ingress Shows the ingress bandwidth rate limit method and bandwidth.
Engress Shows the egress bandwidth rate limit method and bandwidth.

Rate Limit - Edit Port Settings
Menu Path: Network Configuration > Layer 2 Switching > Rate Limit

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Layer 2
Switching > Rate Limit page will open this dialog box. This dialog lets you configure

rate limit settings for each port. Click APPLY to save your changes.

Edit Port 1/1 Settings

Not Limited

Not Limited

UI Default
Setting Value

Description Valid Range

Ingress Select the ingress rate limit (% of max. Not Limited / 3% / 5% / 10% /15% / Not Limited
throughput) for all packets. 25% / 35% / 50% / 65% / 85%
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UI Default

Description Valid Range

Setting Value
Egress Select the egress rate limit (% of max. Not Limited / 3% / 5% / 10% /15% / Not Limited
throughput) for all packets. 25% / 35% / 50% / 65% / 85%
Multicast

Menu Path: Network Configuration > Layer 2 Switching > Multicast
This section lets you adjust various settings for handling multicast traffic.
This section includes these pages:

e IGMP Snooping

e Static Multicast Table

IGMP Snooping

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP
Snooping

This page lets you configure IGMP snooping, which enables intelligent forwarding of
multicast traffic in local area networks (LANs). By listening to IGMP messages sent
between hosts and multicast routers, IGMP snooping can learn which multicast groups

are active on the network and maintain a database of multicast group membership.
This page includes these tabs:

e VLAN Settings

e Group Table

e Forwarding Table
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IGMP Snooping

VLAN Settings

Group Table

Forwarding Table

AR SR SN

Querier

visvz

vijvz

vijvz

vivz

vinve

Static Router Port

VLAN Settings

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP

Snooping - VLAN Settings

This tab lets you configure IGMP snooping settings for each VLAN.

IGMP Snooping
VLAN Sertings Group Table Forwarding Table
125
c
VLANID  IGMPSnooping  Querier Static Router Port
P Vi -
F z Vi -
s s Vi -
2 viv2 =
V- viv2 -
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IGMP VLAN Settings

IGMP Snooping

VLAN Settings Group Table Forwarding Table

[=
VLANID  IGMP Snooping  Querier Static Router Port
V| vivz -
> ] viv2 =
VR Vi -
F & Vi -
VA ViV -

Default
Value

UI Setting Description Valid Range

Query Specify the query interval of the querier function 20 to 600 125 seconds
Interval globally. seconds

IGMP VLAN List

IGMP Snooping

VLAN Settings Group Table Forwarding Table
125

VLANID IGMP Snooping Querier Static Router Port

/ 1 Vi/vz -
7 2z viv2 =
V] Vi -
s 1 vz -
/ 5 Vi/vz -
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UI Setting Description

VLAN ID

Querier

Port

Static Router

Shows which VLAN ID this row describes.

IGMP Snooping Shows whether IGMP snooping is enabled or disabled for the VLAN.

Shows which version of IGMP snooping the VLAN will use.

Shows the static router port the VLAN will use to connect to the multicast router for
IGMP snooping.

VLAN Settings - Edit VLAN Settings

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP
Snooping - VLAN Settings

Clicking the Edit ( 7 ) icon for a VLAN on the Network Configuration > Layer 2
Switching > Multicast > IGMP Snooping - VLAN Settings page will open this dialog
box. This dialog lets you enable and configure IGMP snooping for each VLAN. Click
APPLY to save your changes.

Edit VLAN 1 Settings

Disabled

vijvz

Default
Value

UI Setting Description Valid Range

IGMP Enable or disable IGMP Snooping function for the VLAN. Enabled / Disabled Disabled
Snooping
Version Specify which version of IGMP snooping to use: V1i/Vv2 / V3 V1i/Vv2

V1/V2: Enable the Moxa device to send IGMP snooping
version 1 and 2 queries.

V3: Enable the Moxa device to send IGMP snooping
version 3 queries.
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Default
Value

UI Setting Description Valid Range

Static Select which ports will be used to connect to multicast 1/1/1/2/1/3/1/4 N/A
Router Port routers for IGMP Snooping. The device will receive all /1/5/1/6/1/7/
multicast packets from the selected ports. 1/8/1/9/1/10
7 Note

If a router or Layer 3 switch is connected to the
network, it will act as the querier, and the querier
function will be disabled on all Moxa Layer 2
switches.

If all switches on the network are Moxa Layer 2
switches, then only one Layer 2 switch will act as
the querier.

Group Table

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP
Snooping - Group Table

This tab lets you see all currently active IGMP groups that were detected for each VLAN.

IGMP Snooping
VLAN Settings Group Table Farwarding Table

VLANID1 -
Static Mutticast Router Port Querier Connected Port Atz Quens
No

c

Group Address Version Filter Mode Port Source Address

VLAN Group Table List

You can use the VLAN drop-down to select which VLAN's group table is displayed.

VLANID1 +

Sati Malicass Raster Port Quersr Connesied Fors satas Quane

c

Group Address  Version FiterMode  Port  Source Address
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UI Setting Description

Static Multicast Router Shows the static multicast querier port(s) for the VLAN.
Port

Querier Connected Port  Shows the port which is connected to the querier for the VLAN.

Act as a Querier Shows whether or not this VLAN has been selected to act as a querier.

Group Address Shows the multicast group addresses for the VLAN.

Version Shows the IGMP snooping version for the group address.

Filter Mode If IGMP v3 is enabled for the VLAN ID, this shows whether the group address is

Included or Excluded.

Port Shows which ports are members of the group address.

Source Address When IGMP v3 is enabled, this shows the multicast source address for the
group address.

Forwarding Table

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP

Snooping - Forwarding Table

This page lets you see the multicast stream forwarding status for each VLAN.

IGMP Snooping

VLAN Settings Group Table Forwarding Table

c

Group Address Source Address Port Member Port

UI Setting Description

Group Address Shows the multicast group IP address.
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UI Setting Description

Source Address Shows the IP address the multicast group will receive multicast streams from.
Port Shows the port receiving the multicast stream.
Member Port Shows the port the multicast stream is forwarded to.

Static Multicast Table

Menu Path: Network Configuration > Layer 2 Switching > Multicast > Static
Multicast Table

This page lets you manage your device's static multicast entries.

s Note

Please note that settings and available options will vary depending on the product model.

s Note

Moxa's Router Series devices manage MAC address learning for VLANs using IVL (Independent VLAN
Learning), which uses separate MAC address tables for each VLAN so that MAC address learning for
different VLANs do not interfere with each other. This allows the same MAC address to be used in multiple
VLANs without causing forwarding issues.

This may lead to a larger MAC address table size, as each VLAN maintains its own individual address
table, and the number of MAC address entries will increase based on the number of VLAN member ports
used.

O Limitations

You can create up to 256 static multicast entries, though some models may support up to 1000 static
multicast entries.

The number of entries is calculated as follows: Number of MAC address entries * Number of VLAN IDs

For example, if the static multicast table contains 30 MAC addresses and is connected to 4 VLAN IDs, then
the number of MAC address entries would be 30 MAC addresses * 4 VLAN IDs = 120 static multicast
entries.
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Static Multicast Table

a

Q, Search

VLAN ID MAC Address Port

VA 01:00:5e:01:02:03 &

01:00:5e:7f:ff:f

O 0o o0
N

VA 07:00:5e:7f:Af:Af 3

UI Setting Description

VLAN ID Shows the VLAN ID used for the static multicast entry.
MAC Address Shows the MAC address used for the static multicast entry.
Port Shows which ports are included for the static multicast entry.

Static Multicast Table - Create Static Multicast

Menu Path: Network Configuration > Layer 2 Switching > Multicast > Static
Multicast Table

Clicking the Add () icon on the Network Configuration > Layer 2 Switching >
Multicast > Static Multicast Table page will open this dialog box. This dialog lets you
add a static multicast entry. Click CREATE to save your changes and add the new static
multicast entry.

s Note

01:00:5E:XX:XX:XX on this page is the IP multicast MAC address, please activate IGMP Snooping for
automatic classification.
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Create Static Multicast

VLAN ID * ~  MAC Address * (i )

Port * v

. . . Default

UI Setting Description Valid Range Value

VLAN ID Specify the VLAN ID. Drop-down list of N/A
VLAN ID

MAC Specify the static multicast MAC address. Valid multicast MAC N/A

Address address

Port Specify which ports you want to include in the static Drop-down list of N/A

multicast group. ports

Static Multicast Table - Edit Static Multicast

Menu Path: Network Configuration > Layer 2 Switching > Multicast > Static
Multicast Table

Clicking the Edit ( 7 ) icon for an account on the Network Configuration > Layer 2
Switching > Multicast > Static Multicast Table page will open this dialog box. This

dialog lets you edit an existing static multicast entry. Click APPLY to save your changes.

Edit Static Multicast

VLAN ID * MAC Address *
1 ~  01:00:5:01:02:03 i ]

CANCEL APPLY

. . . Default
UI Setting Description Valid Range Value
VLAN ID Specify the VLAN ID. Drop-down list of N/A
VLAN ID
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Default

UI Setting Description Valid Range Value

MAC Specify the static multicast MAC address. Valid multicast MAC N/A

Address address

Port Specify which ports you want to include in the static Drop-down list of N/A
multicast group. ports

Static Multicast Table - Delete Static Multicast

Menu Path: Network Configuration > Layer 2 Switching > Multicast > Static
Multicast Table

You can delete user accounts by using the checkboxes to select the accounts you want to
delete, then clicking the Delete ( ¥) icon.

Static Multicast Table
[ ] Q, search
= VLANID  MAC Address Port
72 01:00:56:01:02:03 8
O # 01:00:5e:7£:1f:ff
O & 01:00:5e.7F f£:1f 3
A m je: 50 il of

Network Interfaces

Menu Path: Network Configuration > Network Interfaces
This page lets you configure the settings for the various interfaces of your device.
This page includes these tabs:

e LAN

¢ WAN/WAN1

¢ WAN2/DMZ

e Bridge
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e MTU Configuration

e Secondary IP

e Virtual Interface

Network Interfaces
LAN WAN Bridge
(] Name. Status VLANID
V] Enabled 1
a # lam Enabled a0
/ lantest Enabled 50
[0 & lantestz 4040

MTU Gonfiguration Secondary IP

Alias IP Address. Netmask
192168127.250 2552552550
192168126254 2552552550
19216812529 2552552550

192.168.92

255.265.255.0

Virtual Interface

Virtual MAC

Directed Broadeast

Disabled

Disabled

Disabled

Disabled

Qusearch

Source IP Overwrite

Disabled

Disabled

Disabled

Disabled

LAN

Menu Path: Network Configuration > Network Interfaces - LAN

This tab lets you manage your LAN interfaces.

O Limitations

You can create up to 16 LAN interfaces by configuring each port with unique VLAN ID numbers.

7 Note

For the TN-4900 Series, when the Connection Type is set to Dynamic IP for an interface, the interface's
information including the IP and the file name/file server (Option 66/67) can be checked through the CLI

interface.
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Network Interfaces List

Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP

(Im] Name Status VLAN ID Alias IP Address Netmask Virtual MAC Directed Broadcast ~ Source IP Overwrite
* AN Enabled 1 0 192.168.127.254 255.255.255.0 i Disabled Disabled
/’

il I‘ lan2 Enabled 3 192.168.126.1 255.255.255.0 - Disabled Disabled

UI Setting Description

Name Shows the name of the interface.

Status Shows the status of the interface.

VLAN ID Shows the VLAN ID used for the interface.

Alias Shows the alias for the interface.

IP Address Shows the IP address of the interface.

Netmask Shows the subnet mask of the interface.

Virtual MAC Shows the virtual MAC address of the interface.

Directed Broadcast Shows whether directed broadcast is enabled for the interface.
Source IP Overwrite Shows whether source IP overwrite is enabled for the interface.

LAN - Create LAN Interface Entry

Menu Path: Network Configuration > Network Interfaces - LAN

Clicking the Add () icon on the Network Configuration > Network Interfaces -
LAN page will open this dialog box. This dialog lets you create new LAN interface entries

for your device. Click CREATE to save your changes and add the new interface.
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© Limitations

You can create up to 16 LAN interfaces by configuring each port with unique VLAN ID numbers.

7 Note

The VLAN ID of the first LAN interface configured will be set as the management VLAN ID.

UI Setting

Name

VLAN Interface

Create LAN Interface Entry

Name *
VLAN Interface *
Enabled v
VLANID * A
1-4094
Alias
0/31
Proxy ARP
Disabled v
Connection Type *
Static IP v
Directed Broadcast * Source IP Overwrite
Disabled v  Disablec v
Netmask *
IP Address * 24 (255.255.255.0) -
Virtual MAC
00:00:00:00:00:00
Description Valid Range

Specify a name for the interface.

Enable or disable the VLAN interface.

1to12
characters

Enabled /
Disabled

Default Value

N/A

Enabled

MX-ROS V3 - User Manual

240



UI Setting Description Valid Range Default Value
VLAN ID Specify the VLAN ID. 1 to 4094 N/A
Alias Specify an alias for the VLAN interface. 1to31 N/A
characters
Proxy ARP Enable or disable proxy ARP for the Enabled / Disabled
interface. Disabled
Connection Type Select the connection type for the Static IP / Static IP
interface. Dynamic IP
/s Note
The LAN interfaces require static
IP addresses; dynamic IPs are not
supported.
Directed Broadcast Enable or disable directed broadcast for Enabled / Disabled
the interface. Disabled
Source IP Overwrite Enable or disable source IP overwrite for Enabled / Disabled
the interface. Disabled
IP Address Specify the IP address of the interface. Valid IP N/A
(Only when Connection address
Type set as Static IP)
Netmask Specify the subnet mask of the Valid subnet 24
) interface. mask (255.255.255.0)
(Only when Connection
Type set as Static IP)
DHCP Client Option Enable or disable DHCP Client Option Enabled / Disabled
66/67 66/67 for the interface, if the device Disabled
ts it.
(Only when Connection supports |
Type set as Dynamic
IP)
Virtual MAC Specify the virtual MAC address of the Valid MAC 00:00:00:00:00:00
interface. address

LAN - Edit LAN Interface Entry
Menu Path: Network Configuration > Network Interfaces - LAN

Clicking the Edit ( 7 ) icon on the Network Configuration > Network Interfaces -
LAN page will open this dialog box. This dialog lets you edit an existing LAN interface

entry for your device. Click SAVE to save your changes.
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Edit LAN Interface Entry

Name *

LAN

3/12
VLAN Interface *
Enabled -

VLAN ID *
1 v

1-4094

Alias

0/31
Directed Broadcast * Source IP Qverwrite

Disabled ~  Disabled -

IP Address * Netmask *
192.168.127.254 24 (255.255.255.0) v

Virtual MAC
00:00:00:00:00:00

CANCEL APPLY

UI Setting Description Valid Range Default Value

Name Specify a name for the interface. 1to12 N/A
characters

VLAN Interface Enable or disable the VLAN interface. Enabled / Enabled
Disabled

VLAN ID Specify the VLAN ID. 1 to 4094 N/A

Alias Specify an alias for the VLAN interface. 1to31 N/A
characters

Proxy ARP Enable or disable proxy ARP for the Enabled / Disabled

interface. Disabled
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UI Setting

Description

Valid Range

Default Value

Connection Type

Directed Broadcast

Source IP Overwrite

IP Address

(Only when Connection
Type set as Static IP)

Netmask

(Only when Connection
Type set as Static IP)

DHCP Client Option
66/67

(Only when Connection
Type set as Dynamic
IP)

Virtual MAC

Select the connection type for the
interface.

7 Note

The LAN interfaces require static
IP addresses; dynamic IPs are not
supported.

Enable or disable directed broadcast for
the interface.

Enable or disable source IP overwrite for
the interface.

Specify the IP address of the interface.

Specify the subnet mask of the
interface.

Enable or disable DHCP Client Option
66/67 for the interface, if the device
supports it.

Specify the virtual MAC address of the
interface.

Static IP /
Dynamic IP

Enabled /
Disabled

Enabled /
Disabled

Valid IP
address

Valid subnet
mask

Enabled /
Disabled

Valid MAC
address

Static IP

Disabled

Disabled

N/A

24

(255.255.255.0)

Disabled

00:00:00:00:00:00

Delete LAN Interface Entry

Menu Path: Network Configuration > Network Interfaces - LAN

You can delete interfaces by using the checkboxes to select the interfaces you want to

delete, then clicking the Delete ( ¥) icon.
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Network Interfaces
LAN WAN Bridge MTU Configuration Secondary IP
| |
m Name Status VLAN ID Alias IP Address Netmask Virtual MAC Directed Broadcast Source IP Qverwrite
f LAN Enabled 1 ] 192.168.127.254 255.255.255.0 Disabled Disabled
f' lan2 Enabled 3 192.168.126.1 255.255.255.0 - Disabled Disabled
WAN/WAN1

Menu Path: Network Configuration > Network Interfaces - WAN/WAN1

This page lets you configure the settings for the WAN interfaces of your device. WAN
interfaces are VLAN-based; when WAN is enabled for a VLAN ID, all ports associated with
that VLAN ID will act as a single WAN interface.

/s Note
This tab may appear as WAN or WAN1 depending on your product model.

There are multiple types of WAN you can select for your Connection Type:
e Static IP
e Dynamic IP

e PPPOE

Static IP

If you select Static IP as your Connection Type, these settings will appear.
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Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP
VLANID
2
Connection
Enabled > StaticIP

Directed Broadcast

Disabled

Address Information

10.123.13.33 23 (255.255.254.0) ~ 10123121

PPTP Dialup
Disabled
Username Password

Virtual MAC

00:00:00:00:00:00

DNS Settings

0.0.00 0.000 0.0.0.0

VLAN ID
UI Setting Description Valid Range Default Value
VLAN ID Select a VLAN ID to use for the WAN interface. VLAN ID N/A
Connection
. . . Default
UI Setting Description Valid Range Value
Status Enable or disable the WAN interface. Enabled / Disabled Enabled
Connection Specify the connection type to use for the Static IP / Dynamic IP / Dynamic IP
Type connection. PPPOE
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Directed Broadcast

Default
Value

UI Setting Description Valid Range

Status Enable or disable directed broadcast for the Enabled / Disabled
interface. Disabled

Source IP Enable or disable source IP overwrite for the Enabled / Disabled

Overwrite interface. Disabled

Address Information

UI Setting Description Valid Range Default Value
IP Address Specify the IP address for the interface. Valid IP address 0.0.0.0
Netmask Specify the subnet mask for the interface. Valid subnet mask N/A

Gateway Specify the gateway address for the interface. Valid IP address 0.0.0.0

PPTP Dialup

. . .- . Default
UI Setting Description Valid Range Value
Status Enable or disable PPTP connection for the interface. Enabled / Disabled
Disabled

IP Address Specify the PPTP service IP address. Valid IP address 0.0.0.0

User Name Enter the username to use for dialing in to the PPTP 1to 30 N/A
service. characters

Password Enter the password to use for dialing in to the PPTP 1 to 30 N/A
service. characters

MPPE Enable or disable MPPE encryption. None / Encrypt None

Encrytion

MX-ROS V3 - User Manual

246



Virtual MAC

UI Setting Description Valid Range Default Value
Virtual Specify the virtual MAC address for the interface. Valid MAC address  00.00.00.00.00.00
MAC

DNS Settings

UI Setting Description Valid Range Default Value

Primary DNS Server Specify the primary DNS IP address. IP Address 0.0.0.0

Secondary DNS Server Specify the secondary DNS IP address. IP Address 0.0.0.0

Tertiary DNS Server Specify the tertiary DNS IP address. IP Address 0.0.0.0
Dynamic IP

If you select Dynamic IP as your Connection Type, these settings will appear.

s Note

Please note that settings and available options will vary depending on the product model.
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Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP
VLAN ID
3
Connection
Enabled ~  Dynamic IP

Directed Broadcast

Disabled

PPTP Dialup

Disabled

Username Password
DHCP Client Option 66/67
Disabled
Virtual MAC
00:00:00:00:00:00
DNS Settings
0000 0.000 0.0.0 D

VLAN ID
UI Setting Description Valid Range Default Value
VLAN ID Select a VLAN ID to use for the WAN interface. VLAN ID N/A
Connection
. . . Default
UI Setting Description Valid Range Value
Status Enable or disable the WAN interface. Enabled / Disabled Enabled
Connection Specify the connection type to use for the Static IP / Dynamic IP / Dynamic IP
Type connection. PPPOE
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Directed Broadcast

. . . Default
UI Setting Description Valid Range value
Status Enable or disable directed broadcast for the Enabled / Disabled
interface. Disabled
Source IP Enable or disable source IP overwrite for the Enabled / Disabled
Overwrite interface. Disabled

PPTP Dialup

. . . Default
UI Setting Description Valid Range Value
Status Enable or disable PPTP connection for the interface. Enabled / Disabled
Disabled

IP Address Specify the PPTP service IP address. Valid IP address 0.0.0.0

User Name Enter the username to use for dialing in to the PPTP 1to 30 N/A
service. characters

Password Enter the password to use for dialing in to the PPTP 1to 30 N/A
service. characters

MPPE Enable or disable MPPE encryption. None / Encrypt None

Encrytion

DHCP Client Option 66/67

UI Setting Description Valid Range Default Value

Status Enable or disable DHCP client option 66/67. Enabled/Disabled Disabled

Virtual MAC

UI Setting Description Valid Range Default Value
Virtual Specify the virtual MAC address for the interface. Valid MAC address  00.00.00.00.00.00
MAC
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DNS Settings

7 Note

When using Dynamic IP, you can manually configure DNS servers here. Manually configured DNS servers
will have a higher priority than DNS servers coming from the DHCP server.

UI Setting

Primary DNS Server

Secondary DNS Server

Tertiary DNS Server

Description

Specify the primary DNS IP address.

Specify the secondary DNS IP address.

Specify the tertiary DNS IP address.

Valid Range

IP Address

IP Address

IP Address

Default Value

0.0.0.0

0.0.0.0

0.0.0.0

PPPoE

If you select PPPOE as your Connection Type, these settings will appear.

Network Interfaces
LAN WAN Bridge

VLAN ID

2

Connection

Enabled - PPPoE

Directed Broadcast

Disabled

PPPoE Dialup

Username Password Host Name

MTU Configuration

Virtual MAC

00:00:00:00:00:00

DNS Settings

0.0.0.0 0.00.0 0.0.00

Secondary IP

MX-ROS V3 - User Manual

250



VLAN ID

UI Setting Description Valid Range Default Value
VLAN ID Select a VLAN ID to use for the WAN interface. VLAN ID N/A
Connection

Default
Value

UI Setting Description Valid Range

Status Enable or disable the WAN interface. Enabled / Disabled Enabled
Connection Specify the connection type to use for the Static IP / Dynamic IP / Dynamic IP
Type connection. PPPoE

Directed Broadcast

. . . Default
UI Setting Description Valid Range Value
Status Enable or disable directed broadcast for the Enabled / Disabled
interface. Disabled
Source IP Enable or disable source IP overwrite for the Enabled / Disabled
Overwrite interface. Disabled

PPPoOE Dialup

. . .- . Default

UI Setting Description Valid Range Value
User Specify the username used to connect to the PPPoE 1 to 30 N/A
Name service. characters
Password Specify the password used to connect to the PPPoE 1to 30 N/A

service. characters
Host Specify the hostname of the PPPoE server. 1to 30 N/A
Name characters
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Virtual MAC

UI Setting Description Valid Range Default Value
Virtual Specify the virtual MAC address for the interface. Valid MAC address  00.00.00.00.00.00
MAC

DNS Settings

7/ Note

When using PPPoE, you can manually configure DNS servers here. Manually configured DNS servers will
have a higher priority than DNS servers coming from the PPPoE server.

UI Setting Description Valid Range Default Value

Primary DNS Server Specify the primary DNS IP address. IP Address 0.0.0.0

Secondary DNS Server Specify the secondary DNS IP address. IP Address 0.0.0.0

Tertiary DNS Server Specify the tertiary DNS IP address. IP Address 0.0.0.0
WAN2/DMZ

Menu Path: Network Configuration > Network Interfaces - WAN2/DMZ

This page lets you configure the settings for the WAN2 or DMZ interfaces of your device.
WAN interfaces are VLAN-based; when WAN is enabled for a VLAN ID, all ports
associated with that VLAN ID will act as a single WAN interface.

7 Note

Availability of this feature may vary depending on your product model and version.

Static IP

If you select WAN2 as the Interface Type and Static IP for the Connection Type,

these settings will appear.
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Network Interfaces

LAN WANT WAN2/DMZ Bridge MTU Configuration Secondary IP
@ WANZ (:} DMZ
Connection
Enabled ~  StaticIP -
Disabled -

Address Information

0.000 Netmask * - 0.000 (i ]

PPTP Dialup
Disabled -
Username

DNS Settings
Primary DNS Serve econdary DNE Serve Tertiary DNS Serve:
0.0.0.0 0.0.0.0 0.0.0.0

Connection
UI Setting Description Valid Range 3::::“
Status Enable or disable the WAN interface. Enabled / Disabled Enabled
Connection Specify the connection type to use for the Static IP / Dynamic IP / Dynamic IP
Type connection. PPPOE
Proxy ARP Enable or disable the Proxy ARP. Enabled / Disabled Disabled
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Address Information

UI Setting Description Valid Range Default Value
IP Address Specify the IP address for the interface. Valid IP address 0.0.0.0
Netmask Specify the subnet mask for the interface. Valid subnet mask N/A

Gateway Specify the gateway address for the interface. Valid IP address 0.0.0.0

PPTP Dialup

. . .- . Default
UI Setting Description Valid Range Value
Status Enable or disable PPTP connection for the interface. Enabled / Disabled
Disabled

IP Address Specify the PPTP service IP address. Valid IP address 0.0.0.0

User Name Enter the username to use for dialing in to the PPTP 1to 30 N/A
service. characters

Password Enter the password to use for dialing in to the PPTP 1 to 30 N/A
service. characters

MPPE Enable or disable MPPE encryption. None / Encrypt None

Encrytion

Virtual MAC

UI Setting Description Valid Range Default Value
Virtual Specify the virtual MAC address for the interface. Valid MAC address  00.00.00.00.00.00
MAC

DNS Settings

UI Setting Description Valid Range Default Value

Primary DNS Server Specify the primary DNS IP address. IP Address 0.0.0.0
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UI Setting Description Valid Range Default Value

Secondary DNS Server Specify the secondary DNS IP address. IP Address 0.0.0.0

Tertiary DNS Server Specify the tertiary DNS IP address. IP Address 0.0.0.0

Dynamic IP

If you select WAN2 as the Interface Type and Dynamic IP for the Connection Type,
these settings will appear.

Network Interfaces

LAN WANT WANZ/DMZ Bridge MTU Configuration Secondary IP

@® wan2 (O DMZ

Connection
tatus Connection Type

Enabled -~ Dynamic IP -

Disabled -

PPTP Dialup

Disabled -

DHCP Client Option 66/67

Disabled -

DNS Settings

0.0.00 0.000 0.0.00
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Connection

UI Setting Description Valid Range 3:{::“
Status Enable or disable the WAN interface. Enabled / Disabled Enabled
Connection Specify the connection type to use for the Static IP / Dynamic IP / Dynamic IP
Type connection. PPPoE

Proxy ARP Enable or disable the Proxy ARP. Enabled / Disabled Disabled

PPTP Dialup

. . .- . Default
UI Setting Description Valid Range Value
Status Enable or disable PPTP connection for the interface. Enabled / Disabled
Disabled

IP Address Specify the PPTP service IP address. Valid IP address 0.0.0.0

User Name Enter the username to use for dialing in to the PPTP 1to 30 N/A
service. characters

Password Enter the password to use for dialing in to the PPTP 1 to 30 N/A
service. characters

MPPE Enable or disable MPPE encryption. None / Encrypt None

Encrytion

DHCP Client Option 66/67

UI Setting Description Valid Range Default Value

Status Enable or disable DHCP client option 66/67. Enabled/Disabled Disabled
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DNS Settings

7 Note

When using Dynamic IP, you can manually configure DNS servers here. Manually configured DNS servers
will have a higher priority than DNS servers coming from the DHCP server.

UI Setting Description Valid Range Default Value

Primary DNS Server Specify the primary DNS IP address. IP Address 0.0.0.0

Secondary DNS Server Specify the secondary DNS IP address. IP Address 0.0.0.0

Tertiary DNS Server Specify the tertiary DNS IP address. IP Address 0.0.0.0
PPPoOE

If you select WAN2 as the Interface Type and PPPoOE for the Connection Type, these

settings will appear.

Network Interfaces

LAN WANT WANZ/DMZ Bridge MTU Configuration Secondary IP

@ waNz (O DMZ

Connection

Connection Type

Enabled - PPPoE -

Disabled -

PPPoE Dialup

Username * Password * Host Name
DNS Settings

0.0.0.0 0.0.0.0 0.0.0.0
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Connection

UI Setting Description Valid Range 3:{::“
Status Enable or disable the WAN interface. Enabled / Disabled Enabled
Connection Specify the connection type to use for the Static IP / Dynamic IP / Dynamic IP
Type connection. PPPoE

Proxy ARP Enable or disable the Proxy ARP. Enabled / Disabled Disabled

PPPoE Dialup

. . .- . Default

UI Setting Description Valid Range Value
User Specify the username used to connect to the PPPoE 1 to 30 N/A
Name service. characters
Password Specify the password used to connect to the PPPoE 1to 30 N/A

service. characters
Host Specify the hostname of the PPPoE server. 1to 30 N/A
Name characters

DNS Settings

s Note

When using PPPoE, you can manually configure DNS servers here. Manually configured DNS servers will
have a higher priority than DNS servers coming from the PPPoE server.

UI Setting Description Valid Range Default Value

Primary DNS Server Specify the primary DNS IP address. IP Address 0.0.0.0

Secondary DNS Server Specify the secondary DNS IP address. IP Address 0.0.0.0

Tertiary DNS Server Specify the tertiary DNS IP address. IP Address 0.0.0.0
DMz

If you select DMZ as the Interface Type, these settings will appear.
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Network Interfaces

LAN WAN1 WANZ2/DMZ Bridge MTU Configuration Secondary IP

() wan2 (® DMz
Address Information

0.0.0.0 Netmask * hd

DMZ Setup Wizard

Address Information

UI Setting Description Valid Range Default Value
IP Address Specify the IP address for the interface. Valid IP address 0.0.0.0
Netmask Specify the subnet mask for the interface. Valid subnet mask N/A

DMZ Setup Wizard
Menu Path: Network Configuration > Network Interfaces - WAN2/DM2Z

Clicking the DMZ Setup Wizard button on the Network Configuration > Network
Interfaces - WAN2/DMZ page will start a wizard to help you configure security policies
for the DMZ.

Step 1: Select Mode

Select between basic or advanced configuration mode.
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DMZ Setup Wizard

o Select Mode e Enable DoS & IPS Setting e Create Firewall Policy
Configuration Mode

(® Basic

This mode will guide users in establishing the default firewall settings to achieve network traffic management for DMZ applications.

() Advanced

In addition to establishing default firewall settings, this mode provides users with advanced options (destination address, service,
protocol, port) to create whitelist settings, enabling network traffic management for DMZ applications.

Step 2: Enable DoS & IPS Setting

Select whether to enable DoS protection and IPS functionality.

DMZ Setup Wizard

0 Select Mode o Enable DoS & IPS Setting 0 Create Firewall Policy
For higher security, it is recommended to turn on the DaS and IPS functions.

DoS Policy

DeS Policy

Enabled -

Intrusion Prevention System (IPS) @
IPS

sabled -

Step 3: Create Firewall Policy

Basic Mode

In basic mode, four policies are preconfigured for you so you don't need to set them

manually.
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e WAN1 to DMZ (Allow)
e DMZ to WAN1 (Allow)
« LAN to DMZ (Allow)

e DMZ to LAN (Deny)

DMZ Setup Wizard
o Zelect Mode a Enable DoS & IPS Setting e Create Firewall Policy
Q, Search
Incoming Ouitgoing Filter
Index 1+ Status Name Event Interface  Interface Mode Source Address
1 Enabled  DMZ-FIXED-01 Disabled /Warning WAN1 WAN2 IPand Port,
Filtering
2 Enabled DMZ-FIXED-02 Disabled /Warning WANZ  WAN1 ::Fi}haer;ﬁgm Any
3 Enabled  DMZ-FIXED-03 Disabled /Warning LAN WAN2 IPandPort ,
Filtering
4 Enabled DMZ-FIXED-04 Disabled /Warning WANZ LAN IP and Port
Filtering
4 »
Max. 24 tems per page: 30 - -dofd

Advanced Mode

In advanced mode, you will need to set up the correct destination address, service,

protocol, and port whitelist policies according to each policy's requirements.
¢ WAN1 to DMZ (Deny)
e DMZ to WAN1 (Allow)
e LAN to DMZ (Deny)

e DMZ to LAN (Deny)
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o
DMZ Setup Wizard
o Select Mode o Enable DoS & IPS Setting e Create Firewall Policy

Q, Search

Incoming  Outgoing Filter
Index * Status Mame Event Interface  Interface Made Source Address
1 Enabled  DMZ-FIXED-0 Disabled /Warning WANT WAN2 'FFi}ltaE':idngD” Any
2 Enabled DMZ-FIXED-02 Disabled /Warning WANZ  WAN1 :__Fi'lferr';;‘m Any
3 Enabled  DMZ-FIXED-03 Disabled /Warring LAN WAN2 ':Eﬁg”” Any
4 Enabled DMZ-FIXED-04 Disabled /Warning WANZ LAN :__Fi'l tﬁerrli gort Any

q »
Max. 24 Iterms per pags: 30 - 1-4of4
CLOSE APPLY

You can also click the Add () button to add additional firewall policies.

MX-ROS V3 - User Manual 262



UI Setting

IP Address

Network
Service

IP Protocol

Port

Create Firewall Policy

IF Address

Any

Metwork Service

Custom

IP Protocol *

Description

Specify the IP address.

Specify the network
service.

Specify the IP protocol.

Specify the port
number.

CANCEL APPLY

Valid Range

Valid IP address

Custom / TELNET / SSH / SMTP / FTP / HTTP
/ HTTPS / DNS

TCP / UDP / TCP and UDP

Valid port number

Default
Value

Any

Custom

N/A

N/A

To delete a firewall policy, select the checkbox next to it and click the Delete( ¥ ) button.
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DMZ Setup Wizard
0 Select Mode a Enable DoS & IPS Setting e Create Firewall Policy
] Q, Search
Incoming OQuitgoing Filter
Index 4+ Status Name Event Interface  Interface Made Source Addi
. ; ; : . IP and Port
f 1 Enablsd DMZ-01 Disabled /Warning Any WAN2 Filtering Any
2 Enabled DMZ-FIXED-01 Disabled /Warning WAN1 WANZ 'mee”ndnzm ny
3 Enabled DMZ-FIXED-02 Disabled /Warning WAN2 WAN1 ':;;ﬁ:gm ny
4 Enabled DMZ-FIXED-03 Disabled /Warning LAN WANZ ::Fi’haerll-ﬁl_lsort o,
5 Enabled DMZ-FIXED-04 Disabled /Warning WANZ  LAN 'FFi’haE”rﬁ:gm‘ ny
4 3
Max. 24 tema per page: 50 - -5af5

After confirming your changes, click the APPLY button to save your changes and finish

the setup wizard.

Bridge
Menu Path: Network Configuration > Network Interfaces - Bridge
This page lets you configure a bridge for your device.
You can set up these kinds of bridges:
e Port-based

e Zone-based

Port-Based

If you select Port-Based as your Bridge Type, these settings will appear. Port-based

bridges allow the device's firewall to filter traffic moving between bridge member ports.
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Bridge Type
@ Port-Based

Name *

BRG_LAN

Bridge IP Configuration

O Zone-Based

Status *

Enabled

IP Address *
192.168.120.254

Subnet Mask *
24 (255.255.255.0)

Bridge Member

APPLY

UI Setting

Description

Valid Range

Default Value

Bridge Type

Name

Status

IP Address

Subnet Mask

Select which bridge type you want to use.

Specify a name for the bridge.

Enable or disable the bridge.

Specify an IP address for the bridge.

Specify a subnet mask for the bridge.

Port-Based / Zone-
Based

1 to 12 characters

Enabled / Disabled

Valid IP address

Valid subnet mask

N/A

BRG_LAN

Disabled

192.168.126.254

24(255.255.255.0)

Bridge Select which ports will be members of the Drop-down list of N/A
Member bridge. ports
Zone-Based

If you select Zone-Based as your Bridge Type, these settings will appear. Zone-based

bridges allow you to create zones based on VLANs. The device's firewall can filter traffic

moving between different zones.
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© Limitations

You can create up to 4 different bridge zones.

Bridge IP Configuration
Bridge Type

O Port-Based @ Zone-Based

Name *

ZONE_BRG

8/12
Status *

Disabled A i )

IP Address * Subnet Mask *
0.0.0.0 0(0.0.0.0)

Zone 1

Name Bridge Member

0/12
Zone 2

Name Bridge Member

0/12
Zone 3

Name Bridge Member

0/12
Zone 4

Name Bridge Member

0/12

APPLY
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UI Setting Description Valid Range Default Value

Bridge Type Select which bridge type you want to use. Port-Based / Zone-Based N/A

Name Specify a name for the bridge. 1 to 12 characters ZONE_BRG
Status Enable or disable the bridge. Enabled / Disabled Disabled
IP Address Specify an IP address for the bridge. Valid IP address 0.0.0.0
Subnet Mask Specify a subnet mask for the bridge. Valid subnet mask 0 (0.0.0.0)

Each zone has the following settings:

Default
Value

UI Setting Description Valid Range

Name Specify a name for the bridge zone. 1 to 12 characters N/A
Bridge Select which VLAN will determine the members of  Drop-down list of N/A
Member this zone. VLANs

MTU Configuration

Menu Path: Network Configuration > Network Interfaces - MTU

This page lets you configure the MTU settings for your interfaces.

Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP

Name MTU PRP Traffic

7 wan 1500 =

N

LAN 1500 g

7 lanz 1500 =

UI Setting Description
Name Shows the name of the interface.
MTU Shows the MTU size used for the interface.
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UI Setting Description

PRP Traffic Shows the PRP traffic status for the interface.

MTU Configuration - Edit MTU Entry
Menu Path: Network Configuration > Network Interfaces - MTU Configuration

Clicking the Edit ( 7 ) icon for an interface on the Network Configuration > Network
Interfaces - MTU Configuration page will open this dialog box. This dialog lets you

edit the MTU settings for an interface. Click APPLY to save your changes.

Edit MTU Entry

1500

CANCEL m
o Description Default Value
Setting
Name Shows the name of of this interface. This setting cannot be N/A Name of
changed here. interface

MTU Specify the MTU size to use for the interface. 68 to 1578 1500

7 Note

Jumbo Frames are not currently supported.

Secondary IP
Menu Path: Network Configuration > Network Interfaces - Secondary IP
This page lets you create secondary IPs for your interfaces. The Layer 3 interface can act

as a secondary IP for a network interface, allowing a single interface to communicate

with multiple networks, increasing network flexibility and availability.
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Network Interfaces
Lan waN Bridge MTU Configuration Secondary 1P

Interface VLAND 1P Address Netmask Type
Interface Shows which interface the secondary IP is for.
VLAN ID Shows the VLAN ID used for the interface.
IP Address Shows the secondary IP address for the interface.
Netmask Shows the subnet mask of the secondary IP.
Type Shows the type of the secondary IP.

Secondary IP - Edit Secondary IP Entry
Menu Path: Network Configuration > Network Interfaces - Secondary IP

Clicking the Edit ( 7 ) icon on the Network Configuration > Network Interfaces -
Secondary IP page will open this dialog box. This dialog lets you edit an existing
secondary IP entry. Click SAVE to save your changes.

Edit Secondary IP Entry

Interface *

LAN v

IP Address * Netmask *

192.168.100.100 24 (255.255.255.0) -

CANCEL APPLY

. . - . Default
UI Setting Description Valid Range Value
Interface Select which interface the secondary IP is for. Drop-down list of N/A
interfaces
IP Specify the IP address of the secondary Valid IP address N/A
Address interface.
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Default

UI Setting Description Valid Range Value
Netmask Specify the subnet mask of the secondary Valid netmask N/A
interface.

Secondary IP - Create Secondary IP Entry
Menu Path: Network Configuration > Network Interfaces - Secondary IP

Clicking the Add () icon on the Network Configuration > Network Interfaces -
Secondary IP page will open this dialog box. This dialog lets you create a secondary IP

for an interface. Click CREATE to save your changes and add the new secondary IP.

© Limitations

You can create up to 640 secondary IPs.

Create Secondary IP Entry

CANCEL m
. : - . Default
UI Setting Description Valid Range Value
Interface Select which interface the secondary IP is for. Drop-down list of N/A
interfaces

IP Specify the IP address of the secondary Valid IP address N/A
Address interface.
Netmask Specify the subnet mask of the secondary Valid netmask N/A

interface.

Delete Secondary IP
Menu Path: Network Configuration > Network Interfaces - Secondary IP

You can delete secondary IP entries by using the checkboxes to select the entries you
want to delete, then clicking the Delete ( ¥) icon.
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[ Q_ Search

Interface VLAN ID IP Address Netmask Type
/‘ LAN il 192.168.100.100 255.255.255.0 Manual

Max. 640 Items per page: 50 v 1-10f1

Virtual Interface

Menu Path: Network Configuration > Network Interfaces - Virtual Interface

This page lets you create virtual interfaces for your device.

Loopback Interface List

Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP Virtual Interface

Loopback Interface

[ ] Q, Search

Name Status D IP Address Netmask

S test Disabled 1 192.168.1.1 255.255.255.254

UI Setting Description

Name Shows the name of the loopback interface.

Status Shows whether the loopback interface is enabled or disabled.
ID Specify the ID of the loopback interface.

IP Address Specify the IP address of the loopback interface.

Netmask Specify the subnet mask of the loopback interface.
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Delete Loopback Interface
Menu Path: Network Configuration > Network Interfaces - Virtual Interface

You can delete an interface by using the checkboxes to select the interfaces you want to

delete, then clicking the Delete ( W) icon.

Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP Virtual Interface

Loopback Interface

B Q_ Search

Name Status D IP Address Netmask
7 test Disabled 1 192.168.1.1 255.255.255.254

Max. 10 Items per page: 50 v

Create Loopback Interface Entry

Menu Path: Network Configuration > Network Interfaces - Virtual Interface

Clicking the Add () icon on the Network Configuration > Network Interfaces -
Virtual Interface page will open this dialog box. This dialog lets you create a loopback
interface.

Click CREATE to save your changes and add the new interface.

Create Loopback Interface Entry

Name *

ID* (i ]

IP Address * Netmask * v
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UI Setting

Description

Valid Range

Default Value

Name

Status

ID

IP Address

Netmask

Specify the name of the loopback interface.

Enable or disable the loopback interface.

Specify the ID for the loopback interface.

Specify the IP address of the secondary interface.

Specify the subnet mask of the secondary interface.

1 to 12 characters

Enabled / Disabled

1to 64

Valid IP address

Valid subnet mask

N/A

N/A

N/A

N/A

N/A
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Redundancy

Menu Path: Redundancy

The Redundancy settings area lets you configure redundancy settings to help you ensure

network availability.

This settings area includes these sections:
e Layer 2 Redundancy
e Layer 3 Redundancy

¢ WAN Redundancy

Redundancy - User Privileges

Privileges to Redundancy settings are granted to the different authority levels as follows.

Refer to System > Account Management > User Accounts for more information on user

accounts.

Settings Admin Supervisor User

Layer 2 Redundancy

Spanning Tree R/W R/W R
Turbo Ring V2 R/W R/W R
Turbo Chain R/W R/W R

Layer 3 Redundancy
VRRP R/W R/W R

WAN Redundancy R/W R/W R

Layer 2 Redundancy

Menu Path: Redundancy > Layer 2 Redundancy

This section lets you manage various Layer 2 redundancy features for your device.

MX-ROS V3 - User Manual 274



This section includes these pages:
e Spanning Tree
e Turbo Ring V2

e Turbo Chain

Spanning Tree
Menu Path: Redundancy > Layer 2 Redundancy > Spanning Tree
This page lets you configure Spanning Tree Protocol (STP) settings for redundancy.
This page includes these tabs:
e General

e Status

Spanning Tree - General
Menu Path: Redundancy > Layer 2 Redundancy > Spanning Tree - General

This page lets you configure spanning tree settings for your device.
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Spanning Tree Settings

Spanning Tree

General Status

Enabled - @

32768 > 15 2 20

APPLY

Q Search

Port Status ~ Edge  Priority Path Cost

3 False 128 20000
4 False 128 20000
5 False 128 20000
False 128 20000
8 False 128 20000

G1 False 128 20000

NN N N N NN

G2 False 128 20000

Valid Range

Default
Value

UI Setting Description

Status Enable or disable Spanning Tree Protocol for the device.

Bridge Specify the bridge priority. Lower numbers represent higher

Priority priority. A device with a higher bridge priority has a greater
chance of being established as the root of the spanning tree
topology.

Forward Specify the forwarding delay time. This is the amount of time this

Delay device will wait before checking to see if it should change to a

Time different state.

Hello Specify the interval at which the device, if it is currently the root

Time of the spanning tree topology, will send out periodic “Hello”
messages to other devices on the network to check if the
topology is healthy.

Max Age Specify the maximum age duration to wait for a "Hello" message
from the root of the spanning tree topology before the device will
reconfigure itself as root. If two or more devices on the network
are recognized as a root, the devices will negotiate to determine
which will act as the new root.

Enabled /
Disabled

0 to 61440,
in multiples
of 4096

4 to 30
seconds

1to2
seconds

6 to 40
seconds

Enabled

32768

15

20
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Spanning Tree List

7 Note

We recommend that you disable Spanning Tree Protocol on a port if it is connected to a device (such as a
PLC or RTU) instead of network equipment, as this may cause unnecessary negotiation.

Spanning Tree

General Status

Enabled - @

Bridge Priorit Forward Delay T
32768 v 15 2 20

APPLY

Q Search

Port Status Edge  Priority Path Cost

3: False 128 20000

4 False 128 20000

5 False 128 20000

False 128 20000

8 False 128 20000

G1 False 128 20000

NN NS NN,

G2 False 128 20000

tsjcletting Description

Port Shows the port number.

Status Shows the status of the port as a node in the spanning tree topology.
Edge Shows whether the port is an edge port or not.

Force Edge: The port is fixed as an edge port and will always be in the forwarding state.

False: The port is not an edge port.

Priority Shows the priority of the port. Lower nhumbers indicate higher priority.

Path Shows the path cost for the port. Higher path costs indicate that this port is less suitable as a
Cost node for the spanning tree topology.

If set to 0, the path cost will be automatically calculated based on different port speeds.
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Spanning Tree - Edit Port Settings
Menu Path: Redundancy > Layer 2 Redundancy > Spanning Tree - General

Clicking the Edit ( 7 ) icon for an port on the Redundancy > Layer 2 Redundancy >
Spanning Tree - General page will open this dialog box. This dialog lets you configure

the spanning tree settings for a port. Click APPLY to save your changes.

Edit Port 1/2 Settings

Disabled
False
128

20000

CANCEL m
b Description Valid Range Default Value
Setting
Status Enable or disable the port as a node in Enabled / Disabled
the spanning tree topology. Disabled
Edge Specify whether the port is an edge port Force Edge / False
or not. False

Force Edge: The port is fixed as an edge
port and will always be in the forwarding
state.

False: The port is not an edge port.

Priority  Specify the priority of the port. Lower 0 to 240, in 128
numbers indicate higher priority. multiples of 16

Path Specify the path cost for the port. Higher 1to 20000

Cost path costs indicate that this port is less 200000000
suitable as a node for the spanning tree
topology. /7 Note
If set to 0, the path cost will be The default value may vary
automatically calculated based on depending on the maximum
different port speeds. speed supported by the

port.

Spanning Tree - Status
Menu Path: Redundancy > Layer 2 Redundancy > Spanning Tree - Status

This page lets you see the current spanning tree status of your device and its ports.
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Root Information

Spanning Tree
General Status
Root Information C
Root State
c Q Search

Port Status Edge Priority Path Cost Port State
3 Disabled  False 128 20000 -
4 False 128 20000 -
5 False 128 20000 -
6 False 128 20000 -
8 False 128 20000 -
61 False 128 20000 -
62 False 128 20000 -

UI Setting Description

Root State Shows whether the device is currently acting as the root of the spanning tree topology.

Spanning Tree Port List

Spanning Tree
General Status
Root Information {5
Root State
C Q search

Port  Status  Edge  Priority Path Cost Port State
3 False 128 20000 —
4 False 128 20000 —
5 False 128 20000 —
6 C False 128 20000 —
8 False 128 20000 -
&1 False 128 20000 -
62 False 128 20000 =
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UI

Description

Setting

Port Shows the port number.

Enable Shows whether Spanning Tree Protocol is enabled for the port.
Edge Shows whether the port is an edge port or not.

Force Edge: The port is fixed as an edge port and will always be in the forwarding state.
True: The port is currently designated as an edge port.

False: The port is not an edge port.

Priority Shows the priority of the port. Lower numbers indicate higher priority.
Path Shows the path cost for the port. Higher path costs indicate that this port is less suitable as a
Cost node for the spanning tree topology.

If set to O, the path cost will be automatically calculated based on different port speeds.

Port Shows the current spanning tree status of the port.

State . . . . —
Forwarding: Indicates the port is allowing transmissions normally.

Blocking: Indicates the port is blocking transmissions.

Turbo Ring V2
Menu Path: Redundancy > Layer 2 Redundancy > Turbo Ring V2
This page lets you manage the Turbo Ring V2 redundancy feature for your device.
This page includes these tabs:
¢ General

e Status

Turbo Ring V2 - General
Menu Path: Redundancy > Layer 2 Redundancy > Turbo Ring V2 - General

This page lets you configure the Turbo Ring settings for your device.
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Turbo Ring Settings

Turbo Ring V2

Disabled [
Ring Settings
RinglD  Status Master RingPort1  RingPort2
/4 Rngl Ensbled - 8
/ Rngz  Enabled Enabled 5 6

Ring Coupling Settings

Disabled

UI Setting Description Valid Range Default Value

Status Enable or disable Turbo Ring V2 for the device. Enabled / Disabled Disabled

Ring Settings

7 Note

To set up a Dual-Ring architecture, you must enable both Ring 1 and Ring 2.

Turbo Ring V2

Disabled o
Ring Settings
RinglD  Stws Master RingPorti  RingPor2
/4 Rngl Ensbled - 8
/ Rng2  Enabled Enabled 5 5

Ring Coupling Settings

Disabled
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b Description

Setting

Ring ID Shows the ring ID.

Status Shows the status of the ring.

Master Shows whether this device is designated as the master for the ring.

Ring Port Shows which port will act as ring port 1. If this device is designated as the master for the ring,
1 this will be the primary ring connection.

Ring Port Shows which port will act as ring port 2. If this device is designated as the master for the ring,
2 this will be the backup ring connection, and will be blocked normally.

Turbo Ring V2 - Ring Settings
Menu Path: Redundancy > Layer 2 Redundancy > Turbo Ring V2 - General

Clicking the Edit ( 7 ) icon for a ring on the Redundancy > Layer 2 Redundancy >
Turbo Ring V2 - General page will open this dialog box. This dialog lets you adjust your
device's settings for the ring. Click APPLY to save your changes.

Ring 1 Settings

Enabled

Enabled

CANCEL m
UI ... . Default
Setting Description Valid Range Value
Status Enable or disable Turbo Ring V2 for the device. Enabled / Disabled
Disabled

Master Enable or disable whether this device will be designated as Enabled / Disabled

the master for the ring. Disabled
Ring Specify which port will act as ring port 1. If this device is Select a port from 7
Port 1 designated as the master for the ring, this will be the primary the drop-down

ring connection. menu
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UI Default

Setting Description Valid Range Value
Ring Specify which port will act as ring port 2. If this device is Select a port from 8
Port 2 designated as the master for the ring, this will be the backup  the drop-down

ring connection, and will be blocked normally. menu

Ring Coupling Settings

Ring Coupling Settings
Status *

Enabled -

Coupling Mode *

Dual Homing -

Primary Port * Backup Port *

3 - 4 -

APPLY
. . . Default

UI Setting Description Valid Range Value
Status Enable or disable ring coupling for the device. Enabled / Disabled Disabled
Coupling Mode Specify the coupling mode for the device. Dual Homing / N/A

Backup Path /

(if Status is Enabled) Dual Homing: This device will handle both the Primary Path

primary path and backup path for ring
coupling.

Backup Path: This device only handles the
backup path for ring coupling; the primary path
will be handled by another device.

Primary Path: This device only handles the
primary path for ring coupling; the backup path
will be handled by another device.

Primary Port Specify the port that connects to the primary Select a port from 3
path for ring coupling. the drop-down

(if Coupling Mode is menu

Dual Homing)
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Default
Value

UI Setting Description Valid Range

Backup Port Specify the port that connects to the backup Select a port from  N/A
th for ri ling. the drop-d
(if Coupling Mode is path for ring coupling mgnurop own
Dual Homing)
Coupling Port Specify the port that connects to primary path Select a port from 3
ki h for ri ling. h -
(if Coupling Mode is or backup path for ring coupling rt'nZn?.urop down

Primary Path or
Backup Path)

Turbo Ring V2 - Status
Menu Path: Redundancy > Layer 2 Redundancy > Turbo Ring V2 - Status

This page lets you see the current status of your rings and ring couplings.

Ring Status

Turbo Ring V2

General Status

Ring Status
c Q search
RingID  MasterID Status Master Ring Port 1 Ring Port 2
Ring Coupling Status
Cc Q search

Coupling Mode  Primary Port Backup Port

UI Setting Description

Ring ID Shows the ID number of the ring.
Master ID Shows the MAC address of the ring master.
Status Shows the current status of the ring.

Healthy: The ring and its related ports are working properly.

Break: One or more rings are broken.
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UI Setting Description

Master Shows whether this device is acting as a master or slave in the ring.
Ring Port 1 Shows which port is acting as the first ring port.
Ring Port 2 Shows which port is acting as the second ring port.

Ring Coupling Status

Turbo Ring V2

General Status

Ring Status

c Q_ Search

RingID  Master ID Status Master Ring Port 1 Ring Port 2

Ring Coupling Status

c Q Search

Coupling Mode  Primary Port Backup Port

UI Setting Description

Coupling Mode Shows the mode being used for the ring coupling.
Primary Port Shows the primary port for the ring coupling.
Backup Port Shows the backup port for the ring coupling.

Turbo Chain

Menu Path: Redundancy > Layer 2 Redundancy > Turbo Chain
This page lets you configure Turbo Chain settings for redundancy.
This page includes these tabs:

o Settings

e Status
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Turbo Chain - Settings
Menu Path: Redundancy > Layer 2 Redundancy > Turbo Chain - Settings

This section lets you enable and configure Turbo Chain for your device.

Status *

Disabled v

Chain Role *

Member v

Member Port 1 *

G1 v

Member Port 2 *

G2 -
APPLY

UI Setting Description Valid Range Default Value
Turbo Chain Enable or disable Turbo Chain. Enabled / Disabled Disabled
Chain Role Select the chain role of the device. Head / Member / Tail Member

Member Port 1  Select which port will be Member Port 1. Drop-down menu of ports  1/9

Member Port 2  Select which port will be Member Port 2. Drop-down menu of ports 1/10

Turbo Chain - Status
Menu Path: Redundancy > Layer 2 Redundancy > Turbo Chain - Status

This page lets you view the current status of Turbo Chain for your device.

Chain Information (¢
Status Chain Role

Disabled Member

Member 1 Port Status Member 2 Port Status

Disabled Disabled

UI Setting Description

Turbo Chain Shows the status of Turbo Chain.
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UI Setting Description

Chain Role Shows the chain role for your device.
Member Port 1 Status Shows the status of Member Port 1.
Member Port 2 Status Shows the status of Member Port 2.

Layer 3 Redundancy

Menu Path: Redundancy > Layer 3 Redundancy
This section lets you configure the Layer 3 redundancy features of your device.
This section includes these pages:

e VRRP

VRRP
Menu Path: Redundancy > Layer 3 Redundancy > VRRP
This page lets you configure the VRRP settings for your device.
This page includes these tabs:

e Settings

e Status

VRRP - Settings
Menu Path: Redundancy > Layer 3 Redundancy > VRRP - Settings

This page lets you configure the VRRP settings for your device.

s Note

Virtual Router Redundancy Protocol (VRRP) helps solve some problems with static configurations. VRRP
enables a group of routers to form a single virtual router with a virtual IP address. The LAN clients can
then be configured with the virtual router’s virtual IP address as their default gateway. This virtual router
consisting of a group of routers is also known as a VRRP group.
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© Limitations

You can create up to 16 virtual routers.

VRRP Settings

VRRP

Settings Status
Disabled

Version 3

:
No Event

APPLY

(m] Status Index. Interface

APPLY

1P Address vIP VRID Prio.  Advint(ms) Preemption

Qsearch

Accept Tracking Interface

Tracking Ping

UI Setting

Description

Valid Range

Default
Value

VRRP

Version

Event

On - VRRP Priority

(If Event is Link
Status or DI Status)

Enable or disable VRRP for the device.

Select the VRRP version to use.

Select the event for VRRP.

Specify the VRRP Priority when the event is
On.

7 Note

If this is 0, the device will use the
priority assigned to each VRRP
interface.

Enabled / Disabled

Version 2 / Version
3

No Event / Link
Status / DI Status

0 to 254

Disabled

Version 3

No Event
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Default
Value

UI Setting Description Valid Range

Off - VRRP Priority Specify the VRRP Priority when the event is 0 to 254 0

Off.
(If Event is Link
Status or DI Status)

72 Note

If this is 0, the device will use the
priority assigned to each VRRP

interface.
Monitored Port Select the port to monitor. Drop-down list of 1
rt
(If Event is Link ports
Status)
VRRP List
VRRP
=)
=%
[m] Status Index Interface 1P Address e VRID Prio.  Advint(ms) Preemption Accept Tracking Interface Tracking Bing.

=3
UI Setting Description
Status Shows the status of the VRRP interface.
Index Shows the index number used to identify the VRRP interface.
Interface Shows which network interface is used for the VRRP interface.
IP Address Shows the IP address of the VRRP interface.
VIP Shows the virtual router IP address for the VRRP interface.
VRID Shows the virtual router ID for the VRRP interface, which is used to assign the virtual

router to a VRRP group.
Prio. Shows the priority of the VRRP interface. Higher numbers indicate higher priority, with
254 being the highest.
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UI Setting Description

Adyv int(ms) Shows the advertisement interval for the VRRP interface in milliseconds.
Preemption Shows the preemption status of the VRRP interface.
Accept Shows whether Accept Mode is enabled for the VRRP interface. When enabled, the virtual

router designated as the master will allow others to access its own virtual IP address.

Tracking Shows whether Native Interface Tracking is enabled for the VRRP interface.
Interface

Tracking Ping Shows the tracking ping status of the VRRP interface.

VRRP - Edit Virtual Router
Menu Path: Redundancy > Layer 3 Redundancy > VRRP - Settings

Clicking the Edit (/) icon for a VRRP interface on the Redundancy > Layer 3 Redundancy
> VRRP - Settings page will open this dialog box. This dialog lets you edit an existing

virtual router. Click APPLY to save your changes.

Edit Virtual Router

VRRP Interface Setting

Disabled v

WAN ¥

‘I.‘.\.'H 1 - :IOO.
én;bl\ed x

:Enan\ed ~ 120

100

VRRP Tracking
Disabled -

Object Ping Tracking

tIP
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VRRP Interface Setting Entry

UI Setting

Description

Default
Value

Status

Interface

Virtual IP

Virtual Router
ID

Priority

Accept Mode

Preemption

Preempt Delay

(if Preemption
is Enabled)

Enable or disable the VRRP interface.

Specify which network interface to use for the VRRP
interface.

Specify the virtual router IP address for the VRRP interface.

7 Note

Devices in the same VRRP group must be in the same
subnet.

Specify the virtual router ID to use for the VRRP interface.
The virtual router ID is used to assign the virtual router to
a VRRP group.

7 Note

Devices that operate as master/backup should have
the same ID. Each interface supports one virtual
router ID.

Specify the priority of the VRRP interface. Higher numbers
indicate higher priority, with 254 being the highest.

7 Note

If multiple devices have the same priority, the device
with the highest IP address will have priority.

Enable or disable Accept Mode for the VRRP interface.
When enabled, the virtual router designated as the master
will allow others to access its own virtual IP address.

Enable or disable preemption for the VRRP interface. When
enabled, preemption will decide if the master will retake
authority or not after being unavailable.

Specify the preemption delay in seconds to use for the
VRRP interface. The preempt delay is the amount of time
the master will wait before retaking authority back in order
to prevent the master from acting before the network
connection is ready.

Enabled /
Disabled

Drop-down
list of
interfaces

Valid IP
address

1-255

1-254

Enabled /
Disabled

Enabled /
Disabled

0-300 sec

Disabled

N/A

100

Enabled

Enabled

120
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Default
Value

UI Setting Description

Advertisement Specify the advertisement interval in milliseconds for the 10-30000 100
Interval VRRP interface. This determines the interval for the master ms

sending packets to all slave devices to inform them who

the master device is.

VRRP Tracking

7 Note

If either Native Interface Tracking or Object Ping Tracking determines a connection failure, the VRRP
status will be switched to INIT mode.

. . . Default
UI Setting Description Valid Range Value
Native Disable or specify which interface to use for Native Interface  Disabled / Disabled
Tracking Tracking for the VRRP interface. When enabled, if all Drop-down list
Interface interfaces on the device are disconnected, it will be of interfaces
considered to be a disconnection.
Target IP Specify the target IP to ping to verify if the connection to Valid IP address
the destination is working. Leaving this field empty or N/A
entering 0.0.0.0 will disable object ping tracking for the /
VRRP interface.
/7 Note
Moxa devices will decide which interface/source IP to
use for pinging the target IP based on the routing
table.
Interval Specify the interval in seconds the device will use for 1-100 sec 1
pinging the target IP.
Timeout Specify the timeout duration in seconds the device will wait 1-100 sec 3
for a response before timing out.
Success Specify the success count, which indicates how many 1-100 3
Count responses the device must receive to consider the
connection as working.
Failure Specify the failure count, which indicates how many times 1-100 3
Count the target IP fails to respond before the device considers the
connection as not working.
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VRRP - Create Virtual Router
Menu Path: Redundancy > Layer 3 Redundancy > VRRP - Settings

Clicking the Add () icon on the Redundancy > Layer 3 Redundancy > VRRP -
Settings page will open this dialog box. This dialog lets you create a new virtual router
for your device. Click CREATE to save your changes and add the new account.

© Limitations

You can create up to 16 virtual routers.

Create Virtual Router

VRRP Interface Setting

Disabled v

WAN -

Enabled -
Enabled ~ 120
100

VRRP Tracking

Disabled -

Object Ping Tracking

Target IP

CANCEL CREATE

VRRP Interface Setting Entry

UI Setting Description LS

Value

Status Enable or disable the VRRP interface. Enabled / Disabled
Disabled
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UI Setting

Default

Description Value

Interface

Virtual IP

Virtual Router
ID

Priority

Accept Mode

Preemption

Preempt Delay

(if Preemption
is Enabled)

Advertisement
Interval

Specify which network interface to use for the VRRP Drop-down
interface. list of
interfaces
Specify the virtual router IP address for the VRRP interface. Valid IP N/A
address
7 Note
Devices in the same VRRP group must be in the same
subnet.
Specify the virtual router ID to use for the VRRP interface. 1-255 1

The virtual router ID is used to assign the virtual router to
a VRRP group.

7 Note

Devices that operate as master/backup should have
the same ID. Each interface supports one virtual
router ID.

Specify the priority of the VRRP interface. Higher numbers 1-254 100
indicate higher priority, with 254 being the highest.

s Note

If multiple devices have the same priority, the device
with the highest IP address will have priority.

Enable or disable Accept Mode for the VRRP interface. Enabled / Enabled
When enabled, the virtual router designated as the master Disabled
will allow others to access its own virtual IP address.

Enable or disable preemption for the VRRP interface. When Enabled / Enabled
enabled, preemption will decide if the master will retake Disabled
authority or not after being unavailable.

Specify the preemption delay in seconds to use for the 0-300 sec 120
VRRP interface. The preempt delay is the amount of time

the master will wait before retaking authority back in order

to prevent the master from acting before the network

connection is ready.

Specify the advertisement interval in milliseconds for the 10-30000 100
VRRP interface. This determines the interval for the master ms

sending packets to all slave devices to inform them who

the master device is.
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VRRP Tracking

7 Note

If either Native Interface Tracking or Object Ping Tracking determines a connection failure, the VRRP
status will be switched to INIT mode.

. . . Default
UI Setting Description Valid Range Value
Native Disable or specify which interface to use for Native Interface Disabled / Disabled
Tracking Tracking for the VRRP interface. When enabled, if all Drop-down list
Interface interfaces on the device are disconnected, it will be of interfaces
considered to be a disconnection.
Target IP Specify the target IP to ping to verify if the connection to Valid IP address
the destination is working. Leaving this field empty or N/A
entering 0.0.0.0 will disable object ping tracking for the /
VRRP interface.
7 Note
Moxa devices will decide which interface/source IP to
use for pinging the target IP based on the routing
table.
Interval Specify the interval in seconds the device will use for 1-100 sec 1
pinging the target IP.
Timeout Specify the timeout duration in seconds the device will wait 1-100 sec 3
for a response before timing out.
Success Specify the success count, which indicates how many 1-100 3
Count responses the device must receive to consider the
connection as working.
Failure Specify the failure count, which indicates how many times 1-100 3
Count the target IP fails to respond before the device considers the
connection as not working.

Delete Virtual Router
Menu Path: Redundancy > Layer 3 Redundancy > VRRP - Settings

You can delete VRRP interfaces by using the checkboxes to select the interfaces you want

to delete, then clicking the Delete ( ) icon.
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VRRP

Settings Staws
Disabled

Version 3

swtus Index Interface 1P Address vie VRID Prio.  Aavint(ms) Presmption Acoept Tracking Interface Tracking Ping

7 1 WAN 101231333 ERRE] 1 10 100 Ensbled Enabled Disabled Enabled

VRRP - Status
Menu Path: Redundancy > Layer 3 Redundancy > VRRP - Status

This page lets you see the status of your device's VRRP interfaces.

VRRP

Settings Status

Status Index  Interface VRID State Master Address

UI Setting Description

Status Shows the status of the VRRP interface.

Index Shows the index number used to identify the VRRP interface.

Interface Shows which network interface is used for the VRRP interface.

VRID Shows the virtual router ID for the VRRP interface, which is used to assign the virtual router

to a VRRP group.

State Shows the state of the VRRP interface.
Init State: This is the initial state when a virtual router starts up.

Master State: The virtual router is acting as a master, and is responsible for forwarding
packets sent to the virtual IP address and acting as the default gateway for the devices in
the network.

Backup State: The virtual router is in the backup state, and waiting to take over the
master role if the current master fails.
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UI Setting Description

Master Shows IP address of the current master for the VRRP interface.
Address

WAN Redundancy

Menu Path: Redundancy > WAN Redundancy
This section lets you configure the WAN Rdundancy features of your device.

This page includes these tabs:

o Settings
e Status
P Note

Please note that settings and available options will vary depending on the product model.

WAN Redundancy - Settings

Menu Path: Redundancy > WAN Redundancy - Settings

This page lets you configure the WAN Redundancy settings for your device.
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WAN Redundancy

Settings Status

WAN Redundancy Mode *

Disabled -

NAMN Switching |

Failback -

Fing Check

Disabled .

Fing Interval * Ping Success Retry Times * Ping Failure Retry Times * Ping Timeout *

5 3 3 5

1-3600 sec.  1-10 times 1-10 times 1-10 S0

WAN Backup Priority

Priority  Interface WAM Redundancy Host IP Address

s 1 Ethernet WAN 1 Enabled 0.0.0.0

s 2 Ethernet WAN 2 Disablec 0.0.0.0

WAN Redundancy Made *

Disabled -

WAN Switching Mode *

Failback -

Ping Check

Disabled -

Fing Interval * Fing Success Retry Times * Fing Failure Retry Times * Fing Timeout *

1-3600 sec. 1-10 times 1-10 times 1-10 sec.

APPLY
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UI Setting

Description

Default

Valid Range value

WAN
Redundancy
Mode

WAN
Switching
Mode

Ping Check

Ping Interval

Ping Failure

Retry Times

Ping Success
Retry Times

Ping Timeout

Select the WAN Redundancy Mode.

Disabled: Disable redundancy. If the connection on the
WAN interface becomes unavailable, the connection will be
lost.

Backup: If the connection on the active WAN interface
becomes unavailable, the system will automatically switch
to the other WAN interface to recover the connection.

Select the WAN Switching Mode.

Failover: The system will only switch to the backup WAN
interface when the current WAN interface becomes
unavailable.

Failback: The system will switch to the backup WAN
interface when the current WAN interface becomes
unavailable. When the original higher priority WAN
interface recovers, the system will switch back.

Enable or disable ping checks to determine whether a
connection is still alive.

Specify the interval in seconds at which the device will
perform a connection alive check.

Specify the number of times the device will ping the
configured host IP through the active WAN interface. If
the ping check consecutively fails for the specified humber
of retries, the device will consider the WAN interface
unavailable and will switch to the backup WAN interface.
The host IP is configured per WAN interface.

Specify the number of times the device will ping the
configured host IP through the higher priority WAN
interface in Failback mode. If the ping check consecutively
succeeds for the specified number of retries, the device
will consider the WAN interface recovered and will switch
back to that WAN interface. The host IP is configured per
WAN interface.

Specify the timeout duration in seconds the device will
wait for a response before timing out.

Disabled / Disabled
Backup
Failover / Failback
Failback

Enabled/Disabled Disabled

1 to 3600 5
1to 10 3
1to 10 3
1to 10 5
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WAN Backup Priority

1=

Priority  Interface WAN Redundancy Host IP Address
/ 1 Ethernet WAN Enabled 1:1:1:1
L Cellular 0.0.0.0

UI Setting Description

Priority Shows the WAN Backup Priority.

Interface Shows the interface of WAN Backup Priority.
WAN Redundancy Shows the status of WAN Redundancy.
Host IP Address Shows the Host IP Address.

WAN Redundancy - Edit WAN Backup Priority
Menu Path: Redundancy > WAN Redundancy > Settings

Clicking the Edit ( 7 ) icon for an entry on the Redundancy > WAN Redundancy >
Settings page will open this dialog box. This dialog lets you edit the WAN Redundancy

settings for an interface. Click APPLY to save your changes.

Edit Cellular Interface Settings

WAN Redundancy *

Disabled - O

Host |P Address
0.0.0.0

CANCEL APPLY
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Default

UI Setting Description Valid Range Value

WAN Enable or disable using WAN Redundancy for the Enabled / Disabled

Redundancy interface. Disabled

Host IP Address Specify the IP address for performing the Valid IP address 0.0.0.0
connection alive check.

WAN Redundancy - Status

Menu Path: Redundancy > WAN Redundancy - Status

This page lets you see the status of your device's WAN Redundancy.

WAN Redundancy
Settings Status
Priority Interface WAN Redundancy
1 Ethernet WAN Enabled
2

UI Setting Description

Light Green: the WAN interface is in use.
Gray: the WAN interface is not in use.

Priority Shows the priority of WAN Redundancy.
Interface Shows the interface for WAN Redundancy.
WAN Redundancy Shows the status of WAN Redundancy.
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Network Service

Menu Path: Network Service

The Network Service settings area lets you configure the main system settings for your

device.

This settings area includes these sections:
e DHCP Server
e Dynamic DNS

e DNS Server

Network Service - User Privileges

Privileges to Network Service settings are granted to the different authority levels as

follows. Refer to System > Account Management > User Accounts for more information

on user accounts.

Settings Admin Supervisor
DHCP Server R/W R/W
Dynamic DNS R/W R/W
DNS Server R/W R/W

User

DHCP Server

Menu Path: Network Service > DHCP Server

This page lets you manage the DHCP server settings of your device.

This page includes these tabs:
e General
e DHCP

e MAC-based IP Assignment
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e Port-based IP Assignment
e Lease Table

e DHCP Relay Agent

DHCP Server - General

Menu Path: Network Service > DCHP Server - General

This page lets you enable the DHCP server feature of your device. Click APPLY to save

your changes.

DHCP Server

General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table DHCP Relay Agent

Mode

Disabled -

APPLY

Ul . - . Default
Setting Description Valid Range Value
Mode Select the DHCP Server Mode. Each mode Disabled / DHCP / MAC-based Disabled
has its own configuration settings. assignment / Port-based IP
assignment

Menu Path: Network Service > DHCP Server - DHCP

This page lets you set up your device's DHCP server settings to automatically assign an

IP address from a user-configured IP address pool to connected Ethernet devices.

7 Note

The DHCP Server is only available for LAN interfaces. The DHCP pool’s Starting/Ending IP Address must be
in the same LAN subnet.
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© Limitations

You can create up to 32 DHCP server pools.

DHCP Server Pools

DHCP Server
General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table DHCP Relay Agent
Q Search
Status Pool IP Range Subnet Mask Lease Time (min.) Default Gateway DNS Server 1 DNS Server 2 NTP Server

o= 192.168.127.1 -
7 0 192.168.127.253 255.255.255.0 60 192.168.127.254 0.0.0.0 0.0.0.0 0.0.0.0

UI Setting Description

Status Shows the status of the DHCP server pool.

Pool IP Range Shows the IP range of the pool.

Subnet Mask Shows the subnet mask to use for DHCP clients in the pool.

Lease Time Shows the lease time to use for IP addresses assigned by the DHCP server for the pool.
DNS Server 1 Shows the IP address to use for the first DNS server for DHCP clients in the pool.

DNS Server 2 Shows the IP address to use for the second DNS server for DHCP clients in the pool.

NTP Server Shows the IP address to use for the NTP server for DHCP clients in the pool.

Edit DHCP Server Pool
Menu Path: Network Service > DHCP Server - DHCP

Clicking the Edit ( 7 ) icon for an pool on the Network Service > DHCP Server -
DHCP page will open this dialog box. This dialog lets you edit an existing DHCP server
pool. Click APPLY to save your changes.
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UI Setting

Edit DHCP Server Pool

Status *

Disabled A

Starting IP Address *

192.168.127.1

Subnet Mask *

24 (255.255.255.0) -

Ending IP Address *

192.168.127.253

Default Gateway

192.168.127.254

Lease Tirme *

60

5-527039 min
DNS Server 1

0.0.0.0

DNS Server 2

0.0.0.0

NTP Server

0.0.0.0

CANCEL

APPLY

Description

Default

Value

Status

Starting IP
Address

Subnet
Mask

Ending IP
Address

Default
Gateway

Lease Time

Enable or disable DHCP server functionality.

Specify the starting IP address of the DHCP IP pool.

Specify the subnet mask for DHCP clients in the pool.

s Note

When configuring the DHCP Server, ensure the subnet mask
is correctly set and the starting IP address, ending IP
addresses, and IP addresses of all devices in the pool fall
within this range.

Exclude the reserved .0 (network) and .255 (broadcast)
addresses to avoid conflicts.

Specify the ending IP address of the DHCP IP pool.

Specify the default gateway to use for DHCP clients in the pool.

Specify the lease time in minutes to use for IP addresses assigned
to DHCP clients in the pool.

Enabled /
Disabled

Valid IP
address

Valid
subnet
mask

Valid IP
address

Valid IP
address

5to
527039

N/A

N/A

N/A

N/A

N/A

1440
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Default

UI Setting Description

Value
DNS Server Specify the IP address to use for the first DNS server for DHCP Valid IP N/A
1 clients in the pool. address
DNS Server Specify the IP address to use for the second DNS server for DHCP  Valid IP N/A
2 clients in the pool. address
NTP Server Specify the IP address to use for the NTP server for DHCP clients Valid IP N/A
in the pool. address

DHCP - Create DHCP Server Pool
Menu Path: Network Service > DHCP Server - DHCP

Clicking the Add (/) icon on the Network Service > DHCP Server - DHCP page will open

this dialog box. This dialog lets you create a new DHCP server pool. Click CREATE to save

your changes and add the new account.

Create DHCP Server Pool

Status *

Enabled -

Starting IP Address * Subnet Mask * -

Ending IP Address *

Default Gateway

DNS Server 1 DNS Server 2

NTP Server
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Default
Value

UI Setting Description

Status Enable or disable DHCP server functionality. Enabled / N/A
Disabled
Starting IP  Specify the starting IP address of the DHCP IP pool. Valid IP N/A
Address address
Subnet Specify the subnet mask for DHCP clients in the pool. Valid N/A
Mask subnet
mask
7 Note

When configuring the DHCP Server, ensure the subnet mask
is correctly set and the starting IP address, ending IP
addresses, and IP addresses of all devices in the pool fall
within this range.

Exclude the reserved .0 (network) and .255 (broadcast)
addresses to avoid conflicts.

Ending IP Specify the ending IP address of the DHCP IP pool. Valid IP N/A

Address address

Default Specify the default gateway to use for DHCP clients in the pool. Valid IP N/A

Gateway address

Lease Time Specify the lease time in minutes to use for IP addresses assigned 5 to 1440
to DHCP clients in the pool. 527039

DNS Server Specify the IP address to use for the first DNS server for DHCP Valid IP N/A

1 clients in the pool. address

DNS Server Specify the IP address to use for the second DNS server for DHCP  Valid IP N/A

2 clients in the pool. address

NTP Server Specify the IP address to use for the NTP server for DHCP clients Valid IP N/A
in the pool. address

DHCP - Delete DHCP Server Pool
Menu Path: Network Service > DHCP Server - DHCP

You can delete a DHCP server pool by clicking the Delete ( ¥) icon for the pool.
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DHCP Server

General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table DHCP Relay Agent
[ +] Q, search
Status Pool IP Range Subnet Mask Lease Time (min.) Default Gateway DNS Server 1 DNS Server 2 NTP Server
= 192.168.127.1 -
VA | 255.255.255.0 60 192.168.127.254 0.0.0.0 0.0.0.0 0.0.0.0

192.168.127.253

DHCP Server - MAC-based IP Assighnment

Menu Path: Network Service > DHCP Server - MAC-based IP Assignment

This page lets you manage the DHCP server's MAC-based IP assighments.

7 Note

MAC-based IP assignment is a method of managing IP address allocation on a DHCP server by associating
specific IP addresses with the unique MAC addresses of devices on a network. This approach allows
network administrators to ensure that certain devices always receive the same IP address, regardless of
their connection order or lease duration. By configuring the DHCP server with a table of MAC addresses
and their corresponding IP addresses, administrators can have greater control over IP address allocation
and enhance network security and management.

© Limitations

You can create up to 256 MAC-based IP assignments.

DHCP Server
General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table DHCP Relay Agent
Q, Search
O Status Name IP Address Subnet Mask MAC Address Lease Time (min.) Default Gateway DNS Server 1 DNS Server 2
O /‘ UserManualCASEtest 192.168.127.101 255.255.255.0 00:09:ad:00:aa:01 1440 0.0.00 0.0.00 0.0.00
4 G — — — — ——— »
ltems per page: 50 ¥ -1of1
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UI Setting Description

Status Shows the status of the MAC-based IP assignment.

Name Shows the hostname for the device.

IP Address Shows the IP address of the device.

Subnet Mask Shows the subnet mask of the device.

MAC Address Shows the MAC address of the device.

Default Gateway Shows the default gateway of the device.

Lease Time Shows the lease time for IP addresses assigned by the DHCP server.
DNS Server 1 Shows the IP address for the first DNS server.

DNS Server 2 Shows the IP address for the second DNS server.

NTP Server Shows the IP address for the NTP server.

MAC-based IP Assighnment - Edit Entry
Menu Path: Network Service > DHCP Server - MAC-based IP Assignment

Clicking the Edit ( 7 ) icon for an assignment on the Network Service > DHCP Server
- MAC-based IP Assignment page will open this dialog box. This dialog lets you edit an

existing IP assignment. Click APPLY to save your changes.
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UI Setting

Edit Entry Settings

Status

Disabled h¢

Name *
ExistingAssignment
18/63
Subnet Mask *

24 (255.255.255.0) v

IP Address *

192.168.127.101

MAC Address *
00:00:00:00:00:00

Default Gateway

0.0.0.0

Lease Time *

1440

5- 527039 min
DNS Server 1

0.0.0.0 0.0.0.0

DNS Server 2

NTP Server

0.0.0.0

CANCEL APPLY

Description

Valid Range

Default
Value

Status

Name

IP Address

Subnet Mask

MAC Address

Default

Gateway

Lease Time

DNS Server 1

DNS Server 2

Enable or disable this MAC-based IP assignment.

Enter a hostname for the IP assignment.

Specify the IP address for the IP assignment.

Specify the subnet mask for the IP assignment.

Specify the MAC address that this IP assignment will
apply to.

Specify the default gateway for the IP assignment.

Specify the lease time for for the IP assignment.

Specify the primary DNS server for the IP
assignment.

Specify the secondary DNS server for the IP
assignment.

Enabled /
Disabled

Max. 63
characters

Valid IP address

Valid subnet
mask

Valid MAC
address

Valid IP address

5-99999

minutes

Valid IP address

Valid IP address

N/A

N/A

N/A

N/A

N/A

N/A

1440

N/A

N/A
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Default
Value

UI Setting Description Valid Range

NTP Server Specify the NTP server for the IP assignment. Valid IP address N/A

MAC-based IP Assighment - Create Entry
Menu Path: Network Service > DHCP Server - MAC-based IP Assignment

Clicking the Add () icon on the Network Service > DHCP Server - MAC-based IP
Assignment page will open this dialog box. This dialog lets you add a new MAC-based IP
assignment. Click CREATE to save your changes and add the new assignment.

Create Entry

Status -

Name *

IP Address * Subnet Mask * -

MAC Address *

Default Gateway

(=)
=
w
w
@
@
o
d
w
w
@
@
[

NTP Server

CANCEL CREATE

. . . Default
UI Setting Description Valid Range Value
Status Enable or disable this MAC-based IP assignment. Enabled / N/A
Disabled
Name Enter a hostname for the IP assignment. Max. 63 N/A
characters
IP Address Specify the IP address for the IP assignment. Valid IP address N/A
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UI Setting

Description

Valid Range

Default

Value

Subnet Mask

MAC Address

Default

Gateway

Lease Time

DNS Server 1

DNS Server 2

NTP Server

Specify the subnet mask for the IP assignment.

Specify the MAC address that this IP assignment will
apply to.

Specify the default gateway for the IP assignment.

Specify the lease time for for the IP assignment.

Specify the primary DNS server for the IP
assignment.

Specify the secondary DNS server for the IP
assignment.

Specify the NTP server for the IP assignment.

Valid subnet
mask

Valid MAC
address

Valid IP address

5-99999

minutes

Valid IP address

Valid IP address

Valid IP address

N/A

N/A

N/A

1440

N/A

N/A

N/A

MAC-based IP Assignment - Delete Entry

Menu Path: Network Service > DHCP Server - MAC-based IP Assignment

You can delete a MAC-based IP assighment by using the checkboxes to select the entries

you want to delete, then clicking the Delete ( ¥ ) icon.

DHCP Server

General

Status

DHCP MAC-based IP Assignment

Name IP Address

UserManualCASEtest

Port-based IP Assignment Lease Table

Subnet Mask MAC Address

192.168.127.101 255.255.255.0 00:09:ad:00:aa:01 1440

Lease Time (min.)

DHCP Relay Agent

Q search

Default Gateway

0.0.0.0 0.0.0.0

ltems per page: 50 1-10f

DNS Server 1

DNS Server 2

0.0.0.0

DHCP Server - Port-based IP Assignment

Menu Path: Network Service > DHCP Server - Port-based IP Assignment

This page lets you manage port-based IP assignment for your device's DHCP server.
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7 Note

Port-based IP assignment is a method of managing IP address allocation on a DHCP server by associating
specific IP addresses with the physical ports on network equipment, such as switches or routers. This
approach provides network administrators with the ability to assign predetermined IP addresses to
devices based on the network port they are connected to.

© Limitations

You can create up to 10 port-based IP assignments.

DHCP Server

Genera DHCP MAC-based IP Assignment Portbased P Assignment Lease Table: DHCP Relay Agent

[} Pot  Swws  IPAddress SubnetMask  LesseTime(min)  DefautGaieway  ONSSever] — DNSSenver2  NTPServer

o#F sz 192.168.127.2 2552552550 1440 0000 0000 0000 0000

© Limitations

You can create up to 10 port-based IP assignments.

DHCP Server
General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table
Q, search
Port Status IP Address ‘Subnet Mask Lease Time (min.) Default Gateway DNS Server 1 DNS Server 2 NTP Server

UI Setting Description
Status Shows the status of Port-based IP Assignment.
Port Shows the physical port on the device to associate the IP with.
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UI Setting Description

IP Address

Subnet Mask

Default Gateway

Lease Time

DNS Server 1

DNS Server 2

NTP Server

Shows the IP address of the device.

Shows the subnet mask of the device.

Shows the default gateway of the device.

Shows the lease time for IP addresses assigned by the DHCP server.

Shows the IP address for the first DNS server.

Shows the IP address for the second DNS server.

Shows the IP address for the NTP server.

Edit Port-based IP Assignment

Menu Path: Network Service > DHCP Server - Port-based IP Assignment

Clicking the Edit ( 7 ) icon for an entry on the Network Service > DHCP Server -

Port-based IP Assignment page will open this dialog box. This dialog lets you edit an

existing port-based IP assignment. Click APPLY to save your changes.

UI Setting

Edit Entry Settings

Disabled
13

1921681272 24 (2552552550) -

000.0
1440

0.00.0 0000

0.00.0

cance.  [ECENY

Default

Valid Range Value

Description

Status

Port

Enabled / N/A
Disabled

Enable or disable this port-based IP assignment.

Select the physical port on the device to associate the Drop-down list of N/A
IP with for this entry. ports
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UI Setting

Description

Valid Range

Default

Value

IP Address

Subnet Mask

Default

Gateway

Lease Time

DNS Server 1

DNS Server 2

NTP Server

Specify the IP address of the connected device for this
entry.

Specify the subnet mask of the connected device for
this entry.

Specify the default gateway of the connected device for
this entry.

Specify the lease time for IP addresses assigned by the
DHCP server for this entry.

Specify the IP address for the first DNS server for
DHCEP clients for this entry.

Specify the IP address for the second DNS server for
DHCP clients for this entry.

Specify the IP address for the NTP server for DHCP
clients for this entry.

Valid IP address

Valid subnet

mask

Valid IP address

5-99999

minutes

Valid IP address

Valid IP address

Valid IP address

N/A

N/A

N/A

1440

N/A

N/A

N/A

Create Port-based IP Assignment

Menu Path: Network Service > DHCP Server - Port-based IP Assignment

Clicking the Add (/) icon on the Network Service > DHCP Server - Port-based IP

Assignment page will open this dialog box. This dialog lets you create a new port-based

IP assignment. Click CREATE to save your changes and add the new account.
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UI Setting

Create Entry

Status -

Port * -

IP Address * Subnet Mask * -

Default Gateway

Lease Time
1440

DNS Server 1 DN

%]
w
@
]
]

NTP Server

CANCEL CREATE

Description

Valid Range

Default

Value

Status

Port

IP Address

Subnet Mask

Default

Gateway

Lease Time

DNS Server 1

DNS Server 2

NTP Server

Enable or disable this port-based IP assignment.

Select the physical port on the device to associate the
IP with for this entry.

Specify the IP address of the connected device for this
entry.

Specify the subnet mask of the connected device for
this entry.

Specify the default gateway of the connected device for
this entry.

Specify the lease time for IP addresses assigned by the
DHCP server for this entry.

Specify the IP address for the first DNS server for
DHCP clients for this entry.

Specify the IP address for the second DNS server for
DHCP clients for this entry.

Specify the IP address for the NTP server for DHCP
clients for this entry.

Enabled /
Disabled

Drop-down list of

ports

Valid IP address

Valid subnet

mask

Valid IP address

5-99999

minutes

Valid IP address

Valid IP address

Valid IP address

N/A

N/A

N/A

N/A

N/A

1440

N/A

N/A

N/A
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Delete Port-based IP Assignment
Menu Path: Network Service > DHCP Server - Port-based IP Assignment

You can delete a port-based IP assignment by using the checkboxes to select the entries

you want to delete, then clicking the Delete ( ¥) icon.

DHCP Server
General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table DHCP Relay Agent
[} Q search
Port Status IP Address Subnet Mask Lease Time (min.) Default Gateway DNS Server 1 DNS Server 2 NTP Server
f 1/3 192.168.127.2 255.255.255.0 1440 0.0.0.0 0000 0.0.00 0.0.00
ot

DHCP Server - Lease Table

Menu Path: Network Service > DHCP Server - Lease Table

This page lets you see an overview of the device's current DHCP clients.

Lease Table

DHCP Server

General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table DHCP Relay Agent

(& Q, Search

Hostname IP Address MAC Address Time Left

UI Setting Description

Hostname

IP Address

MAC Address

Shows the hostname of the DHCP lease.

Shows the IP address of the DHCP lease.

Shows the MAC address of the DHCP lease.
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UI Setting Description

Time Left Shows the time left for the DHCP lease.

DHCP Relay Agent

Menu Path: Network Service > DHCP Server - DHCP Relay Agent

This page allows you to configure the DHCP relay agent, including the settings for remote
DHCP server(s) and option-82 related attributes.

DHCP Relay Agent Settings

DHCP Server

General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table DHCP Relay Agent

Server IP Address
Interface -

DHCP Relay Server-1

0.0.0.0

DHCP Relay Server-2 *

0.0.0.0

DHCP Relay Server-3 *

0.0.0.0

DHCP Relay Server-4 *

0.0.0.0

DHCP Option 82

Enable Option 82 * Type* nterface *
Enabled ~  Interface - LAN -
Value Display
192 27.254 Tffe
..... 2
APPLY

Server IP Address

Default
Value

UI Setting Description Valid Range

Interface Select a preconfigured network Drop-down menu of None
interface. interfaces
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UI Setting

Description

Valid Range

Default
Value

DHCP Relay
Server-1

DHCP Relay
Server-2

DHCP Relay
Server-3

DHCP Relay
Server-4

Specify the IP address of the 1st DHCP
server.

Specify the IP address of the 2nd DHCP
server.

Specify the IP address of the 3rd DHCP
server.

Specify the IP address of the 4th DHCP
server.

Valid IP address

Valid IP address

Valid IP address

Valid IP address

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

DHCP Option 82

UI Setting

Enable
Option 82

Type

Interface

Value

Display
(View-only)

Description

Enable or disable DHCP Option 82.

Specify the type of DHCP Option 82 to use.

Interface: Uses the router's interfaces as the
remote ID sub.

MAC: Uses the router's MAC addresses as the
remote ID sub.

Client-ID: Uses a combination of the router's
MAC address and IP address as the remote ID
sub.

Other: Uses the user-designated ID sub.

Select the interface to use for DCHP Option 82.

Shows the corresponding value of the selected
Type.

If Type is Other, specify the value to use.

Shows the Value in hexadecimal.

Valid Range

Enabled / Disabled

Interface / MAC /
Client-ID / Other

Drop-down menu
of interfaces

0 to 32 characters

N/A

Default Value

Disabled

Interface

N/A

Depends on the
selected Type

N/A
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DHCP Function Table

N,

in

N,

1/2

13

1/4

NN

1/5

NN

1/6

177

NN

1/8

N,

1/9

N,

1/10

DHCP Function Table

Circuit-ID

01000101

01000102

01000103

01000104

01000105

01000106

01000107

01000208

01000109

0100010a

Q search

Option 82

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

UI Setting Description

Port

Circuit-ID

Option 82

Shows the number of the port the entry is for.

Shows the Circuit-ID of the port.

Shows whether Option 82 is enabled or disabled for the port.

Dynamic DNS

Menu Path: Network Service > Dynamic DNS

This page lets you configure your device to use a free dynamic DNS service to enable you

to access your device through a domain name rather than an IP. Click APPLY to save

your changes.
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UI Setting

Dynamic DNS

Service *

Disabled -

Service Name
Username
Password o

0/45

Confirm Password &

0/45

Domain Name

APPLY

o
o
o

Default

Description Valid Range Value

Service

Service
Name

(View-only)

Username

Password

Confirm
Password

Domain
Name

Select a dynamic DNS service to Disabled / freedns.afraid.org / Disabled
use, or disable dynamic DNS. 3322.org / DynDns.org / NO-IP.com
Shows the name of the selected freedns.afraid.org / www.3322.0rg / N/A
dynamic DNS service. members.dyndns.org / dynupdate.no-

ip.com
Specify the username to connect to 1 to 45 characters N/A

the dynamic DNS service.

Specify the password to connect to 1 to 45 characters N/A
the dynamic DNS service.

Confirm the password to connect to 1 to 45 characters N/A
the dynamic DNS service.

Specify the domain name to use to 1 to 45 characters N/A
connect to your device through the
dynamic DNS service.
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DNS Server

Menu Path: Network Service > DNS Server
This page lets you configure the DNS server settings.

This page includes these tabs:

e Global

e Settings

e Status
/7 Note

Availability of this feature may vary depending on your product model and version.

DNS Server - Global
Menu Path: Network Service > DNS Server - Global
This page lets you configure the DNS server related settings. Click APPLY to save your

changes.
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DNS Server Settings

DNS Server

Global Settings Status

DNS Server *
Disabled v

DNS Reverse Lookup *

Disabled v

APPLY

. ... Default
UI Setting Description Value
DNS Server Enable or disable the DNS server for your device. Enabled / Disabled

Disabled
DNS Enable or disable DNS reverse lookup for your device. DNS Enabled / Disabled
Reverse reverse lookup allows the router to identify the hostname Disabled
Lookup (device name) associated with a known IP address on the
network.

DNS Server - Settings

Menu Path: Network Service > DNS Server - Settings

This page lets you configure the DNS server zone settings.
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© Limitations

You can create up to 16 DNS zones.

© Limitations

You can create up to 256 resource records for each zone.
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Routing

Menu Path: Routing

The Routing settings area lets you configure settings related to how your device routes

network traffic.

This settings area includes these sections:
e Unicast Route
e Multicast Route

e Broadcast Forwarding

Routing - User Privileges

Privileges to Routing settings are granted to the different authority levels as follows.

Refer to System > Account Management > User Accounts for more information on user

accounts.

Settings Admin Supervisor User

Unicast Routing

Static Routes R/W R/W R
RIP R/W R/W R
OSPF R/W R/W R
Routing Table R R R

Multicast Route

Multicast Route Settings R/W R/W R
Static Multicast Route R/W R/W R
Multicast Forwarding Table R R R
Broadcast Forwarding R/W R/W R
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Unicast Route

Menu Path: Routing > Unicast Route
This section lets you manage unicast routes for your device.
This section includes these pages:

e Static Routes

e RIP

e OSPF

e Routing Table

Static Routes

Menu Path: Routing > Unicast Route > Static Routes

This page lets you manage static routes for your device, which allows you to specify the
next hop (or router) that the device will forward data to for a specific subnet. Static

routes will be added to the routing table and stored on the device.

O Limitations

You can create up to 512 static routes.

Static Route List

Static Routes

Q search

O Status ~ Name Destination Address Netmask Next Hop Metric

UI Setting Description
Status Shows the status of the static route.
Name Shows the name of the static route.
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UI Setting Description

Destination Shows the destination IP address for the static route.

Address

Netmask Shows the subnet mask for the destination IP address.

Next Hop Shows the next router on the path to the destination IP address.

Metric Shows the metric value used to determine the priority of the static route. Lower
values have higher priority.

Edit a Static Route
Menu Path: Routing > Unicast Route > Static Routes

Clicking the Edit ( 7 ) icon for an entry on the Routing > Unicast Route > Static
Routes page will open this dialog box. This dialog lets you edit an existing static route.
Click APPLY to save your changes.

Edit static route

Status *

Disabled A
Name *
test
4/10
Destination Address * Subnet Mask *
192.168.122.1 24 (255.255.255.0) v
Next Hop * Metric *
192.168.122.2 1

CANCEL APPLY

. . . Default

UI Setting Description Valid Range Value

Status Enable or disable the static route. Enabled / N/A
Disabled

Name Specify a name for the static route. Max. 10 N/A
characters

Destination Specify the destination IP address for the static route. Valid IP address N/A

Address

Subnet Mask Specify the subnet mask for the destination IP Drop-down list N/A

address. of values
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Default

UI Setting Description Valid Range value

Next Hop Specify the next router on the path to the destination Valid IP address  N/A
IP.

Metric Specify the metric value to determine the priority of 1 to 254 N/A
the static route. Lower values have higher priority.

Create New Static Route

Menu Path: Routing > Unicast Route > Static Routes

Clicking the Add () icon on the Routing > Unicast Route > Static Routes page will
open this dialog box. This dialog lets you create a new static route. Click CREATE to save

your changes and add the new account.

Create new static route

Status * -

Name *

Destination Address * Subnet Mask * -
Next Hop * Metric *

CANCEL CREATE

. . . Default

UI Setting Description Valid Range Value

Status Enable or disable the static route. Enabled / N/A
Disabled

Name Specify a name for the static route. Max. 10 N/A
characters

Destination Specify the destination IP address for the static route. Valid IP address N/A

Address

Subnet Mask Specify the subnet mask for the destination IP Drop-down list N/A

address. of values
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Default

UI Setting Description Valid Range value

Next Hop Specify the next router on the path to the destination Valid IP address  N/A
IP.

Metric Specify the metric value to determine the priority of 1 to 254 N/A
the static route. Lower values have higher priority.

Delete Static Route
Menu Path: Routing > Unicast Route > Static Routes

You can delete entries by using the checkboxes to select the entries you want to delete,

then clicking the Delete ( ¥) icon.

Static Routes

[ ]
Status Name Destination Address Netmask Next Hop Metric
/‘ test 192.168.122.1 255.255.255.0 192.168.122.2 1

RIP

Menu Path: Routing > Unicast Route > RIP

This page lets you configure RIP (Routing Information Protocol), a distance-vector
routing protocol that employs the hop count as a routing metric. RIP prevents routing
from looping by implementing a limit on the number of hops allowed in a path from the

source to a destination. Click APPLY to save your changes.
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RIP Settings

RIP
Disabled -
v2 -

Redistribute -

APPLY

[¢] Q search

Status Interface IP Address VLAN ID
/ Disabled WAN 10.123.13.33 2
/' Disabled LAN 192.168.127.254 1

/  Disabled lan2 192.168.126.1 3

Default

Value

UI Setting Description Valid Range

Status Enable or disable RIP protocol. Enabled /
Disabled

Version Set the RIP protocol version: V1/V2

V1: RIP V1 uses classful routing. This means that network
addresses are assigned to specific classes, and the subnet
mask is determined by the class of the network address.

V2: RIP V2 uses classless routing. This means that network
addresses can be assigned in a more flexible way, and the
subnet mask can be specified independently of the network
address class.

Redistribute Set which rules to enable for RIP redistribution. You can enable Connected /
multiple redistribution rules. Static / OSPF

Connected: Entries learned from directly connected interfaces
will be re-distributed.

Static: Entries set in a static route will be re-distributed.
OSPF: Entries learned from the OSPF will be re-distributed.

s Note

Redistribute in RIP refers to the process of importing
routing information from other routing protocols into the
RIP routing table, allowing for interconnectivity between
different protocols and complex networks.

Disabled

V2

N/A
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RIP Interface List

This list shows all of your device interfaces and the RIP settings applied to each one.

7 Note

Interfaces and their settings can be configured in Network Configuration > Network Interfaces. VLAN IDs
can be configured in Network Configuration > Layer 2 Switching> VLAN.

RIP
Disabled -
v2 -

Redistribute -

APPLY

c Q_ Search

Status Interface IP Address VLAN ID
/' Disabled  waN 10.123.13.33 2
/'  Disabled LAN 192.168.127.254 1

/' Disabled  lan2 192.168.126.1 3

UI Setting Description

Status Shows whether RIP is enabled or disabled for the interface.
Interface Shows the name of the interface.

(View Only)

IP Address Shows the IP address of the interface.

(View Only)

VLAN ID Shows the VLAN ID of the interface.

(View Only)
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Edit RIP
Menu Path: Routing > Unicast Route > RIP

Clicking the Edit ( 7 ) icon for an interface on the Routing > Unicast Route > RIP
page will open this dialog box. This dialog lets you edit the RIP settings for the interface.
Click APPLY to save your changes.

Edit RIP

Disabled -

UI Setting Description Valid Range Default Value
Status Enable or disable RIP for the interface. Enabled / Disabled Disabled
Interface Shows the name of the interface. Interface name N/A

(View Only)

IP Address Shows the IP address of the interface. Interface IP address N/A

(View Only)

VLAN ID Shows the VLAN ID of the interface. Interface VLAN ID N/A

(View Only)

Menu Path: Routing > Unicast Route > OSPF
This section lets you configure OSPF (Open Shortest Path First) routing for your device.
This section includes these pages:

o OSPF Settings

e OSPF Status
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OSPF Settings
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings
This page lets you configure OSPF settings for your device.
This page includes these tabs:
e General
e Area
e Interface
e Aggregation

e Virtual Link

OSPF Settings - General
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - General

This page lets you adjust the basic settings for OSPF. Click APPLY to save your changes.

OSPF Settings

General Area Interface Aggregation Virtual Link

SPF Setting
Disabled -

o000 tbee ... ©
Redistribute -

APPLY

Default
Value

UI Setting Description

OSPF Enable or disable OSPF for your device. Enabled / Disabled
Settings Disabled
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Default
Value

UI Setting Description

Router ID Specify the Router ID of your Moxa router. Router ID 0.0.0.0

7 Note

The router ID, which must be established for every OSPF
instance, should be written in the dot-decimal format of
an IP address (e.g., 1.2.3.4) and does not need to be
part of any routable subnet on the network, since it is an

IP address.
Current Specify the current Router ID of your Moxa router. Current 0.0.0.0
Router ID Router ID
(View-only) / Note

When the Router ID is set to 0.0.0.0, the Current Router

ID will automatically use the highest interface IP

address.
Redistribute Specify the OSPF redistribution method: Connected / N/A

Static / RIP
Connected: Entries learned from the directly connected /
interfaces will be redistributed.
Static: Entries set in a static route will be redistributed.

RIP: Entries learned from RIP will be redistributed.

# Note

Redistributing in OSPF refers to the process of importing
routing information from other routing protocols-such as
RIP, EIGRP, etc.—into the OSPF routing table.

OSPF Settings - Area
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Area

This page lets you define OSPF areas.

7 Note

Areas are used to divide a large network into smaller network areas. Each area maintains a separate link
state database whose information may be summarized towards the rest of the network by the connecting
router. Thus, the topology of an area is unknown outside of the area. This reduces the amount of routing
traffic between parts of an autonomous system.
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© Limitations

You can create up to 5 OSPF areas.

OSPF Area List

OSPF Settings
General Area Interface Aggregation Virtual Link
Q, Search
O Area ID Area Type Metric
Max. § tems per page: 50 -

UI Setting Description

Area ID Shows the area's ID.

Area Type Shows the type of OSPF routing used for the area.
Metric Shows the metric value/cost for OSPF in the area.
(Only for Mertic is Stub/NSSA)

Edit Area
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Area

Clicking the Edit (7 ) icon for an OSPF area on the Insert > Path Here page will open
this dialog box. This dialog lets you modify an existing OSPF area. Click APPLY to save

your changes.

Edit Area

ArealC
0.0.0.0

Normal -
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Default
Value

UI Setting Description

Area ID Specify an ID for this OSPF area. N/A N/A
Area Type Specify the type of OSPF routing to use for this area: Normal / Normal
Stub
Normal: A normal (or standard) area is an OSPF area that allows NSUSA/

both intra-area and inter-area routing.

Stub: A stub area is an OSPF area that does not allow external
routes to be imported into the area.

NSSA: An NSSA (Not-So-Stubby Area) is a special type of OSPF
area that allows external routing information to be imported into
the area, but does not allow the area to propagate that information
to other areas.

Metric Specify the metric value/cost to use for this area. 1to 1
- . 65535

(if Metric

is Stub or

NSSA) 7 Note

Metrics are used to calculate the shortest path for data to
travel through the network, and are determined by assigning
cost values to the interfaces connecting to each router. The
lower the cost value, the more the path will be preferred.

Create Area

Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Area

Clicking the Add () icon on the Routing > Unicast Route > OSPF > OSPF Settings
- Area page will open this dialog box. This dialog lets you create a new OSPF area. Click

CREATE to save your changes and add the new area.

Create Area

Area D *

Area Type *

Normal v

CANCEL CREATE
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Default
Value

UI Setting Description

Area ID Specify an ID for this OSPF area. N/A N/A
Area Type Specify the type of OSPF routing to use for this area: Normal / Normal
Stub
Normal: A normal (or standard) area is an OSPF area that allows NSUSA/

both intra-area and inter-area routing.

Stub: A stub area is an OSPF area that does not allow external
routes to be imported into the area.

NSSA: An NSSA (Not-So-Stubby Area) is a special type of OSPF
area that allows external routing information to be imported into
the area, but does not allow the area to propagate that information
to other areas.

Metric Specify the metric value/cost to use for this area. 1to 1
- . 65535

(if Metric

is Stub or

NSSA) 7 Note

Metrics are used to calculate the shortest path for data to
travel through the network, and are determined by assigning
cost values to the interfaces connecting to each router. The
lower the cost value, the more the path will be preferred.

Delete Area
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Area

You can delete an OSPF area by using the checkboxes to select the entries you want to
delete, then clicking the Delete ( ¥) icon.

OSPF Settings
General Area Interface Aggregation Virtual Link
[ ]
Area ID Area Type Metric
/0000 Normal 0
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OSPF Settings - Interface

Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Interface

This page lets you configure the OSPF settings for each of your interfaces. To manage

your interfaces, refer to Network Configuration > Network Interfaces.

OSPF Settings

General Area Interface

O Interface

O # waN

IP Address AreaID

10.123.13.33 0.0.00

Aggregation

Hello Interval (sec.)

10

Virtual Link

Dead Interval (sec.)  Role

40 DR

Q Search

Priority Auth Type

1 MD5

MDS5 Key ID Metric

UI Setting Description

Interface

IP Address

Area ID

Hello Interval

Dead Interval

Role

Priority

Auth Type

MDS5 Key ID

(Only if Auth
Type is MD5)

Metric

7 Note

Shows the IP address of the interface.

Shows the role of the interface.

Shows the priority of the interface.

Shows the metric value/cost to OSPF.

Shows which interface this entry describes.

Shows the OSPF area ID used for the interface.

Shows the hello message interval for the interface.

Shows the dead interval for the interface.

Shows the authentication type used to authenticate OSPF neighbors.

Shows the MD5 key ID used to authenticate OSPF neighbors.

Metrics are used to calculate the shortest path for data to travel through the
network, and are determined by assigning cost values to the interfaces connecting
to each router. The lower the cost value, the more the path will be preferred.
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OSPF Settings - Edit Interface

Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Interface

Clicking the Edit ( 7 ) icon for an entry on the Insert > Path Here page will open this

dialog box. This dialog lets you edit existing OSPF settings for an interface. Click APPLY

to save your changes.

UI Setting

Edit Interface WAN

WAN v

10 40

Description

Default
Value

Interface

Area ID

Priority

Hello Interval

Dead Interval

Specify which interface to assign to an OSPF area. Dropdown of
interfaces
Specify an OSPF area ID to assign to the interface. Dropdown of
area IDs
/s Note

To manage OSPF areas, refer to Routing > Unicast
Route > OSPF > OSPF Settings - Area.

Specify the priority of the interface. 0 to 255
Set the hello message interval for the interface. The hello 1 to 65535
interval is the amount of time between sends of hello second(s)

packets, which indicate that the device is still alive. The value
of all hello intervals must be the same within a network.

Set the dead interval for the interface. The dead interval is 1 to 65535
the amount of time a device will wait for a hello packet. If a second(s)
hello packet is not received in this time, it will consider the

other device to be dead or unavailable. By default, the dead

interval is set to be four times the value of the hello interval.

N/A

N/A

10

40
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Default
Value

UI Setting Description

Auth Type Specify the authentication type to use when authenticating None / N/A
OSPF neighbors. Simple /
MD5

None: No authentication method will be used for neighbor
authentication.

Simple: Neighbors will be authenticated using an auth key.

MD5: Neighbors will be authenticated more securely by using
an auth key and an MD5 key ID.

Auth Key Specify the auth key to use for neighbor authentication. 1to8 N/A
Only if Auth characters

( yna If the Auth Type is Simple, the auth key will be a pure-text : :
Type is Simple
or MD5) password.

If the Auth Type is MD5, the auth key will be an encrypted

password.
MD5 Key ID Specify the MD5 key ID to use for neighbor authentication. 1 to 255 1
(Only if Auth
Type is MD5)

7 Note

MD5 authentication method uses MD5 to calculate a
hash value from the contents of the OSPF packet and
the authentication key. This hash value is transmitted in
the packet, along with a key ID.

Metric Specify the metric value/cost for OSPF. 1 to 65535 1

s Note

Metrics are used to calculate the shortest path for data
to travel through the network, and are determined by
assigning cost values to the interfaces connecting to
each router. The lower the cost value, the more the
path will be preferred.

OSPF Settings - Create Interface

Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Interface

Clicking the Add () icon on the Insert > Path Here page will open this dialog box.
This dialog lets you select an interface and configure OSPF settings for it. Click CREATE
to save your changes and add the new entry.
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7 Note

You cannot create new interfaces in this dialog; you can only select existing interfaces. To create a new
interface, refer to Network Configuration > Network Interfaces.

UI Setting

Create Interface

Interface * -

Area ID * -

Priority *
1

0-255

Hello Interval *

10 40

%
a
c

<
w

Description

Default
Value

Interface

Area ID

Priority

Hello Interval

Specify which interface to assign to an OSPF area.

Specify an OSPF area ID to assign to the interface.

7/ Note

To manage OSPF areas, refer to Routing > Unicast
Route > OSPF > OSPF Settings - Area.

Specify the priority of the interface.

Set the hello message interval for the interface. The hello
interval is the amount of time between sends of hello

packets, which indicate that the device is still alive. The value

of all hello intervals must be the same within a network.

Dropdown of
interfaces

Dropdown of
area IDs

0 to 255

1 to 65535
second(s)

N/A

N/A

10
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Default
Value

UI Setting Description

Dead Interval Set the dead interval for the interface. The dead interval is 1 to 65535 40
the amount of time a device will wait for a hello packet. If a second(s)
hello packet is not received in this time, it will consider the
other device to be dead or unavailable. By default, the dead
interval is set to be four times the value of the hello interval.

Auth Type Specify the authentication type to use when authenticating None / N/A
OSPF neighbors. Simple /
MD5
None: No authentication method will be used for neighbor
authentication.
Simple: Neighbors will be authenticated using an auth key.
MD5: Neighbors will be authenticated more securely by using
an auth key and an MD5 key ID.
Auth Key Specify the auth key to use for neighbor authentication. 1to8 N/A
Only if Auth h t
(On y It A If the Auth Type is Simple, the auth key will be a pure-text characters
Type is Simple
or MD5) password.
If the Auth Type is MD5, the auth key will be an encrypted
password.
MDS5 Key ID Specify the MD5 key ID to use for neighbor authentication. 1 to 255 1
(Only if Auth
Type is MD5)
7 Note
MD5 authentication method uses MD5 to calculate a
hash value from the contents of the OSPF packet and
the authentication key. This hash value is transmitted in
the packet, along with a key ID.
Metric Specify the metric value/cost for OSPF. 1 to 65535 1

/7 Note

Metrics are used to calculate the shortest path for data
to travel through the network, and are determined by
assigning cost values to the interfaces connecting to
each router. The lower the cost value, the more the
path will be preferred.

OSPF Settings - Delete Interface
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Interface

You can delete an entry by using the checkboxes to select the entries you want to delete,

then clicking the Delete ( ¥) icon.
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7 Note

Please note that this will delete the OSPF settings for the interface, but it will not delete the interface
itself.

OSPF Settings
General Area Interface Aggregation Virtual Link
B Q, search
Interface IP Address Area ID Hello Interval (sec.) Dead Interval (sec.) Role Priority Auth Type Auth Key MD5 Key ID Metric
/‘ WAN 10.123.13.33 0.0.0.0 10 40 Unknown 1 None 1 1
50 v

OSPF Settings - Aggregation
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Aggregation
This page lets you aggregate different OSPF areas into a single routing table entry.

© Limitations

You can create up to 5 OSPF aggregations.

OSPF Settings
General Area Interface Aggregation Virtual Link
Q, Search
O Area D IP Address Subnet Mask
Items perpage: 50~

UI Setting Description
Area ID Shows the area ID.
IP Address Shows the IP address of the area.
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UI Setting Description

Subnet Mask Shows the network subnet mask.

Edit an Aggregation
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Aggregation

Clicking the Edit ( 7 ) icon for an entry on the Routing > Unicast Route > OSPF >
OSPF Settings - Aggregation page will open this dialog box. This dialog lets you

modify an existing aggregation. Click APPLY to save your changes.

Edit Aggregation

Area

0.0.0.0

P .

192.167.12.1 31(255.255.265.254) ~

oo [

Default
Value

UI Setting Description Valid Range

Area ID Select the area ID that you want to use for the Dropdown list of area IDs  N/A
aggregation.

IP Address  Specify the IP address to use for the area. Valid IP address N/A
Subnet Select the network subnet mask to use for the Dropdown list of subnet N/A
Mask area. masks

Create an Aggregation

Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Aggregation

Clicking the Add () icon on the Routing > Unicast Route > OSPF > OSPF Settings
- Aggregation page will open this dialog box. This dialog lets you create an OSPF
aggregation. Click CREATE to save your changes and add the new aggregation.
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Create Aggregation

Area D * v

IP Address * Subnet Mask * -

CANCEL CREATE

Default
Value

UI Setting Description Valid Range

Area ID Select the area ID that you want to use for the Dropdown list of area IDs  N/A
aggregation.

IP Address  Specify the IP address to use for the area. Valid IP address N/A
Subnet Select the network subnet mask to use for the Dropdown list of subnet N/A
Mask area. masks

Delete an Aggregation

Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Aggregation

You can delete an entry by using the checkboxes to select the entries you want to delete,

then clicking the Delete ( ¥) icon.

OSPF Settings
General Area Interface Aggregation Virtual Link
[ |
Area ID IP Address Subnet Mask
/' 0.0.0.0 192.167.12.1 255.255.255.254
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Virtual Link
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Virtual Link

This page lets you configure virtual links, which can be used to connect areas in an OSPF

autonomous system when physical connection to the backbone area is not possible.

© Limitations

You can create up to 5 OSPF virtual links.

Virtual Link List

OSPF Settings
General Area Interface Aggregation Virtual Link
Q search
O Area ID Router ID
ltems per page: 50 v

UI Setting Description
Area ID Shows the area ID for the virtual link.
Router ID Shows the router ID for the virtual link.

Edit Virtual Link
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Virtual Link

Clicking the Edit ( 7 ) icon for an entry on the Insert > Path Here page will open this
dialog box. This dialog lets you modify an existing virtual link. Click APPLY to save your
changes.
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OSPF Settings

General Area Interface Aggregation Virtual Link

Q, Search
O Area ID Router ID
0O # ooo02 192.168.30.1

Max. 5 Items per page: 50 v 1-10f1

UI . . Default
Setting Description Valid Range Value
Area ID Select the area to use for the virtual link. Dropdown N/A
list of area
IDs
Router Specify the router ID for the virtual link. Valid router N/A
ID 1D
7 Note

To establish a virtual link in OSPF, you must input the
corresponding router ID obtained from the Area Border Router
(ABR) configuration. For Moxa routers, the router ID can be
found in Routing > Unicast Route > OSPF > OSPF
Settings - General.

Create a Virtual Link

Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Virtual Link

Clicking the Add () icon on the Insert > Path Here page will open this dialog box.
This dialog lets you create an OSPF virtual link. Click CREATE to save your changes and
add the entry.

Create Virtual Link

Area ID * -

Router ID *

CANCEL CREATE
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UI Default

Setting Description Valid Range value
Area ID Select the area to use for the virtual link. Dropdown N/A
list of area
IDs
Router Specify the router ID for the virtual link. Valid router N/A
ID 1D
7 Note

To establish a virtual link in OSPF, you must input the
corresponding router ID obtained from the Area Border Router
(ABR) configuration. For Moxa routers, the router ID can be
found in Routing > Unicast Route > OSPF > OSPF
Settings - General.

Delete Virtual Link
Menu Path: Routing > Unicast Route > OSPF > OSPF Settings - Virtual Link

You can delete an entry by using the checkboxes to select the entries you want to delete,

then clicking the Delete ( ¥) icon.

OSPF Settings
General Area Interface Aggregation Virtual Link
& Q, Search
Area ID Router ID
/ 0.0.0.2 192.168.30.1
Max. 5 Items per page: 50 - 1-10f1

OSPF Status
Menu Path: Routing > Unicast Route > OSPF > OSPF Status
This page lets you view the OSPF routing status of your device.
This page includes these tabs:

e Neighbor

e Database
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Neighbor
Menu Path: Routing > Unicast Route > OSPF > OSPF Status - Neighbor

This page lets you see the status of OSPF neighbors. OSPF neighbors are devices that

share their link-state information with other devices in the network.

OSPF Status

Neighbor Database

c Q_Searcl

Neighbor 1D Priority  State 1P Address Interface Name

UI Setting Description

Neighbor ID Shows the unique identifier for the OSPF neighbor.

Priority Shows priority value that the neighbor has assigned to itself.

State Shows the current state of the OSPF neighbor relationship:

e Down: The initial state before any OSPF communication has occurred between two
routers.

e Init: The state where the local router has sent an OSPF Hello packet to a neighbor
but has not yet received a response.

e 2-way: The state where both routers have exchanged Hello packets and can
become neighbors, but they have not yet established a bidirectional relationship.

. Exstart: The state where the routers determine which one will be the master and
which one will be the slave during the database exchange process.

e Exchange: The state where the routers exchange link-state advertisement (LSA)
headers and determine which LSAs need to be sent.

e Loading: The state where the routers exchange LSAs to synchronize their link-
state databases.

e Full: The final state where the routers have a complete and accurate view of the
network topology and are ready to forward traffic.

IP Address Shows the IP address of the neighbor router's interface used for OSPF communication.

Interface Shows the name of the local interface used for OSPF communication with the neighbor.
Name

Database
Menu Path: Routing > Unicast Route > OSPF > OSPF Status - Database

This page lets you see the list of link-state advertisements (LSAs) that describe the

network topology, which is used to calculate the shortest path to a destination.
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OSPF Status

Link ID ADV Router Age(sec)  Route

UI

Setting

LSA Type

Area

Link ID

ADV
Router

Route

Description

Shows the type of the LSA, which describes the contents of the
OSPF LSA packet.

Router LSA: Describes the links attached to a router and is
flooded within the same area as the router.

Network LSA: Describes the routers attached to a multi-access
network.

Summary LSA: Advertises reachability information between OSPF
areas.

AS External LSA: Advertises routes to networks outside the OSPF
domain.

NSSA External LSA: Similar to the Type 5 LSA, but used in a Not-
So-Stubby Area (NSSA) to advertise external routes.

Link-local LSA: Used to advertise IPv6 link-local addresses and is
flooded throughout the same link-local scope.

Identifies the area of the network to which the LSA belongs.

Identifies the endpoint of the link described by the LSA.

Identifies the router that the LSA originated from.

OSPF uses the information in the LSAs to calculate the shortest
path to a destination.

N/A

N/A

N/A

N/A

N/A

Default
Value

N/A

N/A

N/A

N/A

N/A

Routing Table

Menu Path: Routing > Unicast Route > Routing Table

This page lets you see the current routing table for your device.

Routing Table

Index  Type
1 defautt
2 comected

comnected

Destination Address  Next Hop Interface Metric

0.00.00 0123121 wan

10123120723 101231333 WAN 1

192168.127.0/24 192168127254 LAN
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UI Setting Description

Index Shows the unique identifier for the routing table entry.

Type Shows the source type of the route.

Destination Shows the address of the destination network for the route.

Address

Next Hop Shows the IP address of the next hop router or gateway that the packet should be

forwarded to.

Interface Shows the outgoing interface that should be used to reach the destination network.
Metric Shows the metric value/cost of the route to the destination network.
7 Note

Metrics are used to calculate the shortest path for data to travel through the
network, and are determined by assigning cost values to the interfaces connecting
to each router. The lower the cost value, the more the path will be preferred.

Multicast Route

Menu Path: Routing > Multicast Route
This section lets you configure multicast routing for your device.
This section includes these pages:

e Multicast Route Settings

e Static Multicast Route

e Multicast Forwarding Table
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Multicast Route Settings

Menu Path: Routing > Multicast Route > Multicast Route Settings

This page lets you enable or disable multicast routing. Click APPLY to save your

changes.

Multicast Route Settings

Static Multicast Route ~

UI Setting Description Valid Range Default Value

Mode Enable or disable multicast routing. Disabled / Static Multicast Route Disabled

Static Multicast Route

Menu Path: Routing > Multicast Route > Static Multicast Route

This page lets you manage multicast routes for your device.

© Limitations

You can create up to 256 static multicast routes.

Static Multicast Route

Qusearch

o Status  Group Address.

UI Setting Description

Status Shows whether the static multicast route is enabled or disabled.
Group Address Shows the group IP address for the route.

Source Address Shows the source address for the route.

Inboud Interface Shows the inbound interface for the route.
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UI Setting Description

Outbound Interface Shows the outbound interfaces for the route.

Edit Static Multicast Route
Menu Path: Routing > Multicast Route > Static Multicast Route

Clicking the Edit ( 7 ) icon for an entry on the Routing > Multicast Route > Static
Multicast Route page will open this dialog box. This dialog lets you modify an existing

static multicast route. Click APPLY to save your changes.

Edit Static Multicast Route

taty

Disabled -

Group Addre
239.255.255.255

WAN -

CANCEL APPLY

Default
Value

UI Setting Description Valid Range

Status Enable or disable this route. Enabled / Disabled Enabled

Group Address Specify the group IP address for this N/A N/A
route.

Source Address Type Specify the type of source address to Any / Specify Any
use for this route. Source

Any: Allow any IP to be the source
address.

Specify Source: Use the specified
Source Address.

Source Address Specify the source IP address to use N/A N/A

for thi te.
(Only if Source Address or this route

Type is Specify Source)

Inbound Interface Select which interface broadcast Drop-down list of N/A
packets will come from. interfaces
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UI Setting

Description

Valid Range

Default
Value

Outbound Interface

Select which interfaces the broadcast
packets will be routed to.

Drop-down list of
interfaces

N/A

Create Static Multicast Route

Menu Path: Routing > Multicast Route > Static Multicast Route

Clicking the Add () icon on the Routing > Multicast Route > Static Multicast
Route page will open this dialog box. This dialog lets you add a new static multicast

route. Click CREATE to save your changes and add the new account.

UI Setting

Create Static Multicast Route
Enabled

Specify Source ~ Source Address

Description

Valid Range

Default
Value

Status

Group Address

Source Address Type

Source Address

(Only if Source Address
Type is Specify Source)

Inbound Interface

Enable or disable this route.

Specify the group IP address for this
route.

Specify the type of source address to
use for this route.

Any: Allow any IP to be the source
address.

Specify Source: Use the specified
Source Address.

Specify the source IP address to use
for this route.

Select which interface broadcast
packets will come from.

Enabled / Disabled

N/A

Any / Specify
Source

N/A

Drop-down list of
interfaces

Enabled

N/A

Any

N/A

N/A
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UI Setting

Description

Valid Range

Default
Value

Outbound Interface

Select which interfaces the broadcast
packets will be routed to.

Drop-down list of N/A
interfaces

Delete Static Multicast Route

Menu Path: Routing > Multicast Route > Static Multicast Route

You can delete an entry by using the checkboxes to select the entries you want to delete,

then clicking the Delete ( ¥) icon.

Q Search

Status Group Address Source Address Inbound Interface Outbound Interface

7 239.255.255.255  ANY WAN LAN

Multicast Forwarding Table

Menu Path: Routing > Multicast Route > Multicast Forwarding Table

This page lets you see the multicast forwarding table for your device.

Multicast Forwarding Table

c

index  Group Address Source Address

Inbound Interface Inbound Packets Inbound Bytes Outbound Interface(s)

Q_ Search

UI Setting Description

Index

Group Address

Source Address

Inbound Interface

Shows the index of the entry.

Shows the group IP address of the entry.

Shows the source address of the entry.

Shows the inbound interface of the entry.
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UI Setting Description

Inbound Packets Shows the number of inbound packets for the entry.
Inbound Bytes Shows the size of the inbound payload (in bytes) for the entry.
Outbound Interface(s) Shows the outbound interfaces of the entry.

Broadcast Forwarding

Menu Path: Routing > Broadcast Forwarding

This page lets you set up broadcast forwarding. Broadcast forwarding enables users to
specify the interface and UDP ports that broadcast packets will use to pass through the

router, allowing devices to be queried on the network, such as Modbus devices.

O Limitations

You can create up to 32 broadcast forwarding entries.

Broadcast Forwarding Settings

Broadcast Forwarding

Disabled

Qsearch

O Inbound interface Outbound Interface  UDP Port

UI Setting Description Valid Range Default Value

Status Enable or disable broadcast forwarding. Enabled / Disabled Disabled
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Broadcast Forwarding List

Broadcast Forwarding
Q search
R
Inbound Interface Shows which interface broadcast packets will come from.
Outbound Interface Shows which interface broadcast packets will pass through.
UDP Port Shows the UDP ports the device will listen to for broadcast packets.

Edit Broadcast Forwarding

Menu Path: Routing > Broadcast Forwarding

Clicking the Edit ( 7 ) icon for an entry on the

Unable to render include or excerpt-include. Could not retrieve page.

page will open this dialog box. This dialog lets you modify an existing broadcast

forwarding rule. Click APPLY to save your changes.

Edit Broadcast Forwarding

nbound Interface

LAN -
WAN -

UDP Port *

CANCEL APPLY

. ... . Default
UI Setting Description Valid Range Value
Inbound Select which interface broadcast packets will come Drop-down list of N/A
Interface from. interfaces
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Default

UI Setting Description Valid Range Value
Outbound Select which interface broadcast packets will pass Drop-down list of N/A
Interface through. interfaces
UDP Port Specify which UDP ports the device will listen to for 1 to 65535, up to 8 N/A
broadcast packets. You can enter up to 8 ports, ports separated by
separated by commas. commas

Create Broadcast Forwarding

Menu Path: Routing > Broadcast Forwarding

Clicking the Add () icon on the Routing > Broadcast Forwarding page will open
this dialog box. This dialog lets you create a new broadcast forwarding rule. Click

CREATE to save your changes and add the new rule.

Create Broadcast Forwarding

UDP o
CANCEL
. . . Default
UI Setting Description Valid Range Value
Inbound Select which interface broadcast packets will come Drop-down list of N/A
Interface from. interfaces
Outbound Select which interface broadcast packets will pass Drop-down list of N/A
Interface through. interfaces
UDP Port Specify which UDP ports the device will listen to for 1 to 65535, up to 8 N/A
broadcast packets. You can enter up to 8 ports, ports separated by
separated by commas. commas

Delete Broadcast Forwarding
Menu Path: Routing > Broadcast Forwarding

You can delete an entry by using the checkboxes to select the entries you want to delete,

then clicking the Delete ( ¥) icon.
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Inbound Interface ‘Outbound Interface UDP Port

Max. 32
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NAT

Menu Path: NAT

This page allows you to manage your Network Address Translation (NAT) rules.

7 Note
NAT currently supports the following ALG protocols: FTP, TFTP, SNMP.

© Limitations

You can create up to 512 NAT rules.

NAT - User Privileges

Privileges to NAT settings are granted to the different authority levels as follows. Refer to

System > Account Management > User Accounts for more information on user accounts.

Settings Supervisor

NAT R/W R/W R

NAT Rule List

Network Address Translate
1= Q search
Incoming S Prot ost port Ougoing S pPot Dt ot
o ED E=m = O o000l terface (Original Packen)  (criginal Packet) Inerface (Translated Packet)  (Translated Packet)
[0 / Cncbled NATEDS405A 1 PAT TP WAN Any:Any Dynamic:405 Any AnyAny 192.168.127.25350
O # rotles NATTNSOErnewUPonsss 2 Par T W Anyany Dynamic:4908 Ay anyany 192.168.127.200443
O # Enabled NATTN-S916.cldUl 3 PAT ToP WAN Any:Any Dynamic:5916 Any anyany 192.168.127.20180
0] # costies NAT.OnCEIS120.0lcu s par T wan snpany Oymamicn 20 any anyany 192168127202443
/' Enatles  NATMRCI002 B PaT TP waN Anyany Dynamic:1002 Any AnyAny 192.168.127.20380
[u}
O / cnotled NATJECGI0ZEP 6 par e AN Aoany Oymamic2nt2 Ay Anyany 192168127208443
O # CEnatled NATJEFGIOIOVPN 7 PaT TcP WAN AnyAny Dynamic-9010 Any Anyany 192.168.127.205:443
| owe Tcp 1012313200« 192168127100~
O/ ool 1o AT 8 advarce  INRTCR. g Aany e anyany B
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UI Setting Description

Status Shows whether the NAT rule is enabled or disabled.

Description Shows the name of the NAT rule.

Index Shows the index of the NAT rule.

Mode Shows the NAT mode used by the rule.

Protocol Shows the protocols included in the NAT rule.

Incoming Interface Shows the incoming interface.

Src. IP:Port Shows the original source IP address and ports for incoming packets.

(Original Packet)

Dst. IP:Port Shows the original destination IP address and ports for incoming packets.
(Original Packet)

Outgoing Interface Shows the outgoing interface.

Src. IP:Port Shows the translated source IP address and ports.
(Translated Packet)

Dst. IP:Port Shows the translated destination IP address and ports.
(Translated Packet)

Edit NAT Rule

Menu Path: Main > NAT

Click on the pencil icon for the NAT rule that you want to edit.
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8 1=
O Status
O o Enabled
O @ Enabled
O & Enabled
[0 #  Enabled
O o Enabled
O ¢ Enabled
O # Enabled
o o/ Disabled
(=]

Description

NAT_EDS-405A

NAT_TN-4908_newU|_Port443

NAT_TN-5916_oldUl

NAT_OnCell3120_oldU!

NAT_MRC1002

NAT_IEC-G102-BP

NAT_IEF-G9010-VPN

1_to_1_NAT_range

Index

Mode

PAT

PAT

PAT

PAT

PAT

PAT

PAT

Advance

Protocol

TCP

TCP

TCP

TCP

TCP

TCP

TCP

ICMP, TCR,
UDP

Incoming
Interface

WAN

WAN

WAN

WAN

WAN

WAN

WAN

WAN

Sre. IP:Port
(Original Packet)

Any:Any

Any:Any

Any:Any

Any:Any

Any:Any

Any:Any

Any:Any

Any:Any

Q, search
Dst. IP:Port Outgoing Sre. IP:Port
(Original Packet) Interface (Translated Packet)
Dynamic:405 Any Any:Any
Dynamic:4908 Any Any:Any
Dynamic:5916 Any Any:Any
Dynamic:3120 Any Any:Any
Dynamic:1002 Any Any:Any
Dynamic:2002 Any Any:Any
Dynamic:9010 Any Any:Any
10.123.13.200 ~ 5 Ay

10.123.13.203:Any

For a complete list of settings, see Create NAT Rule.

Create Index

Menu Path: NAT

Clicking the Add () icon on the NAT page will open this dialog box. This dialog lets
you create a new NAT rule. Click CREATE to save your changes and add the new rule.

Available settings will change depending on what Mode is selected.

Create Index - 1-to-1 NAT

If 1-to-1 is selected for the Mode, these settings will appear. 1-to-1 NAT maps one

public IP address to one private IP address.
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Create Index 8

Enabled *

1101
Disabled S ]
Disabled -~ Disabled

Disabled

Original Packet (Condition)

LAN -

Single -

0.0.0.0

Translated Packet (Action)
Single .4

0.0.0.0

CANCEL
. . Default
UI Setting Description Value
Status Enable or disable this rule. Enabled / Enabled
Disabled
Description Specify a name for this rule. 1to 128 N/A
characters
Index Specify the index of this rule. 1to 512 N/A
Mode Specify which NAT mode to use for this rule. 1-to-1/ N- 1-to-1
to-1/ PAT
1-to-1: 1-to-1 NAT maps one public IP address to one private /-{)dva{me /
IP address.
N-to-1: N-to-1 NAT maps multiple private IP addresses to one
public IP address.
PAT: Port Address Translation (PAT) maps multiple private IP
addresses to one public IP address using different port
numbers.
Advance: Allows you to set up an advanced NAT rule.
Auto Create Enable or disable the Auto Create Source NAT feature. If thisis Enabled / Disabled
Source NAT disabled, 1-to-1 NAT will only perform DNAT. Disabled
NAT Enable or disable NAT Loopback. NAT loopback allows devices Enabled / Disabled
Loopback on a private network to access a server or service hosted on Disabled

the same network using the public IP address of the network.
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UI Setting

Description

Default
Value

Double NAT

VRRP Binding

Enable or disable Double NAT. Double NAT enables you to use
1-to-1 rules to facilitate two-way communication.

Select which VRRP index this rule should use, or disable VRRP
binding. Virtual Router Redundancy Protocol (VRRP) Binding is
a feature that allows the 1-to-1 NAT rule to be bound to a
VRRP index. VRRP Binding is only supported in 1-to-1 NAT. If a
VRRP index is selected, the 1-to-1 NAT rule is only valid when
the system is the master. If no VRRP index is selected, the 1-
to-1 NAT rule will be valid regardless of whether the system is
the master or backup.

Enabled /
Disabled

Disabled /
VRRP Index
No.

Disabled

Disabled

Original Packet (Condition)

UI Setting

Description

Default
Value

Incoming
Interface

Destination IP
Mapping Type

Destination IP

(Only if
Destination IP
Mapping Type is
Single)

Destination IP:
Start

(Only for
Destination IP
Mapping Type is
Range)

Select the interface to use for this rule.

Specify which destination IP addresses will be handled for

incoming packets.

Single: This rule will apply to a single destination IP for

incoming packets.

Range: This rule will apply to a range of destination IPs for

incoming packets.

With the 'Range' option, you have the capability to
establish several 1-to-1 NAT mappings within a
designated IP address range. It's essential to ensure
that the 'Range' values in the Original Packet
(Condition) align precisely with those in the Translated
Packet (Action) for accurate Destination IP Mapping.

Specify the destination IP this rule will apply to.

Specify the start of the destination IP range this rule will

apply to.

Drop-down
list of
interfaces

Single /
Range

Valid IP
address

Valid IP
address

LAN

Single

0.0.0.0

0.0.0.0

MX-ROS V3 - User Manual

364



UI Setting

Description

Default
Value

Destination IP:
End

(Only if
Destination IP
Mapping Type is
Range)

Specify the end of the destination IP range this rule will
apply to.

Valid IP
address

0.0.0.0

Translated Packet (Action)

UI Setting

Description

Default
Value

Destination IP
Mapping Type

Destination IP

(Only if
Destination IP
Mapping Type is
Single)

Destination IP:
Start

(Only for
Destination IP
Mapping Type is
Range)

Destination IP:
End

(Only if
Destination IP
Mapping Type is
Range)

Specify how to handle the destination IP address translation
for the internal network.

Single: Packets will be translated to a single IP address.

Range: Packets will be translated to a range of IP addresses.

With the 'Range' option, you have the capability to
establish several 1-to-1 NAT mappings within a
designated IP address range. It's essential to ensure that
the 'Range' values in the Original Packet (Condition) align
precisely with those in the Translated Packet (Action) for
accurate Destination IP Mapping.

Specify the destination IP to translate to on the internal

network.

Specify the start of the destination IP range to translate to on
the internal network.

Specify the end of the destination IP range to translate to on
the internal network.

Single /
Range

Valid IP
address

Valid IP
address

Valid IP
address

Single

0.0.0.0

0.0.0.0

0.0.0.0
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Create Index - N-to-1 NAT

If N-to-1 is selected for the Mode, these settings will appear. N-to-1 NAT maps multiple

private IP addresses to one public IP address.

UI Setting

Create Index 9

Enabled

9
Made

N-+to-1

Original Packet (Condition)

0.0.0.0 0.0.0.0

Translated Packet (Action)

WAN

Description

Valid Range

Default
Value

Status

Description

Index

Mode

Enable or disable this rule.

Specify a name for this rule.

Specify the index of this rule.

Specify which NAT mode to use for this rule.

1-to-1: 1-to-1 NAT maps one public IP address to one
private IP address.

N-to-1: N-to-1 NAT maps multiple private IP addresses
to one public IP address.

PAT: Port Address Translation (PAT) maps multiple
private IP addresses to one public IP address using
different port numbers.

Advance: Allows you to set up an advanced NAT rule.

Enabled /
Disabled

1to 128
characters

1to 512

1-to-1 / N-to-1/
PAT / Advance

Enabled

N/A

N/A

1-to-1
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Original Packet (Condition)

. ... . Default
UI Setting Description Valid Range value
Source IP: Specify the starting IP address of the source IP range this  Valid IP 0.0.0.0
Start rule will apply to. address
Source IP: Specify the starting IP address of the source IP range this  Valid IP 0.0.0.0
End rule will apply to. address

Translated Packet (Action)

Default
Value

UI Setting Description Valid Range

Outgoing Select the interface for the NAT rule. Drop-down list WAN
Interface of interfaces

7 Note

The Outgoing Interface cannot be set to 'Any’, as
N-1 NAT requires a specific Outgoing Interface to be
designated.

Create Index - PAT

If PAT is selected for the Mode, these settings will appear. Port Address Translation
(PAT) maps multiple private IP addresses to one public IP address using different port

numbers.
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Create Index 9

Enabled

PAT

Protocol

Enabled - Enabled

Original Packet (Condition)

WAN

Translated Packet (Action)

0.0.0.0

CANCEL m
. . . Default
UI Setting Description Valid Range Value
Status Enable or disable this rule. Enabled / Enabled
Disabled
Description Specify a name for this rule. 1to 128 N/A
characters
Index Specify the index of this rule. 1to 512 N/A
Mode Specify which NAT mode to use for this rule. 1-to-1 / N-to-1  1-to-1
PAT
1-to-1: 1-to-1 NAT maps one public IP address to one ,/’-\dvan/ce
private IP address.
N-to-1: N-to-1 NAT maps multiple private IP addresses to
one public IP address.
PAT: Port Address Translation (PAT) maps multiple private
IP addresses to one public IP address using different port
numbers.
Advance: Allows you to set up an advanced NAT rule.
Protocol Select which protocols this rule will include. ICMP / TCP / N/A
UDP
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Default
Value

UI Setting Description Valid Range

NAT Enable or disable NAT Loopback. NAT loopback allows Enabled / Disabled
Loopback devices on a private network to access a server or service Disabled

hosted on the same network using the public IP address of

the network.

Double NAT Enable or disable Double NAT. Double NAT enables you to Enabled / Disabled
use 1-to-1 rules to facilitate two-way communication. Disabled

Original Packet (Condition)

. ... . Default
UI Setting Description Valid Range Value
Incoming Select the interface to use for this rule. Drop-down list of LAN
Interface interfaces
Destination Port Specify the destination port this rule will 1 to 65535 Any
apply to.

Translated Packet (Action)

. . . Default
UI Setting Description Valid Range Value
Destination IP Specify the destination IP to translate to on the Valid IP 0.0.0.0
internal network. address
Destination Specify the port number to translate to on the internal 1 to 65535 0
Port network.

Create Index - Advance

If Advance is selected for the Mode, these settings will appear. This mode allows you to
set up an advanced NAT rule, which can provide you with more flexibility for NAT

configuration.
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/2 Note

Please keep these in mind before setting up an advanced NAT rule:

When using a Range, please ensure that the corresponding Range values are consistent.

NAT Advance Mode only allows for a single range to be entered and does not support configuring
multiple ranges in the same rule.

Port settings can only be configured when the Protocol includes either TCP or UDP.
If a Translated Destination IP is used, the Outgoing Interface cannot be configured.

If the Translated Source IP is set to Dynamic, the Translated Source Port cannot be set.
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Create Index 8

Status *

Enabled v

Description

0/128
Index *

8
1-512

Mode
Advance v

Protocol 24

Original Packet (Condition)

Incoming Interface

LAN v

Source IP Mapping Type
Range v

Source IP: Start * Source IP: End *

0.0.0.0 0.0.0.0

Source Port Mapping Type
Range v

Source Port: Start * Source Port: End *

0 0

1-65535 1-65535

Destination IP Mapping Type
Range v

Destination IP: Start * Destination IP: End *

0.0.0.0 0.0.0.0 (i )

Destination Port Mapping Type
Range v

Destination Port: Start * Destination Port: End *

0 0

1-65535 1-65535

Translated Packet (Action)

Outgoing Interface

Any A

Source IP Mapping Type

| Range v
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Default
Value

UI Setting Description Valid Range

Status Enable or disable this rule. Enabled / Enabled
Disabled

Description  Specify a name for this rule. 1to 128 N/A
characters

Index Specify the index of this rule. 1to512 N/A

Mode Specify which NAT mode to use for this rule. 1-to-1 / N-to-1/ 1-to-1

PAT / Ad
1-to-1: 1-to-1 NAT maps one public IP address to one / Advance

private IP address.

N-to-1: N-to-1 NAT maps multiple private IP addresses
to one public IP address.

PAT: Port Address Translation (PAT) maps multiple
private IP addresses to one public IP address using
different port numbers.

Advance: Allows you to set up an advanced NAT rule.

Protocol Select which protocols this rule will include. ICMP / TCP / UDP N/A

Original Packet (Condition)

UI Setting Description Default Value

Incoming Interface Select the interface to use for this rule. Drop-down LAN
list of
interfaces
Source IP Mapping Type Specify which source IP addresses will be Any / Any
handled for incoming packets. Single /
R
Any: This rule will apply to all source IPs. Szggzt/

Single: This rule will apply to a single
source IP for incoming packets.

Range: This rule will apply to a range of
source IPs for incoming packets.

Subnet: This rule will apply to a source IP
and subnet mask.

Source IP Specify the source IP this rule will apply Valid IP 0.0.0.0

(Only if Source IP to. address
Mapping Type is Single or
Subnet)
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UI Setting

Description

Default Value

Subnet Mask

(Only if Source IP
Mapping Type is Subnet)

Source IP: Start

(Only if Source IP
Mapping Type is Range)

Source IP: End

(Only if Source IP
Mapping Type is Range)

Source Port Mapping Type

Source Port

(Only if Source Port
Mapping Type is Single)

Source Port: Start

(Only if Source Port
Mapping Type is Range)

Source Port: End

(Only if Source Port
Mapping Type is Range)

Destination IP Mapping
Type

Specify the subnet this rule will apply to.

Specify the start of the source IP range
this rule will apply to.

Specify the end of the source IP range this
rule will apply to.

Specify which source ports will be handled
for incoming packets.

Any: This rule will apply to all source
ports.

Single: This rule will apply to a single
source port for incoming packets.

Range: This rule will apply to a range of
source ports for incoming packets.

Specify the source port this rule will apply
to.

Specify the start of the source port range
this rule will apply to.

Specify the end of the source port range
this rule will apply to.

Specify which destination IP addresses will
be handled for incoming packets.

Any: This rule will apply to all destination
IPs.

Single: This rule will apply to a single
destination IP for incoming packets.

Range: This rule will apply to a range of
destination IPs for incoming packets.

Subnet: This rule will apply to a
destination IP and subnet mask.

Valid
subnet

Valid IP
address

Valid IP
address

Any /
Single /
Range

1 to 65535

1 to 65535

1 to 65535

Any /

Single /
Range /
Subnet

24

(255.255.255.0)

0.0.0.0

0.0.0.0

Any

N/A

N/A

N/A

Any
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UI Setting

Description

Default Value

Destination IP

(Only if Destination IP
Mapping Type is Single or
Subnet)

Subnet Mask

(Only if Destination IP
Mapping Type is Subnet)

Destination IP: Start

(Only for Destination IP
Mapping Type is Range)

Destination IP: End

(Only if Destination IP
Mapping Type is Range)

Destination Port Mapping
Type

Destination Port

(Only if Destination Port
Mapping Type is Single)

Destination Port: Start

(Only if Destination Port
Mapping Type is Range)

Specify the destination IP this rule will
apply to.

s Note

If your host is directly connected to
the device or connected through a L2
switch, and the original destination
IP is in the hosts' subnet but
different from the incoming interface
IP, you may add the original
destination IP as a secondary IP for
the incoming interface so the device
can receive and use NAT for traffic
from the host.

Refer to Network Configuration >
Interface - Secondary IP for more
information.

Specify the subnet this rule will apply to.

Specify the start of the destination IP
range this rule will apply to.

Specify the end of the destination IP range
this rule will apply to.

Specify which destination ports will be
handled for incoming packets.

Any: This rule will apply to all destination
ports.

Single: This rule will apply to a single
destination port for incoming packets.

Range: This rule will apply to a range of
destination ports for incoming packets.

Specify the destination port this rule will

apply to.

Specify the start of the destination port
range this rule will apply to.

Valid IP
address

Valid
subnet

Valid IP
address

Valid IP
address

Any /
Single /
Range

1 to 65535

1 to 65535

0.0.0.0

24

(255.255.255.0)

0.0.0.0

0.0.0.0

Any

N/A

N/A
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UI Setting

Description

Default Value

Destination IP: End Specify the end of the destination port

range this rule will apply to.

(Only if Destination Port
Mapping Type is Range)

1to 65535 N/A

Translated Packet (Action)

UI Setting

Description

Default Value

Outgoing
Interface

Source IP
Mapping Type

Source IP

(Only if Source
IP Mapping
Type is Single
or Subnet)

Subnet Mask

(Only if Source
IP Mapping

Type is Subnet)

Select the interface for the NAT rule.

Specify how to handle source IP translation for the
internal network.

Any: This rule will translate to all source IPs.
Single: This rule will translate to a single source IP.

Range: This rule will translate to a range of source
IPs.

Subnet: This rule will translate to a source IP and
subnet mask.

Dynamic:

Specify the source IP this rule will translate to.

7 Note

If Source IP Mapping Type is Single, if the
destination host for the desired traffic is directly
connected to the device or connected through a
L2 switch, and the translated source IP is in the
hosts' subnet but different from the outgoing
interface IP, you may add the translated source
IP as a secondary IP for the outgoing interface
so the device can receive and use NAT for traffic
going to the destination host.

Refer to Network Configuration > Interface -
Secondary IP for more information.

Specify the subnet this rule will translate to.

Drop-down Any
list of
interfaces

Any / Single  Any
/ Range /
Subnet /
Dynamic

Valid IP 0.0.0.0
address

Valid subnet 24
(255.255.255.0)
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UI Setting

Description

Default Value

Source IP:
Start

(Only if Source
IP Mapping
Type is Range)

Source IP: End

(Only if Source
IP Mapping
Type is Range)

Source Port
Mapping Type

Source Port

(Only if Source
Port Mapping
Type is Single)

Source Port:
Start

(Only if Source
Port Mapping
Type is Range)

Source Port:
End

(Only if Source
Port Mapping
Type is Range)

Destination IP
Mapping Type

Specify the start of the source IP range this rule will
translate to.

Specify the end of the source IP range this rule will
translate to.

Specify how to handle source port translation for the
internal network.

Any: This rule will translate to all source ports.

Single: This rule will translate to a single source
port.

Range: This rule will translate to a range of source
ports.

Specify the source port this rule will translate to.

Specify the start of the source port range this rule will
translate to.

Specify the end of the source port range this rule will
translate to.

Specify how to handle destination IP address
translation for the internal network.

Any: This rule will translate to all destination IPs.

Single: This rule will translate to a single destination
IP.

Range: This rule will translate to a range of
destination IPs.

Subnet: This rule will translate to a destination IP
and subnet mask.

Valid IP
address

Valid IP

address

Any / Single
/ Range

1 to 65535

1 to 65535

1 to 65535

Any / Single
/ Range /
Subnet

0.0.0.0

0.0.0.0

Any

N/A

N/A

N/A

Any
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UI Setting

Description

Default Value

Destination IP

(Only if
Destination IP
Mapping Type
is Single or
Subnet)

Subnet Mask

(Only if
Destination IP
Mapping Type
is Subnet)

Destination IP:
Start

(Only for
Destination IP
Mapping Type
is Range)

Destination IP:
End

(Only if
Destination IP
Mapping Type
is Range)

Destination
Port Mapping
Type

Destination
Port

(Only if
Destination
Port Mapping
Type is Single)

Destination
Port: Start

(Only if
Destination
Port Mapping
Type is Range)

Specify the destination IP this rule will translate to.

Specify the subnet this rule will translate to.

Specify the start of the destination IP range this rule
will transla