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Introduction

The NPort S9000 series comprises substation grade 4/8/16-port RS-232/422/485 serial ports device servers
with a full-function managed Ethernet switch by integrating a combination of fiber and copper Ethernet
ports, allowing you to easily install, manage, and maintain the products and serial devices.

The following topics are covered in this chapter:

O Overview
» Industrial Communications and Automation
» Industrial vs. Commercial
» Informative vs. Passive

O Package Checklist

]

Product Features

O EMI and Environmental Type Tests



NPort S9000 Series Introduction

Overview

The NPort S9000 series supports a high level of surge protection to prevent damage from the types of
power surges and EMI one finds in electrical substations and industrial automation applications. Combined
with a -40 to 85 degree Celsius operating temperature range and galvanized steel housing, the NPort S9000
is suitable for a wide range of industrial environments.

Another plus is the NPort S9000's dual power supplies, which provide both redundancy, as well as a wide
range of voltage inputs. The WV models accept a power 24/48 VDC power input (ranging from 18 to 72
VDC), and the HV models accept a power input of 88 to 300 VDC and 85 to 264 VAC.

Combining a device server and switch in one product allows you to reduce overall power
consumption,extends the useful life of existing legacy IEDs, and minimizes capital expenditures on new

equipment.

The NPort S9000 series includes the following models:

NPort S9450I-WV-T:

4 RS-232/422/485 ports rugged device server, five 10/100M Ethernet ports, 24/48VDC, -40 to 85°C
operating temperature

NPort S9450I-HV-T:

4 RS-232/422/485 ports rugged device server, five 10/100M Ethernet ports, 88-300 VDC or 85-264
VAC, -40 to 85°C operating temperature

NPort S9450I-2M-SC-WV-T:

4 RS-232/422/485 ports rugged device server, three 10/100M Ethernet ports, two 100M multimode fiber
ports with SC connector, 24/48VDC, -40 to 85°C operating temperature

NPort S9450I-2M-SC-HV-T:

4 RS-232/422/485 ports rugged device server, three 10/100M Ethernet ports, two 100M multimode fiber
ports with SC connector, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature

NPort S9450I-2M-ST-WV-T:

4 RS-232/422/485 ports rugged device server, three 10/100M Ethernet ports, two 100M multimode fiber
ports with ST connector, 24/48VDC, -40 to 85°C operating temperature

NPort S9450I-2M-ST-HV-T:

4 RS-232/422/485 ports rugged device server, three 10/100M Ethernet ports, two 100M multimode fiber
ports with ST connector, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature

NPort S9450I-2S-SC-WV-T:

4 RS-232/422/485 ports rugged device server, three 10/100M Ethernet ports, two 100M single-mode
fiber ports with SC connector, 24/48VDC, -40 to 85°C operating temperature

NPort S9450I-2S-SC-HV-T:

4 RS-232/422/485 ports rugged device server, three 10/100M Ethernet ports, two 100M single-mode
fiber ports with SC connector, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature

NPort S9450I-2S-ST-WV-T:

4 RS-232/422/485 ports rugged device server, three 10/100M Ethernet ports, two 100M single-mode
fiber ports with ST connector, 24/48VDC, -40 to 85°C operating temperature

NPort S9450I-2S-ST-HV-T:

4 RS-232/422/485 ports rugged device server, three 10/100M Ethernet ports, two 100M single-mode
fiber ports with ST connector, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature

NPort S9650I-8-2HV-E-T: 8-port RS-232/422/485 rugged device server, two 10/100M Ethernet ports
with IEEE 1588v2 support, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature, with 2-port
Ethernet RJ45 module

NPort S9650I-8-2HV-MSC-T: 8-port RS-232/422/485 rugged device server, two 10/100M Ethernet
ports with IEEE 1588v2 support, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature, with
2-port Ethernet multimode SC connector fiber module

1-2



NPort S9000 Series Introduction

e NPort S9650I-8-2HV-SSC-T: 8-port RS-232/422/485 rugged device server, two 10/100M Ethernet
ports with IEEE 1588v2 support, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature, with
2-port Ethernet single-mode SC connector fiber module

e NPort S9650I-8B-2HV-IRIG-T: 8-port RS-232/422/485 rugged device server with IRIG-B signal
output on the serial ports, two 10/100M Ethernet ports with IEEE 1588v2 support, 88-300 VDC or 85-
264 VAC, -40 to 85°C operating temperature, with IRIG-B BNC module

e NPort S9650I-8F-2HV-E-T: 8-port RS-232/422/485 rugged device server with multimode ST
connectors on the serial ports, two 10/100M Ethernet ports with IEEE 1588v2 support, 88-300 VDC or
85-264 VAC, -40 to 85°C operating temperature, with 2-port Ethernet RJ45 module

e NPort S9650I-8F-2HV-MSC-T: 8-port RS-232/422/485 rugged device server with multimode ST
connectors on the serial ports, two 10/100M Ethernet ports with IEEE 1588v2 support, 88-300 VDC or
85-264 VAC, -40 to 85°C operating temperature, with 2-port Ethernet multimode SC connector fiber
module

e NPort S9650I-8F-2HV-SSC-T: 8-port RS-232/422/485 rugged device server with multimode ST
connectors on the serial ports, two 10/100M Ethernet ports with IEEE 1588v2 support, 88-300 VDC or
85-264 VAC, -40 to 85°C operating temperature, with 2-port Ethernet single-mode SC connector fiber
module

e NPort S9650I-16-2HV-E-T: 16-port RS-232/422/485 rugged device server, two 10/100M Ethernet
ports with IEEE 1588v2 support, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature, with
2-port Ethernet RJ45 module

e NPort S9650I-16-2HV-MSC-T: 16-port RS-232/422/485 rugged device server, two 10/100M Ethernet
ports with IEEE 1588v2 support, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature, with
2-port Ethernet multimode SC connector fiber module

e NPort S9650I-16-2HV-SSC-T: 16-port RS-232/422/485 rugged device server, two 10/100M Ethernet
ports with IEEE 1588v2 support, 88-300 VDC or 85-264 VAC, -40 to 85°C operating temperature, with
2-port Ethernet single-mode SC connector fiber module

e NPort S96501-16B-2HV-IRIG-T: 16-port RS-232/422/485 rugged device server with IRIG-B signal
output on the serial ports, two 10/100M Ethernet ports with IEEE 1588v2 support, 88-300 VDC or 85-
264 VAC, -40 to 85°C operating temperature, with IRIG-B BNC module

e NPort S9650I-16F-2HV-E-T: 16-port RS-232/422/485 rugged device server with multimode ST
connectors on the serial ports, two 10/100M Ethernet ports with IEEE 1588v2 support, 88-300 VDC or
85-264 VAC, -40 to 85°C operating temperature, with 2-port Ethernet RJ45 module

¢ NPort S9650I-16F-2HV-MSC-T: 16-port RS-232/422/485 rugged device server with multimode ST
connectors on the serial ports, two 10/100M Ethernet ports with IEEE 1588v2 support, 88-300 VDC or
85-264 VAC, -40 to 85°C operating temperature, with 2-port Ethernet multimode SC connector fiber
module

¢ NPort S9650I-16F-2HV-SSC-T: 16-port RS-232/422/485 rugged device server with multimode ST
connectors on the serial ports, two 10/100M Ethernet ports with IEEE 1588v2 support, 88-300 VDC or
85-264 VAC, -40 to 85°C operating temperature, with 2-port Ethernet single-mode SC connector fiber
module

Industrial Communications and Automation

As the world’s networking and information technology becomes more complex, Ethernet has become the
major communications interface in many industrial communications and automation applications. In fact, a
whole new industry has sprung up to provide Ethernet products that comply with the requirements of
demanding industrial applications.

Industrial vs. Commercial

Users have found that when transplanting Ethernet from comfortable office environments to harsh and less
predictable industrial environments, commercial Ethernet equipment available in today’s market simply

1-3



NPort S9000 Series Introduction

cannot meet the high-reliability requirements demanded by industrial applications. This means that more
robust networking equipment, commonly referred to as industrial Ethernet equipment, is required for these
applications.

Informative vs. Passive

Since industrial Ethernet devices are often located at the endpoints of a system, such devices cannot always
know what’s happening elsewhere on the network. This means that industrial Ethernet communication
equipment that connects these devices must provide system administrators with real-time alarm messages.

Package Checklist

The Moxa NPort S9000 Series products are shipped with the following items:

Standard

e 1 NPort S9000 combo switch/serial device server

e 1 CN20070 Connection CBL RJ45/10P/F9 150cm

e 1 DK/DC 50x131mm w/ Lock Natural (DIN-rail kit) for the NPort S94501I series only
e Quick installation guide (printed)

e Warranty card

NOTE Notify your sales representative if any of the aforementioned items is missing or damaged.

Product Features

The NPort S9000 Series products have the following features:

e IEC 61850-3, IEEE 1613 (power substations)-compliant

e Versatile socket operation modes, including TCP Server, TCP Client, and UDP
e Easy-to-use Windows Utility for mass installation

e Supports 10/100 Mbps Ethernet—auto detectable

e Supports SNMP MIB-II for network management

e Configuration auto-restore by LLDP (Link Layer Discovery Protocol)

e Configurable serial data transmission priority

e Design is based on IEC 62443

e Ethernet redundancy by Turbo Ring (recovery time < 20 ms), RSTP/STP (IEEE 802.1w/D)
e QoS, IGMP snooping/GMRP, VLAN, LACP, SNMPv1/v2c/v3, RMON supported

e 4/8/16 serial ports device server, supports RS-232/422/485

e 2kV DC isolation protection for serial port

e Surge protection for serial/power/Ethernet

e Gateway supports DNP3 and Modbus protocols

e 2-or 4-wire RS-485 with patented ADDC™ (Automatic Data Direction Control)
e Supports IEC 61850 MMS Protocol

1-4
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Introduction

EMI and Environmental Type Tests

IEC 61850-3 EMI Immunity Type Tests S94501I S96501I
TEST Description ‘ Test Levels
IEC 61000-4-2 |ESD Enclosure Contact | +/- 8kV +/- 8kV
Enclosure Air +/- 15kV +/- 15kV
IEC 61000-4-3 |Radiated RFI Enclosure Ports 10 V/m 10 V/m
IEC 61000-4-4 |Burst (Fast Signal Ports +/- 4kV @ 2.5kHz +/- 4kV @ 2.5kHz
Transient) D.C. Power Ports +/- 4kV L-E : 4KV,
L-L: 2KV
A.C. Power Ports +/- 4kV L-E : 4KV,
L-L: 2KV
Earth Ground +/- 4kV +/- 4kV
Ports3
IEC 61000-4-5 |Surge Signal Ports L-E : 4KV, L-E : 4KV,
L-L : 2KV L-L : 2KV
D.C. Power Ports L-E : 6KV, L-E : 4KV,
L-L : 6KV L-L : 2KV
A.C. Power Ports L-E : 6KV, L-E : 4KV,
L-L : 6KV L-L : 2KV
IEC 61000-4-6 |Induced Signal Ports 0V 0V
(Conducted) RFI |D.C. Power Ports |10V 10V
A.C. Power Ports 10V 10V
Earth Ground 10V 10V

Ports

IEC 61000-4-8

Magnetic Field

Enclosure Ports

100 A/m continuous;
1000A/m for 1 s

100 A/m continuous;
1000A/m for 1s

IEC 61000-4- Voltage Dips & D.C. Power Ports |30% for 0.1s, 60% for 30% for 0.1s, 60% for
29 Interrupts 0.1s 0.1s
IEC 61000-4- Voltage Dips A.C. Power Ports 100% for 5 periods 100% for 5 periods
11 100% for 50 periods 100% for 50 periods
60% for 50 periods, 60% for 50 periods,
30% for 1 periods 30% for 1 periods
100% for 1 periods 100% for 1 periods
IEC 61000-4- Dumped Signal Ports 2.5kV common, 1kV 2.5kV common, 1kV
12 Oscillatory D.C. Power Ports |2.5kV common, 1kV 2.5kV common, 1kV
A.C. Power Ports 2.5kV common, 1kV 2.5kV common, 1kV
IEC 61000-4- Mains Frequency |Signal Ports 30V Continuous, 300V 30V Continuous, 300V
16 Voltage for 1s for 1s
D.C. Power Ports |30V Continuous, 300V for |30V Continuous, 300V
1s for 1s
IEC 61000-4- Ripple on D.C. D.C. Power Ports 10% 10%
17 Power Supply
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IEEE 1613 EMI Immunity Type Tests S94501I S96501I
TEST Description Test Levels
IEEE C37.90.3 |ESD Enclosure Contact |+/- 8kV +/- 8kV
Enclosure Air +/- 15kV +/- 15kV
IEEE C37.90.2 |Radiated RFI Enclosure Ports 35V/m 35V/m
IEEE C37.90.1 |Fast Transient Signal Ports +/- 4kV @ 2.5kHz +/- 4kV @ 2.5kHz
D.C. Power Ports +/- 4kV +/- 4kV
A.C. Power Ports +/- 4kV +/- 4kV
Earth Ground +/- 4kV +/- 4kV
Ports3
IEEE C37.90.1 |Oscillatory Signal Ports 2.5kV Common Mode @ 2.5kV Common Mode
1MHz @ 1MHz
D.C. Power Ports |2.5kV Common & 2.5kV Common &
Differential Mode @ 1MHz | Differential Mode @
1MHz
A.C. Power Ports 2.5kV Common & 2.5kV Common &
Differential Mode @ 1MHz | Differential Mode @
1MHz
IEEE C37.90 H.V. Impulse Signal Ports 5kV (Fail-Safe Relay 5kV (Fail-Safe Relay
Output) Output)
D.C. Power Ports 5kV 5kV
A.C. Power Ports 5kV 5kV
IEEE C37.90 Dielectric Signal Ports 2kVAC 2kVAC
Strength D.C. Power Ports 1.5kvDC 1.5kvDC
A.C. Power Ports 2kVAC 2kVAC
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Getting Started

This chapter details the installation of NPort S9000 series device servers. Note that the manual uses the

NPort S9000 series as an example to illustrate the functionality of NPort S9000 series in chapters 2, 3, 4, 5,
6, 7 and 8.

The following topics are covered in this chapter:

O Panel Layout

>
>

NPort S94501 Series
NPort S96501 Series

O Dimensions

>
>

NPort S94501 Series
NPort S96501 Series

O Connecting the Hardware

>

vV V. .V V V V VY

>

Wiring Requirements

Connecting the Power for the NPort S94501 Series
Connecting the Power for the NPort S96501 Series
Connecting to the Network

Connecting to a Serial Device

LED Indicators

Wiring the Relay Contact for the NPort S94501I Series
Wiring the Digital Inputs

Wiring the Relay Contact for the NPort S96501I Series

O Cybersecurity Considerations
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Panel Layout

NPort S94501 Series

LED Indicator

Ethernet Port
(Fiber) 3
a Serial Port
(DB9)
Ethernet Port
(RJ45)
e Serial Console
(10-pin DB9)

DI 1,Dl 2, Relay1 Reset Button

Relay 2
PWR 1 and PWR 2

NPort 59450l Series

NPort S9650I Series

At rear panel:
Serial Console (10-pin DB9)
PWR 1, Relay 1, and PWR 2

o Je o Jo of 76 6T o of oe Ve _7 ale
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LED Indicator

Reset Button Serial Port (Fiber) Ethernet Port (RJ45)

NPort S96501 Series
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Dimensions

NPort S94501 Series
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NPort S9650I Series
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Connecting the Hardware

This section describes how to connect the NPort S9000 to serial devices for initial testing purposes. We

cover Wiring Requirements, Connecting the Power, Grounding the NPort S9000, Connecting to

the Network, Connecting to a Serial Device, and LED Indicators.

Wiring Requirements

A

ATTENTION

Safety First!
Be sure to disconnect the power cord before installing and/or wiring your NPort S9000.

Wiring Caution!

Calculate the maximum possible current in each power wire and common wire. Observe all electrical codes
dictating the maximum current allowed for each wire size.

If the current goes above the allowed maximum, the wiring could overheat, causing serious damage to your
equipment.

Temperature Caution!
Please take care when handling the NPort S9000. When plugged in, the NPort S9000’s internal components
generate heat; consequently, the casing may be too hot to touch.

You should heed the following:

e Use separate paths to route wiring for power and devices. If power wiring and device wiring paths must
cross, make sure the wires are perpendicular at the intersection point.

NOTE: Do not run signal or communication wiring and power wiring in the same wire conduit. To avoid
interference, wires with different signal characteristics should be routed separately.

e You can use the type of signal transmitted through a wire to determine which wires should be kept
separate. The rule of thumb is that wiring that shares similar electrical characteristics can be bundled
together.

e Keep input wiring and output wiring separate.

e Where necessary, it is strongly advised that you label wiring to all devices in the system.

Connecting the Power for the NPort S94501I Series

Connect the power line with the NPort S94501's terminal block. If the power is properly supplied, the
“Ready” LED will show a solid red color until the system is ready, at which time the “Ready” LED will change
to green.

Take the following steps to wire the redundant power inputs:

1. Insert the negative/positive DC wires into the V-/V+ terminals.

2. To keep the DC wires from pulling loose, use a small flat-blade screwdriver to tighten the wire-clamp
screws on the front of the terminal block connector.

3. Insert the plastic terminal block connector prongs into the terminal block receptor.
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L/+ —
PWR1
N/- —

L

N/-—
PWR2

L+ —

||
OgUpUOUpgUg0O
|||—

NPort S94501I's bottom panel

Connecting the Power for the NPort S96501I Series

The NPort S96501 Series has two sets of power inputs: power input 1 and power input 2.

PWRA PWR2
ST WA s
4L —IN &+ + 4 L -
1 2 3 4 7 8 9 10

STEP 1: Insert the dual set positive/negative DC wires into PWR1 and PWR2 terminals (+ — pins 1, 9; - —
pins 2, 10). Or insert the L/N AC wires into PWR1 and PWR2 terminals (L — pin 1, 9; N — pin 2,10)

STEP 2: To keep the DC or AC wires from pulling loose, use a screwdriver to tighten the wire-clamp screws
on the front of the terminal block connector.

NOTE 1. The device server with dual power supplies uses PWR2 as the first priority power input by default.

2. For dielectric strength (HIPOT) test, users must remove the metal jumper located on terminals 3, 4,
and

7, 8 of the terminal block to avoid damage.

Connecting to the Network
Connect one end of the Ethernet cable to the NPort S9000’s 10/100M Ethernet port and the other end of the

cable to the Ethernet network. If the cable is properly connected, the NPort S9000 will indicate a valid
connection to the Ethernet in the following ways:

e The Ethernet LED maintains a solid green color when connected to a 100 Mbps Ethernet network.

e The Ethernet LED will flash when Ethernet packets are being transmitted or received.

Connecting to a Serial Device

Connect the serial data cable between the NPort S9000 and the serial device.
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LED Indicators

The LED indicators of NPort S9000 series are described in the following table.

Type Color Meaning
PWR 1 Green Power 1 input
PWR 2 Green Power 2 input
Ready Red Steady On: Power is on, and the NPort is booting up.
Blinking: Indicates a LAN-IP conflict, or the DHCP or BOOTP server did
not respond properly.
Green Steady On: Power is on, and the NPort is functioning normally.
Blinking: The device server has been located by the DSU's (Device
Search Utility) location function.
Off Power is off, or a power error condition exists.
Master Green Steady On: When the NPort is the Master of this Turbo Ring.
Blinking: When the NPort is the Ring Master of this Turbo Ring and the
Turbo Ring is disconnected.
Coupler Green When the NPort enables the coupling function to form a backup path
Type Color Meaning
NPort S94501 Series
E1-E5
Link Green Steady On: The Ethernet port is active.
Blinking: When the Ethernet port is transmitting/receiving data.
Speed Green Steady On: 100 Mbps Ethernet connection.
Yellow Steady On: 10 Mbp Ethernet connection.
TX1-TX4 Green The serial port is transmitting data.
RX1-RX4 Amber The serial port is receiving data.
NPort S96501I Series
E1-E4 Green Steady On: The Ethernet port is active
Blinking: When the Ethernet port is transmitting/receiving data.
S1-S16 Green Blinking: When the Ethernet port is transmitting/receiving data.

Wiring the Relay Contact for the NPort S9450I Series

The NPort S94501 Series has two sets of relay output: relay 1 and relay 2. Each relay contact consists of
two contacts of the terminal block on the NPort S94501's bottom panel. Refer to the next section for detailed
instructions on how to connect the wires to the terminal block connector and how to attach the terminal
block connector to the terminal block receptor.

The two contacts used to connect the relay contacts work as follow (illustrated below):

2

%T r2r

1T

Relay1

-

UoOnUoUoUn0UnU0gU

LA

LA

The fault circuit will open if

1. A relay warning event is triggered,
OR
2. The NPort S94501I is the Master of this Turbo Ring, and the Turbo
Ring is broken,
OR
3. Start-up failure.

If none of these three conditions are met, the fault circuit will remain
closed.
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Wiring the Digital Inputs

The NPort S94501 unit has two sets of digital inputs: DI 1 and DI 2. Each DI consists of two contacts of the
6-pin terminal block connector on the NPort S94501's top panel. The remaining contacts are used for the
NPort S94501I's two DC inputs. The top and front views of one of the terminal block connectors are shown
below.

_____ — Take the following steps to wire the digital inputs:

— D| = 1. Insert the negative (ground)/positive DI wires into the --/I1 terminals.
DII_Z B L 2. To keep the DI wires from pulling loose, use a small flat-blade
P I_E)l 11 screwdriver to tighten the wire-clamp screws on the front of the
DI1 0 .
L Dl . terminal block connector.
— S - 3. Insert the plastic terminal block connector prongs into the terminal
Re:i"z B e block receptor, which is located on the NPort S94501's top panel.
=]
T Dl
Relay1 0 -
L Dl -

Wiring the Relay Contact for the NPort S96501I Series

The NPort S96501 Series has one relay output. Refer to the next section for detailed instructions on how to
connect the wires to the terminal block connector, and how to attach the terminal block connector to the
terminal block receptor.

RELAY

oo =

FAULT: The relay contact of the 10-pin terminal block connector is used to detect user-configured events.
The two wires attached to the RELAY contacts form an open circuit when a user-configured event is
triggered. If a user-configured event does not occur, the RELAY circuit will be closed.

Cybersecurity Considerations

Security recommendations

With cyberattacks growing in number and sophistication, network device vendors are adding functions
geared towards protecting sensitive business and personal information. Besides these devices that support
those protective functions, network managers can follow a number of recommendations to protect their
network and devices.

To prevent unauthorized access to a device, follow these recommendations:

e The device should be operated inside a secure network, protected by a firewall or router that blocks
attacks via the Internet.

e Use your own passwords for the users of the devices. If possible, also change the default name of the
account, for example, don't name admin group "admin" before the device is deployed.

e Use strong passwords. The devices support a function to check if the passwords are strong enough. You
can enable the function to help you check whether the passwords are strong enough.

e Enable 802.1X or TACACS+ service for user authentication, which supports central management for the
user accounts.
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e Control the access to the serial console as any physical access to the device.
e Only enable the services that will be used on the device.

e If SNMP is enabled, remember to change the default community names and also set SNMP to send a
trap if authentication failures happen.

e Avoid using insecure services such as Telnet and TFTP; the best way is to disable them completely.

e Limit the number of simultaneous Web Server, Telnet and SSH sessions allowed.

e Backup the configuration files periodically and compare the configurations to make sure the devices work
properly.

e Audit the devices periodically to make sure they comply with these recommendations and/or any internal
security policies.

e If there is a need to return the unit to Moxa, make sure encryption is disabled and you had already
backup the current configuration before returning it.
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Available Services by Port

The following table lists the services available by the device server, including the following information:

Process Name: The service supported by the device

Option: If the service can be enabled/disabled, or it may be always enabled

Type: Is the service working on TCP or UDP port

Port Number: The port number associated with the service

Description: The purpose for enabling this service

Process Name Option Type Port Number Description
TCP 43900 For Utili
DsCI Enable/Disable or ”t‘_r ]
uDp 4800 communication
. Processing DNS &
D Al Enabl uDp 53,137,549
fs_wins ways Enable P23 WINS (Client) Data
SMMP Enable/Disable uDp 161 SNMP Handle routine
RIP/RIPng hand|
RIPD_PORT Always Enable | UDP 520, 521 /RIPng handle
- routine
Http Enable/Disable TCP 80 Web console
Https Enable/Disable TCP 443 Secure web console
SSH Enable/Disable TCP 22 S55H console
Telnet Enable/Disable TCP 23 Telnet console
MMS Enable/Disable TCP 102 MMS Service
FTP Enable/Disable TCP 20, 21 For system file update
Radius Enable/Disable UDP User Define(default: 1812) | Authentication Server
Tacacs+ Enable/Disable UDP User Define({default: 49) Authentication Server
DHCP Always Enable UDP 68
SNTP Enable/Disable upp Random Port
Remaote System Log | Enable/Disable UDP Random Port
OPMode
. 950+(Serial Port NO. - 1)
Real COM Mod Enable/Disabl TCP
&8 oae nable/Disable 966+(Serial Port NO. - 1)
. User Define(default:
RFC2217 Mode Enable/Disable TCP 2000+Serial Port NO.)
User Define(default:
. 4000+5erial Port NO.)
TCP Server Mode Enable/Disable TCP User Define(default:
966+5Serial Port NO.)
User Define(default:
UDP Mod Enable/Disabl uDp
oce nable/Disable 4000+Serial Port NO.)
DMP3 Enable/Disable TCP User Define({default: 20000)
. User Define(default:
DMNP3 Raw Socket Enable/Disable TCP 4000+Serial Port NO.)
Modbus Enable/Disable TCP User Define(default: 502)
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Initial IP Address Configuration

When setting up the NPort S9000 for the first time, the first thing you should do is configure its IP address.
This chapter introduces the different methods that can be used.

The following topics are covered in this chapter:

0 Static and Dynamic IP Addresses
O Factory Default IP Address
O Configuration Options
» Web Console
» ARP
» SSH Console
>

Serial Console
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Static and Dynamic IP Addresses

Determine whether your NPort S9000 needs to use a static IP or dynamic IP address (either DHCP or BOOTP
application).

e If your NPort S9000 is used in a static IP environment, you will assign a specific IP address using

one of the tools described in this chapter.

e If your NPort S9000 is used in a dynamic IP environment, the IP address will be assigned
automatically over the network. In this case, set the IP configuration mode to DHCP, BOOTP.

ATTENTION

Consult your network administrator on how to reserve a fixed IP address for your NPort S9000 in the MAC-
IP mapping table when using a DHCP server or BOOTP server. For most applications, you should assign a
fixed IP address to your NPort S9000.

Factory Default IP Address

The NPort S9000 is configured with the following default private IP address:
192.168.127.254

Note that IP addresses that begin with "192.168" are referred to as private IP addresses. Devices configured
with a private IP address are not directly accessible from a public network. For example, you would not be
able to ping a device with a private IP address from an outside Internet connection. If your application
requires sending data over a public network, such as the Internet, your NPort S9000 will need a valid public
IP address, which can be leased from a local Internet service provider (ISP).

Configuration Options

Web Console

You may configure your NPort S9000 using a standard web browser. Please refer to chapters 6, 7, and 8 for
details on how to access and use the NPort S9000 web console.

ARP

You may use the ARP (Address Resolution Protocol) command to set up an IP address for your NPort S9000.
The ARP command tells your computer to associate the NPort S9000’s MAC address with an IP address.
Afterwards, use Telnet to access the NPort S9000, and its IP address will be reconfigured.

ATTENTION

A In order to use the ARP setup method, both your computer and the NPort S9000 must be connected to the
same LAN. Alternatively, you may use a crossover Ethernet cable to connect the NPort S9000 directly to
your computer’s Ethernet card. Before executing the ARP command, your NPort S9000 must be configured
with the factory default IP address (192.168.127.254), and your computer and the NPort S9000 must be on
the same subnet.
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To use ARP to configure the IP address, complete the following:

1. Obtain a valid IP address for your NPort S9000 from your network administrator.
2. Obtain your NPort S9000’s MAC address from the label on the bottom panel.
3. Execute the arp -s command from your computer’s MS-DOS prompt as follows:

arp -s <IP address> <MAC address>

For example,
C:\> arp -s 192.168.200.100 00-90-E8-04-00-11

4. Next, execute a special Telnet command by entering the following exactly:
telnet 192.168.200.100 6000

When you enter this command, a Connect failed message will appear, as shown below.

Command Prompt . __: HE—E_’{[

D:\>arp —s 192.168.200.1080 BB-70-e8-62-50-A9

D:~>telnet 192_168_208_180 cBAA
Connecting To 192.168.208.1808...Could not open connection to the host. on port 6
BBB: Connect failed

~|

5. After the NPort S9000 reboots, its IP address will be assigned to the new address, and you can
reconnect using Telnet to verify that the update was successful.

SSH Console

Depending on how your computer and network are configured, you may find it convenient to use network
access to set up your NPort S9000’s IP address. This can be done using Telnet.

1. It's easy to find SSH client software on the Internet. Please download, install and execute it and input
the destination NPort's IP and the TCP port to accept the SSH session.

Specify the destination you wart to connect to

Host Mame (or IP address) Port
152168127 254 22
Connection type:
Raw Telnet Rlogin @ 55H Serial
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The console terminal type selection is displayed as shown. Enter the username and password to log in to
the SSH console. The default username and password are admin and moxa, respectively.

Lo -5 5]

192.168.127.254 - PuTTY

3. Enter 1 for ansi/vt100 and press ENTER to continue.

192168.127.254 - PUTTY
o 0 A

m
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4. The console will show a welcome message (which can be modified), the last successful login, and the
last three failed login records. Press ENTER to continue.

192.168.127.254 - PuTTY

o5 5]

m

Press B, or use the arrow keys to select Basic and then press ENTER to configure Basic settings.

192.168.127.254 - PuTTY =8 Eoh =
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6. Press N, or use the arrow keys to select network and then press ENTER to configure Network

parameters.

192.168.127.254 - PuTTY

ESC: Previous menu

[Hetwork]

Enter: Select

m

7. Use the arrow keys to move the cursor to System IP address. Use the Delete, Backspace, or Space
key to erase the current IP address, and then type in the new IP address and press Enter. If you are
using a dynamic IP configuration (BOOTP or DHCP), you will need to go to the Auto IP configuration field

and press Enter to select the appropriate configuration.

192.168.127.254 - PuTTY

m
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8. Press Esc to return to the previous page. Select Activate and press Y to confirm the modification and
activate the new settings.

EP PuTTY (inactive) =R EEE S

[Activate]

ESC: Previous menu Enter: Select

m

Serial Console

The NPort S9000 supports configuration through the serial console, which is the same as the Telnet console
but accessed through the RS-232 console port rather than through the network. Once you have entered the
serial console, the configuration options and instructions are the same as if you were using the Telnet
console.

The following instructions and screenshots show how to enter the serial console using PComm Terminal
Emulator, which is available free of charge as part of the PComm Lite suite. You may use a different

terminal emulator utility, although your actual screens and procedures may vary slightly from the following
instructions.

1. Use the serial console cable in the box to connect the NPort S9000’s serial console port to your
computer’s male RS-232 serial port.

ATTENTION

The NPort S9000 has a dedicated serial console port.

2. From the Windows desktop select Start > All Programs > PComm Lite > Terminal Emulator.

The PComm Terminal Emulator window should appear. From the Port Manager menu, select Open, or
simply click the Open icon as shown below:

'ﬁ‘_~| PComm Terminal Emulator

Profile  Port Manager Help
P o ™

a)elm| 2 EsE] B
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4. The Property window opens automatically. Select the Communication Parameter tab, and then select
the appropriate COM port for the connection (COM1 in this example). Configure the parameters for
19200, 8, N, 1 (19200 for Baud Rate, 8 for Data Bits, None for Parity, and 1 for Stop Bits).

Property [l

Communication Parameter | Teminal | File Transfer | Capturing |

Protocol: |Seria| j
Seral Parameters
Baud et -
Egmg [~ User defined

COM15 Data bits: |2 -
COM1&
CoM17 Party:  |None bl

COM18
CoM19 Stopbits: 1+
Egm;ﬂ' Fow contral: [ RTS/CTS

comzz [~ DTR/DSR

COMZ3 [ XON/XOFF

RTSstate: ™ ON  OFF
DTRstate: ™ ON " OFF

Defautt OK | Cancel

5. From the Property window’s Terminal page, select ANSI or VT100 for Terminal Type and click OK.

The NPort S9000 will then automatically switch from data mode to console mode.

6. Press Enter then the message will pop up and Press 1 for ansi/vt100 and then press ENTER.

o

Sy COM3,19200,Nene 81, ANST = =]
': MEoort 59450I-25-5C-HV -
OTR IConmsole terrinal type (l: ansi/wel00, 2: wes2) - 1

RT: |[fou are accessing & specific industrial autoration control system.
The syster usage is ronitored, recorded, and sukject to asudit.

State:OPEM mE T T Reads IES Rt 204
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7. Enter the username and password to log in to the console. The default username and password are
admin and moxa, respectively. After showing the welcome message, the main menu should come up.
Once you are in the console, you may configure the IP address through the Network menu item, just as
with the Telnet console. Please refer to steps 4 to 8 in the Telnet Console section to complete the initial
IP configuration.

[E% COM3,19200,None 8,1, ANSI =2 ]
,: NEort 59450I-25-5C-HV V1.0 -
OTR. J8zPEFY| [Serizl] [Ethernet] [Eth. Bdv.] [Managerent] [Monitcr] [Restsrt] [Exit]

RTZ | Basic settings for network end systexm psrameter.

ESC: Previous menu Enter: Select

State: OPEM e BT Readw TH 22 R 2449
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Choosing the Serial Operation Mode

In this chapter, we describe the various serial operation modes of the NPort S9000. The options include an
operation mode that uses a driver installed on the host computer and operation modes that rely on TCP/IP
socket programming concepts. After choosing the proper operation mode in this chapter, refer to Chapter 5
for detailed configuration parameter definitions.

The following topics are covered in this chapter:

Overview

Real COM Mode
RFC2217 Mode

TCP Server Mode

TCP Client Mode

UDP Mode

DNP3 Mode

DNP3 Raw Socket Mode
Modbus Mode

Disabled Mode

Qaoaaoaogoaogoooogaa



NPort S9000 Series Choosing the Serial Operation Mode

Overview

The device server function of the NPort S9000 enables network operation of traditional RS-232/422/485
devices, in which a device server is a tiny computer equipped with a CPU, real-time OS, and TCP/IP
protocols that can bidirectionally translate data between the serial and Ethernet formats. Your computer can
access, manage, and configure remote facilities and equipment over the Internet from anywhere in the
world.

Traditional SCADA and data collection systems rely on serial ports (RS-232/422/485) to collect data from
various kinds of instruments. Since the NPort S9000 networks instruments are equipped with an RS-
232/422/485 communication port, your SCADA and data collection system will be able to access all
instruments connected to a standard TCP/IP network, regardless of whether the devices are used locally or
at a remote site.

The NPort S9000 is an external IP-based network device that allows you to expand the number of serial
ports for a host computer on demand. As long as your host computer supports the TCP/IP protocol, you
won't be limited by the host computer’s bus limitation (such as ISA or PCI), or lack of drivers for various
operating systems.

In addition to providing socket access, the NPort also comes with a Real COM/TTY driver that transmits all
serial signals intact. This means that your existing COM/TTY-based software can be preserved, without
needing to invest in additional software.

Three different Socket Modes are available: TCP Server, TCP Client, and UDP Server/Client. The main
difference between the TCP and UDP protocols is that TCP guarantees delivery of data by requiring the
recipient to send an acknowledgement to the sender. UDP does not require this type of verification, making
it possible to offer a speedier delivery. UDP also allows multicasting of data to groups of IP addresses.

Real COM Mode

The NPort S9000 comes equipped with COM Real COM Mode
drivers that work with Windows -I
9x/NT/2000/XP/2003/Vista/2008/7/8/ 8.1/10 !—r COM3=IP Port
all x86/x64) systems, and also TTY drivers for —— =

( /x64) sy g

Linux and Unix systems. The driver establishes a
transparent connection between the host and
serial device by mapping the IP port of the
NPort’s serial port to a local COM/TTY port on
the host computer. This operation mode also

TCP/IP
Ethernet

supports up to eight simultaneous connections,
so that multiple hosts can collect data from the

Driver Mode

same serial device at the same time.
RS-232/422/485

Device

The important point is that Real COM Mode allows users to continue using RS-232/422/485 serial
communications software that was written for pure serial communications applications. The driver intercepts
data sent to the host’s COM port, packs it into a TCP/IP packet, and then redirects it through the host’s
Ethernet card. At the other end of the connection, the NPort accepts the Ethernet frame, unpacks the
TCP/IP packet, and then transparently sends it to the appropriate serial device attached to one of the
NPort’s serial ports.

For more information about installing the driver and how Real COM Mode runs, refer to Chapter 5 for details.
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ATTENTION

Real COM Mode allows several hosts to have access control over the same NPort. The driver that comes with
your NPort controls the host’s access to attached serial devices by checking the host’s IP address.

Modify the Accessible IP Setting table when the legal IP address is required in your application

RFC2217 Mode

RFC-2217 mode is similar to Real COM mode. That is, a driver is used to establish a transparent connection
between a host computer and a serial device by mapping the serial port on the NPort S9000 to a local COM
port on the host computer. RFC2217 defines general COM port control options based on the Telnet protocol.
Third-party drivers supporting RFC-2217 are widely available on the Internet and can be used to implement
Virtual COM mapping to your NPort S9000 serial port(s).

TCP Server Mode

In TCP Server mode, the NPort S9000 provides a TCP _server Mode
unique IP port address on a TCP/IP network. The
NPort S9000 waits passively to be contacted by
the host computer, allowing the host computer
to establish a connection with and get data from
the serial device. This operation mode also
supports up to eight simultaneous connections,
so that multiple hosts can collect data from the
same serial device at the same time. @

TCP/IP
Ethernet

As illustrated in the figure, data transmission

proceeds as follows: TCP Server

1. The host requests a connection from the

ORequest a
NPort configured for TCP Server Mode.

connection RS-232/422/485

2. Once the connection is established, data @Proceed with
can be transmitted in both directions—from data transmission
the host to the NPort, and from the NPort
to the host.

4-3



NPort S9000 Series Choosing the Serial Operation Mode

TCP Client Mode

In TCP Client mode, the NPort S9000 can TCP Client Mode
actively establish a TCP connection to a -"-’r
|

arrives. ‘g =i
After the data has been transferred, the NPort
S9000 can automatically disconnect from the

predefined host computer when serial data

host computer by using the TCP alive check
TCP/IP

time or Inactivity time settings. Refer to
i d Ethernet

chapter 5 for more details.

As illustrated in the figure, data transmission

proceeds as follows: TCP Client

1. The NPort configured for TCP Client Mode

requests a connection from the host. (DRequeStTE a
connection
ion i i : RS-232/422/485
2. Once the connection is established, data @Proceed with

can be transmitted in both directions—from data transmission
the host to the NPort, and from the NPort
to the host.

UDP Mode

Compared to TCP communication, UDP is faster
and more efficient. In UDP mode, you can
multicast data from the serial device to multiple

host computers, and the serial device can also

receive data from multiple host computers, Directly proceed with

data transmission
(no connection required)

making this mode ideal for message display
applications.

TCP/IP
Ethernet

RS-232/422/485

The NPort S9000 series also can be a gateway to support three kinds of communication protocols: DNP3,
DNP3 Raw Socket and Modbus. For the NPort S9000 series, each serial port can be set to different
protocols.

DNP3 Mode

In DNP3 mode, the NPort S9000 series convert DNP3 serial to DNP3 IP through the Ethernet interface.
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DNP3 Raw Socket Mode

In DNP3 Raw Socket mode, it provides TCP server mode and TCP client mode to transmit raw data from the
serial device to the Ethernet network.

Modbus Mode

In Modbus mode, the NPort S9000 series converts Modbus RTU/ASCII to Modbus TCP through the Ethernet
interface.

Disabled Mode

When the Operation Mode for a particular port is set to Disabled, the port will be disabled.
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Use Real COM mode to communicate with
serial devices

The following topics are covered in this chapter:

O Overview

O Device Search Utility

Installing the Device Search Utility

Find a Specific NPort on the Ethernet Network via the DSU

vV V VYV

Opening Your Browser
» Configure Operation Mode to Real COM Mode
O NPort Windows Driver Manager
» Installing the NPort Windows Driver Manager
» Using NPort Windows Driver Manager
O Linux Real TTY Drivers
Basic Procedures
Hardware Setup
Installing Linux Real TTY Driver Files
Mapping TTY Ports
Removing Mapped TTY Ports

YV V VYV ¥V V V

Removing Linux Driver Files

O The UNIX Fixed TTY Driver
» Installing the UNIX Driver
» Configuring the UNIX Driver
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Overview

The Documentation & software CD included with your NPort S9000 is designed to make the installation and
configuration procedure easy and straightforward. This auto-run CD includes the Device Search Utility (DSU)
(to broadcast search for all NPort S9000 accessible over the network and firmware upgrade), NPort driver
for Windows and Linux platforms (for COM mapping), and the NPort S9000 User’s Manual.

This chapter will instruct you on how to install the necessary software and provide the steps to mapping

virtual COM port to help user's software keep working as usual.

1
2
3.
4

Install the Device Search Utility to find the specific NPort on the Ethernet network.

Log in to the Web console to configure the device to work on Real COM mode.

Install the NPort driver and mapping COM port.

The original utility can open the COM port to transmit/receive data to/from the serial device.

Device Search Utility

Installing the Device Search Utility

1.

2.

Click the INSTALL UTILITY button in the NPort Installation CD auto-run window to install the NPort
Search Utility. Once the program starts running, click Yes to proceed.

Click Settings when the Welcome screen opens, to proceed with the installation.
15 Setup - DSU =% §c <

Welcome to the DSU Setup
Wizard

This will install DSU Ver2.0 on your computer,

It is recommendad that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

Mext = || Cancel
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3. Click Next to install program files to the default directory, or click Browse to select an alternate

location.

Select Destination Location
Where should DSU be installed?

| Setup will install DSU into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

Browse...

At least 2.2 MB of free disk space is required.

15! Setup - DSU =] @ [

< Back J[ Mext = ll Cancel

4. Check the checkbox if you want the DSU to create a desktop icon, or just click Next to install the

program's shortcuts in the appropriate Start Menu folder.

1% setup - DSU

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing D5U, then
dick Mext.

Additional icons:

< Back J[ MNext > ll Cancel
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5. Click Next to proceed with the installation. The installer then displays a summary of the installation
options.

15 setup - DSU

Ready to Install
Setup is now ready to begin installing DSU on your computer,

Click Install to continue with the installation, or didk Badk if you want to review ar
change any settings.

Destination location: "
C:\Program Files (x86)\Moxa\DsU

| <Back || mnstal | | cancel |

6. Click Install to begin the installation. The setup window will report the progress of the installation. To
change the installation settings, click Back and navigate to the previous screen.

7. Click Finish to complete the installation of the NPort Search Utility.
15! Setup - DSU =] @ || =2
Completing the DSU Setup Wizard

Setup has finished installing D5U on your computer, The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.
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Find a Specific NPort on the Ethernet Network via the DSU

The Broadcast Search function is used to locate all the NPort S9000 servers that are connected to the same
LAN as your computer. After locating an NPort S9000, you will be able to change its IP address.

Since the Broadcast Search function searches by MAC address and not by IP address, all NPort S9000
servers connected to the LAN will be located, regardless of whether or not they are part of the same subnet

as the host.

1. Open the DSU and then click the Search icon.

[l psu

File Function View Help

AL
Esit Seach SeaichlP  Locate | Console

[E=8 Fol 5|

Mo ¢ ‘ Model ‘ LANT MAC Address | LANT IP Address LANZ MAC Address LAN2 P Address Status

Fimwiare Version

Search Result - 0 (s)

The Searching window indicates the progress of the search.

Searching

Searching for devices [ Show IPvE Address

Found 1 Devicels). 3 second(s] left.

Mo | Madel | LAM1 MAT Address | LANT IP Addiess

| LAMZ MAC Address | LANZ IP Address |

1 NPort 594501255, 00:90:E8:94:51:29 192168127.253
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2. When the search is complete, all the NPort S9000 servers that were located will be displayed in the DSU

window.
Dsu =e==)
File Function View Help
i £ o FS
Exit Seach  Seach P Locate LConsole
Mo / \ Model \ LANT MAC Address | LANT IP Addriess LAN2 MAC Address LAMZ2 P Address Status Firmware Version
|‘§| 1 MPort §94501-25-5C. 00:90:E8:94:51.29 192168.127.293

Werl.O Build 16081910

Search Result - 1 device(s)

3. To modify the configuration of the highlighted NPort S9000, click on the Console icon to open the web
console. This will take you to the web console, where you can make all configuration changes. Please

refer to Chapter 6, “Configuration with the Web Console”, for information on how to use the web
console.

Opening Your Browser

1. Open your browser with the cookie function enabled. (To enable your browser for cookies, right-click on
your desktop Internet Explorer icon, select Properties, click on the Security tab, and then select the
three Enable options as shown in the figure below.)

Internet Options 21 Security Settings ﬂil
General  Security |C0ntent| Connections | Programs | Advanced | Settings:
Select a Web content zane ko specify its security setkings. @ Caookies ;I
&] allow cookies that are stored on your computer
o ° ) Disable
Local intranet  Trusted sites Restricted @ Enable
sites O Prompt J
@ Allow per-session cookies (not stored)
Internet © Disabl
This zone contains all Web sites you s, | Isanle
haven't placed in other zones @ Enable
) Prompt
Security level for this zone @ Downloads
Move the slider to set the security level for this zone. @ File download
= I - Medium ) Disable
- Safe browsing and stil Functional {® Enable
“—I" - Prompts before downloading potentially unsafe conkent B Coct Ao hood 5
- Unsigned Activex controls will nok be downloaded Fl | | »
= - - Appropriate For most Internet sites
—Reset custom setkings
: i Reset
Custom Level... | Default Leyel | [Reset o IMedlum j 4|
Ok I Cancel | Apply | O I Cancel |

2. After using the DSU to find a specific NPort, type the IP address to log in to the web console. If this is
the first time you configure the NPort, you may directly type the default IP address, 192.168.127.254 in
the Address input box. Use the correct IP address if it is different from the default and then press Enter.
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3. On the first page of the web console, type admin for the default account name and moxa for the
default password.

M OXA Total Solution for NPort $9000 Series Device Server WWW.Moxa.com

= Model - NPort / =P - 192 16 53 = MAC Address - 00:90:E8:¢

= Name - NPort 501 /_DZHG01945129 u Serial No. - DZHGD19 29 = Firmware -V1.0 Build 1
= Location - Server Location

You are accessing a specific industrial automation control system.
The system usage is monitored, recorded, and subject to audit

Account :
Password

ATTENTION

If you use other web browsers, remember to Enable the functions to allow cookies that are stored on
your computer or allow per-session cookies. Device servers use cookies only for “password”
transmission.

ATTENTION

Refer to Chapter 3, “Initial IP Address Configuration,” to see how to configure the IP address. Examples
shown in this chapter use the Factory Default IP address (192.168.127.254).

The NPort S9000 homepage will open. On this page, you can see a brief description of the Web Console

M OXA Total Solution for NPort S9000 Series Device Server WWW.MoxXa.com

= Model - MPort $9450I- / ulP -192.168.127.253 = MAC Address - 00:90:E8:94:
= Name - MPort 0l HV_DZHG01945129 = Serial No. -DZHG01945129  w Firmware -V1.0 Build

= Location - Server Location

Welcome to NPort S94501-2S5-SC-HV

- Main Menu | Overview
Overview | Model name | WPort $94501.25-SC-HY
- Basic Settings | serial No. | DZHG01945129
- Serial Seftings | Firmware version | v1.0 Build 16081910
- Binemet Setings | Ethernet 1pv4 aduress | 192.168.127.253
- Ethernet Advanced Settings
| Ethernet MAC address | o0:00:E8:9451:20
- System Management
Syst fi 3 days 23h:42m:42
- System Monitoring | ystem up ime | s mass
_Restart | serial port 1 | Real COM, 115200, None, 3, 1
Logout | serial port 2 | Real COM, 115200, None, 8, 1
| serial port3 | Real cOM, 115200, None, 8, 1
WEBgaEaVER | serial port 4 | Real COM, 115200, None, 8, 1
| Ethernet port 1 |—
| Ethernet port 2 |—
| Ethernet port 3 | 100K-Full
| Ethernet port 4 |—
| Ethernet port 5 |—
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ATTENTION

If you forgot the password, the ONLY way to start configuring the NPort is to load the factory defaults by
using the reset button.

ATTENTION

Remember to export the configuration file when you have finished the configuration. After using the reset
button to load the factory defaults, your configuration can be easily reloaded into the NPort by using the
Import function. Refer to Chapter 8, "Maintenance / Update System Files”, for more details about using the
Export and Import functions.

ATTENTION

If your NPort application requires using password protection, you must enable the cookie function in your
browser. If the cookie function is disabled, you will not be allowed to enter the Web Console Screen.

Configure Operation Mode to Real COM Mode

Click on Operation Modes, located under Serial Settings, to display the serial port settings for four serial
ports. To modify the serial operation mode settings for a particular port, click on Operation Modes of the
serial port in the window on the right-hand side.

M OXA Total Solution for NPort $9000 Series Device Server WWW.MOoXa.com

= Model - NPort 5! -192.168.127.253 = MAC Address - 00:90:E8:94:51:29
= Name - NPort 594501- C-HV_DZHGD1945129 -DZHG01945129  m Firmware -¥1.0 Build 16081910

m Location - Server Location

Operation Modes

- Main Menu | Packing

' Port | Operation mode Delimiter 1 Delimiter 2 Delimiter process Force transmit
Overview length
- Basic Seftings 0 00 (Disable) 00 (Disable) Do nothing 0
- Serial Settings ‘I TCP alive check time: 7
Operation Modes Wax connection: 1
Protocol Settings 0 00 (Disable) 00 (Disable) Do nothing 0
Serial Parameters 2 |Real COM TCP alive check time: 7
- Ethernet Settings Max connection: 1
- Ethernet Advanced Settings 0 00 (Disable) 00 (Disable) Do nathing 0
- System Management 3 |Real COM TCP alive check time: 7
- System Monitoring Max connection: 1
- Restart 0 00 (Disable) 00 (Disable) Do nothing 0
Logout 4 Real COM TCP alive check time: 7
Max connection: 1

goahead
WEBSERVER


javascript:clickOnFolder(42)
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M OXA Total Solution for NPort 89000 Series Device Server WWW.Mmoxa.com

= Model - NPort 59450I- C- -192168.127.253 m MAC Address - 00:90:E8:94:51:29
= Name - NPort 594501- C-HV_DZHG01945129 -DZHG01945129 = Firmware -¥1.0 Build 1

= Location - Server Location

Operation Modes

_Main Menu Port Settings
Overview Port 1
- Basic Seftings Operation mode Real COM -
- Serial Setti
erist setings TCP alive check time 7 (0-99 min)
Operation Modes
Max connection 1 -
Protocol Settings
Serial Parameters lgnore jammed P Enable © Disable E
- Ethemnet Settings Allow driver control Enable @ Disable
- Ethernet Advanced Settings Connection goes down RTS ©@ always low @ always high
- System Management DTR © always low @ always high
- System Monitoring Data Packing
- Restart
Logout Packet length 0 (0-1024)
Delimiter 1 00 (Hex) [CJEnable
goahead Delimiter 2 00 (Hex) [CJEnable
WEBSERVER
Delimiter process Do nothing -
Force transmit 0 (0- 65535 ms)

NPort Windows Driver Manager

Installing the NPort Windows Driver Manager

The NPort Windows Driver Manager is intended for use with NPort S9000 serial ports that are set to Real
COM mode. The software manages the installation of drivers that allow you to map unused COM ports on
your PC to serial ports on the NPort S9000. When the drivers are installed and configured, devices that are
attached to serial ports on the NPort S9000 will be treated as if they were attached to your PC’s own COM
ports.

1. Click the INSTALL COM Driver button in the NPort Installation CD auto-run window to install the NPort
Windows Driver. Once the installation program starts running, click Yes to proceed.

2. Click Next when the Welcome screen opens, to proceed with the installation.
72 Setup - NPort =10 =]

Welcome to the NPort Windows
Driver Manager Setup Wizard

Thiz will install NPort Windows Driver Manager Ver1.2 on your
complter.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mend = Cancel

Click Next to install program files to the default directory, or click Browse to select an alternate
location.
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{i&! Setup - HPort Windows Driver Ma

Select Destination Location
Where should MPort Windows Driver Manager be installed?

_‘J Setup will install NPort Windows Driver Manager into the following folder.

To continue, click Next.  you would like to select a different folder, click Browse.

IC “\Program Files\NPort DrvManager Browse. . |

At least 1.4 MB of free disk space is required.

< Back Mest = Cancel

3. Click Next to install the program’s shortcuts in the appropriate Start Menu folder.

{5 Setup - NPort Windows Driver Ma

Select Start Menu Folder
‘Where should Setup place the program’s shortouts 7

Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Next. f you would like to select a different folder, click Browse.

INPnrt Windows Driver Manager Browse... |

< Back Mest = Cancel

4. Click Next to proceed with the installation. The installer then displays a summary of the installation
options.
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rere

]it.zl Setup - NPort Windows Driver Manager

Ready to Install

Setup is now ready to begin instaling NPort Windows Driver Manager on your
computer.

Click Install to continue with the installation, or click Back f you warnt to review or
change any settings.

Destination location: ;l
C:\Program Files'NPort DrvManager

Start Menu folder:
NPort Windows Driver Manager

f o

<Back [ mstal |  cCancel |

5-11



NPort S9000 Series Use Real COM mode to communicate with serial devices

5. Click Install to begin the installation. The setup window will report the progress of the installation. To
change the installation settings, click Back and navigate to the previous screen. The installer will display
a message that the software has not passed Windows Logo testing. This is shown as follows:

iig: Setup - HPa =101 x|

Inﬁa""‘"

B software nstallaton

' 'j The software you are installing has not passed Windows Logo
Lt testing to verfy its compatibility with Windows XP. (Tell me why
this testing is important.

|i Continuing your installation of this software may impair i
or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

Continue Armyway | STOP Installation I

Click Continue Anyway to finish the installation.
6. Click Finish to complete the installation of the NPort Windows Driver Manager.
o ] e |

Completing the NPort Windows
Driver Manager Setup Wizard

Setup has finished instaling NPaort Windows Driver Manager on
your computer. The application may be launched by selecting
the installed icans.

Click Finish to exit Setup.

¥ Launch NPort Windows Driver Manager
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Using NPort Windows Driver Manager

After you have installed the NPort Windows Driver Manager, you can set up the NPort S9000’s serial ports
as remote COM ports for your PC host. Make sure that the serial port(s) on your NPort S9000 are set to Real

COM mode before mapping COM ports with the NPort Windows Driver Manager.

1. Go to Start > NPort Windows Driver Manager > NPort Windows Driver Manager to start the

COM mapping utility.
2. Click the Add icon.

s NPort Windows Driver Manager

File COM Mapping Configuration  iew Help
0| dh

Add

[COMPort /| Address 1 | Address 2

Total COM Part - 0

which you will map COM ports, and then click OK.

Click Search to search for the NPort device servers. From the list that is generated, select the server to

Add NPort Wil !

@ Select From List

" Input M anually

Feal COM 1 Redundart COM ] Reverse Real COM

I~ Mapping IP+E COM Port Search Select Al ] Clear &l ]
Mo | Model MALC 1 Address 1 MAL 2 | Address 2 |
1 NPort 59450125 O0:90:E&9451:16  192168.127.252 -
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4. Alternatively, you can select Input Manually and then manually enter the NPort IP Address, 1st Data
Port, 1st Command Port, and Total Ports to which COM ports will be mapped. Click OK to proceed to the
next step. Note that the Add NPort page supports FQDN (Fully Qualified Domain Name), in which case
the IP address will be filled in automatically.

Add NPort 53

(O Select From List
Mapping IPvE COM Port Search Select Al Clear &l

MNo | Model MaC1 Address 1 MAC 2 Address 2

(®) Input Manually

RealCOM | Redundant COM | Reverse RealCOM |

First Mapping Part

NPort IP Address |192.1 £8.32.225 Data Port

? Help & OK XK Cancel |

5. COM ports and their mappings will appear in blue until they are activated. Activating the COM ports
saves the information in the host system registry and makes the COM port available for use. The host
computer will not have the ability to use the COM port until the COM ports are activated. Click Yes to
activate the COM ports at this time, or click No to activate the COM ports later.

File COM Mapping Configuration “iew Help

i 1 i B
Exit Add Apply Undo
Mo | COMPort /| Address | Address 2
1 COM2 + 192168.127.254  950.966 [Partl)
2 COMS + 192168.127.254  951:967 [Pant2)
3 COM3 + 192168.127.25¢ 952966 [Part3)
4 COM10 + 192160.127.254 953969 [Partd]

Information

Total COM Fort- 0
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6. A message will display during activation of each port, indicating that the software has not passed
Windows Logo certification. Click Continue Anyway to proceed.

Hardware Installation

' "j The saftware pou are installing far thiz hardware:
L

MPart Communication Port 1

has not pazsed Windows Logo testing ta venfy its compatibility
with Windows #P. [Tell me why this testing i important. |

Continuing your installation of this software may impair
or destabihize the commrect operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for software that has
pazsed Windows Logo testing.

Continue Aryway l I STOF Installation

7. Ports that have been activated will appear in black.

+% NFPort Windows Driver Manager

Fil= COM Mapping Configuration  Wiew Help

I ih
Exit Add
Mo | COMPot ¢ | Address 1 | Address 2
1 COMzZ 192166127254 950t955 [Portl]
2 COM& 192168127254 S51:957 [Port2)
3 COM3 192168127254 952958 [Port3)
4 COM10 192168127254 953959 (Portd)

Total COM Port - 4

8. Use terminal software to open the mapped COM port to communicate with the serial device. You may
download PComm Lite, a useful tool to check the serial communication, from Moxa’s website:
http://www.moxa.com/support/download.aspx?type=support&id=167
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Configure the mapped COM ports with Advanced Functions

For Real COM Mode, to reconfigure the settings for a particular serial port on the NPort S9000, select the
row corresponding to the desired port and then click the Setting icon.

+% NFPort Windows Driver Manager

File COM Mapping Configuration  Wiew Help

X iy  h iy
E «it Add  Remaowe Settin
Mo | COMPot ¢ | Addiess 1 | Address 2 |
5127.254 950966 [Part]) N
254 951:967 [Part

]
3 Cam3 132.168.127.254 952:368 [Port3)
4 caMio 132.168.127.254 953:363 [Portd)

Totel COM Pout - 4

1. On the Basic Setting window, use the COM Number drop-down list to select a COM number to be

assigned to the NPort S9000’s serial port that is being configured. Select the Auto Enumerating COM
Number for Selected Ports option to automatically assign available COM numbers in sequence to
selected serial ports. Note that ports that are “in use” will be labeled accordingly.

COM Port Setting @

Port Mumber: 1 Part{=] are Selected.

Basic Settings l.ﬁ.dvanced Settings] Serial Parameters] Sec:urit_l,l] IPvE Settings

-

COM Hurnber |EEIM2[|:urrent] [azzigned] ﬂ

x Cancel |
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2. Click the Advanced Settings tab to modify Tx Mode, FIFO, and Flash Flush.
" COM Port Setting (X

Port Humber: 1 Port[z) are Selected.

Basic Settings  Advanced Setings | 5erial F'arametersl Security] IPvE Settings

-
The FIFO settings will owverwrite the: firmware setting.
Tx Mode |Hi-F'erfDrmance j
FIFO |Enable j

Netwark Timeout 15000 m (500 - 20000]

[ Fast Fluzh [Flush Lozal Buffer Only)
[ Auto Metwork Re-Connection
[ Always Accept Open Requests

-
[~ Return Ermor IF Metwork |¢ Unavailable

? Help o 0K | x Cancel ‘

Tx Mode

Hi-Performance is the default for Tx mode. After the driver sends data to the NPort S9000, the driver
immediately issues a “Tx Empty” response to the program. Under Classical mode, the driver will not
send the “Tx Empty” response until after confirmation is received from the NPort S9000’s serial port.

[

This causes lower throughput. Classical mode is recommended if you want to ensure that all data is sent
out before further processing.

FIFO

If FIFO is Disabled, the NPort S9000 will transmit one byte each time the Tx FIFO becomes empty, and
an Rx interrupt will be generated for each incoming byte. This will result in a faster response and lower
throughput.

Network Timeout
You can use this option to prevent blocking if the target NPort is unavailable.

Auto Network Re-Connection
With this option enabled, the driver will repeatedly attempt to reestablish the TCP connection if the NPort
S9000 does not respond to background “check alive” packets.

Always Accept Open Requests
When the driver cannot establish a connection with the NPort, the user’s software can still open the
mapped COM port, just like an onboard COM port.

For example, if the NPort is down or the network is broken as described in figure below. At that moment,
the terminal software tries to open the mapped COM port, and the driver will respond with the
message:”Success” for the terminal software to open the COM port. At the same time, the driver will try
to establish the connection to the specific NPort. If the connection is established, then the mapped COM
port will work properly.
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AP
[

Host 2. t

1.Crash or ‘ -
- v

network is broken Lag;,:m

RealcCOM mode Ethernet

3. Open COM port OK.

Return error if network is unavailable

If this option is disabled, the driver will not return any error even when a connection cannot be
established with the NPort S9000. With this option enabled, calling the Win32 Comm function will result
in the error return code “STATUS_NETWORK_UNREACHABLE” when a connection cannot be established
to the NPort S9000. This usually means that your host’s network connection is down, perhaps due to a
cable being disconnected. However, if you can reach other network devices, it may be that the NPort
S9000 is not powered on or is disconnected. Note that Auto Network Re-Connection must be enabled
in order to use this function.

Fast Flush (only flushes the local buffer)

For some applications, the user’s program will use the Win32 “PurgeComm()” function before it reads or
writes data. After a program uses this PurgeComm() function, the NPort driver continues to query the
NPort’s firmware several times to make sure no data is queued in the NPort’s firmware buffer, rather
than just flushing the local buffer. This design is used to satisfy some special considerations. However, it
may take more time (about several hundred milliseconds) than a native COM1 due to the additional time
spent communicating across the Ethernet. This is why PurgeComm() works significantly faster with
native COM ports on a PC than with mapped COM ports on the NPort S9000. In order to accommodate
other applications that require a faster response time, the new NPort driver implements a new Fast Flush
option. By default, this function is enabled.

If you have disabled Fast Flush and find that COM ports mapped to the NPort S9000 perform markedly
slower than when using a native COM port, try to verify if “PurgeComm()” functions are used in your
application. If so, try enabling the Fast Flush function and see if there is a significant improvement in
performance.

Ignore TX Purge

Applications can use the Win32 API PurgeComm to clear the output buffer. Outstanding overlapping
write operations will be terminated. Select the Ignore TX Purge checkbox to ignore the effect on
output data.
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3. The Serial Parameters window in the following figure shows the default settings when the NPort S9000
is powered on. However, the program can redefine the serial parameters to different values after the
program opens the port via Win 32 API.

COM Port Setting X

Part Murber: 1 Part[z] are Selected.

Baszic Settings] Advanced Settings  Serial Parameters ] Security] |PwE Settingz

-

These optionz will be saved an registry and used on few applications such
az zeral printer driver. Ih general cazes vou can ignore these settings.

Baud Rate 9500 -

Parity ,m
Data Bits m
Stop Bits ,ﬁ
Flow Control ,m

? Help

4. The Security function is available only for the NPort 6000 series. The NPort S9000 doesn’t support this
function.

COM FPort Setting |

x Cancel |

Port Humber: 1 Port[z) are Selected.

Baszic Settingsl Adwanced Settingsl Senial Parameters  Secunty | IPyE Settings

I~ &ppldl Selected Ports

[~ Enable Diata Encryption
I~ Keep Connection

In Redundant COM mode, the security function iz not supported.

In Reverze RealCOM mode, "Feep Connection” iz not supparted.

? Help |

x Cancel |
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5. The IPv6 Settings function is available only for the NPort 6000 series. The NPort S9000 doesn’t support
this function.

COM Port Setting E]

Port Mumber: 1 Port[z] are Selected.

Basic Settingsl Advanced Settings] Serial Parameters | Secuity  1PvE Settings

-

The Interface Indew ie for Link-Local addresz mapping only. Azzign comect
interface for pour COR Part to be opened successfully. [gnore the zetting if
the mapping addrezs iz MOT a link-local one. [eg, feB0#: 888 H:4:4)

Interface Index for Address 1:
|L|:uc:al Area Connection: Intel[R] PRO/100VE Dezkiop Adapter j

Interface Index for Address 2

| [~

? Help

X Cancel |

6. To save the configuration to a text file, select Export from the COM Mapping menu. You will then be

able to import this configuration file to another host and use the same COM Mapping settings in the
other host.

< NPort Windows Driver Manager [E E”s__q

File | COM Mapping Caonfiguration Yiew Help

ik 4dd Ci+l e
Ex e Remove CtlD Setting
MHa . ress 1 | Address 2 |
g Ctl+C
5 Settng ) F1 G N
2 168.127.254 951967 [Port?)
3 168.127.254 952968 [Poit3)
4 168.127.254 953963 [Portd)
2 m
-
= Import i
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Linux Real TTY Drivers

Basic Procedures

To map an NPort S9000 serial port to a Linux host’s tty port, follow these instructions:

1.

Set up the NPort S9000. After verifying that the IP configuration works, and you can access the NPort
S9000 (by using ping, telnet, etc.), configure the desired serial port on the NPort S9000 to Real COM
mode.

Install the Linux Real tty driver files on the host

Map the NPort serial port to the host’s tty port

Hardware Setup

Before proceeding with the software installation, make sure you have completed the hardware installation.
Note that the default IP address for the NPort S9000 is 192.168.127.254, and the default username and
password are admin and moxa, respectively.

NOTE After installing the hardware, you must configure the operating mode of the serial port on your NPort S9000
to Real COM mode.

Installing Linux Real TTY Driver Files

o U kW N =

Obtain the driver file from the included CD-ROM or the Moxa website, at http://www.moxa.com.
Log in to the console as a superuser (root).

Execute cd / to go to the root directory.

Copy the driver file npreal2xx.tgz to the / directory.

Execute tar xvfz npreal2xx.tgz to extract all files into the system.

Execute /tmp/moxa/mxinst.

For RedHat AS/ES/WS and Fedora Corel, append an extra argument as follows:
# /tmp/moxa/mxinst SP1
The shell script will install the driver files automatically.

After installing the driver, you will be able to see several files in the /usr/lib/npreal2/driver folder:

> mxaddsvr (Add Server, mapping tty port)

> mxdelsvr (Delete Server, unmapping tty port)
> mxloadsvr  (Reload Server)

> mxmknod (Create device node/tty port)

> mxrmnod (Remove device node/tty port)

> mxuninst (Remove tty port and driver files)

At this point, you will be ready to map the NPort serial port to the system tty port.
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Mapping TTY Ports

Make sure that you set the operation mode of the desired NPort S9000 serial port to Real COM mode. After
logging in as a superuser, enter the directory /usr/lib/npreal2/driver and then execute mxaddsvr to
map the target NPort serial port to the host tty ports. The syntax of mxaddsvr is as follows:

mxaddsvr [NPort IP Address] [Total Ports] ([Data port] [Cmd port])
The mxaddsvr command performs the following actions:

1. Modifies npreal2d.cf.
2. Creates tty ports in directory /dev with major & minor humber configured in npreal2d.cf.

3. Restarts the driver.

Mapping tty ports automatically
To map tty ports automatically, you may execute mxaddsvr with just the IP address and number of ports,
as in the following example:

# cd /usr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 950 to 965 and
command ports from 966 to 981.

Mapping tty ports manually
To map tty ports manually, you may execute mxaddsvr and manually specify the data and command ports,
as in the following example:

# cd /usr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16 4001 966

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 4001 to 4016 and
command ports from 966 to 981.

Removing Mapped TTY Ports

After logging in as root, enter the directory /usr/lib/npreal2/driver and then execute mxdelsvr to
delete a server. The syntax of mxdelsvr is:
mxdelsvr [IP Address]

Example:

# cd /usr/lib/npreal2/driver
# ./mxdelsvr 192.168.3.4

The following actions are performed when executing mxdelsvr:

1. Modify npreal2d.cf.
2. Remove the relevant tty ports in directory /dev.

3. Restart the driver.

If the IP address is not provided in the command line, the program will list the installed servers and number
of ports on the screen. You will need to choose a server from the list for deletion.
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Removing Linux Driver Files

A utility is included that will remove all driver files, map tty ports, and unload the driver. To do this, you

only need to enter the directory /usr/lib/npreal2/driver, and then execute mxuninst to uninstall the

driver. This program will perform the following actions:

1.
2.
3.
4,

Unload the driver.

Delete all files and directories in /usr/lib/npreal2
Delete directory /usr/lib/npreal2

Modify the system initializing script file.

The UNIX Fixed TTY Driver

Installing the UNIX Driver

1.

Log in to UNIX and create a directory for the Moxa TTY. To create a directory named /usr/etc, execute
the command:

# mkdir —p /usr/etc

Copy moxattyd.tar to the directory you created. If you created the /usr/etc directory above, you
would execute the following commands:

# cp moxattyd.tar /usr/etc
# cd /usr/etc

Extract the source files from the tar file by executing the command:

# tar xvf moxattyd.tar
The following files will be extracted:

README.TXT

moxattyd.c --- source code

moxattyd.cf --- an empty configuration file
Makefile --- makefile

VERSION.TXT --- fixed tty driver version
FAQ.TXT

Compile and Link

For SCO UNIX:

# make sco

For UnixWare 7:

# make svr5

For UnixWare 2.1.x, SVR4.2:
# make svr42
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Configuring the UNIX Driver

Modify the configuration

The configuration used by the moxattyd program is defined in the text file moxattyd.cf, which is in the
same directory that contains the program moxattyd. You may use vi, or any text editor to modify the file,
as follows:

ttypl 192.168.1.1 950

For more configuration information, view the file moxattyd.cf, which contains detailed descriptions of the
various configuration parameters.

NOTE The “Device Name” depends on the OS. See the Device Naming Rule section in README.TXT for more
information.

To start the moxattyd daemon after system bootup, add an entry into /etc/inittab, with the tty name you
configured in moxattyd.cf, as in the following example:

ts:2:respawn:/usr/etc/moxattyd/moxattyd -t 1

Device naming rule

For UnixWare 7, UnixWare 2.1.x, and SVR4.2, use:
pts/[n]
For all other UNIX operating systems, use:

ttyp[n]

Starting moxattyd

Execute the command init q or reboot your UNIX operating system.

Adding an additional server

1. Modify the text file moxattyd.cf to add an additional server. Users may use vi or any text editor to
modify the file. For more configuration information, look at the file moxattyd.cf, which contains detailed
descriptions of the various configuration parameters.

2. Find the process ID (PID) of the program moxattyd.

# ps -ef | grep moxattyd
3. Update configuration of moxattyd program.
# kill -USR1 [PID]
(e.g., if moxattyd PID = 404, kill -USR1 404)
This completes the process of adding an additional server.
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6

Basic Settings and Device Server
Configuration

In the following chapters, we explain how to access the NPort S9000's various configuration, monitoring,
and administration functions. There are three ways to access these functions: RS-232 console, Telnet
console, and web browser. The serial console connection method, which requires using a short serial cable
to connect the NPort S9000 to a PC's COM port, can be used if you do not know the NPort S9000's IP
address. The Telnet console and web browser connection methods can be used to access the NPort S9000
over an Ethernet LAN or over the Internet.

The Web Console is the most user-friendly way to configure the NPort S9000. In this chapter, we use the
Web Console interface to introduce the functions that focus on the Basic Settings and Device Server
Configuration.

This chapter covers the following topics:

O Basic Settings
» General Settings
» Time Settings
> Network Settings
» GARP Timer Settings
O Serial Settings
» Operation Modes
> DNP3 Mode
O DNP3 Raw Socket Mode
» Modbus Mode
» Protocol Settings

» Serial Parameters



NPort S9000 Series

Basic Settings and Device Server Configuration

Basic Settings

General Settings

MOXAN

u Model
= Name
m Location - Server Location

- MPort 594501-25

- Main Menu

Overview

- Basic Settings
General Settings
- Time Settings
MNetwark Parameters
GARP Timer Settings

- Serial Settings

- NPort 594501-25-

Total Solution for NPort $9000 Series Device Server

HV =P
SC-HV_DZHG01945129

-192.168.127.254 m MAC Address

= Serial No. -DZHG01945129 = Firmware

»

General Settings

System Identification Configuration

Server name NPort S94501-2S-SC-HV_DZHGD19451:

Server location Server Location

m

Server description NPort 594501-25-SC-HV

Maintainer contact info

i

Server name

Setting Factory Default Necessity
1 to 40 characters [model name]_[Serial No.] Optional
This column is useful for specifying the application of this NPort device server.
Server Location

Setting Factory Default Necessity
1 to 80 characters Empty Optional
This column is useful for specifying the location of this NPort device server.
Server Description

Setting Factory Default Necessity
1 to 40 characters Empty Optional

This column is useful for specifying more detailed description of this NPort S9000, such as the serial devices

connected to the NPort S9000.

Maintainer contact info

Setting Factory Default

Necessity

1 to 40 characters Empty

Optional

This column is useful for specifying the contact information of the administrator responsible for maintaining

this NPort S9000.
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Time Settings

M OXA Total Solution for NPort S9000 Series Device Server WWW.MoxXa.com

= Model - NPort 594501-2: i ulP

-1821 7.254 m MAC Address - 00:90:E8:94:

= Name - NPort 594501 V_DZHG01945129 = Serial No. -DZHG01945129 = Firmware -V1.0 Build 16

= Location - Server Location

Current time

- Main Menu
Overview Current date
- Basic Settings ! Daylight Saving Time
General Settings r
- Time Settings
System Time Setting Startdate
NTP Settings End date
Network Parameters Offset
GARP Timer Settings b Time Settings
- Serial Settings Time zone
- Ethernet Settings
- Ethernet Advanced Settings
- System Management ~

System Time Settings

10 1 48 09 (ex 04:00:04)
2016 1N 107 (ex:2002/1113)

0 - hour(s)

(GMT)}Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London -

[ cvas |

The NPort S96501 Series offers the following time-keeping and time-synchronization features:

e Local hardware time-keeping and time-zone management

e IEEE 1588 master and slave clock operation

e IRIG-B input and output

e SNTP time synchronization

In addition to the local clock, the unit's time reference may be configured to be an:

e NTP server
e IEEE 1588 master
e JRIG-B source

IRIG-B TTL

FS-232:422/485 &
IAIG-B TTL

FES-232ME2M485 &
IAIG-B TTL

IED IEDH IED IED

GPS Tema Source

|EEE 1588v2 IEEE 1588v2

RS-232/4220485 &
IAIG-B TTL

AS-232/422/485 &
IRIG-B TTL

IED IED

The details below explain how to configure all the relative settings to sync with the time server and alight

with the time client.
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System Time Settings

The NPort S9000 has a time-calibration function based on information from an NTP server or user-specified
Time and Date information. Functions such as Auto warning “Email” can add real-time information to the

message.

A

ATTENTION

The risk of an explosion is very high if the real-time clock battery is replaced with the wrong type!

The NPort S9000’s real-time clock is powered by a rechargeable battery. We strongly recommend that you
do not replace a rechargeable battery without help from a qualified Moxa support engineer. If you need to
change the battery, please contact the Moxa RMA service team.

Current Time

Setting

Description

Factory Default

User adjustable time

The time parameter allows configuration of the local time in
local 24-hour format.

None (hh:mm:ss)

Current Date

Setting

Description

Factory Default

User adjustable date

The date parameter allows configuration of the local date in
yyyy/mm/dd format.

None
(yyyy/mm/dd)

Time Source (Only for the NPort S9650I Series)

User can select which time source he would like to use for the NPort S96501 Series.

Setting

Description

Factory Default

User adjustable list

User can select which time source he would like to use for
NPort S96501 Series. Four choices are available: Local, NTP,
IRIG-B and PTP. PTP also means a time server supports IEEE
1588v2

Local

Daylight Saving Time

Daylight saving time (also know as DST or summer time) involves advancing clocks (usually one hour)

during the summer time to provide an extra hour of daylight in the afternoon.

Start Date

Setting

Description

Factory Default

User adjustable date

The Start Date parameter allows users to enter the date that
daylight saving time begins.

None

End Date

Setting

Description

Factory Default

User adjustable date

The End Date parameter allows users to enter the date that
daylight saving time ends.

None

Offset

Setting

Description

Factory Default

User adjustable hour

The offset parameter indicates how many hours forward the
clock should be advanced.

None
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Time Settings

Time Zone

Setting

Description

Factory Default

User selectable time
zone

The time zone setting allows conversion from GMT
(Greenwich Mean Time) to local time.

GMT (Greenwich
Mean Time)

NOTE

Changing the time zone will automatically correct the current time. You should configure the time zone

before setting the time.

MOXAN

= Model
= Name
u Location - Server Location

- Main Menu
Overview
- Basic Settings
General Settings
- Time Settings
System Time Setting
MTP Settings
MNetwork Parameters
GARP Timer Settings
- Serial Settings
- Ethernet Settings
- Ethernet Advanced Settings

- NPort S94501-25-SC-HV
- NPort 594501-25-SC-HV_DZHG01945129

Total Solution for NPort 39000 Series Device Server

-192.168.127 254 m MAC Address
-DZHG01945129 = Firmware

»

1 .
NTP Settings

Client Settings

Time protocol SNTP Client -
- 1st time server IP/name

2nd time server IPiname

Time server query period 6500 sec

Server Settings

NTP/SNTP server [F Enable

[ ove ]

WwWww.moxa.com

- 00:90:E8:94:51:29
-¥1.0 Build 16081910

NTP Settings

Time protocol

server

Setting Description Factory Default
Disable Disable NTP/SNTP service None
SNTP Client
Setting Description Factory Default
SNTP Client Use SNTP protocol to sync the time with the destination SNTP | None
server

NTP Client

Setting Description Factory Default
NTP Client Use NTP protocol to sync the time with the destination NTP None

Time Server IP/Name

Setting Description Factory Default
1st Time Server IP or Domain address (e.g., 192.168.1.1 or None

IP/Name time.stdtime.gov.tw or time.nist.gov).

2nd Time Server The NPort S8450I-MM-SC will try to locate the second time

IP/Name server if the first time server fails to connect.

Time Server Query Period

Setting

Description

Factory Default

Query Period

This parameter determines how frequently the time is
updated from the time server.

600 seconds
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Server Settings

Setting

Description

Factory Default

NTP/SNTP server

Configure S9000 as a NTP/SNTP server to align the time to
the NTP/SNTP clients

Disable

IRIG-B Settings (Only for the NPort S96501 Series)

User can select which IRIG-B signals for the serial devices to sync the time with the NPort S96501 Series.

Setting

Description

Factory Default

User adjustable list

User can select two different IRIG-B signals, PWM or PPS.
User can also disable it by selecting OFF.

PWM

u Model
u Name
m Location - Server Location

- NPort 596501-16-2HV

- Main Menu
Overview
- Basic Settings
General Settings
- Time Settings
System Time Setting
Time Source
NTP Settings
IRIG-B Settings
PTP Settings

- NPart S8650-16-2HV_MOXADDD00387

ulP - 182.168.127.251
= Senial No.

= MAC Address

- MOXADOD00387 = Firmware

2 IRTIG-B Settings

Activate

IRIG-B output

PTP Settings (NPort S96501I Series only)

Configuring PTP

= Model
= Name

= Location - Server Location

- Main Menu
Overview
- Basic Settings
General Setftings
- Time Settings
System Time Setting
Time Source
NTP Settings
IRIG-B Settings
PTP Settings
Network Parameters
GARP Timer Setfings
- Serial Settings
- Ethernet Settings
- Ethernet Advanced Settings
- System Management
- System Monitoring
- Restart
Logout

goahead
WEBSERVER

- NPort 596501-16-2HV
- NPort 596501-16-2HV_MOXADODOO387

ulP - 192.168.127 251
= Serial No. - MOXADODDO3E7

u MAC Address
= Firmware

PTP Settings

I Operation IEEE 1588/PTP

Operation [Enable PTP

Configuration IEEE 1588/PTP

Clock mode E2E ordinary clock v
Sync interval 1sec W
Announce interval Zsec v
Announce recepit timeout 3 v
Delay request interval 1sec w
Domain number O(_DFLT) &
Transport of PTP IPv4 v
Priority1 128
Priority2 128
UTC offset 36

PTP Port Settings

Port Port Enable
1 Enable
2 Enable

[ rowac |
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IEEE 1588/PTP Operation

Operation
Setting Description Factory Default
Enable PTP Globally disables or enables IEEE 1588 operation. Disabled

IEEE 1588/PTP Configuration

Clock Mode (sets the switch’s clock mode)

Setting

Description

Factory Default

E2E Ordinary Clock

Operates as an edge-to-edge IEEE 1588 v2 transparent clock
with 2-step method.

P2P Ordinary Clock

Operates as a peer-to-peer IEEE 1588 v2 boundary clock

Sync Interval (sets the synchronization message time interval)

Setting

Description

Factory Default

0,1,2,3,0r4

0(1s),1(2s),2(4s),3(8s),o0r4 (16 s). Supported in
IEEE 1588 V1.

-3,-2,-1,0,0r1

-3 (128 ms), -2 (256 ms), -1 (512 ms), 0 (1 s), or 1 (2 s).
Supported in IEEE 1588 V2.

0

Announce Interval (sets the announce message interval)

Setting

Description

Factory Default

0,1,2,3,0or4

0(1s),1(2s),2(4s),3(8s),0r4(165s)

1(2s)

Announce Receipt Tim

eout

Setting

Description

Factory Default

2[ 3[ 4[ 5[ 6[ 7! 8[ 9[
or 10

The multiple of announce message receipt timeout by the
announce message interval.

3

Delay Request Interval

Setting

Description

Factory Default

0,1,2,3,4,0r5

Minimum delay request message interval

0 (1 sec.)

Path Delay Request Interval

Setting

Description

Factory Default

1,0,1,2,3,0r4

Minimal delay request message interval:
-1(512ms),0(1s),1(2s),2(4s),3(8s),0r4(325s)
(Available in Clock Mode: E2E Ordinary Clock)

0 (1 sec)

Domain Number

Setting

Description

Factory Default

_DFLT (0), _ALT(1),
_ALT(2), or _ALT(3)

Subdomain name (IEEE 1588-2002) or the domain Number
(IEEE 1588-2008) fields in PTP messages

_DFLT (0)

Transport of PTP (transport protocol of an IEEE 1588 PTP message)

Setting

Description

Factory Default

IPv4 or 802.3/Ethernet

e IEEE 1588 PTP V1 supports IPv4 only
e IEEE 1588 PTP V2 supports both IPv4 and IPv6.

IPv4

priority.

priority1
Setting Description Factory Default
0 to 255 Set first priority value; 0 = highest priority, 255 = lowest 128
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priority2
Setting Description Factory Default
0 to 255 Set second priority value; 0 = highest priority, 255 = lowest |128
priority.
UTC Offset
Setting Description Factory Default
0 to 255 The known UTC offset (seconds). 0

PTP Port Settings

Shows the current PTP port settings, enable or disable.

Network Settings

M OXA Total Solution for NPort S9000 Series Device Server

= Model - NPort 5845 -HV ulP

= Name -MPort -HV_DZHG01945116 = Serial No.
= Location - Semver Location

Network Parameters

_ Main Menu l IPv4 Configuration
Overview Auto IP configuration Static  «
- Basic Settings IP address 192.166.127 252
General Settings
) _ Netmask 256.255.255.0
-Time Seftings
Gateway
MNetwork Parameters
GARP Timer Settings 1st DNS server IP address
_Serial Settings 2nd DNS server IP address
- Ethernet Settings

- Ethernet Advanced Settings

- System Management

- System Monitoring
-Restart

You must assign a valid IP address to the NPort S9000 before it will work in your network environment.
Your network system administrator should provide you with an IP address and related settings for your
network. The IP address must be unique within the network;otherwise, the NPort S9000 will not have a

valid connection to the network. First-time users can refer to Chapter 3, “Initial IP Address Configuration,”

for more information.

You can choose from four possible IP Configuration modes—Static, By DHCP and By BOOTP—located

under the web console screen’s IP configuration drop-down box.

Auto IP Configuration

Setting Description Factory Default
Static Set up the NPort S9000’s IP address manually. Disable
By DHCP The NPort S9000’s IP address will be assigned automatically
by the network’s DHCP server.
By BOOTP The NPort S9000’s IP address will be assigned automatically
by the network’s BOOTP server.

ATTENTION
In Dynamic IP environments, the firmware will retry three times every 30 seconds until the network settings

are assigned by the DHCP or BOOTP server. The timeout for each try increases from 1 second, to 3 seconds,

to 5 seconds.
If the DHCP/BOQTP Server is unavailable, the firmware will use the default IP address (192.168.127.254),

Netmask, and Gateway for IP settings.
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IP Address

Setting Description Factory Default
IP Address of the Identifies the NPort S9000 on a TCP/IP network. 192.168.127.254
NPort S9000

An IP address is a number assigned to a network device (such as a computer) as a permanent address on
the network. Computers use the IP addresses to identify and talk to each other over the network. Choose a
proper IP address that is unique and valid in your network environment.

Subnet Mask
Setting Description Factory Default
Subnet mask of the Identifies the type of network to which the NPort S9000 is 255.255.255.0
NPort S9000 connected (e.g., 255.255.0.0 for a Class B network, or

255.255.255.0 for a Class C network).

A subnet mask represents all the network hosts at one geographic location, in one building, or on the same
LAN. When a packet is sent out over the network, the NPort will use the subnet mask to check whether the
desired TCP/IP host specified in the packet is on the local network segment. If the address is on the same
network segment as the NPort, a connection is established directly from the NPort. Otherwise, the
connection is established through the given default gateway.

Default Gateway

Setting Description Factory Default
Default Gateway of the | The IP address of the router that connects the LAN to an None
NPort S9000 outside network.

A gateway is a network gateway that acts as an entrance to another network. Usually, the computers that
control traffic within the network or at the local Internet service provider are gateway nodes. The NPort
needs to know the IP address of the default gateway computer in order to communicate with the hosts
outside the local network environment. For the correct gateway IP address information, consult the network
administrator.

DNS IP Address

Setting Description Factory Default

1st DNS Server’s The IP address of the DNS Server used by your network. None

IP Address After entering the DNS Server’s IP address, you can input the
NPort S9000’s URL (e.g., www.NPortS9000.company.com) in
your browser’s address field, instead of entering the IP
address.

2nd DNS Server's The IP address of the DNS Server used by your network. The |None

IP Address NPort S9000 will try to locate the 2nd DNS Server if the 1st
DNS Server fails to connect.

When the user wants to visit a particular website, the computer asks a Domain Name System (DNS) server
for the website’s correct IP address and the computer user the response to connect to the web server. DNS
is the way Internet domain names are identified and translated into IP addresses. A domain name is an
alphanumeric name, such as moxa.com, that is usually easier to remember. A DNS server is a host that
translates this kind of text-based domain name into the numeric IP address used to establish a TCP/IP
connection.

In order to use the NPort’s DNS feature, you need to set the IP address of the DNS server to be able to
access the host with the domain name. The NPort provides DNS server 1 and DNS server 2 configuration
items to configure the IP address of the DNS server. DNS Server 2 is included for use when DNS sever 1 is
unavailable.

The NPort plays the role of DNS client. Functions that support domain name in the NPort are Time Sever
IP Address, TCP Client-Destination IP Address, Mail Server, SNMP Trap IP Address, and IP
Location Server.
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GARP Timer Settings

Generic Attribute Registration Protocol (GARP) was defined by the IEEE 802.1 working group to provide a
generic framework. GARP defines the architecture, rules of operation, state machines, and variables for the
registration and deregistration of attribute values.

The GARP Timer Settings are exchanged by creating the applications via GVRP (GARP VLAN Registration
Protocol) to set the attributes of timer.

GARP Timer Settings

Join time {ms) [200 |
Leave time {(ms) |600 |
Leaveall time (ms) |1ODDO |

[ hcivaio |

Join Time
Setting Description Factory default
None Specifies the period of the join time 200

Leave Time

Setting Description Factory default

None Specifies the period of leave time 600

Leaveall Time

Setting Description Factory default

None Specifies the period of leaveall time 10000

NOTE

Leave Time should be at least twice more than Join Time, and Leaveall Time should be larger than
Leave Time.

Moxa switches support IEEE 802.1D-1998 GMRP (GARP Multicast Registration Protocol), which is different
from IGMP (Internet Group Management Protocol). GMRP is a MAC-based multicast management protocol,
whereas IGMP is IP-based. GMRP provides a mechanism that allows bridges and end stations to register or
deregister Group membership information dynamically. GMRP functions similarly to GVRP, except that GMRP
registers multicast addresses on ports. When a port receives a GMRP-join message, it will register the
multicast address to its database if the multicast address is not registered, and all the multicast packets
with that multicast address are able to be forwarded from this port. When a port receives a GMRP-leave
message, it will deregister the multicast address from its database, and all the multicast packets with this
multicast address will not be able to be forwarded from this port.
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Serial Settings

Operation Modes

Click on Operation Modes, located under Serial Settings, to display serial port settings for four serial
ports. To modify serial operation mode settings for a particular port, click on Operation Modes of the serial
port in the window on the right-hand side.

Total Solution for NPort $9000 Series Device Server www.moxa.com

=P

= Serial No.

Operation Modes

- Main Menu | Rt Operation mode Packing length Delimiter 1 Delimiter 2 Delimiter process. Force transmit
Ovenview 0 00 (Disable) 00 (Disable) Do nothing 0
- Basic Seftings 1 RealCOM TCP alive check time; 7
- Senial Setings Wax connection 1

Operation Modes 0 00 (Disable) 00 (Disable) De nothing 0
Protocol Settings 2 RealCOM TCP alive check time; 7
Serial Parameters Max connection: 1
- Ethernet Seftings 0 00 (Disable) 00 (Disable) Do nothing 0
- Etnernet Advanced Setings 3 RealCOM TCP alive check time; T
- System Management Max connection 1
- System Monitoring [} 00 (Disable) 00 (Disable) De nothing 0
~Restart 4 RealCOM TCP alive check time: 7
Logout Wax connection 1

Real COM Mode

M OXA Total Solution for NPort 39000 Series Device Server

= Model * =P

= Hame { ~HV_DZHG0 1245118 = Serial Mo.

B Location - Server Locstion

Operation Modes

- Main Menu I Port Settings
Overview Port 1
- Basic Settings Operation mode Real COM -
~senalSeinos TCP alive check time 7 (0-99min)
Operation Modes =
Protocol Seftings Max connection 1 -
Serial Parameters fanore samncaic Enable @ Disable
- Ethernet Settings el et} Enable © Disable
- Ethernet Advanced Settings Connection goes down AT @ always low @ always high

=Syeiam Managsment DR © always low @ always high
- System Monitering

Data Packing

- Restart

Logout Packet length 0 (0-1024)
Delimiter 1 00 (Hex) ClEnable

goanead Delimiter 2

WEBSERVER 00 (Hex) ClEnable
Delimiter process Do nothing -
Force transmit o (0 - 85535 ms)

[ Port 1 Hrontz Clrort3 [Crort4

D Apply the above settings to all serial ports
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Port Settings

Max connection

Setting Factory Default Necessity

1,2,3,4,5,6,7,8 1 Required

This field is used if you need to receive data from different hosts simultaneously. When set to 1, only one
specific host can access this port on the NPort S9000, and the Real COM driver on that host will have full
control over the port. When set to 2 or greater, the Real COM drivers for up to the specified number of hosts
may open this port at the same time. When multiple hosts’ Real COM drivers open the port at the same
time, the COM driver only provides a pure data tunnel—no control capability provided. The serial port
parameters will use firmware settings instead of your application program (AP) settings.

Application software that is based on the COM driver will receive a driver response of “success” when the
software uses any of the Win32 API functions. The firmware will only send data back to the driver on the
host.

Data will be sent first-in-first-out when data enters the NPort S9000 from the Ethernet interface.

ATTENTION
When Max connection is set to 2 to 8, this means that the NPort use a “multiconnection application” (i.e.,

two to eight hosts are allowed access to the port at the same time). When using a multiconnection
application, the NPort will use the serial communication parameters set in the console. All of the hosts
connected to that port must use the same serial settings. If one of the hosts opens the COM port with
parameters that are different from the NPort’s console setting, data communication may not work properly.

Ignore jammed IP

Setting Factory Default Necessity

Enable or Disable Disable Optional

Previously, if Max connection was greater than 1, the serial device was transmitting data, and a connected
host was not responding, then the NPort would wait until the data was transmitted successfully before
transmitting the second group of data to all hosts. Currently, if you select Enable for Ignore jammed IP,
the host that is not responding will be ignored, but the data will still be transmitted to the other hosts.

Allow driver control

Setting Factory Default Necessity

Enable or Disable Disable Optional

If Max connection is greater than 1, the NPort will ignore driver control commands from all connected
hosts. However, if you set Allow driver control to YES, control commands will be accepted. Note that
since the NPort S9000 may get configuration changes from multiple hosts, the most recent command
received will take precedence.

Connection goes down

Setting Factory Default Necessity
Always High or Always |Always High Optional
Low

You can configure what happens to the RTS and DTR signals when the Ethernet connection goes down. For
some applications, serial devices need to know the Ethernet link status through RTS or DTR signals sent
through the serial port. Use always low if you want the RTS and DTR signals to change their status to low
when the Ethernet connection goes down. Use always high if you do not want the Ethernet connection
status to affect the RTS or DTR signals.
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Data Packing

Packet length
Setting Factory Default Necessity
0 to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If the data
length (in bytes) matches the configured value, the data will be forced out. The data length can be

configured for 0 to 1024 bytes. Set to 0 if you do not need to limit the length.

Delimiter 1

Setting Factory Default Necessity
00 to FF None Optional
Delimiter 2

Setting Factory Default Necessity
00 to FF None Optional

When Delimiter 1 is enabled, the serial port will clear the buffer and send the data to the Ethernet port
when a specific character, entered in a hex format, is received. A second delimiter character may be
enabled and specified in the Delimiter 2 field, so that both characters act as the delimiter to indicate when
data should be sent.

ATTENTION
Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the

serial data received is greater than 1 KB, the NPort will automatically pack the data and send it to the
Ethernet. However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left
blank and Delimiter 2 is enabled, the delimiter function will not work properly.

Delimiter process
Setting Factory Default Necessity
Do nothing Do Nothing Optional

Delimiter + 1
Delimiter + 2

Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for Delimiter +1),
or an additional 2 bytes (for Delimiter +2) of data is received after receiving the delimiter.

[Strip Delimiter]: When the delimiter is received, the delimiter is deleted (i.e., stripped), and the remaining
data is transmitted.

[Do nothing]: The data will be transmitted when the delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0: Disable the Force Transmit timeout.

1 to 65535: Forces the NPort’s TCP/IP protocol software to try to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during which the NPort fetches the serial data from its internal
buffer. If data is incoming through the serial port, the NPort stores the data in the internal buffer. The NPort
transmits data stored in the buffer via TCP/IP, but only if the internal buffer is full, or if the Force Transmit
time interval reaches the time specified under Force Transmit timeout.
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Optimal Force Transmit timeout differs according to your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200 bps,
8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character is 10
bits, and the time required to transfer one character is

10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms.
Therefore, you should set Force Transmit timeout to be larger than 8.3 ms. Force Transmit timeout is

specified in milliseconds and must be larger than 10 ms.

If the user wants to send the series of characters in a packet, the serial device attached to the NPort should
send characters without time delay larger than Force Transmit timeout between characters and the total
length of data must be smaller than or equal to the NPort’s internal buffer size. The serial communication
buffer size of the NPort is 1 Kbytes per port.

Parameter Copy

Apply the above setting to other serial ports, you may use the checkboxes at the bottom of the window to
apply the settings to one or more ports.

RFC2217 Mode

M OXA Total Solution for NPort $9000 Series Device Server

= Model = g 2 / ulp S 8.127.252

= Name = - DZHG01945116 u Serial No. - DZHGD1945116
= Location - Server Location

Operation Modes

N M l Port Settings.
Overview Port 1
- Basic Seffings Operation mode RFC2217 -
~eealoetn gy TCP alive check time 7 (D-99 min)
Operation Modes
Protocol Setings Fep pon oo
Serial Parameters Uaita Paciang
- Ethernet Settings Packet length 0 (0-1024)
- Ethernet Advanced Settings Delimiter 1 00 (Hex) [ Enanle
- Bystem I'v'!an?':lgejmem Delimiter 2 00 (Hew ElEnable
:2:2;: Mositorria Delimiter process Da nothing -
Force transmit 0 (0- 65535 ms)

Lagout

WEB?E&VER Port 1 [T Port2 [T Port 3 [“Porta
[T Appiy the above settings to all serial ports
T

Port Settings

TCP port (default=4001)

This is the TCP port number assignment for the serial port on the NPort S9000. It is the port number that
the serial port uses to listen to connections and that other devices must use to contact the serial port. To
avoid conflicts with well-known TCP ports, the default is set to 4001.

Data Packing

Packet length
Setting Factory Default Necessity
0 to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If the data
length (in bytes) matches the configured value, the data will be forced out. The data length can be
configured for 0 to 1024 bytes. Set to 0 if you do not need to limit the length.
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Delimiter 1

Setting Factory Default Necessity

00 to FF None Optional

Delimiter 2

Setting Factory Default Necessity

00 to FF None Optional

When Delimiter 1 is enabled, the serial port will clear the buffer and send the data to the Ethernet port
when a specific character, entered in a hex format, is received. A second delimiter character may be
enabled and specified in the Delimiter 2 field, so that both characters act as the delimiter to indicate when
data should be sent.

ATTENTION
Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the

serial data received is greater than 1 KB, the NPort will automatically pack the data and send it to the
Ethernet. However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left
blank and Delimiter 2 is enabled, the delimiter function will not work properly.

Delimiter process
Setting Factory Default Necessity
Do nothing Do Nothing Optional

Delimiter + 1
Delimiter + 2

Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for Delimiter +1),
or an additional 2 bytes (for Delimiter +2) of data is received after receiving the Delimiter.

[Strip Delimiter]: When the Delimiter is received, the Delimiter is deleted (i.e., stripped), and the remaining
data is transmitted.

[Do nothing]: The data will be transmitted when the Delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0: Disable the Force Transmit timeout.

1 to 65535: Forces the NPort’s TCP/IP protocol software to try to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during which the NPort fetches the serial data from its internal
buffer. If data is incoming through the serial port, the NPort stores the data in the internal buffer. The NPort
transmits data stored in the buffer via TCP/IP, but only if the internal buffer is full or if the Force Transmit
time interval reaches the time specified under Force Transmit timeout.

Optimal Force Transmit timeout differs according to your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200 bps,
8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character is 10
bits, and the time required to transfer one character is

10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force Transmit timeout to be larger than 8.3 ms. Force Transmit timeout is
specified in milliseconds and must be larger than 10 ms.
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If the user wants to send the series of characters in a packet, the serial device attached to the NPort should
send characters without time delay larger than Force Transmit timeout between characters and the total
length of data must be smaller than or equal to the NPort’s internal buffer size. The serial communication
buffer size of the NPort is 1 Kbytes per port.

Parameter Copy

Apply the above setting to other serial ports; you may use the checkboxes at the bottom of the window to
apply the settings to one or more ports.

TCP Server Mode

M OXA Total Solution for NPort 53000 Series Device Server

= [P
= Name -N 50 ZHGI545116 = Serial No.

= Location - Server Locati

Operation Modes

M Men ‘! Port Settings
Overview Port 9
= Basic Seftings Operation mode TCF Server =
- Serial Settings - 5
TCP alive check time 7 [0 - 28 min)
Operation Modes
Inactivity time (0 - 85535 ms)
Protocol Settings o 0_ =Haaan ine)
Serial Parameters Max connection o
- Ethernet Settings Ignore jammed IP Enable (@ Disable
- Ethernet Advanced Settings Allow driver control Enable @ Disable

- System Management Connection goes down ATs () always low '-@'always high
- Systen Menitoring = c
DTR '} always low @ always high
- Restart

Data Packing
Logout

Packet length a {D - 1024}

WEB?VER Delimiter 1 00 {Hex) [Cenabie
Delimiter 2 00 {Hex) [Flenaie

Delimiter process Do nothing -
Force transmit 0 {D - 65535 ms)

TCP Server Mode

Local TCP port 4001
Command port oRE
Port 1 DPmZ DF’mB DF’Dﬂ4

|_|Apply the above settings to all serial ports

Port Settings

Inactivity time

Setting Factory Default Necessity

0 to 65535 ms 0ms Optional

0 ms: TCP connection is not closed due to an idle serial line.

0-65535 ms: The NPort automatically closes the TCP connection if there is no serial data activity for the
given time. After the connection is closed, the NPort starts listening for another host’s TCP connection.

This parameter defines the maintenances status as Closed or Listen on the TCP connection. The connection
is closed if there is no incoming or outgoing data through the serial port during the specific Inactivity time.

If the value of inactivity time is set to 0, the current TCP connection is maintained until there is a connection
close request. Although inactivity time is disabled, the NPort will check the connection status between the
NPort and remote host by sending “keep alive” packets periodically. If the remote host does not respond to
the packet, it assumes that the connection was closed down unintentionally. The NPort will then force the
existing TCP connection to close.
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ATTENTION

The Inactivity time should at least be set larger than that of Force Transmit timeout. To prevent the
unintended loss of data due to the session being disconnected, it is highly recommended that this value is
set large enough so that the intended data transfer is completed.

Max connection

Setting Factory Default Necessity

1,2,3,4,5,6,7,8 1 Required

This field is used if you need to receive data from different hosts simultaneously. When set to 1, only one
specific host can access this port of the NPort S9000, and the Real COM driver on that host will have full
control over the port. When set to 2 or greater, up to the specified number of hosts’ Real COM drivers may
open this port at the same time. When multiple hosts’ Real COM drivers open the port at the same time, the
COM driver only provides a pure data tunnel—no control ability. The serial port parameters will use firmware
settings instead of depending on your application program (AP).

Application software that is based on the COM driver will receive a driver response of “success” when the
software uses any of the Win32 API functions. The firmware will only send data back to the driver on the
host.

Data will be sent first-in-first-out when data enters the NPort S9000 from the Ethernet interface.

ATTENTION
When Max connection is set to 2 to 8, this means that the NPort will be using a “multiconnection

application” (i.e., two to eight hosts are allowed access to the port at the same time). When using a
multiconnection application, the NPort will use the serial communication parameters set in the console. All
of the hosts connected to that port must use the same serial settings. If one of the hosts opens the COM
port with parameters that are different from the NPort’s console setting, data communication may not work

properly.
Ignore jammed IP

Setting Factory Default Necessity
Enable or Disable Disable Optional

Previously, if Max connection was greater than 1 and the serial device was transmitting data, and a
connected host was not responding, then the NPort would wait until the data was transmitted successfully
before transmitting the second group of data to all hosts. Currently, if you select Enable for Ignore
jammed IP, the host that is not responding will be ignored, but the data will still be transmitted to the
other hosts.

Allow driver control

Setting Factory Default Necessity

Enable or Disable Disable Optional

If Max connection is greater than 1, the NPort will ignore driver control commands from all connected hosts.
However, if you set Allow driver control to YES, control commands will be accepted. Note that since the
NPort S9000 may get configuration changes from multiple hosts, the most recent command received will
take precedence.

Connection goes down

Setting Factory Default Necessity
Always High or Always |Always High Optional
Low

You can configure what happens to the RTS and DTR signals when the Ethernet connection goes down. For
some applications, serial devices need to know the Ethernet link status through RTS or DTR signals sent
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through the serial port. Use always low if you want the RTS and DTR signal to change their state to low
when the Ethernet connection goes down. Use always high if you do not want the Ethernet connection
status to affect the RTS or DTR signals.

Data Packing

Packet length
Setting Factory Default Necessity
0 to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If the data
length (in bytes) matches the configured value, the data will be forced out. The data length can be

configured for 0 to 1024 bytes. Set to 0 if you do not need to limit the length.

Delimiter 1

Setting Factory Default Necessity
00 to FF None Optional
Delimiter 2

Setting Factory Default Necessity
00 to FF None Optional

When Delimiter 1 is enabled, the serial port will clear the buffer and send the data to the Ethernet port
when a specific character, entered in a hex format, is received. A second delimiter character may be
enabled and specified in the Delimiter 2 field, so that both characters act as the delimiter to indicate when
data should be sent.

ATTENTION
Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the

serial data received is greater than 1 KB, the NPort will automatically pack the data and send it to the
Ethernet. However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left
blank and Delimiter 2 is enabled, the delimiter function will not work properly.

Delimiter process
Setting Factory Default Necessity
Do nothing Do Nothing Optional

Delimiter + 1
Delimiter + 2

Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for Delimiter +1),
or an additional 2 bytes (for Delimiter +2) of data is received after receiving the delimiter.

[Strip Delimiter]: When the delimiter is received, the delimiter is deleted (i.e., stripped), and the remaining
data is transmitted.

[Do nothing]: The data will be transmitted when the delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0: Disable the Force Transmit timeout.

1 to 65535: Forces the NPort’s TCP/IP protocol software to try to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during which the NPort fetches the serial data from its internal
buffer. If data is incoming through the serial port, the NPort stores the data in the internal buffer. The NPort
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transmits data stored in the buffer via TCP/IP, but only if the internal buffer is full or if the Force Transmit
time interval reaches the time specified under Force Transmit timeout.
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Optimal Force Transmit timeout differs according to your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200 bps,
8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character is 10
bits, and the time required to transfer one character is

10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force Transmit timeout to be larger than 8.3 ms. Force Transmit timeout is
specified in milliseconds and must be larger than 10 ms.

If the user wants to send the series of characters in a packet, the serial device attached to the NPort should
send characters without time delay larger than Force Transmit timeout between characters, and the total
length of data must be smaller than or equal to the NPort’s internal buffer size. The serial communication
buffer size of the NPort is 1 Kbytes per port.

TCP Server Mode

Local TCP port

Setting Factory Default Necessity

1 to 65535 4001 Required

The TCP port that the NPort uses to listen to connections and that other devices must use to contact the
NPort. To avoid conflicts with well-known TCP ports, the default is set to 4001.

Command port
Setting Factory Default Necessity
1 to 65535 966 Optional

The Command port is the TCP port for listening to SSDK commands from the host. In order to prevent a TCP
port conflict with other applications, the user can adjust the command port to another port if needed. And
SSDK Commands will automatically check out the Command Port on the NPort so that the user does not
need to configure the program.

Parameter Copy

Apply the above setting to other serial ports, you may use the checkboxes at the bottom of the window to
apply the settings to one or more ports.
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TCP Client Mode

MM OXA Total Solution for NPort $9000 Series Device Server

V_DEHGE1451HE

Operation Modes

Port Ssthings

1

TCP Client =
7 (0-mm)

Q {0 - 65535 ms)

) ermte @ s

Packst length

Dafimiter 1
Defimilter 2
Dalimitar procass
Forcs transmit
Destination 1P Address
Port 4001
Port 4001
Port 4001
Port 4001
Designated Local Port
el
012
3
5014
StErptons o
_PORI DPOI!Z E_JIPORS E_iponl
Einmr,-memsemrgswaﬂseralmrss
Port Settings
Inactivity time
Setting Factory Default Necessity
0 to 65535 ms 0 ms Optional

0 ms: TCP connection is not closed due to an idle serial line.

0-65535 ms: The NPort automatically closes TCP connection, if there is no serial data activity for the given
time.

This parameter defines the maintenance status as Closed or Listen on the TCP connection. The connection is
closed if there is no incoming or outgoing data through the serial port during the specific Inactivity time.

If the value of inactivity time is set to 0, the current TCP connection is maintained until there’s connection
close request. Although the inactivity time is disabled, the NPort will check the connection status between
the NPort and remote host by sending “keep alive” packets periodically. If the remote host does not respond
to the packets, it treats the connection as being down unintentionally. The NPort will then force the existing
TCP connection to close.

ATTENTION

The Inactivity time should at least be set larger than that of Force transmit timeout. To prevent the
unintended loss of data due to the session being disconnected, it is highly recommended that this value is
set large enough so that the intended data transfer is completed.

ATTENTION

Inactivity time is ONLY active when “TCP connect on” is set to “Any character.”
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Ignore jammed IP
Setting Factory Default Necessity
Enable or Disable Disable Optional

Previously, if Max connection was greater than 1 and the serial device was transmitting data, and a
connected host was not responding, then the NPort would wait until the data was transmitted successfully
before transmitting the second group of data to all hosts. Currently, if you select Enable for Ignore
jammed IP, the host that is not responding will be ignored, but the data will still be transmitted to the
other hosts.

Data Packing

Packet length
Setting Factory Default Necessity
0 to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If the data
length (in bytes) matches the configured value, the data will be forced out. The data length can be
configured for 0 to 1024 bytes. Set to O if you do not need to limit the length.

Delimiter 1

Setting Factory Default Necessity

00 to FF None Optional

Delimiter 2

Setting Factory Default Necessity

00 to FF None Optional

When Delimiter 1 is enabled, the serial port will clear the buffer and send the data to the Ethernet port
when a specific character, entered in a hex format, is received. A second delimiter character may be
enabled and specified in the Delimiter 2 field, so that both characters act as the delimiter to indicate when
data should be sent.

ATTENTION
Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the

serial data received is greater than 1 KB, the NPort will automatically pack the data and send it to the
Ethernet. However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left
blank and Delimiter 2 is enabled, the delimiter function will not work properly.

Delimiter process
Setting Factory Default Necessity
Do nothing Do Nothing Optional

Delimiter + 1
Delimiter + 2

Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for Delimiter +1),
or an additional two bytes (for Delimiter +2) of data is received after receiving the delimiter.

[Strip Delimiter]: When the delimiter is received, the delimiter is deleted (i.e., stripped), and the remaining
data is transmitted.

[Do nothing]: The data will be transmitted when the delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0: Disable the Force Transmit timeout.

6-22



NPort S9000 Series Basic Settings and Device Server Configuration

1 to 65535: Forces the NPort’s TCP/IP protocol software to try to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during which the NPort fetches the serial data from its internal
buffer. If data is incoming through the serial port, the NPort stores the data in the internal buffer. The NPort
transmits data stored in the buffer via TCP/IP, but only if the internal buffer is full or if the Force Transmit
time interval reaches the time specified under Force Transmit timeout.

Optimal Force Transmit timeout differs according to your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200 bps,
8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character is 10
bits, and the time required to transfer one character is

10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force Transmit timeout to be larger than 8.3 ms. Force Transmit timeout is
specified in milliseconds and must be larger than 10 ms.

If the user wants to send the series of characters in a packet, the serial device attached to the NPort should
send characters without time delay larger than Force Transmit timeout between characters and the total
length of data must be smaller than or equal to the NPort’s internal buffer size. The serial communication
buffer size of the NPort is 1 Kbytes per port.

TCP Client Mode

Destination IP address 1

Setting Factory Default Necessity
IP address or Domain | None Required
Address

(E.g., 192.168.1.1)

Allows the NPort to connect actively to the remote host whose address is set by this parameter.

Destination IP address 2/3/4

Setting Factory Default Necessity
IP address or Domain |None Optional
Address

(E.g., 192.168.1.1)

Allows the NPort to connect actively to the remote host whose address is set by this parameter.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort S9000. It
is the port number that the serial port uses to listen to connections and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.

ATTENTION
Up to four connections can be established between the NPort and hosts. The connection speed or

throughput may be low if one of the four connections is slow, since the slow connection will slow down the
other three connections.

ATTENTION
The Destination IP address parameter can use both IP address and Domain Name. For some applications,
the user may need to send the data actively to the remote destination domain name.
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Designated Local Port 1/2/3/4

Any Character/None,
Any
Character/Inactivity
Time,

DSR ON/DSR OFF,
DSR ON/None,

DCD ON/DCD OFF,
DCD ON/None

Setting Factory Default Necessity
TCP Port No. 5001 (Port 1) Required
5002 (Port 2)
5003 (Port 3)
5004 (Port 4)
Connection control
Setting Factory Default Necessity
Startup/None, Startup/None Required

The meaning of each of the above settings is given in the table below. In general, both the Connect
condition and Disconnect condition are given.

TCP Connection on

Connect/Disconnect

Description

Startup/None
(default)

A TCP connection will be established on startup and will remain active
indefinitely.

Any Character/None

A TCP connection will be established when any character is received from the
serial interface and will remain active indefinitely.

Any Character/
Inactivity Time

A TCP connection will be established when any character is received from the
serial interface and will be disconnected when the Inactivity time out is
reached.

DSR On/DSR Off

A TCP connection will be established when a DSR “On” signal is received and
will be disconnected when a DSR “Off” signal is received.

DSR On/None

A TCP connection will be established when a DSR “On” signal is received and
will remain active indefinitely.

DCD On/DCD Off

A TCP connection will be established when a DCD “On” signal is received and
will be disconnected when a DCD “Off” signal is received.

DCD On/None

A TCP connection will be established when a DCD “On” signal is received and
will remain active indefinitely.

Parameter Copy

Apply the above setting to other serial ports; you may use the checkboxes at the bottom of the window to
apply the settings to one or more ports.
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UDP Mode

MM OXA Total Solution for NPort $2000 Series Device Server

HY P

HV_DZHG01845118 = Sarial No. - DZHGO1845116

Operation Modes

- Main Menu J Port Settings
Overview Port 1
s S Operation mode uoP -
- Serial Settings
Data Packing
Operation Modes
Protocol Seftings Packet iength ] (0 -1024)
Serial Parameters Delimiter 1 00 (Hex) lEnable
- Ethernet Settings Delimiter 2 oo (Hex) [l enabie
- Ethemnet Advanced Setlings Delimiter process Donothing
- System Management '
Force transmit 0 (0-65535 ms)
- Systsm Monitoring
UDP Mod
- Restart ode
Logout Begin End Port
Destination IP address 1 4001
ER Destination IP address 2
WEBSERVER estination IP address 4001
Destination IP address 3 4001
Destination IP address 4 4001
Local listen port 4001
Port 1 [port2 [Crort s [Crorta

DApply the above seftings to all serial ports

Activate
Data Packing
Packing length
Setting Factory Default Necessity
0 to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If the data
length (in bytes) matches the configured value, the data will be forced out. The data length can be
configured for 0 to 1024 bytes. Set to 0 if you do not need to limit the length.

Delimiter 1

Setting Factory Default Necessity

00 to FF None Optional

Delimiter 2

Setting Factory Default Necessity

00 to FF None Optional

When Delimiter 1 is enabled, the serial port will clear the buffer and send the data to the Ethernet port
when a specific character, entered in a hex format, is received. A second delimiter character may be
enabled and specified in the Delimiter 2 field, so that both characters act as the delimiter to indicate when
data should be sent.

ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the
serial data received is greater than 1 KB, the NPort will automatically pack the data and send it to the
Ethernet. However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left
blank and Delimiter 2 is enabled, the delimiter function will not work properly.
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Delimiter process
Setting Factory Default Necessity
Do nothing Do Nothing Optional

Delimiter + 1
Delimiter + 2

Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for Delimiter +1),
or an additional 2 bytes (for Delimiter +2) of data is received after receiving the delimiter.

[Strip Delimiter]: When the delimiter is received, the delimiter is deleted (i.e., stripped), and the remaining
data is transmitted.

[Do nothing]: The data will be transmitted when the delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0: Disable the Force Transmit timeout.

1 to 65535: Forces the NPort’s TCP/IP protocol software to try to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during which the NPort fetches the serial data from its internal
buffer. If data is incoming through the serial port, the NPort stores the data in the internal buffer. The NPort
transmits data stored in the buffer via TCP/IP, but only if the internal buffer is full or if the Force Transmit
time interval reaches the time specified under Force Transmit timeout.

Optimal Force Transmit timeout differs according to your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200 bps,
8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character is 10
bits, and the time required to transfer one character is

10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force Transmit timeout to be larger than 8.3 ms. Force Transmit timeout is
specified in milliseconds and must be larger than 10 ms.

If the user wants to send the series of characters in a packet, the serial device attached to the NPort should
send characters without time delay larger than Force Transmit timeout between characters and the total
length of data must be smaller than or equal to the NPort’s internal buffer size. The serial communication
buffer size of the NPort is 1 Kbytes per port.

UDP Mode
Destination IP address 1
Setting Factory Default Necessity
IP address range Begin: Empty Required
E.g., Begin: 192.168.1.1 End: Empty

End: 192.168.1.10 Port: 4001

Destination IP address 2/3/4

Setting Factory Default Necessity
IP address range Begin: Empty Optional
E.g., Begin: 192.168.1.11 End: Empty

End: 192.168.1.20 Port: 4001
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Local listen port

Setting

Factory Default

Necessity

1 to 65535

4001

Required

The UDP port that the NPort listens to, and that other devices must use to contact the NPort. To avoid
conflicts with well-known UDP ports, the default is set to 4001.

Parameter Copy

Apply the above setting to other serial ports; you may use the checkboxes at the bottom of the window to
apply the settings to one or more ports.

DNP3 Mode

The NPort S9000 gateway series supports three operation modes to communicate with Modbus and DNP3
protocols. With the NPort S9000 series, two serial ports can be set to different operation modes. In DNP3
mode, the NPort converts DNP3 serial to DNP3 IP. In DNP3 Raw Socket mode, users can assign a specific
TCP port's DNP3 IP data to be converted to DNP3 serial data in a specific serial port of the NPort S9000
series. In Modbus mode, the NPort converts Modbus RTU/ASCII to Modbus TCP.

Port Settings

Port

Operation mode

DNP3 Mode

Mode

| Port 1

L Port 2

Operation Modes

[ DNP3 v

(® Qutstation ) Master

LlPort3

[l Port 4

DAppIy the above settings to all serial ports

e
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DNP3 Protocol

The NPort S9000 series gateways support DNP3 protocols. The NPort converts the outstation and master’s
data between DNP3 IP and DNP3 serial. If the serial port is connecting with an outstation device, set the
operation mode of the port as Outstation. On the contrary, if the serial port is connecting with a master
device, set the operation mode of the port as Master.

Operation Modes

Port Settings

Port 1
Operation mode DMP3 v
DNP3 Mode
Mode ® Qutstation ) Master
I Port 1 [port 2 [Trort 3 [(Orort 4

DApply the above settings to all serial ports

i Activate

Outstation and master devices have a logical device address for identification in the DNP3 system. You need
to set the address table to indicate the routing destination of the DNP3 packet frames received by the
gateway. Please go to Serial Settings --> Protocol Settings under the DNP3 tab for relative settings. A
default device address routing table is shown in the Address table page under Protocol Settings.

DNP3 Raw Socket Mode

The NPort S9000 series gateways support users to define the routing table by different TCP ports via DNP3
Raw Socket Mode. When configuring the Local TCP port as 4001, all the DNP3 packets coming in from TCP
port 4001 will be forwarded to serial port 1 of the NPort S9000. Those unsolicited packets generated by the
serial device actively will be forwarded to the IP address and TCP port configured by the Remote IP address.

Operation Modes

Port Settings

Port 1

Operation mode DMP3 Raw Socket s

DNP3 Raw Socket Mode

Local TCP port 4001

Remote IP address | | Port [20000

| Port 1 ClPort 2 ClPort 3 L Port 4
DAppIy the above settings to all serial ports

i Activate
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Modbus Mode

MOXAN

= Model - NPort 594501-25-5C-HV

= Location - Server Location

- Main Menu

Qverview

- Basic Seftings

- Serial Settings
Operation Modes
Protocol Settings
Serial Parameters

- Ethernet Settings

- Ethernet Advanced Settings

- System Management

- System Monitoring

- Restart

Logout

Goanead
WEBSERVER

Port Settings

- NPort 594501-25-5C-HV_DZHG01945129

Total Solution for NPort S9000 Series Device Server WWW.MoXa.com

- 00:90:E2:94:51:29
- V1.0 Build 16081910

- 192.168.127.254
- DZHG01945129

= MAC Address
= Firmware

Operation Modes

Port Settings

Port 1

Operation mode
Connected serial device

Response timeout

10 - 120000 ms)

Inter-character timeout 10 - 500 ms, O for disable)

Inter-frame delay 10 - 500 ms, O for disable)

4001 1024 - 65535, 0 for disable)

Designated TCP port

I Port 1 [Trort2 [Trort3 [Trorta

O Apply the above settings to all serial poris

Activate

i

Parameters

Description

Connected serial device

Select the role of the device that is connected to the serial port.

Response timeout

According to the Modbus standard, the time it takes for a slave device to respond
to a request is defined by the device manufacturer. Based on this response time,
a master can be configured to wait a certain amount of time for a slave’s
response. If no response is received within the specified time, the master will
disregard the request and continue operation. This allows the Modbus system to
continue operation even if a slave device is disconnected or faulty.

Inter-character timeout
(only for Modbus RTU)

Use this function to determine the timeout interval between characters for
Modbus devices that cannot receive Rx signals within an expected time interval.
If the response is timed out, all received data will be discarded. The NPort S9000
will automatically determine the timeout interval if the timeout value is set to 0.

Inter-frame delay
(only for Modbus RTU)

The users can determine the time delay to transmit the data frame received from
the slave device to the upstream. The NPort S9000 will automatically determine
the time interval if it is set to 0.

Designated TCP Port

By default, when configure NPort S9000 as a Modbus gateway, it will listen to the
TCP port 502 and base on the Slave ID Map to pass the Modbus packet frames.
This function will allow you to assign a TCP port for a specific serial port which
means all the Modbus requests sent to this TCP port will be directly forward to

the relative serial port no matter what the Slave ID Map routing is.
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Disabled Mode

M OXA Total Solution for NPort S8000 Series Device Server

= Model - NPo = |P

= Name - I ol 2112 = Serial NO.
= Location =

Operation Modes &

= W C=nr | Port Settings [
Overview
; ) Port 1

- Basic Settings
General Setiings Operation mode
Time Settings Part1 Orort 2 Ororts Crart 4
Metwork Parameters [ &pply the above settings to all serial ports

- Serial Settings
Operation Modes [ Activate
Serial Parameters
Serial ToS

When Operation mode is set to Disabled, that particular port will be disabled. Check the Apply the above
settings to all serial ports to apply this setting to the other port.

With regard to Apply the above setting to other serial ports, you may use the checkboxes at the
bottom of the window to apply the settings to one or more ports.

Protocol Settings
Modbus Settings

Initial Delay

Some Modbus slaves may take more time to boot up than other devices. For certain environments, this may
cause the entire system to suffer from repeated exceptions during the initial boot-up. You can force the
NPort to wait after booting up before sending the first request with the Initial Delay setting.

Modbus TCP Exception

The NPort S9000 is a protocol gateway that transparently passes requests and responses between Ethernet
and serial interfaces. In some situations, it may be necessary for the gateway to return an exception in
response to a request from a Modbus TCP master. This is enabled or disabled with the Modbus TCP
Exception setting. When enabled, the unit can return two types of exception:

Exception Conditions
There is no response from the slave. Maybe the device is offline or the
serial cable is broken.

Timeout

There are two situations that will result in this exception:
Request dropped The request queue is full (32 request queue for each master)
The destination ID is not included in the slave ID map.

Not all Modbus TCP masters require this exception, so it is up to you to determine if this setting should be
enabled.
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Modbus TCP Listen Port

Allow you to change Modbus TCP listen port from the default value (502).

Modbus TCP Response Timeout

According to the Modbus standard, the time that it takes for a slave device to respond to a request is
defined by the device manufacturer. Based on this response time, a master can be configured to wait a
certain amount of time for a slave’s response. If no response is received within the specified time, the
master will disregard the request and continue operation. This allows the Modbus system to continue
operation even if a slave device is disconnected or faulty.

On the NPort S9000, the Modbus TCP response timeout field is used to configure how long the gateway will
wait for a response from a Modbus ASCII or RTU slave. Refer to your device manufacturer’s documentation
to manually set the response time-out.

Slave ID Map

The Slave ID Map is where slave IDs are managed. The definitions on this tab determine how requests will
be routed by the unit. To configure the Slave ID Map, double-click the row of the serial port to configure, or
click Edit to enter the settings page.

How Slave IDs are Mapped on the NPort S9000

With the slave ID table, smart routing is achieved for units with multiple serial ports. Since each virtual
slave ID is routed to a specific Modbus network, requests are not broadcast over all serial ports. This keeps
communication efficient and prevents devices on one port from slowing down the entire system.

When a Modbus master requests information from a Modbus slave device, the request is addressed to the
desired slave’s ID, which must be unique on the network. When Modbus networks are integrated by a
Modbus gateway, complications can arise if the same slave ID is being used on different networks. If this is
not properly addressed, a request sent to that slave ID would receive more than one response, causing
communication problems.

With the NPort S9000, this situation is addressed by using a slave ID map. While configuring the NPort,
users set up a range of “virtual” slave IDs that are mapped to slave devices on a specific Modbus network.
To send a request to a slave device that is on a different Modbus network, a Modbus master would address
the request to the appropriate (virtual) slave ID. The NPort then routes that request as specified by the
slave ID map.

For example, if a TCP master needs information from an ASCII slave, it addresses the request to the
corresponding virtual slave ID as defined on the NPort’s slave ID map. The NPort identifies the request as
within its virtual slave ID range and forwards the request to the Modbus ASCII by the device’s actual slave
1D.

Virtual slave IDs must not conflict with each other or with other TCP slave IDs.
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How Slave ID Map Is Defined

The slave ID map consists of entries (channels), the range of virtual ID versus real ID, and the destination
of the serial port.

Protocol Settings

Modbus

Slave ID Map Rule Parameters
Type Modbus Serial
Definition

Slave ID start

Port 1
Slave ID end

Setting Value Notes

This specifies the range of IDs that will be routed to the
. selected set of slave devices. For example, you can
. (numeric range from .
Virtual Slaves ID Range 1 to 254) specify that IDs between 8 and 24 be routed to the
o]
devices on Port 3. The ID 255 is reserved for the
gateway itself.

When a serial port is set to RTU slave or ASCII slave mode, a virtual ID range will already be created for
you. Simple select the entry in the table. For TCP slaves, you can add an entry that assigns a range of
virtual IDs to a specific IP address, using the Remote TCP Slave IP setting.

ATTENTION

The NPort S9000 will disregard any request that is not addressed to a virtual slave ID on its slave ID map.
If a device has not been assigned a virtual slave ID, it will not be accessible by the masters on the other
side of the Modbus gateway.
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DNP3 Settings

The DNP3 tab is where certain adjustments can be made to fine-tune the communication between different
DNP3 networks. You can configure DNP3 TCP Settings and Address Table.

Protocol Settings

DNP3

DNP3 TCP Settings
Listen port 20000 (1-65535)

Address Table

+ Add

Channel No. Type Definition DNP3 Address Range
1 DNP3 Serial Port 1 00001 - D0DOS

2 DNP3 Serial Port 2 00006 - 00010

3 DNP3 TCP 192 168.127.100:20000 00011 - DOD15

oo |

When you click Add, you can add the master (or outstation) devices on the Ethernet side. You will need to
add these devices' IP address and DNP3 address to the routing table.

Protocol Settings

DNP3
DNP3 TCP Settings
Listen port 20000 {1-65535)
Address Table
=+ Add
Channel No. Type Definition DNP3 Address Range
1 DNP3 Serial Port 1 00001 - 00005

cwas |

For the DNP3 TCP Settings, you may modify which TCP port should the device server listen to for DNP3

packet frames. The default port is 20000.For the Address Table, you may Add/Edit/Delete for the device
address routing table.

Protocol Settings

DNP3

DNP3 Address

Destination

DNP3 address start

|

1]
DNP3 address end |:|

[ K
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When you click Add, you can add the master (or outstation) devices on the Ethernet side. You will need to
add these devices' IP address and DNP3 address to the routing table.

Protocol Settings

DNP3
DNP3 Address
Type DMNP3 Serial
Definition Port 1
DNP3 address start D
DNP3 address end
—oc

When you select a serial routing and click Edit, you can assign the configuration for DNP3 packet frames
coming from the serial side and will need to assign the DNP3 slave IDs.

Protocol Settings

DNP3

DNP3 TCP Settings
Listen port 20000 (1 - 65535)

Address Table

+ Add

Channel No. Type Definition DNP3 Address Range
1 DNP3 Serial Port 1 00001 - 00005

2 DNP3 Serial Port 3 00011 - 00015

3 DNP3 TCP 182.168.127.100: 20000 0000S - 00010

[ heivate

The gateway will drop a DNP3 packet frame if the destination DNP3 device address or IP address is not
defined in the gateway.
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Modbus Settings

The Modbus tab is where certain adjustments can be made to fine-tune the communication between
different Modbus networks. You can configure Initial Delay, Modbus TCP Exception, Modbus TCP listen port,

Modbus TCP Response Time-out, and Slave ID Map.

Protocol Settings

Modbus

Modbus Setting

Initial delay

[0 J(-30000 ms)
Modbus TCP listen port (1 - 65535)
Modbus TCP response timeout {10 - 120000 ms)

Send TCP exception

Slave ID Map
Channel No. Type Definition Modbus Address Range
1 Modbus Serial Port 1 00001 - 00005
2 Modbus Serial Port 2 00005 - 00010
3 Modbus Serial Port 3 00011 - 00015
4 Modbus Serial Port 4 00016 - 00020
Activate
Parameter Value
Initial delay 0-30000 ms
Modbus TCP exception Enable or Disable
Modbus TCP listen port 1-65535
Modbus TCP response timeout 10-120000 ms

Serial Parameters

Total Solution for NPort S9000 Series Device Server

MOXA

- NPort 534501-25-5C-HV
- NPort $84501-25-SC-HV_DZHG01945129

- 192.168.127.254
- DZHG01945129
- Server Location

= MAC Address
= Firmware

Wwww.maoxa.com

Serial Parameters

- Main Menu | Port | Alias Baud rate | Parity Databit | Stopbit | Flow control ~FIFO Interface
Overview 1 | [115200 ] [Nene w] [RTSICTS _ v|[Enable_v| [RS-232 v]
- Basic Seflings 2 | [115200 ~| [Nore v| [RTSICTS _~|[Enable w| [RS232 V|
- Serial Settings 3 | [115200 ] [Mone v] [RTSICTS _ v|[Enable_v| [RS232 V]
Operation Modes 4 | | [115200 ] [None w] [RTSICTS  v|[Enable v| [RS-232 v
Protocol Settings
Serial Parameters
- Ethernet Settings
Port alias
Setting Factory Default Necessity
1 to 16 characters None Optional
(E.g., PLC-No.1)

Port Alias is specially designed to allow the easy identification of the serial devices that are connected to the

NPort’s serial port.
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Baudrate
Setting Factory Default Necessity
50 bps to 921600 bps | 115200 bps Required

Select one of the standard baudrates from 50 bps to 921.6 Kbps in the dropdown box, or select Other and
then type the desired baudrate in the input box.

A

ATTENTION

If the port requires a special baudrate that is not listed, such as 500000 bps, you can select the Other
option and enter the desired baudrate into the text box. The NPort S9000 will automatically calculate the
closest supported baudrate. The margin for error will be less than 1.7% for all baudrates under 921600 bps.

Parity

Setting Factory Default Necessity
None, Even, Odd, None Required
Space, Mark

Data bits

Setting Factory Default Necessity
56,7,8 8 Required

When the user sets Data bits to 5 bits, the stop bits setting will automatically change to 1.5 bits.

Stop bits

Setting Factory Default Necessity
1,2 1 Required
Stop bits will be set to 1.5 when Data bits is set to 5 bits.
Flow control

Setting Factory Default Necessity
None, RTS/CTS, RTS/CTS Required
Xon/Xoff
FIFO

Setting Factory Default Necessity
Enable, Disable Enable Required

The NPort’s serial ports provide a 16-byte FIFO both in the Tx and Rx directions. Disable the FIFO setting
when your serial device does not have a FIFO to prevent data loss during communication.

Interface
Setting Factory Default Necessity
RS-232, RS-422, RS- |RS-232 Required

485 2-wire, RS-485 4-
wire

ATTENTION

Check the serial communication parameters in your serial device’s user’s manual. You should set up the

NPort’s serial parameters with the same communication parameters used by your serial devices.
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Switch Featured Functions

In this chapter, we use the Web Console interface to introduce the functions that focuses on the Switch
Featured Functions. The following topics are covered in this chapter:

O Ethernet Settings

Port Settings

Port Trunking

Communication Redundancy
Configuring STP/RSTP

The Difference between STP and RSTP

YV V V VY V

0 Bandwidth Management
» Using Bandwidth Management
» Configuring Bandwidth Management
O Line Swap Fast Recovery
» Using Line-Swap-Fast-Recovery
» Configuring Line-Swap Fast Recovery
» Loop Protection
O Ethernet Advanced Settings
» Ethernet Traffic Prioritization
» The Traffic Prioritization Concept
» Configuring Ethernet Traffic Prioritization
0O Virtual LAN
> Using Virtual LAN
» The Virtual LAN (VLAN) Concept
» Configuring Virtual LAN
O Multicast Filtering
Using Multicast Filtering
The Concept of Multicast Filtering
Configuring IGMP Snooping
IGMP Snooping Settings
Configuring GMRP
O Set Device IP

YV V V VYV VY

» Using Set Device IP
» Configuring Set Device IP
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Ethernet Settings

Port Settings

Port Settings

Port Enable Description Name Speed FDX flow ctrl MDIMDIX
1 1007 RJ45. Auto w Disable Alto
2 1007 RJ45. Auto - Digable Alto v
3 100Tx RJ45. Auto w Digable Alto v
4 1005C Multi

5 1005C Multi.
Enable

Setting Description Factory Default
Checked Allows data transmission through the port. Enabled
Unchecked Immediately shuts off port access.
ATTENTION

If a connected device or sub-network is wreaking havoc on the rest of the network, the Disable option

under Advanced Settings/Port gives the administrator a quick way to shut off access through this port

immediately.

Description

Setting Description Factory Default
Media type Displays the media type for each module’s port N/A

Name

Setting Description Factory Default

Max. 63 Characters

Specify an alias for each port and assist the administrator in
remembering important information about the port.
E.g., PLC 1

None

Speed (Copper Port Only )

Setting Description Factory Default
Auto Allows the port to use the IEEE 802.3u protocol to negotiate |Auto
with connected devices. The port and connected devices will
determine the best speed for that connection.
100M-Full Choose one of these fixed speed options if the opposing
100M-Half Ethernet device has trouble auto-negotiating line speed.
10M-Full
10M-Half

FDX Flow Ctrl.

This setting enables or disables the flow control capability of this port when the port transmission speed

setting is in auto mode. The final result will be determined by the “auto” process between the NPort S9000

and connected devices.

Setting

Description

Factory Default

Enable

Enables flow control for this port when in auto-negotiate
mode.

Disable
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Disable Disables flow control for this port when in auto-negotiate
mode.
MDI/MDIX
Setting Description Factory Default
Auto Allows the port to auto detect the port type of the opposing Auto
Ethernet device and change the port type accordingly.
MDI Choose the MDI or MDIX option if the opposing Ethernet
MDIX device has trouble auto-negotiating port type.

Port Trunking

Using Port Trunking

Link Aggregation allows one or more links to be aggregated together to form a Link Aggregation Group. A
MAC client can treat Link Aggregation Groups as if they were a single link.

NPort S9000’s Port Trunking feature allows devices to communicate by aggregating up to two trunk groups
on the NPort S9000. If one of the ports fails, the other ports in the same trunk group will provide back up
and share the traffic automatically.

The Port Trunking Concept

Moxa has developed a proprietary Port Trunking protocol that provides the following benefits:

e Gives you more flexibility in setting up your network connections, because the bandwidth of a link can
be doubled, tripled, or quadrupled.

e Provides redundancy—if one link is broken, the remaining trunked ports share the traffic within this
trunk group.

e Load sharing—MAC Client traffic may be distributed across multiple links.

e To avoid broadcast storms or loops in your network while configuring a trunk, first disable or disconnect
all ports that you want to add to the trunk or remove from the trunk. After you have finished configuring
the trunk, enable or re-connect the ports.

If all ports on both switches are configured as 100BASE-TX, and they are operating in full duplex, then the
potential bandwidth of the connection will be up to 1 Gbps on an NPort S9000- switching device server. This
means that users can connect one NPort S9000 to another NPort S9000 by port trunking to double, triple,
or quadruple the bandwidth of the connection.

When configuring Port Trunking, note that:

Each NPort S9000 can set a maximum of two Port Trunking groups (designated Trk1, Trk2).

When you activate Port Trunking settings, some advanced functions that you setup with the original ports
will either be set to factory default values, or disabled:

e Communication Redundancy will be set to the factory default

e Traffic Prioritization will be set to the factory default

e Port-based VLAN or 802.1Q VLAN will be set to the factory default
e Multicast Filtering will be set to the factory default

e Rate Limiting will be set to the factory default

e Port Access Control will be set to the factory default

e Email and Relay Warning will be set to the factory default

e Set Device IP will be set to the factory default

e Mirror Port will be set to the factory default

e You can setup these features again on your Trunking Port.

7-3



NPort S9000 Series Switch Featured Functions

The Port Trunking Settings page is used to assign ports to a Trunk Group.

Port Trunking

Trunk Group Trkl »
Trunk Type: Static

Member ports

Port Enable Description Name Speed FDX Flow Ctrl

Available ports

Port Enable Description Name Speed FDX Flow Ctrl
O 1 Yes 100Tx,RJ45 Auto Disable
O 2 Yes 100TH,RJ45. Auto Disahble
m 3 wac A0NTY RL4A Antn Niaahla Y

1. Select Trk1, Trk2 from the Trunk Group drop-down box.

2. Select Static or LACP from the Trunk Type drop-down box.

3. Under Member Ports and Available Ports, select the specific ports.
4

Use the Up / Down buttons to add/remove designated ports to/from a trunk group.

Trunk Group (Maximum of two trunk groups on NPort S9000

Setting Description Factory Default
Trk1, Trk2 on NPort Display or designate the Trunk Type and Member Ports for Trk1
S9000 Trunk Groups 1, 2
Trunk Type
Setting Description Factory Default
Static Designated Moxa proprietary trunking protocol Static
LACP Designated LACP (IEEE 802.3ad, Link Aggregation Control Static
Protocol)

Available Ports/Member Port

Setting Description Factory Default

Member/Available Use Up/Down buttons to add/remove specific ports from N/A

Ports available ports to/from trunk group.

Checkbox Check to designate which ports to add or remove. Unchecked

Port Port number N/A

Port description Displays the media type for each module’s port N/A

Name Max. 63 Characters N/A

Speed Indicates the transmission speed (100M-Full, 100M-Half, N/A
10M-Full, or 10M-Half)

FDX Flow Control Indicates if the FDX flow control of this port is "Enabled” or N/A
“Disabled.”

Up Add designated ports into trunk group from available ports. N/A

Down Remove designated ports from trunk group to available port. |N/A
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Communication Redundancy

Using Communication Redundancy

Setting up Communication Redundancy on your network helps protect critical links against failure, protects
against network loops, and keeps network downtime at a minimum.

The Communication Redundancy function allows the user to set up redundant loops in the network to
provide a backup data transmission route in the event that a cable is inadvertently disconnected or
damaged. This feature is particularly important for industrial applications, since it could take several
minutes to locate the disconnected or severed cable. For example, if the NPort S9000 is used as a key
communications component of a production line, several minutes of downtime could result in a big loss in
production and revenue. The NPort S9000 supports three different protocols to support this communication
redundancy function— Rapid Spanning Tree/ Spanning Tree Protocol (IEEE 802.1W/1D), Turbo
Ring, and Turbo Ring V2.

When configuring a redundant ring, all NPort S9000s on the same ring must be configured to use the same
redundancy protocol. You cannot mix the “Turbo Ring,” “Turbo Ring V2,” and RSTP protocols on the same
ring. The following table lists the key differences between each feature. Use this information to evaluate the
benefits of each, and then determine which features are most suitable for your network.

Turbo Ring V2 Turbo Ring RSTP
Topology Ring Ring Ring, Mesh
Recovery Time < 20 ms < 300 ms Up to 5 sec

NOTE

Most of Moxa’s managed switches now support two proprietary Turbo Ring protocols:

“Turbo Ring” refers to the original version of Moxa’s proprietary redundant ring protocol, which has a
recovery time of under 300 ms.

“Turbo Ring V2" refers to the new generation Turbo Ring, which has a recovery time of under 20 ms.

In this manual, we use the terminology “Turbo Ring” ring and “Turbo Ring V2" ring to differentiate between
rings configured for one or the other of these protocols.

Configuring STP/RSTP

The following figures indicate which Spanning Tree Protocol parameters can be configured. A more detailed
explanation of each parameter follows.
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Communication Redundancy

Settings

Redundancy protocol

RSTF (IEEE 802.1D 2004) v|

Bridge priority
Hello time
Forwarding delay
Max age
Port Enable RSTP Port priority Port cost
1 O [128[~] 200000
2 O [128[~] 200000
3 O 128 ﬂ 200000
4 O [128[~] 200000
5 O 128 ﬂ 200000

Redundancy Protocol

Activate

Setting Description Factory Default
Turbo Ring Select this item to change to the Turbo Ring configuration
page.
Turbo Ring 2 Select this item to change to the Turbo Ring 2 configuration
page.
Turbo Chain Select this item to change to the Turbo Chain configuration
page.
RSTP (IEEE Select this item to change to the RSTP configuration page. default
802.1W/1D)
Bridge priority
Setting Description Factory Default

Numerical value
selected by user

Increase this device’s bridge priority by selecting a lower
number. A device with a higher bridge priority has a greater
chance of being established as the root of the Spanning Tree
topology.

32768

Hello time (sec.)

Setting

Description

Factory Default

Numerical value input
by user

The root of the Spanning Tree topology periodically sends out
a “hello” message to other devices on the network to check if
the topology is healthy. The “hello time” is the amount of
time the root waits between sending hello messages.

2

Forwarding Delay

Setting

Description

Factory Default

Numerical value input
by user

The amount of time (in seconds) this device waits before
checking to see if it should change to a different state.

15

Max. Age (sec.)

Setting

Description

Factory Default

Numerical value input
by user

If this device is not the root, and it has not received a hello
message from the root in an amount of time equal to “Max.
Age,” then this device will reconfigure itself as a root. Once
two or more devices on the network are recognized as a root,
the devices will renegotiate to set up a new Spanning Tree
topology.

20
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Enable RSTP per Port

Setting Description Factory Default
Enable/Disable Select to enable the port as a node on the Spanning Tree Disabled
topology.

NOTE

We suggest not enabling the Spanning Tree Protocol once the port is connected to a device (PLC, RTU, etc.)
as opposed to network equipment. The reason is that it will cause unnecessary negotiation.

Port Priority

Setting Description Factory Default
Numerical value Increase this port’s priority as a node on the Spanning Tree 128

selected by user topology by entering a lower number.

Port Cost

Setting Description Factory Default
Numerical value input |Input a higher cost to indicate that this port is less suitable as | 200000

by user a node for the Spanning Tree topology.

Configuration Limits of STP/RSTP

The Spanning Tree Algorithm places limits on three of the configuration items described previously:
[Eg. 1]: 1 sec = Hello Time = 10 sec

[Eg. 2]: 6 sec = Max. Age = 40 sec

[Eg. 3]: 4 sec = Forwarding Delay = 30 sec

These three variables are further restricted by the following two inequalities:

[Eg. 4]: 2 * (Hello Time + 1 sec) = Max. Age = 2 * (Forwarding Delay - 1 sec)

The NPort S9000’s firmware will alert you immediately if any of these restrictions are violated. For example,
setting

Hello Time = 5 sec, Max. Age = 20 sec, and Forwarding Delay = 4 sec does not violate Egs. 1 through 3,
but does violate Eq. 4, since in this case,

2 * (Hello Time + 1 sec) = 12 sec, and 2 * (Forwarding Delay - 1 sec) = 6 sec.

You can remedy the situation in many ways. One solution is simply to increase the Forwarding Delay value
to at least 11 sec.

HINT: Perform the following steps to avoid guessing:

Step 1: Assign a value to “Hello Time” and then calculate the left most part of Eq. 4 to get the lower limit of
“Max. Age”.

Step 2: Assign a value to “Forwarding Delay” and then calculate the right most part of Eq. 4 to get the
upper limit for “"Max. Age”.

Step 3: Assign a value to “"Forwarding Delay” that satisfies the conditions in Eq. 3 and Eq. 4.

The STP/RSTP Concept

Spanning Tree Protocol (STP) was designed to help reduce link failures in a network and provide protection
from loops. Networks that have a complicated architecture are prone to broadcast storms caused by
unintended loops in the network. The NPort S9000’s STP feature is disabled by default. To be completely
effective, you must enable RSTP/STP on every NPort S9000 connected to your network.
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Rapid Spanning Tree Protocol (RSTP) implements the Spanning Tree Algorithm and Protocol defined by IEEE
Std 802.1w-2001. RSTP provides the following benefits:

e The topology of a bridged network will be determined much more quickly compared to STP.
e RSTP is backward compatible with STP, making it relatively easy to deploy. For example:
> Defaults to sending 802.1D style BPDUs if packets with this format are received.

» STP (802.1D) and RSTP (802.1w) can operate on different ports of the same NPort S9000. This
feature is particularly helpful when the NPort S9000" s ports connect to older equipment, such as
legacy switches.

You get essentially the same functionality with RSTP and STP. To see how the two systems differ, see the
Differences between RSTP and STP section in this chapter.

NOTE

The STP protocol is part of the IEEE Std 802.1D, 1998 Edition bridge specification. The following explanation
uses bridge instead of switch.

What is STP?

STP (802.1D) is a bridge-based system that is used to implement parallel paths for network traffic. STP uses
a loop-detection process to:

e Locate and then disable less efficient paths (i.e., paths that have a lower bandwidth).

e Enable one of the less efficient paths if the most efficient path fails.

LAN 1
Bridge B

Bridge A LAN 2
Bridge C

LAN 3

The figure below shows a network made up of three LANs separated by three bridges. Each segment uses at
most two paths to communicate with the other segments. Since this configuration can give rise to loops, the
network will overload if STP is NOT enabled.

If STP is enabled, it will detect duplicate paths and prevent, or block, one of them from forwarding traffic. In
the following example, STP determined that traffic from LAN segment 2 to LAN segment 1 should flow
through Bridges C and A because this path has a greater bandwidth and is therefore more efficient.
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LAN 1
Bridge B

Bridge A LAN 2
Bridge C

LAN 3

LAN 1
Bridge B

Bridge A LAN 2
Bridge C

LAN 3

What happens if a link failure is detected? As shown in the previous figure, the STP process reconfigures the
network so that traffic from LAN segment 2 flows through Bridge B.

STP will determine which path between each bridged segment is most efficient, and then assigns a specific
reference point on the network. When the most efficient path has been identified, the other paths are
blocked. In the previous three figures, STP first determined that the path through Bridge C was the most
efficient, and as a result, blocked the path through Bridge B. After the failure of Bridge C, STP re-evaluated
the situation and opened the path through Bridge B.

How STP Works

When enabled, STP determines the most appropriate path for traffic through a network. The way it does this
is outlined in the sections below.

STP Required

Before STP can configure the network, the system must satisfy the following requirements:

e Communication between all the bridges. This communication is carried out using Bridge Protocol Data
Units (BPDUs), which are transmitted in packets with a known multicast address.

e FEach bridge must have a Bridge Identifier that specifies which bridge acts as the central reference point,
or Root Bridge, for the STP system—bridges with a lower Bridge Identifier are more likely to be
designated as the Root Bridge. The Bridge Identifier is calculated using the MAC address of the bridge
and a priority defined for the bridge. The default priority of the NPort S9000 is 32768.

e Each port has a cost that specifies the efficiency of each link. The efficiency cost is usually determined by
the bandwidth of the link, with less efficient links assigned a higher cost. The following table shows the
default port costs for a switch:

Port Speed Path Cost 802.1D, 1998 Edition Path Cost 802.1w, 2001
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10 Mbps 100 2,000,000
100 Mbps 19 200,000
1000 Mbps 4 20,000

STP Calculation

The first step of the STP process is to perform calculations. During this stage, each bridge on the network
transmits BPDUs. The following items will be calculated:

e Which bridge should be the Root Bridge. The Root Bridge is the central reference point from which the
network is configured.
e The Root Path Costs for each bridge. This is the cost of the paths from each bridge to the Root Bridge.

e The identity of each bridge’s Root Port. The Root Port is the port on the bridge that connects to the Root
Bridge via the most efficient path. In other words, the port connected to the Root Bridge via the path
with the lowest Root Path Cost. The Root Bridge, however, does not have a Root Port.

e The identity of the Designated Bridge for each LAN segment. The Designated Bridge is the bridge with
the lowest Root Path Cost from that segment. If several bridges have the same Root Path Cost, the one
with the lowest Bridge Identifier becomes the Designated Bridge. Traffic transmitted in the direction of
the Root Bridge will flow through the Designated Bridge. The port on this bridge that connects to the
segment is called the Designated Bridge Port.

STP Configuration

After all the bridges on the network agree on the identity of the Root Bridge, and all other relevant
parameters have been established, each bridge is configured to forward traffic only between its Root Port
and the Designated Bridge Ports for the respective network segments. All other ports are blocked, which
means that they will not be allowed to receive or forward traffic.

STP Reconfiguration

Once the network topology has stabilized, each bridge listens for Hello BPDUs transmitted from the Root
Bridge at regular intervals. If a bridge does not receive a Hello BPDU after a certain interval (the Max Age
time), the bridge assumes that the Root Bridge, or a link between itself and the Root Bridge, has gone
down. This will trigger the bridge to reconfigure the network to account for the change. If you have
configured an SNMP trap destination, the first bridge to detect the change sends out an SNMP trap when the
topology of your network changes.

The Difference between STP and RSTP

RSTP is similar to STP, but includes additional information in the BPDUs that allow each bridge to confirm
that it has taken action to prevent loops from forming when it decides to enable a link to a neighboring
bridge. Adjacent bridges connected via point-to-point links will be able to enable a link without waiting to
ensure that all other bridges in the network have had time to react to the change. The main benefit of RSTP
is that the configuration decision is made locally rather than network-wide, allowing RSTP to carry out
automatic configuration and restore a link faster than STP.
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An STP Example

The LAN shown in the following figure has three segments, with adjacent segments connected using two
possible links. The various STP factors, such as Cost, Root Port, Designated Bridge Port, and Blocked Port
are shown in the figure.

e Bridge A has been selected as the Root Bridge since it was determined to have the lowest Bridge
Identifier on the network.

e Since Bridge A is the Root Bridge, it is also the Designated Bridge for LAN segment 1. Port 1 on Bridge A
is selected as the Designated Bridge Port for LAN Segment 1.

e Ports 1 of Bridges B, C, X, and Y are all Root Ports since they are nearest to the Root Bridge, and
therefore have the most efficient path.

e Bridges B and X offer the same Root Path Cost for LAN segment 2. However, Bridge B was selected as
the Designated Bridge for that segment since it has a lower Bridge Identifier. Port 2 on Bridge B is
selected as the Designated Bridge Port for LAN Segment 2.

e Bridge C is the Designated Bridge for LAN segment 3, because it has the lowest Root Path Cost for LAN
Segment 3:

» The route through Bridges C and B costs 200 (C to B=100, B to A=100)
» The route through Bridges Y and B costs 300 (Y to B=200, B to A=100)Item 3.3
e The Designated Bridge Port for LAN Segment 3 is Port 2 on Bridge C.

Using STP on a Network with Multiple VLANs

IEEE Std 802.1D, 1998 Edition, does not take into account VLANs when calculating STP information—the
calculations only depend on the physical connections. Consequently, some network configurations will result
in VLANs being subdivided into a number of isolated sections by the STP system. You must ensure that
every VLAN configuration on your network takes into account the expected STP topology and alternative
topologies that may result from link failures.

The following figure shows an example of a network that contains VLANs 1 and 2. The VLANs are connected
using the 802.1Q-tagged link between Switch B and Switch C. By default, this link has a port cost of 100
and is automatically blocked because the other Switch-to-Switch connections have a port cost of 36
(18+18). This means that both VLANs are now subdivided—VLAN 1 on Switch units A and B cannot
communicate with VLAN 1 on Switch C, and VLAN 2 on Switch units A and C cannot communicate with VLAN

2 on Switch B.
NPort S9000 A
100BaseTX VLANT 100BaseTX
full-duplex Link: VLAN2 full-duplex Link;
only carries VLAN1 only carries VLAN2

(path cost = 18) (path cost = 18)

NPort S9000 B
Block

NPort S9000 C

802.1Q tagged,
10BaseTx
half-duplex Link
carries VLAN1, 2
(path cost = 100)
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To avoid subdividing VLANS, all inter-switch connections should be made members of all available 802.1Q
VLANSs. This will ensure connectivity at all times. For example, the connections between Switches A and B,
and between Switches A and C should be 802.1Q tagged and carrying VLANs 1 and 2 to ensure connectivity.

See the “Configuring Virtual LANs” section for more information about VLAN Tagging.

The Turbo Ring Concept

Moxa developed the proprietary Turbo Ring protocol to optimize communication redundancy and achieve a
faster recovery time on the network.

The Turbo Ring and Turbo Ring V2 protocols identify one NPort S9000 as the master of the network, and
then automatically block packets from traveling through any of the network’s redundant loops. In the event
that one branch of the ring gets disconnected from the rest of the network, the protocol automatically
readjusts the ring so that the part of the network that was disconnected can reestablish contact with the
rest of the network.

Initial setup of a “"Turbo Ring” or “Turbo Ring V2" ring

1. For each NPort S9000 in the ring, select any two ports as
the redundant ports.

2. Connect redundant ports on neighboring NPort S9000 or
switches to form the redundant ring.

The user does not need to configure any of the NPort S9000 or switches as the master to use Turbo Ring or
Turbo Ring V2. If none of the NPort S9000 switches in the ring is configured as the master, then the
protocol will automatically assign master status to one of the switches. In fact, the master is only used to
identify which segment in the redundant ring acts as the backup path. In the following subsections, we
explain how the redundant path is selected for rings configured for Turbo Ring and Turbo Ring V2.

Determining the Redundant Path of a “"Turbo Ring” Ring
In this case, the redundant segment (i.e., the segment that will be blocked during normal operation) is

determined by the number of NPort S9000 gateways that make up the ring and where the ring master is
located.
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“Turbo Ring” rings with an even number of NPort S9000

Master

If there are 2N NPort S9000 (an even number) in the
“Turbo Ring” ring, then the backup segment is one of the
two segments connected to the (N+1) NPort S9000 (i.e.,
the NPort S9000 unit directly opposite the master).

Master

If there are 2N+1 NPort S9000 (an odd number) in the
“Turbo Ring” ring, with the NPort S9000 and segments
labeled counterclockwise, then segment N+1 will serve as
the backup path.

For the example shown here, N=1, so that N+1=2.

Segment N+1

Determining the Redundant Path of a “"Turbo Ring V2" Ring

Master

For a “Turbo Ring V2" ring, the backup segment is the
segment connected to the second redundant port on the
master.

See Configuring “Turbo Ring V2" in the Configuring “Turbo
Ring” and “Turbo Ring V2" section below.

Ring Coupling Configuration

For some systems, it may not be convenient to connect all devices in the system to create one BIG
redundant ring as some devices could be located in a remote area. For these systems, “Ring Coupling” can
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be used to separate the devices into different smaller redundant rings, but in such a way that they can still
communicate with each other.

ATTENTION

In a VLAN environment, the user must set Redundant Port, Coupling Port, and Coupling Control Port
to join all VLANS, since these ports act as the backbone to transmit all packets of different VLANs to
different NPort S9000 gateways.

Ring Coupling for a “Turbo Ring” Ring

NPort S9000 B NPort S9000 D
Main Path

Coupling
Control Port

Backup Path

Coupling Port

NPort S9000 A: “Coupler” NPort S9000 C

To configure the Ring Coupling function for a “Turbo Ring” ring, select two NPort S9000 devices (e.g.,
Device A and B in the above figure) in the ring, and another two NPort S9000 devivces in the adjacent ring
(e.g., Device C and D).

Decide which two ports in each switch are appropriate to be used as coupling ports, and then link them
together. Next, assign one switch (e.g., Device A) to be the “coupler,” and connect the coupler’s coupling
control port with Device B (for this example).

The coupler switch (i.e., Device A) will monitor Device B through the coupling control port to determine
whether or not the coupling port’s backup path should be recovered.
Ring Coupling for a “Turbo Ring V2" Ring
NPort S9000 B NPort S9000 D
Coupling Port (Primary)
Main Path

Backup Path

Coupling Port (Backup)

NPort S9000 A NPort S9000 C

Note that the ring coupling settings for a “Turbo Ring V2" ring are different from a “Turbo Ring” ring. For
Turbo Ring V2, Ring Coupling is enabled by configuring the Coupling Port (Primary) on Switch B, and the
Coupling Port (Backup) on Switch A only. You do not need to set up a coupling control port, so that a
“Turbo Ring V2" ring does not use a coupling control line.

The Coupling Port (Backup) on Switch A is used for the backup path and connects directly to an extra
network port on Switch C. The Coupling Port (Primary) on Switch B monitors the status of the main path
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and connects directly to an extra network port on Switch D. With ring coupling established, Switch A can
activate the backup path as soon as it detects a problem with the main path.

ATTENTION
Ring Coupling only needs to be enabled on one of the switches serving as the Ring Coupler. The Coupler
must designate different ports as the two Turbo Ring ports and the coupling port.

NOTE You do not need to use the same NPort S9000 unit for both Ring Coupling and Ring Master.

Dual-Ring Configuration (applies only to “"Turbo Ring V2")
The “dual-ring” option provides another ring coupling configuration, in which two adjacent rings share one
switch. This type of configuration is ideal for applications that have inherent cabling difficulties.

Dual-Ring for a "Turbo Ring V2" Ring

Master

Ring A Ring B

Master

Dual-Homing Configuration (applies only to “"Turbo Ring V2")

The “dual-homing” option uses a single Ethernet switch to connect two networks. The primary path is the

operating connection, and the backup path is a backup connection that is activated in the event that the
primary path connection fails.

Dual-Homing for a “"Turbo Ring V2" Ring

Master
Primary
Path

Ring A

Ring B
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Configuring “"Turbo Ring” and “Turbo Ring V2"

Use the Communication Redundancy page to configure the “Turbo Ring” or “Turbo Ring V2.” Note that
configuration pages for these two protocols are different.

Configuring “Turbo Ring”

Communication Redundancy

Settings
Redundancy protocol |Turbu- Ring N
Set as master [l
Redundant ports 1stports
2nd ports
Enable ring coupling |
Coupling port
Coupling control port

NOTE The user does not need to set the master to use Turbo Ring. If no master is set, the Turbo Ring protocol will
assign master status to one of the NPort S9000 in the ring. The master is only used to determine which
segment serves as the backup path.
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Redundancy Protocol

Setting Description Factory Default
Turbo Ring Select this item to change to the Turbo Ring configuration Turbo Ring V2
page.
Turbo Ring V2 Select this item to change to the Turbo Ring V2 configuration
page.
Turbo Chain Select this item to change to the Turbo Chain configuration
page.
RSTP (IEEE Select this item to change to the RSTP configuration page.
802.1W/1D)

Set as Master

Setting Description Factory Default
Enabled Select this NPort S9000 as Master Not checked
Disabled Do not select this NPort S9000 as Master
Redundant Ports
Setting Description Factory Default
1st Port Select any port of the NPort S9000 to be one of the Port 4
redundant ports.
2nd Port Select any port of the NPort S9000 to be one of the Port 5

redundant ports.

Enable Ring Coupling

Setting Description Factory Default
Enable Select this NPort S9000 as Coupler Not checked
Disable Do not select this NPort S9000 as Coupler

Coupling Port

Setting Description Factory Default

Coupling Port Select any port of the NPort S9000 to be the coupling port port 2

Coupling Control Port

Setting Description Factory Default

Coupling Control Port | Select any port of the NPort S9000 to be the coupling control |port 3
port
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Configuring “Turbo Ring V2"

Communication Redundancy

Settings

Redundancy protocol |Turb1} Ring v2 W
Enable ring 1

Set as master |

Redundant ports ist pnrt
2nd purt

Enable ring 2 |
Set as master
Redundant ports 1st port| 2 W
2nd port| 3 W
Enable ring coupling |
Coupling mode Dual Homing b
Primary port 1w
Backup port 1w

NOTE When using the Dual-Ring architecture, users must configure settings for both Ring 1 and Ring 2. In this
case, the status of both rings will appear under Current Status.
NOTE The user does not need to set the master to use Turbo Ring. If no master is set, the Turbo Ring protocol will

assign master status to one of the NPort S9000 in the ring. The master is only used to determine which
segment serves as the backup path.

Redundancy Protocol

Setting Description Factory Default
Turbo Ring Select this item to change to the Turbo Ring configuration RSTP
page.
Turbo Ring V2 Select this item to change to the Turbo Ring V2 configuration
page.
Turbo Chain Select this item to change to the Turbo Chain configuration
page.
RSTP (IEEE Select this item to change to the RSTP configuration page.
802.1W/1D)

Enable Ring 1

Setting Description Factory Default
Enabled Enable the Ring 1 settings Not checked
Disabled Disable the Ring 1 settings

Enable Ring 2%

Setting Description Factory Default
Enabled Enable the Ring 2 settings Not checked
Disabled Disable the Ring 2 settings

*You should enable both Ring 1 and Ring 2 when using the Dual-Ring architecture.
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Set as Master

Setting Description Factory Default
Enabled Select this NPort S9000 as the master Not checked
Disabled Do not select this NPort S9000 as the master
Redundant Ports
Setting Description Factory Default
1st Port Select any port of the NPort S9000 to be one of the Ring 1: port 4
redundant ports. Ring 2: port 5
2nd Port Select any port of the NPort S9000 to be one of the Ring 1: port 2
redundant ports. Ring 2: port 3

Enable Ring Coupling

Setting Description Factory Default
Enable Select this NPort S9000 as Coupler Not checked
Disable Do not select this NPort S9000 as Coupler

Coupling Mode

Setting Description Factory Default
Dual Homing Select this item to change to the Dual Homing configuration Primary Port: port
page 2
Backup Port:  port
3
Ring Coupling Select this item to change to the Ring Coupling (backup) Coupling Port : Port
(backup) configuration page 2
Ring Coupling Select this item to change to the Ring Coupling (primary) Coupling Port : Port
(primary) configuration page 2

Primary/Backup Port

Setting Description Factory Default
Primary Port Select any port of the NPort S9000 to be the primary port. port 2
Backup Port Select any port of the NPort S9000 to be the backup port. port 3

The Turbo Chain Concept

Moxa’s Turbo Chain is an advanced software technology that gives network administrators the flexibility of

constructing any type of redundant network topology. When using the chain concept, you first connect the

Ethernet switches in a chain and then simply link the two ends of the chain to an Ethernet network, as

illustrated in the following figure.

Turbo Chain can be used on industrial networks that have a complex topology. If the industrial network uses

a multiring architecture, Turbo Chain can be used to create flexible and scalable topologies with a fast

media-recovery time.
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Setting up Turbo Chain

Head Port ~ Tail Port
Head O\ B Tail
Member Port

s Member Port

Member Port

1. Select the Head, Tail, and Member switches.

2. Configure one port as the Head port and one port as the Member port in the Head switch; configure one
port as the Tail port and one port as the Member port in the Tail switch; and configure two ports as
Member ports in each of the Member switches.

3. Connect the Head, Tail, and Member switches as shown in the diagram.

The path connecting to the Head port is the main path, and the path connecting to the Tail port is the
backup path of the Turbo Chain. Under normal conditions, packets are transmitted through the Head Port to
the LAN Network. If any Turbo Chain path is disconnected, the Tail Port will be activated to continue packet
transmission.

Configuring “Turbo Chain”

Head Switch Configuration

Communication Redundancy

Settings
Redundancy protocol |Tu rbo Chain w
Role
Head port
Member port

| =
1!!

Activate
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Member Switch Configuration

Communication Redundancy

Settings

Redundancy protocol |Turbu Chain w
Role

1st member port

2nd member port

[ Activate
Tail Switch Configuration
Communication Redundancy

Settings

Redundancy protocol |Turbu Chain w
Role Tail w~
Tail port

Member port

Activate

| =
W !!I

Current Status

Now Active
Shows which communication protocol is in use: Turbo Ring, Turbo Ring V2, RSTP, Turbo Chain or
None.

The “Ports Status” indicators show Forwarding for normal transmission, Blocked if this port is connected
to the Tail port as a backup path and the path is blocked, and Link down if there is no connection.

Settings
Redundancy Protocol
Setting Description Factory Default
Turbo Ring Select this item to change to the Turbo Ring configuration None
page.
Turbo Ring V2 Select this item to change to the Turbo Ring V2 configuration
page.
Turbo Chain Select this item to change to the Turbo Chain configuration
page
RSTP (IEEE Select this item to change to the RSTP configuration page.
802.1W/1D)
None Ring redundancy is not active
Role
Setting Description Factory Default
Head Select this device server as Head Switch Member
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Member Select this device server as Member Switch
Tail Select this device server as Tail Switch
Head Role
Setting Description Factory Default
Head Port Select any port of the device server to be the head port. port 4
Member Port Select any port of the device server to be the member port. port 5
Member Role
Setting Description Factory Default
1st Member port Select any port of the device server to be the 1st member port 4
port
2nd Member port Select any port of the device server to be the 2nd member port 5
port
Tail Role
Setting Description Factory Default
Tail Port Select any port of the device server to be the tail port. port 4
Member Port Select any port of the device server to be the member port. port 5

Bandwidth Management

Using Bandwidth Management

In general, one host should not be allowed to occupy unlimited bandwidth, particularly when the device
malfunctions. For example, so-called “broadcast storms” could be caused by an incorrectly configured
topology, or a malfunctioning device. The NPort S9000 not only prevents broadcast storms, but can also be
configured to a different ingress rate for all packets, giving administrators full control of their limited
bandwidth to prevent undesirable effects caused by unpredictable faults.

Configuring Bandwidth Management

Total Solution for NPort 59000 Series Device Server WWW.MoxXa.com

- NPort 534501-25-SC-HV
- NPort 594501-25-SC-HV_DZHG01945129
- Server Location

-192.168.127.254
- DZHG01945129

- D0:90:E8:94:51:29
- V1.0 Build 16081910

= Model
= Name

m MAC Address
= Firmware

= Location

Bandwidth Management

- Main Menu I Control mode
QOverview
Ingress
- Basic Settings 3 3
_ Serial Seftings Port Policy Priority queue rate
Operation Modes Low Normal Medium High
1 Limit Broadcast ~ &M ~ M M M v
Protocol Setfings ‘ | | ‘ | ‘ | |
2 [ Limit Broadcast v| [am v [aM v [am v [am V]
Serial Parameters
3 [ Limit Broadcast ~| [am v [aM v [am ] [am v]
- Ethernet Settings
4 [Limit Broadcast ~| [8m v [am v [am v [am v
Port Settings
5 [Limit Broadcast v| [am v [eM ] [am v [am V]
Port Trunking
Communication Redundancy Egress
Bandwidth Management
Port Egress
Line-Swap Fast Recovery
Loop Protection 1 Not L!m\ted >
- Ethernet Advanced Settings 2 Not Limited v
3 Not Limited v
- System Management
- 4 Not Limited
- System Menitoring
_ Restart 5 Not Limited v
Logout Activate
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Traffic Rate Limiting Settings

Control mode

Ingress
Port Policy

Limit Broadcast

Limit Broadcast

Limit Broadcast

Limit Broadcast

o L A

Limit Broadcast

Normal -
Priority queue rate
Low Mormal Medium High
v &M hd M - 8N - 8 -
- aM - 8N - M - 8N -
- aM - g - M - M -
- aM - M - M - M -
- aM - M - M - M -

Control Mode

Description

Factory Default

Normal

Set the max. ingress rate limit for different packet types

Port Disable

When the ingress multicast and broadcast packets exceed the
ingress rate limit, the port will be disabled for a certain
period. During this period, all packets from this port will be
discarded.

Normal

Ingress Rate Limit—Normal

Policy

Description

Factory Default

Limit All

Select the ingress rate limit for different packet types

Flooded Unicast

Limit Broadcast, Multicast,

from the following options: Unlimited, 128K, 256K,
512K, 1M, 2M, 4M, 8M

Limit Broadcast, Multicast

Limit Broadcast

Limit Broadcast 8M

Bandwidth Management

Control mode

Port Disable «

Port disable duration (1-65535s) a0

Port
Mot Limited -
4 Mot Limited «
Not Limited

Ingress(fps of multicast and broadcast packets.)

Ingress Rate Limit—Port Disable

second)

following options: Not Limited, 4464, 7441, 14881, 22322,
37203, 52084, 74405

Setting Description Factory Default
Port disable duration When the ingress multicast and broadcast packets exceed the | 30 seconds
(1-65535 seconds) ingress rate limit, the port will be disabled for this period of

time. During this time, all packets from this port will be

discarded.
Ingress (frames per Select the ingress rate (fps) limit for all packets from the Unlimited
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Egress Rate Limit

Egress

Port Egress

1 Mot Limited -

2 Mot Limited -

3 Mot Limited -

4 Mot Limited -

5 Mot Limited -

Setting Description Factory Default

Egress rate (% of max.
throughput)

Select the egress rate limit (% of max. throughput) for all
packets from the following options: Not Limited, 3%, 5%,
10%, 15%, 25%, 35%, 50%, 65%, 85%

Unlimited

Line Swap Fast Recovery

Using Line-Swap-Fast-Recovery

The Line-Swap Fast Recovery function, which is enabled by default, allows the NPort S9000 to return to

normal operation extremely quickly after devices are unplugged and then replugged into different ports. The

recovery time is on the order of a few milliseconds (compare this with standard commercial switches for

which the recovery time could be on the order of several minutes).

Configuring Line-Swap Fast Recovery

To disable the Line-Swap Fast Recovery function, or to reenable the function after it has already been

disabled, access either the Console utility’s Line-Swap recovery page, or the Web Browser interface’s
Line-Swap fast recovery page, as the following figure shows:

M OXA Total Solution for NPort 9000 Series Device Server

u Model - NPort S94501-25-SC-HV

- 192 168 127 254 » MAC Address - 00:90-E8:94 5129
= Name: - NPort 584501-25-5C-HV_DZHG01945129 i . - DZHGO01945129 = Firmware - V1.0 Build 16081910

Www.moxa.com

= Location - Senver Location

Line Swap Fast Recovery

- Main Menu | Enable all ports

Overview
- Basic Seftings
- Serial Settings

Activaie

Enable Line-Swap-Fast Recovery

Setting

Description

Factory Default

Enable/Disable

Select this option to enable the Line-Swap-Fast-Recovery
function

Enable
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Loop Protection

M OXA Total Solution for NPort $9000 Series Device Server WWW.MOoXa.com

= Model - NPort $94501-25-SC-HV - 192.168.127.254 = MAC Address - D0:90:ES:94:51:29
= Name - NPort 594501-25-SC-HV_DZHG01945129 i 3 - DZHGD1945129 = Firmware - V1.0 Build 16081910

= Location - Server Localion

Loop Protection

- Main Menu [ Enable

Overview

- Basic Settings Activate

- Serial Settings

Enable Loop Protection

Setting Description Factory Default
Enable Select the Enable checkbox to enable the loop protection Disable

function.
Disable Deselect the Enable checkbox to disable the loop protection

function.

Ethernet Advanced Settings

Ethernet Traffic Prioritization

Using Traffic Prioritization

The NPort S9000's traffic prioritization capability provides Quality of Service (QoS) to your network by
making data delivery more reliable. You can prioritize traffic on your network to ensure that high-priority
data is transmitted with minimum delay. Traffic can be controlled by a set of rules to obtain the required
Quality of Service for your network. The rules define different types of traffic and specify how each type
should be treated as it passes through the switch. The NPort S9000 can inspect both IEEE 802.1p/1Q layer
2 CoS tags, and even layer 3 TOS information to provide consistent classification of the entire network. The
NPort S9000’s QoS capability improves the performance and determinism of industrial networks for mission-
critical applications.

The Traffic Prioritization Concept

What is Traffic Prioritization?

Traffic prioritization allows you to prioritize data so that time-sensitive and system-critical data can be
transferred smoothly and with minimal delay over a network. The benefits of using traffic prioritization are:

e Improve network performance by controlling a wide variety of traffic and managing congestion.

e Assign priorities to different categories of traffic. For example, set higher priorities for time-critical or
business-critical applications.

e Provide predictable throughput for multimedia applications, such as video conferencing or voice over IP
(VoIP), and minimize traffic delay and jitter.

e Improve network performance as the amount of traffic grows. This will save costs by reducing the need
to keep adding bandwidth to the network.
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How Traffic Prioritization Works

Traffic prioritization uses the four traffic queues that are present in your NPort S9000 to ensure that high-
priority traffic is forwarded on a different queue from lower priority traffic. This is what provides Quality of
Service (QoS) to your network.

NPort S9000 traffic prioritization depends on two industry-standard methods:

e IEEE 802.1D—a layer 2 marking scheme.

o Differentiated Services (DiffServ)—a layer 3 marking scheme.

IEEE 802.1D Traffic Marking

The IEEE Std 802.1D, 1998 Edition marking scheme, which is an enhancement to IEEE Std 802.1D, enables
Quality of Service on the LAN. Traffic service levels are defined in the IEEE 802.1Q 4-byte tag, which is used
to carry VLAN identification as well as IEEE 802.1p priority information. The 4-byte tag immediately follows

the destination MAC address and Source MAC address.

The IEEE Std 802.1D, 1998 Edition priority marking scheme assigns an IEEE 802.1p priority level between 0
and 7 to each frame. This determines the level of service that that type of traffic should receive. Refer to
the table below for an example of how different traffic types can be mapped to the eight IEEE 802.1p
priority levels.

IEEE 802.1p Priority Level IEEE 802.1D Traffic Type

0 Best Effort (default)

1 Background

2 Standard (spare)

3 Excellent Effort (business critical)

4 Controlled Load (streaming multimedia)

5 Video (interactive media); less than 100 milliseconds of latency and
jitter

6 Voice (interactive voice); less than 10 milliseconds of latency and jitter

7 Network Control Reserved traffic

Even though the IEEE 802.1D standard is the most widely used prioritization scheme in the LAN
environment, it still has some restrictions:

e It requires an additional 4-byte tag in the frame, which is normally optional in Ethernet networks.
Without this tag, the scheme cannot work.

e The tag is part of the IEEE 802.1Q header, so to implement QoS at layer 2, the entire network must
implement IEEE 802.1Q VLAN tagging.

It is only supported on a LAN and not routed across WAN links, since the IEEE 802.1Q tags are removed
when the packets pass through a router.

Differentiated Services (DiffServ) Traffic Marking

DiffServ is a Layer 3 marking scheme that uses the DiffServ Code Point (DSCP) field in the IP header to
store the packet priority information. DSCP is an advanced intelligent method of traffic marking as you can
choose how your network prioritizes different types of traffic. DSCP uses 64 values that map to user-defined
service levels, allowing you to establish more control over network traffic.

Advantages of DiffServ over IEEE 802.1D are:

e Configure how you want your switch to treat selected applications and types of traffic by assigning
various