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Up to 10 years
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Moxa Industrial Linux

Full Support Maintenance LTS Period
- New features - Bug and security fixes - Bug and security vulnerability fixes
- Bug and security

fixes
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Failover Between Profiles
(e.g., SIM)

Create multiple profiles for a network interface and MCM will
automatically failover according to the profile priority settings

Failover/Failback Between Interfaces

(e.g., Wi-Fi, Cellular)

Configure multiple backup interfaces (Ethernet, Wi-Fi, and
cellular) and MCM will automatically failover according to
the interface priority settings when there is a connection
issue and failback after the connection is restored.
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Merged Layer
« View by user which merges
lower and upper layer

Upper Layer »

« Files that are new created or
modified are saved here Power outage File corruption found Auto-fix corruption

in the upper layer during bootup

Read & write
filesystem
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Read-only e
filesystem \/

Lower Layer
« Default out-of-the-factory files
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Secure Advanced Packaging Tool (APT) Moxa Software Updater (MSU)
_® Moxa APT
|=| Package source list signed by Repository
. Moxa private key

Online MIL Update Pack
* Release note
¢ Package list & version difference

1 €D Auto recovery if update fails

MSU
Moxa SW Updater

H T €D Auto recovery if update fails

Offline MIL Update Pack

* Release note
* Package list & version difference

Moxa Repository

Debian Repository

Moxa Computer = Package source list signed by i
. Debian private key Moxa Computer

Mg

Security Functions

Hardware-based Security TPM 2.0, Hardware Root of Trust Secure Boot

Intrusion Detection Host-based Intrusion Detection

Security Tools Security Diagnostic Tool, Security Event Auditing, Secure Update
Disk Protection LUKS Disk Encryption

Recovery

One-step recovery to the last known secure state, Dual-system design with automatic
failback

Reliability Network Keep Alive, Network Failover and Failback
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Supported Devices
Moxa Industrial Linux 1 (supported until Dec 2027)

Moxa Industrial Linux 3 (supported until Dec 2031)

Moxa Industrial Linux 4 (supported until Aug 2035)
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HW Rev. 1.0.0 and later:

- UC-2100 Series

- UC-3100 Series

- UC-5100 Series

- UC-8100A-ME-T Series

- UC-8200 Series

- UC-8540/8580 Series (download MIL1 image from the product page)
HW Rev. 2.1.0 and later:

- UC-8410A Series (download MIL1 image from the product page)
HW Rev. 3.0.0 and later:

- UC-8100 Series

- UC-8100-ME-T Series

UC-1200A/2200A Series (HW Rev. 1.0.0 and later):
- Preinstalled with MIL3 Standard

- Order MIL3 Secure via the UC-1200A (CTO) or UC-2200A (CTO) model
UC-3400A Series (HW Rev. 1.0.0 and later):

- Preinstalled with MIL3 Standard

- Order MIL3 Secure via the UC-3400A (CTO) model
UC-4400A Series (HW Rev. 1.0.0 and later):

- Preinstalled with MIL3 Standard

- Order MIL3 Secure via the UC-4400A (CTO) model
UC-8200 Series (HW Rev. 2.0.0 and later):

- Order MIL3 Secure via the UC-8200 (CTO) model
V1200 Series (HW Rev. 1.0.0 and later):

- Preinstalled with MIL3 Secure

V3200 Series (HW Rev. 1.0.0 and later):

- Order MIL3 Secure via the V3210 (CTO) model
V3400 Series (HW Rev. 1.0.0 and later):

- Order MIL3 Secure via the V3400 (CTO) model

UC-1200A/2200A Series (HW Rev. 1.0.0 and later):

- Preinstalled with MIL3 Standard

- Order MIL4 Standard/Secure via the UC-1200A (CTO) or UC-2200A (CTO) model
UC-3400A Series (HW Rev. 1.0.0 and later):

- Preinstalled with MIL3 Standard

- Order MIL4 Standard/Secure via the UC-3400A (CTO) model
UC-4400A Series (HW Rev. 1.0.0 and later):

- Preinstalled with MIL3 Standard

- Order MIL4 Standard/Secure via the UC-4400A (CTO) model
UC-8600A Series (HW Rev. 1.0.0 and later):

- Preinstalled with MIL4 Standard

- Order MIL4 Secure via the UC-8600A (CTO) model
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