EDR-G90041)—X

2¥HEY MA+2FXFHE Y MR/SFPOYVRR— FEERAEFaTIL—5—

e R

AR—MEHEY bA—IA VT T 741470 4—IL/NAT/VPN/IL—& —
« 2T LOTEEMR LD T-HDGen3 LAN/NA /YR

T NTUY IRy b T—=0%NLIETaT7ILWANRRA VA2 —T 11—

- BETL— FOBRABL/EM S X T L(IPS/IDS)

« MXsecurityEEBY 7 h Iz 7 TCOTEFa) 7 ZHEL
<VPNIZ K BRERVE—RT IR MVRIL

cTA—=TNTY A VAR 3 V(DP) T /O —%2FERLTEEXEZOL
ANTF—2%ZRKRE

XY RT—=UF7 L IEH(NAT) 2 fER LIc@B ARy FT—URE
« IEC 62443-4-2IC R L =t F 27 T — H THE
< -A0~T5°COBEREER (-TETIL)

Hafa s

EDR-G9004> ) —XiF. 7740 74— JL/NAT/NPNMBEZ B R cREICRESNEERATILFR— X2 7I—4—DEY FTT, Ch
S5DTNA RF. BEERUE—MIBEELRBERRY FT7—JIEHB33 1Ry hR=IOF7 TV —2 3 VAFICKRFINTVWET, Ch
S50EFaTI—2—F BATTVT— 3V OEEM. RKROHEKLES X7 L. BRSELUVART TV r—2 3 Y O5EEI#EY X7
L. T70 ) —F—bX—=>3DPLC/SCADASL R T LY, BEERYAN-—BEZFRETZHOLF2 VT ERERMHLET. T5
IC. IPS/IDS% BN L 72EDR-GY0042 1) —Xid. BEIRML - BilEMEEZ MR . EERI VI SZYAN—tEFaU T+ REBHSTSICHRETS
EERARERT 717U+ —ILTY,

RESYIN—tF2U T HETERDHZERD S5 FHH

EDR-G9004> ) —XDIEHAAT 7 A T I #—Iid. RIS —I—ILZERALTERTIZY —YHEORY FT—0 3T v O %HI#IL.
ZY bT=TFT RLZAEENATICE > TRERY FT— I AR MIEBRET IV EINSRELET, TSI REATSAR—bxRy
= (VPN)#EEIZ. NTV Y IAYE—RY bDBTFAR—bRY FT—JICTIERTREEIIC. A—HF—ICRLBBE U RILER
HLEY, EDR-G004> U —XiF. OTEEZ T A N—KENSHRETZHIC. TETFLOTEAEO7ORINDORY ET—T N7y D
T—EDERETETA—TNTY h AV ZARTT 3V (DP)EYR—FLTVET,

A—H—TLYRIV—BAVA—T - V1 v IRETHRELZHRIL

EDR-G9004> ) — XDty b7y IO —REFERATZ L. A—F—dHTH3DDFIETDMZR— rEBRICEZY b7y L. BREBRRY
FT—ONY T 77—V —EERTEET, IBIC. AT T I MM-RDT 71T 04— ILEBEEEICKD, TV ZF7IFIPPRLREYT
XY bh XY NT—=OH—EXR BEERT7 VT3 Y —ER LUV —-EBROH—ERIIHTEZI T 71T Ix—=INTaILRZIVT
HEBICERESUHSTES LSICADET,

HREFDBR VR Y T — R ZRIET BEET L — F DK

EDR-G9004> 1) =X DEBEHR/N—R I T T7ICLD. INSDEFaT7IL—2—IBEERELRIBEICRETY, LEFEEEETILIIERDIRT
P-40~T5°COMIRABEE THRRICHET LS ICHBEINTUVE T, T5IC. EDR-G9004> 1) —XId. WAN. LAY —3REXHZX L.
BELUGen3 LANNA INZZHR—F L. Ry hT—IhBICESE SN REE#ISTI3LSICLED,

1&?’.5/\"‘y9:5ﬁﬁﬁ<‘_’.‘f‘/7_-1)¢)1~/ hﬁ%lﬁfﬁ%ﬁ

OT7FUr—23>ThR NyFEBERTBZLDICORTLZY vy MUY LTREZHRIT 2RESBVD. Ny FERIZOTRIETI
AL LTARIBREL B> TVEY, RENYFERTY /O -3 BHSELURNOMBEEEZERT S IcLD. BEFEO/NY FEE

www.moxa.com/jp




TOLREZHRTIDICKILIEE T, I5IC. EDR-GI004IE. NZ—2R—2D&EZFER L TRHOREZH#NLTIOv I L. H1N—F&
BICK T BN A REZRTTE 0 TUI LY MMPSHREZHEA TVWET,

MX-ROSIZBARTBH A N—tEFa VT DERICHLLET

Moxa®MX-ROS (https://www.moxa.com/en/spotlight/portfolio/mx-ros/index)ld. BEERAtEF a1 VT IL—2ELVT 717U +—ILEIT
DYTRITTTISYRTA—LTT, TDFTv bTx—LiF. BRIESINIWebELVCLIA > FZ—T 1 —XEZELT. EFa7IIL—4—
DBRERLF 2V T I —TL YR —RIEEEHR— b LET, MX-ROST /N Rid. IEC 62443-4-2FEHLL TWB T THRL, U

V—RTEIIN—RIIT7EV T bU 72 FREY ZRMOEREMNGERRM(OT)RY T — 0 EEKEE

Tk
Input/Output Interface

Alarm Contact Channels
Buttons

Digital Input Channels

Ethernet Interface
10/100/1000BaseT(X) Ports (RJ45 connector)

Combo Ports (10/100/1000BaseT(X) or
1000BaseSFP)

DMz

Standards

Ethernet Software Features

Management

Routing Throughput
Routing Table
Concurrent Connections
Connections Per Second
Routing Redundancy

Security

Time Management

Resistive load: 1 A @ 24 VDC
Reset button

+13 to +30 V for state 1
-30 to +3 V for state 0
Max. input current: 8 mA

2 (with Gen3 LAN Bypass)

2

Supports DMZ port

IEEE 802.3 for 10BaseT

IEEE 802.3u for 100BaseT(X)

IEEE 802.3ab for 1000BaseT(X)

IEEE 802.3z for 1000BaseSX/LX/LHX/ZX
IEEE 802.3x for flow control

IEEE 802.1X for authentication

Back Pressure Flow Control
DDNS

DHCP Server/Client

Web Console (HTTP/HTTPS)
LLDP

SNMPv1/v2c/v3

Telnet

TFTP

HTTPS

SSH

Max. 350K packets per second / 2 Gbps (based on RFC 2544)

Max. 4K routing rules

Max. 400K (based on RFC 3511)
Max. 20K (based on RFC 3511)
VRRP

Secure Boot

IPsec

L2TP (server)
RADIUS

TACACS+

Trust access control

NTP Server/Client
SNTP

ERICRHMLET,
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Multicast Routing Static Route

Unicast Routing OSPF
RIPV1/V2
Static Route

LED Interface
LED Indicators PWR1, PWR2, STATE, BYPASS, WAN/DMZ, VRRP/HA, VPN, USB

DoS and DDoS Protection

Technology ARP-Flood
FIN Scan
ICMP Flood
TCP Sessions Without SYN
NMAP-ID Scan
NMAP-Xmas Scan
Null Scan
SYN/FIN Scan
SYN/RST Scan
SYN-Flood
Xmas Scan

Firewall

Filter DDoS
Ethernet protocols
ICMP
IP address
MAC address
Ports

Stateful Inspection Router firewall
Transparent (bridge) firewall

Deep Packet Inspection Modbus TCP
Modbus UDP
DNP3
IEC 60870-5-104
IEC 61850 MMS
EtherNet/IP
Omron FINS
Siemens S7 Comm.
Additional protocols will be supported through future firmware updates.

Intrusion Prevention System Requires an additional license.

Throughput Firewall:
Max. 350K packets per second / 2 Gbps (based on RFC 2544)

IPS:
Max. 200K packets per second / 2 Gbps (based on RFC 2544)

IPsec VPN

Authentication MD5 and SHA (SHA-256)
RSA (key size: 1024-bit, 2048-bit)
X.509 v3 certificate

Concurrent VPN Tunnels Max. 250 IPsec VPN tunnels

Encryption DES
3DES
AES-128
AES-192
AES-256
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Protocols IPsec
L2TP (server)
PPTP (client)

Throughput Conditions: AES-256, SHA-256
Max. 100K packets per second / 800 Mbps (based on RFC 2544)

NAT

Features 1-to-1
N-to-1
NAT loopback
Port forwarding

Real-Time Firewall / VPN Event Log

Event Type Firewall event
VPN event

Media Local storage
SNMP Trap

Syslog server

Serial Interface
Console Port RS-232 (TxD, RxD, GND), 3-pin (115200, n, 8, 1)

Connector USB Type-C

Power Parameters

Connection Removable terminal block
Input Voltage 12/24/48 VDC, redundant dual inputs
Operating Voltage 9.6 to 60 VDC
Input Current 1.01A@12VDC
0.51 A @24VDC
0.27 A @ 48 VDC
Reverse Polarity Protection Supported

Physical Characteristics

Housing Metal

Dimensions 45x135x 105 mm (1.77 x 5.31 x4.13in)
Weight 800 g (1.76 Ib)

Installation DIN-rail mounting

Wall mounting (with optional kit)

Environmental Limits

Operating Temperature Standard Models: -10 to 60°C (14 to 140°F)
Wide Temp. Models: -40 to 75°C (-40 to 167°F)

Storage Temperature (package included) -40 to 85°C (-40 to 185°F)

Ambient Relative Humidity 5 to 95% (non-condensing)

Standards and Certifications

Safety IEC 62368-1
UL 62368-1
EMC EN 55032/35
EMI CISPR 32, FCC Part 15B Class A
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EMS

Railway
Shock
Freefall

Vibration

MTBF

Time
Standards

Warranty
Warranty Period

Details

Package Contents

Device
Cable

Documentation

Note

&
DINL—JLRY> b

B mm ((1>F)

DIN_RALL_CENTER

IEC 61000-4-2 ESD: Contact: 8 kV; Air: 15 kV
IEC 61000-4-3 RS: 80 MHz to 1 GHz: 20 V/m
IEC 61000-4-4 EFT: Power: 4 kV; Signal: 4 kV
IEC 61000-4-5 Surge: Power: 2 kV; Signal: 4 kV
IEC 61000-4-6 CS: 10 V

IEC 61000-4-8 PFMF

EN 50121-4
IEC 60068-2-27
IEC 60068-2-32

IEC 60068-2-6

1,876,185 hrs

Telcordia (Bellcore), GB

5years

See www.moxa.com/jp/warranty

1 x EDR-G9004 Series secure router
1 x DB9 female to USB Type-C

1 x quick installation guide
1 x warranty card

SFP modules need to be purchased separately for use with this product.
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EDR-G9004-VPN-

10/100/
10/100
10005/'ase'/r(X) 1000BaseT(X) Conformal Operating
Model Name Ports (RJ45 or Firewall NAT VPN Input Voltage Coatin Tem
1000BaseSFP 8 P:
Connector) Combo Ports
P P

2MGTXSFP 2 2 P 12/24/48 VDC - -10 to 60°C
552$>?£€::¥ P 2 2 P P P 12/24/48 VDC - 40 to 75°C
e e 2 2 P P P 12/24/48 VDC P 10 to 60°C
S 2 2 P P P 12/24/48 VDC P -40 to 75°C

2MGTXSFP-CT-T

7o — (BI5E)
Storage Kits

ABC-02-USB Configuration backup and restoration tool, firmware upgrade, and log file storage tool for managed
Ethernet switches and routers, 0 to 60°C operating temperature

ABC-02-USB-T Configuration backup and restoration tool, firmware upgrade, and log file storage tool for managed
Ethernet switches and routers, -40 to 75°C operating temperature

SFP Modules

SFP-1G10ALC WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 10 km transmission; TX
1310 nm, RX 1550 nm, 0 to 60°C operating temperature

SFP-1G10ALC-T WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 10 km transmission; TX
1310 nm, RX 1550 nm, -40 to 85°C operating temperature

SFP-1G10BLC WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 10 km transmission; TX
1550 nm, RX 1310 nm, 0 to 60°C operating temperature

www.moxa.com/jp




SFP-1G10BLC-T

SFP-1G20ALC

SFP-1G20ALC-T

SFP-1G20BLC

SFP-1G20BLC-T

SFP-1G40ALC

SFP-1G40ALC-T

SFP-1G40BLC

SFP-1G40BLC-T

SFP-1GEZXLC

SFP-1GEZXLC-120

SFP-1GLHLC

SFP-1GLHLC-T

SFP-1GLHXLC

SFP-1GLHXLC-T

SFP-1GLSXLC

SFP-1GLSXLC-T

SFP-1GLXLC

SFP-1GLXLC-T

SFP-1GSXLC

SFP-1GSXLC-T

SFP-1GZXLC

SFP-1GZXLC-T

SFP-1GTXRJ45-T

Wall-Mounting Kits

WK-40-01

Software

WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 10 km transmission; TX
1550 nm, RX 1310 nm, -40 to 85°C operating temperature

WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 20 km transmission; TX
1310 nm, RX 1550 nm, 0 to 60°C operating temperature

WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 20 km transmission; TX
1310 nm, RX 1550 nm, -40 to 85°C operating temperature

WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 20 km transmission; TX
1550 nm, RX 1310 nm, 0 to 60°C operating temperature

WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 20 km transmission; TX
1550 nm, RX 1310 nm, -40 to 85°C operating temperature

WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 40 km transmission; TX
1310 nm, RX 1550 nm, 0 to 60°C operating temperature

WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 40 km transmission; TX
1310 nm, RX 1550 nm, -40 to 85°C operating temperature

WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 40 km transmission; TX
1550 nm, RX 1310 nm, 0 to 60°C operating temperature

WDM-type (BiDi) SFP module with 1 1000BaseSFP port with LC connector for 40 km transmission; TX
1550 nm, RX 1310 nm, -40 to 85°C operating temperature

SFP module with 1 1000BaseEZX port with LC connector for 110 km transmission, 0 to 60°C
operating temperature

SFP module with 1 1000BaseEZX port with LC connector for 120 km transmission, 0 to 60°C
operating temperature

SFP module with 1 1000BaselLH port with LC connector for 30 km transmission, 0 to 60°C operating
temperature

SFP module with 1 1000BaseLH port with LC connector for 30 km transmission, -40 to 85°C
operating temperature

SFP module with 1 1000BaseLHX port with LC connector for 40 km transmission, 0 to 60°C operating
temperature

SFP module with 1 1000BaseLHX port with LC connector for 40 km transmission, -40 to 85°C
operating temperature

SFP module with 1 1000BaseLSX port with LC connector for 1km/2km transmission, 0 to 60°C
operating temperature

SFP module with 1 1000BaseLSX port with LC connector for 1km/2km transmission, -40 to 85°C
operating temperature

SFP module with 1 1000BaseLX port with LC connector for 10 km transmission, 0 to 60°C operating
temperature

SFP module with 1 1000BaselLX port with LC connector for 10 km transmission, -40 to 85°C
operating temperature

SFP module with 1 1000BaseSX port with LC connector for 300m/550m transmission, 0 to 60°C
operating temperature

SFP module with 1 1000BaseSX port with LC connector for 300m/550m transmission, -40 to 85°C
operating temperature

SFP module with 1 1000BaseZX port with LC connector for 80 km transmission, 0 to 60°C operating
temperature

SFP module with 1 1000BaseZX port with LC connector for 80 km transmission, -40 to 85°C
operating temperature

SFP module with 1 1000BaseT port with RJ45 connector for 100 m transmission, -40 to 75°C
operating temperature

Wall-mounting kit, 2 plates, 6 screws, 40 x 58 x 2 mm

LIC-MXsecurity-NEW-XN-SR MXsecurity perpetual node license with customizable node quantity (minimum 1 node)

LIC-IPS-MXsecurity-NEW-1Y-XN-SR 1-year IPS license for MXsecurity with customizable node quantity (minimum 1 node)
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LIC-IPS-MXsecurity-NEW-XM-XN- IPS license for MXsecurity with customizable duration and node quantity (minimum 1 month,

DMR minimum 1 node)

LIC-IPS-MXsecurity-RENEW-1Y-XN- 1-year IPS renewal license for MXsecurity with customizable node quantity (minimum 1 node)
SR

LIC-IPS-MXsecurity-RENEW-XM-XN- IPS renewal license for MXsecurity with customizable duration and node quantity (minimum 1
DMR month, minimum 1 node)

LIC-IPS-MXsecurity-ADD-1Q-XN-SR 3-month IPS add-on license for MXsecurity with customizable node quantity (minimum 1 node)

LIC-IPS-MXsecurity-ADD-2Q-XN-SR 6-month IPS add-on license for MXsecurity with customizable node quantity (minimum 1 node)
LIC-IPS-MXsecurity-ADD-3Q-XN-SR 9-month IPS add-on license for MXsecurity with customizable node quantity (minimum 1 node)
LIC-IPS-MXsecurity-ADD-4Q-XN-SR 1-year IPS add-on license for MXsecurity with customizable node quantity (minimum 1 node)

LIC-IPS-MXsecurity-ADD-XM-XN-DMR  IPS add-on license for MXsecurity with customizable duration and node quantity (minimum 1
month, minimum 1 node)

LIC-IPS-DEVICE-NEW-1Y-1N-MR 1-year device-based IPS license
LIC-IPS-DEVICE-RENEW-1Y-1N-MR 1-year device-based IPS renewal license

© Moxa Inc. All rights reserved.20244E 7823 HE#.
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