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1. Introduction

MXview One Central Manager (MXview One CM) is a centralized monitoring and managing platform, which
provides insights for administrators to effectively manage multiple MXview One local sites. MXview One CM
is used to centrally manage multiple MXview One instances. MXview One CM collects and aggregates the
status and information of each managed MXview One Site to enable at-a-glance monitoring of your entire
MXview One network. As a centralized management platform, MXview One CM features dedicated functions
for administrators to monitor and manage remote MXview One sites easily and efficiently.

Key Features

Dashboard

The Dashboard view shows summary information about the status of your MXview One sites and events.

Map View and Remote Access
MXview One CM features an interactive map view to quickly locate sites. If a site is showing a warning or

critical status, you can easily identify and remotely access the affected MXview One site from the map view
to investigate the issue.

Group Management

You can create groups to easily manage different sites depending on the scale and structure of your
network. Each group can have user-configured accounts with the corresponding privileges necessary to
manage or monitor the group, depending on your requirements.

License Management

MXview One CM supports a complete license manager to allocate a variety of different licenses including
site, node, and Power and Wireless add-on licenses.

Event and Notifications

MXview One CM keeps a complete record of event logs occurring on devices managed by MXview One sites
for monitoring and troubleshooting purposes. Users can configure which events are recorded and how
notifications are sent.
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System Requirements

The computer that MXview One CM is installed on must satisfy the following system requirements:

CPU (virtual cores) 4

Processors Quad-core CPU

RAM 8 GB or higher

Hard Disk Space 1 TB SSD or higher

Virtual Machines VM Workstation 14 or above
Chrome: Version 76 or above

Client Browser Requirements Firefox: Version 69 or above
Microsoft Edge: Version 79 or above
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2. Installation and Uninstallation

Installation Procedure

Download and install VMware Workstation.

2. Visit the MXview One Central Manager product webpage on the Moxa website and download the
MXview One Central Manger VM (.ova) from the Resource section.

3. Open VMware Workstation, click Player > File > Open and navigate to the MXview One Central
Manager VM .ova file. The Import Virtual Machine screen will appear.

VMware Workstation 17 Player (Non-commercial use only) o
Player = {a)
File » [ New Virtual Machine... Ctrl+N
L_Open_ cul:0 b Workstation

Download Virtual Appliance
Preferences...
Create a New Virtual Machine

I, Full Screen Ctrl+Alt+Enter [ | I Create a new virtual machine, which will then be added to the
’ top of your library.

Help 3
Open a Virtual Machine

=
il D Open an existing virtual machine, which will then be added to

the top of your lbrary.

G Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more,

Help
View online help.

This produd is not licensed and ks authorized for non-
commerdal use only. For commerdal use, purchase a license.
Buy now

<\..‘
b9

4. Specify a name for the new virtual machine and click Import.

Import Virtual Machine X
Store the new Virtual Machine
Provide a name and local storage path for the new

virtual machine.

Name for the new virtual machine:

test

Storage path for the new virtual machine:
-C:\Users\NikkiYC_Hung\Documents\VirtuaI Machil Browse...

MXview One Central Manager 1.0.0 User Manual 8



5. When finished importing, the new virtual machine will be displayed in the list.

VMware Workstation 17 Player (NMon-commercial use only) a

Player = u

(L]

Welcome to VMware Workstation
I 17 Player

| - Create a New Virtual Machine
-

Create a new virtual machine, which will then be added to the
top of your library.

B‘! Open a Virtual Machine
rD Open an edsting virtual machine, which will then be added to

the top of your library.

Upgrade to VMware Workstation Pro
Get advanced features such as snapshots, virtual network
management, and more
@ Help

View online help.

-

S

This product is not licensed and is authorized for non-
commerdal use only. For commerdal use, purchase a license.
Buy now,

Uninstallation

1. Open VMware Workstation.
2. Right-click the virtual machine and click Delete from Disk.

VMware Workstation 17 Player (Mon-commercial use only) - o ®

Player + P = o,

_ Power On

Settings...

Rename...

Remove from the Libra
Delete from Disk

Virtual Machine Name:
test

State: Powered Off
0S: Ubuntu 64-bit
Version: ion 15.x virtual
RAM: 2GB

» Play virtual machine

E“ Edit virtual machine settings

3. A warning window will appear. Click Yes to delete the virtual machine.

VMware Workstation 17 Player X

Warning! This action is irreversible!

Are you sure you want to delete the virtual machine
"C:\Users\NikkiYC_Hung\Documents\Virtual
Machines\test\test.vymx" permanently?

Yes No
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3. Getting Started

MXview One Central Manager CLI Operations

Logging In to the CLI

1. Open VMware Workstation.
2. Select the virtual machine from the list and click Power on.

VMware Workstation 17 Player (Non-commercial use only) -
=1
Player = E' {8,
@ Home —— |

Virtual Machine Name:
test

State: Powered Off
05: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2 GB

’ Play virtual machine

I:T Edit virtual machine settings

3. When prompted, log in using the default username and password:

Username: admin
Password: moxa

4. After successfully logging in, a reminder will notify you to change the default password for security
reasons.

MXview One Central Manager 1.0.0 User Manual 10



Commands Overview

To view a list of commands for the current configuration mode, enter the help or ? command. An overview
of all usable commands with a description will appear. For more detailed information about each command,
refer to the relevant sections in this manual.

Command Description

extend hdd Use available space to expand the disk size.

Download a database backup file (.zip) from an SFTP server or external
storage device.

Download a map file (.zip) from an SFTP server or external storage
device.

ping [ip] Ping the host.

Compress and upload all database backup files to an SFTP server or
external storage device.

Compress and upload all event logs to an SFTP server or external
storage device.

remove maps Remove all map files.

restart host Reboot the host.

Set or show the event log retention period (in days). The default is 90
days. If set to 0, event logs are never deleted.

get backups [sftp_url]/[local_url]

get maps [sftp_url]/[local_url]

put backups [sftp_url]/[local_url]

put logs [sftp_url]/[local_url]

rotate [days]/[show]

set ip dhcp Assign an IPv4 IP address via DHCP.
set ip [CIDR] [gateway] [dns] Set a static IP address.

set timezone [timezone] Set the time zone.

show exp Show all external storage.

show ip/domain name Show the system IP address.

show process Show system statistics.

show time Show the system time settings.
shutdown host Shut down the host.

exit Terminate the SSH session.
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Expanding the VM Disk Size

If necessary, use the extend hdd command to increase the disk size of the virtual machine.
1. Open VMware Workstation.

2. Right-click the virtual machine from the list and click Settings.
The Virtual Machine Settings screen will appear.
Wiware Workstation 17 Player (Non-commercial use only) - o
Player v P ~ :Ij:
ﬁ Home
|___settings..
Rename...
Remaove from the Library
Delete from Disk
Virtual Machine Name:
test
State: Powered Off
05: Uburtu &4-bit
Version: Woerkstation 15.x virtual machine
RAM: 2GB
’- Play virtual machins
[T Edit virtual machine settings
3.

In the Hardware tab, click Hard Disk (SCSI), then click Expand in the Disk utilities section. The
Expand Disk Capacity screen will appear.

Virtual Machine Settings

*
Hardware Options
Device Surmary Disk file
E=IMemory 2GB C:y \ -_Hung\Dx fhesst -clisk 1. vk
Capadty
OOV 2 00E) 'U“ 9 ”":"M ::"': Current size: 3.8 GB
2 Dy { Ising unknown e 5 :
FE Network: Adapher NAT 5""_"" T ’_“‘3 b
[] us Controller Present Maodmanm sive; 64 GB
e Auto detect
phay o Disk information
Disk space ks not preallocated for this hard disk
Hard disk contents are stored in a single file.
Disk utilities
Defragment files and consolidate free space. Defragment
Expd ik apocty.
Compact disk to reclaim unused space. Compact
Advanced...
Add. Remove
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4. Modify the Maximum disk size setting and click Expand.
Expand Disk Capacity X
Specify the maximum size for the virtual disk:

Maximum disk size (GB): 70 2

-

o Expand increases only the size of a virtual disk. Sizes of
partitions and file systems are not affected.

5. When finished, a notice window will appear. Click OK to close this window.

VMware Workstation 17 Player X

@B The disk was successfully expanded. You must
L J repartition the disk and expand the file systems
from within the guest operating system.

6. In the Virtual Machine Settings section, click OK to close this window.

Wirtual Machine Settings

X
Hardware Options

Device Summany Disk file

ESMemary 2GB C:\L Mact disk1 vmdk

L. Processors 4

2008 Capacity
ﬂ’f"g ”"ﬂw"‘ b.ka: Current size: 3.8 GB
ISing unknown backen & b

= Bridged (Automatic) ST 60

] usB Controller Present Madmum size: 70 GB

Cbisplay Auto detect R —
Disk space is not preallocated for this hard disk.
Hard disk contents are stored in a single file.

Disk utilities
Defragment files and consolidate free space. Defragment
Fxpond sk apory.
Compact disk to reclaim unused space. Compact
Advanced.
Add. Remove
[
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7. Select the virtual machine from the list and click Power on.

VMware Workstation 17 Player (Non-commercial use only) - o
=1
Player = E- {m},
@ Home —— |

Virtual Machine Name:
test

State: Powered Off
05: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2 GB

’ Play virtual machine

I:T Edit virtual machine settings

8. When prompted, log in using your login credentials, or use the default username and password:

Username: admin
Password: moxa

9. Enter the extend hdd command. The CLI will display a message confirming the disk size has been
increased.

~1=4198400 old:

Downloading a Database Backup File

A backup of the database in ZIP format can be downloaded from either an SFTP or from an external storage
device. Refer to the relevant sections below.

/Q

NOTE

The database backup files must be uploaded to an SFTP server or stored on an external storage device
before they can be downloaded.

MXview One Central Manager 1.0.0 User Manual 14




From an SFTP Server

1.

Enter the get backups sftp://[sftp-user]@[sftp-ip]:[sftp-port]/[folder name]/[db zip file
name] command and press Enter.

Juploadsdh. zip

MxviewOne# get backups stip:// D0 SRR G .o load/db.zip

password for the sftp Server: sk

If you enter an incorrect password, the system will generate an error. Repeat these instructions from
the beginning to try again.

3 4

zip: inva

invalid file

The system will start downloading the database backup file. Once finished downloading, the following
message will appear.

MXview One Central Manager 1.0.0 User Manual
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From an External Storage Device

1. Add a USB controller. Skip this step if you have already added a USB controller.
a. Open VMware Workstation.
b. Right-click the virtual machine from the list and click Settings.
The Virtual Machine Settings screen will appear.

VMware Workstation 17 Player (Non-commercial use only)

Player = | =

@ Home
_ Power On

Settings...

Hename

Remave from the Library
Detete from Disk

Virtual Machine Mame:
test

State: Powaered OFf
05: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2 GB

’ Play virtual machine

I-| 1 Edit virtual machine settings

c. In the Hardware tab, click Add at the bottom of the screen.
The Add Hardware Wizard screen will appear.

Virtual Machine Settings

Hardware Options

Dvice Summany Memery
| Misrtnny 6B Specify the smount of memaory sllccated to this virtual mackine. The memony
Dco(esso-s T T A " ] e must be & multiple of 4 M8,
= Hard Disk (SCST) 64 GB -
“ fior this virt ing PHE S M
CIYOVE (IDE) Using wnknown badkend emory fior K virtual machine e
COVOVD 2 (1DE) Using unknown badond
% Hetwork Adapber HAT oe
pesplay Autn detect R
16 GB <
it W M essmmendsd memery
168 < {Memory swapping may
208 @ occur beyond this size.]
13368
168
2. W Recommended memory
7% MB S
128 HE
S Guest 05 recommended minimum
2 He 3Gh
16 MB
BME
4 HB

R
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d. Select USB Controller and click Finish.

Add Hardware Wizard X

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation
[ 2\ Hard Disk Add a USB controller.
CD/DVD Drive
I‘_']ﬂFloppy Drive
" Network Adapter

IE USB Controller

T o0und dl U
(Tl Parallel Po
%) Serial Port
[ Printer
[&] Generic SCSI Device
1L, Trusted Platform Module

=

e. Select USB Controller in the Virtual Machine Settings screen, select USB 3.1 from the USB
compatibility drop-down list, check the Show all USB input devices box, then click OK.

Wirtual Machine Settings X
Hardware Options

Device Sumenary

B Mamory 268 ISE compatibslity: | LUSH 3.1 e

L Processors 1 [] St all UISA ingut devices

== Hard Disk (SCST) 4 8 — . Pl sk

(%) COVDVD {IDE) Using unknown backend BEs anolts cievicey W Wi WA maching

(= o/ovD 2 (IDE) Using unknown backend

< Network Adapler AT

USE Controdier Present
[ tsplay At dotact
Add Remowe
CE o
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2. Log into the virtual machine:
a. Select the virtual machine from the list and click Power on.

Whhaare Jgtation 17 Player (Non-commercial use only)
Player = 8]

Virtual Machine Name:
test

State: Powered Off
05: Ubuntu G4-bit
Version: Workstation 15.x virtual machine

RAM: 2 GB
’ Play virtual machine
T Edit virtual machine settings

b. When prompted, log in using your login credentials, or use the default username and password:

Username: admin
Password: moxa

3. Download a database backup file from an external storage device:
a. Insert the USB device with the database backup file .
The New USB Device Detected screen will appear.
b. Select Connect to a virtual machine and click OK.

New USB Device Detected X

Choose where you would like to connect Transcend Mass Storage Device

(O Connect to the host
#) Connect to a virtual machine

Virtual Machine Name
test

[ ] Remember my choice and do not ask again

c. Enter the show exp command and press Enter.
The name and size of the USB device will be displayed.

d. Enter the get backups local://[USB name]/[folder name]/[db zip file name] command and
press Enter.

MXview One Central Manager 1.0.0 User Manual
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e. Enter the password for the zip file and press Enter. If there is no password, leave this blank.

If you enter an incorrect password, the system will generate an error. Repeat these instructions
from the beginning to try again.

zip: invalid password

invalid file

f. The system will start downloading the database backup file. Once finished downloading, the
following message will appear.

Downloading a Map File

A map file in ZIP format can be downloaded from either an SFTP server or from an external storage device.
Refer to the relevant sections below.

7/  NOTE

Please ensure that you have uploaded the map file in ZIP format to an SFTP server or external storage
device before downloading.

From an SFTP Server

1. Enter the get maps sftp://[sftp-user]@[sftp-ip]:[sftp-port]/[folder name]/[map zip file
name] command and press Enter.

MxviewOne# get maps sftp:/ 0 SN G ) 10ad/ duHa

2. Enter the password for the SFTP server and press Enter.

wiewdne# get map
ord for the sftp

wone® get maps sftp
ord for the sftp s
ord for the zip file:
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4. The system will start downloading the map file. Once finished downloading, the following message will
appear.

From an External Storage Device

1. Add a USB controller. Skip this step if you have already added a USB controller.

a. Open VMware Workstation.

b. Right-click the virtual machine from the list and click Settings.
The Virtual Machine Settings screen will appear.

VMware Workstation 17 Player [Non-commercial use only)
Player = [ -

u

_ Power On

Settings...

Delete from Disk

Virtual Machine Mame:
test

State: Powered Off
05: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2GB
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c. In the Hardware tab, click Add at the bottom of the screen.

The Add Hardware Wizard screen will appear.

Virtual Machine Settings

Memony

Spedify the amount of memory allocated ta this virtwal machine, The memony
=] slee must be 2 multiple of 4 MB,
(= Hard Disk (SCST)

- ™ for thi : HHEZ M
5 CO/OVD (10E) emory for this virtual maching: | B
ECn/ove 2 (IDE) :
0 Metwork Adapter bt
Cpesplay Auko detect e,
16 68 -
sca B Madmum recommended memory
il Kl possard o ool
r .
- 13368
168
:i: W Recommended memory
468
1 Me
e Guest 05 recommended minimum
nME 168
16 MB
BHE
AHE

Reom

d. Select USB Controller and click Finish.

Add Hardware Wizard

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation
[\Hard Disk Add a USB controller.
CD/DVD Drive
Eﬂﬁopw Drive
" Network Adapter

IJSB Controller

7 OuUnd dlU
(D) parallel Po
(6] Serial Port
() Printer

(€] Generic SCSI Device

{E, Trusted Platform Module
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e. Select USB Controller in the Virtual Machine Settings screen, select USB 3.1 from the USB
compatibility drop-down list, check the Show all USB input devices box, then click OK.

Virtual Machine Settings

Hardware Options

Device Sumenary
5 Mamory 168 USH compatibdity: | USB 3.1
Processors 1 ] Show 3l USH input devices
$Hord DUk {SCST} " Share Buetnoth dedoes wih the vl madhine
COYDVD {IDE) Using unknown backend e
CDyOVD 2 (IDE) Using unknown backend
- Network Adapler MAT
USE Controfier Present
IDksplay Auto datoct
Add Remane

2. Log into the virtual machine:
a. Select the virtual machine from the list and click Power on.

Whhware gstation 17 Player (Non-commercial use only)
Player = O

@ Son i Foweron |

Virtual Machine Name:
test

State: Powered OFf
05: Ubuntu 64-bit
Version: Worlkstation 15.x virtual machine
RAM: 2 GB

h Play virtual machine

'|' Edit virtual machine settings

b. When prompted, log in using your login credentials, or use the default username and password:

3. Download a map file from an external storage device:

a. Insert the USB device with the map zip file.
The New USB Device Detected screen will appear.

b. Select Connect to a virtual machine and click OK.
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New USB Device Detected X
Choose where you would like to connect Transcend Mass Storage Device

(O Connect to the host
#) Connect to a virtual machine

Virtual Machine Name
test

[ ] Remember my choice and do not ask again

Cancel

c. Enter the show exp command and press Enter.
The name and size of the USB device will be displayed.

yiewOne# ¢

blank.

AvieuwOne# get maps local:,
word for the zip file:

f. The system will start downloading the map file. Once finished downloading, the following message
will appear.
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Pinging the Host

Use the ping command to ping a remote host.

1. Enter the ping [host ip] command and press Enter.

Uploading Database Backup Files

You can upload MXview One Central Manager Control Panel database backup files to an SFTP server or to an

external storage device for storage. Refer to the relevant sections below for more information and
instructions.

/ NOTE

To upload database backup files to an SFTP server, the SFTP server must be set up and running.

Generating the Database Backup File

1. Enter the show ip command in the VMware to view the MXview One Central Manager IP address.

Open a web browser and navigate to https://[system IP address]:7100, with [system IP
address] representing the IP address shown by the show ip command. The web browser will navigate
to MXview One Central Manager Control Panel’s web interface.

M https://192.168.2.128:7100
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3. Log in using your login credentials or use the default username and password.
Username: admin
Password: moxa

*®" MXview One Central Manager Control Panel

admin

E =

4. Click DB Backup & Restore in the left-side panel.

*®"* MXview One Central Manager Control Panel

Server Control
Configuration Back Up Restore
| DB Backup & Restore

Certificates Name *

Historical backups

Version Name Date Time

5. Click the Back Up tab.
*®" MXview One Central Manager Control Panel

Server Control

Configuration Back Up Restore

| DB Backup & Restore

Certificates Name *

Historical backups

Version Name Date Time
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6. Enter a name for the backup file and click Save.

Back Up Restore

Name * test

Save

The backup record will be displayed in Historical backups table.
Historical backups

Version Name Date Time

1.0.0 test 20230716 12:40:09

To an SFTP Server

1. Enter the put backups sftp://[sftp-user]@[sftp-ip]:[sftp-port]/[folder-name] command and
press Enter.

Jupload_

@

HA R R AOK

3. Enter the password for the zip file and press Enter. If you do not want to add a password, leave this
blank.

l/'up load

4. The system will start to upload the database files. Once finished uploading, the log files will be stored on
the specified SFTP server. The default file name is db.zip.
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To an External Storage Device
1. Create a folder on the USB storage device.
mybackupfolder
2. Add a USB controller. Skip this step if you have already added a USB controller.

a. Open VMware Workstation.

b. Right-click the virtual machine from the list and click Settings.
The Virtual Machine Settings screen will appear.

VMware Workstation 17 Player (Non-commercial use only)

Player = | =
Home
_ Power On
Settings...
Rename.

Remave fram the Library
Detete from Disk

Virtual Machine Mame:
test

State: Powaered OFf
05: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2 GB

’ Play virtual machine

I-| 1 Edit virtual machine settings

c. In the Hardware tab, click Add at the bottom of the screen.
The Add Hardware Wizard screen will appear.

WVirtual Machine Settings

Hardware Cgtions

Device Summany Memary
FMemony 268 | Specfy the amount of memery allocated ta this virtual mackine, The memorny
S e — Sre— size must be 8 multiple of 4 M8,
E=aHard Disk (SCSI) 64 GB -
My fior this viet i HHE 2 M)
CO/IVD (IDE) Using arknown badkend Y T g
CINOVD 2 (IDEY Usimg wnknown backend
1 Metwork Adapter NAT Hea
Clpisplay Auto detect eph
1668 -
sca W Madimum recommended mremorny
468 - (Memory swapping mary
260 @ oetur beyond this tioe.]
13368
168
32 . N Recommended memony
2% HE 460
18 Ma
e Guest OF recomménded minimurm
nmHe IG8
16 ME
BME
4 HE

o] o | e
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d. Select USB Controller and click Finish.

Add Hardware Wizard X

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation

| \Hard Disk | Add a USB controller.
CD/DVD Drive
EﬂFJoppy Drive
" Network Adapter

IJSB Controller

(O] Parallel Po

[¢k) Serial Port

() Printer

(&) Generic SCSI Device

{E, Trusted Platform Module

o] concel

e. Select USB Controller in the Virtual Machine Settings screen, select USB 3.1 from the USB
compatibility drop-down list, check the Show all USB input devices box, then click OK.

Wirtual Machine Settings 4
Hardware Options

Dedice Sumemnary

= Hemory 268 USE compatibslity; |USB 3.1 il

SFPUOCS. 1 (] Show all UISB input devices

i Hard Disk {SCST) (2]e ]

DIOVD (IDE} Aing unknown beckend Share Bluetooth devices with the virual machine

WUsing unknewn badkend
<o Network Adapter MAT
USB Controler Present
Clitsplay Auto detect
Add. Remove
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3. Log into the virtual machine:
a. Select the virtual machine from the list and click Power on.

Whhaare Jgtation 17 Player (Non-commercial use only)
Player = 8]

Virtual Machine Name:
test

State: Powered Off
05: Ubuntu G4-bit
Version: Workstation 15.x virtual machine

RAM: 2 GB
’ Play virtual machine
T Edit virtual machine settings

b. When prompted, log in using your login credentials, or use the default username and password:
Username: admin
Password: moxa

4. Upload the database backup files to an external storage device.

a. Insert the USB device.
The New USB Device Detected screen will appear.

b. Select Connect to a virtual machine and click OK.
New USB Device Detected X
Choose where you would like to connect Transcend Mass Storage Device

(O Connect to the host
#) Connect to a virtual machine

Virtual Machine Name
test

[ ] Remember my choice and do not ask again

c. Enter the show exp command and press Enter.
The name and size of the USB device will be displayed.

iewdne# show exp
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e. Enter the password for the log file and press Enter. If you do not want to add a password, leave this
blank.

One# put hackups 1 8 db1 ackupfolder

~ the

f. The system will start uploading the database backup files. Once finished uploading, the log file will
be located in the folder on the USB device as db.zip.

» Transcend (D:) » mybackupfolder »

~

2 F

B

db

Uploading Log Files

Event logs can be compressed and uploaded to an SFTP server or external storage device. Refer to the
relevant sections for more information.

/7  NOTE

To upload log files to an SFTP server, the SFTP server must be set up and running.

To an SFTP Server

1. Enter the put logs sftp://[sftp-user]@[sftp-ip]:[sftp-port]/[folder name] command and press
Enter.

M¥viewOne# put logs sfip://EEC D : GNR . up load_

2. Enter the password for the SFTP server and press Enter.

/ S O . . Load

e e A A A

blank.

4. The system will start to upload the log files. Once finished uploading, the log files will be stored on the
specified SFTP server as log.zip.

1 done
< =PLINN
done

LNAer .
ner . done
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To an External Storage Device
1. Create a folder on the USB storage device.

mylogfolder

2. Add a USB controller. Skip this step if you have already added a USB controller.
a. Open VMware Workstation.

b. Right-click the virtual machine from the list and click Settings.
The Virtual Machine Settings screen will appear.

VMware Workstation 17 Player [Non-commercial use only)

Player = [ -
Home
_ Power On
Settings...
Rename

Remave from the Library
Dedete from Disk

Virtual Machine Name:
test

State: Powered Off
05 Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2 GB

P Play virtual machine

r| 1 Edit virtual machine sattings

c. In the Hardware tab, click Add at the bottom of the screen.
The Add Hardware Wizard screen will appear.

WVirtual Machine Settings

Hardware Cgtions

Device Sy Memary
FMemony 268 | Specfy the amount of memery allocated ta this virtual mackine, The memorny
Protestars T~ R i Tae Ty slze must be & multiple of 4 M8,
E=aHard Disk (SCSI) 64 GB -
My fior this viet i HHE 2 M)
CO/IVD (IDE) Using arknown badkend Y T g
CINOVD 2 (IDEY Usimg wnknown backend
1 Metwork Adapter NAT Hea
Clpisplay Auto detect eph
1668 -
sca W Madimum recommended mremorny
468 - (Memory swapping mary
260 @ oetur beyond this tioe.]
13368
168
32 . N Recommended memony
2% HE 460
18 Ma
e Guest OF recomménded minimurm
nmHe IG8
16 ME
BME
4 HE
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d. Select USB Controller and click Finish.

Add Hardware Wizard X

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation
[ 2\ Hard Disk Add a USB controller.
CD/DVD Drive
I‘_']ﬂFloppy Drive
" Network Adapter

IE USB Controller

T o0und dl U
(Tl Parallel Po
%) Serial Port
[ Printer
[&] Generic SCSI Device
1L, Trusted Platform Module

=

e. Select USB Controller in the Virtual Machine Settings screen, select USB 3.1 from the USB
compatibility drop-down list, check the Show all USB input devices box, then click OK.

Wirtual Machine Settings X
Hardware Options

Device Sumenary

B Mamory 268 ISE compatibslity: | LUSH 3.1 e

L Processors 1 [] St all UISA ingut devices

== Hard Disk (SCST) 4 8 — . Pl sk

(%) COVDVD {IDE) Using unknown backend BEs anolts cievicey W Wi WA maching

(= o/ovD 2 (IDE) Using unknown backend

< Network Adapler AT

USE Controdier Present
[ tsplay At dotact
Add Remowe
CE o
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3. Log into the virtual machine:
a. Select the virtual machine from the list and click Power on.

Whhaare Jgtation 17 Player (Non-commercial use only)
Player = 8]

Virtual Machine Name:
test

State: Powered Off
05: Ubuntu G4-bit
Version: Workstation 15.x virtual machine
RAM: 2 GB

’ Play virtual machine

_T Edit virtual machine settings

b. When prompted, log in using your login credentials, or use the default username and password:

Username: admin
Password: moxa

4. Upload the log files to an external storage device.
a. Insert the USB device.
The New USB Device Detected screen will appear.
b. Select Connect to a virtual machine and click OK.

New USB Device Detected X

Choose where you would like to connect Transcend Mass Storage Device

(O Connect to the host
#) Connect to a virtual machine

Virtual Machine Name
test

[ ] Remember my choice and do not ask again

c. Enter the show exp command and press Enter.
The name and size of the USB device will be displayed.

show e
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e. Enter the password for the log file and press Enter. If you do not want to add a password, leave this
blank.

f. The system will start uploading the log files. Once finished uploading, the log file will be located in

the folder on the USB device as log.zip.

> Transcend (D:) » mylogfolder

~

Removing Map Files

Use the remove maps command to remove all map files from the system.

1. Enter the remove maps command and press Enter.

2.

Rebooting the Host

Use the restart host command to reboot the host.

1. Enter the restart host command and press Enter.

iewlne# reste

2. The host reboot.

test - VMware Workstation 17 Player (Non-cor - O X

Player + || ~ & O i = L) =

vmware

Pre

3. When rebooted, the login as command will appear. Log in to continue.
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Assigning an IP Address via DHCP

Use the set ip dhcp command to automatically assign an IPv4 IP address to MXview One Central Manager
using DHCP.

1. Enter the set ip dhcp command and press Enter.
The DHCP server will automatically assign an IP address to the system.

ip dhcp

2. A message will appear to remind you to update the IP address in the MXview One Central Manager
Control Panel’s web interface.

on the confi

4. Open a web browser and navigate to https://[system IP address]:7100, with [system IP
address] representing the IP address shown by the show ip command. The web browser will navigate
to MXview One Central Manager Control Panel’s web interface.

M https://192.168.2.128:7100

Set Static IP Address

Set a static IP address by executing set ip [CIDR] [gateway] [dns] command.

Use the set ip [CIDR] [gateway] [dns] command to manually assign an IPv4 IP address to MXview One
Central Manager.
1. Maodify the network adapter settings:

a. Open VMware Workstation.

b. Right-click the virtual machine from the list and click Settings.

c. The Virtual Machine Settings screen will appear.

Viiware Workstation 17 Player (Non-commercial use only)
Player = P =
_ Power On
Settings...

Rename

# fram the Library

Delete from Disk

Virtual Machine Mame:
test

State: Powered Off
05: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2GB
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d. In the Hardware tab, click Network Adapter, then select Bridged in the Network connection

section.

Virtual Machine Settings

Hardvware Oplions

Device SUMmany
EEMamory 268
L Processors 4
E.Haa Dise (SCS1) GE
(&3 CDyovD (IDE) Using wnknan backenid

- Wetwork Adapter NAT
=/ USE Controller Present
Cliisplay Auto detect

Add Remone

e. Click Configure Adapters.

Device statis
] Connect at power on

Network connedction
|#: Bridged: Connected directty to the physical network ||
[_] Rsplicate physhcal network conmection state

TINAT: Used 1o share the host's [P sddress
() Host-only: A private network shared with the hest
) Custom: Spadific virual network
VHmetD (Auito-twidging)
CLAN segment:

o]0 conce Help

The Automatic Bridging Settings window will appear.

Virtual Machine Settings

Hardware Options

Device
EfiMemory

L Processors
Evard Disk (SC50)
& cofovo (10g)
(= €O/OVD 2 (IDE)
" Network Adapter
~|US8 Controler
Closptay

Summany

G

4

NGB

Usirg wninown badkend
Usirg wnknowm backend
NAT

Present

Auto defect

Device status
] Connact st power om

Network connetion
() Bridged: Connected directly to the physical network
] Replicate physical netwerk conmection state

Coefigure Adapters
TINAT: Used to share the hosts [P address
() Host-nly: A private netwerk shared with the hest
() Cursteam: Spacific virtial etwork
WVHnetD {Autor-bridging)
CILAN segment:

f. Select the host network adapter(s) and click OK.

Automatic Bridging Settings

X

Select the host network adapter(s) you want to
automatically bridge:

[ Microsoft Wi-Fi Direct Virtual Adapter #2
[ Microsoft Wi-Fi Direct Virtual Adapter
Intel(R) Wi-Fi 6 AX201 160MHz

[ ] virtualBox Host-Only Ethernet Adapter

[ ] Bluetooth Device (Personal Area Network)

[] TAP-Windows Adapter V9

Cancel Help
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g. Click OK in the Virtual Machine Settings screen.

Wirtual Machine Settings

Hardware Optians

Device Sunmary Drevice status
=] Memory 268

Processors 4 | Connact t pover on

iHand Disk; [SCS) NCE

CDVTNVD (TDE) Using unimown backend Netwirk connection

LDDVD 2 (IDE) Usirg unbnown backend ®) Bridged: Connected directly to the physical network
.2 Network Adapter NAT

= | Replicate physical nebwork conmection state
USH Contyoller Present

Iisplay Auto defoct Configure Adapbers

NAT: Used to share the host's [P address

Haost A private nebvork shared with the host
Custom tual mefwork

VHnet {Aut
LAN segmenk

LAN Segments.. Advanced.

Add... Remaowe

=

2. Log into the virtual machine:
a. Select the virtual machine from the list and click Power on.

Whiware Jstation 17 Player (Mon-commercial use only)
Player = O

@ Home Eouibno )

Virtual Machine Name:
test

State: Powered OFf
05: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2 GB

’ Play virtual machine

T Edit virtual machine settings

b. When prompted, log in using your login credentials, or use the default username and password:

Username: admin
Password: moxa

admin

etk

3. Configure the static IP address:
a. Enter the show ip command and press Enter to view the current system IP address.

riewdne® show ip

J.10.11
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b. Enter the set ip [CIDR] [gateway] [dns] command and press Enter.

c. A message will appear to remind you to update the IP address in the MXview One Central Manager

Control Panel’s web interface.

the configuration g

e. Open a web browser and navigate to https://[system IP address]:7100, with [system IP
address] representing the IP address shown by the show ip command. The web browser will
navigate to MXview One Central Manager Control Panel’s web interface.

M https://172.20.10.10:7100

Show IP Address

Use the show ip command to show the current system IP address.

1. Enter the show ip command and press Enter.

Show System Statistics

Use the show process command to display the current system statistics.

1. Enter the show process command and press Enter.
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Show External Storage

Use the show exp command to show all external storage devices.

1. Enter the show exp command and press Enter.

MXviewOne® show exp

2. The information of all external storage devices will be displayed.

MXviewOne® show exp

Shutdown Host

Use the shutdown host command to shut down the host.

M¥wiewdne# shutdown host

Exit

Use the exit command to terminate the current SSH session.

1. Enter the exit command and press Enter.

{{viewldne® exit

2. The system will terminate the session and return to the log in prompt. Log in again to continue.

Setting or Showing the Event Log Retention Period

Use the rotate [days]/[show] command to set or show the event log retention period (in days). The
default is 90 days. If set to 0, event logs are never deleted.

1. To set the event log retention period:

a. Enter the rotate [days] command and press Enter.

b. The system will set the event log retention period and display the result.

MxviewOne# rotate 3

2. To disable event log rotation function:
a. Enter the rotate 0 command and press Enter.

MXview One Central Manager 1.0.0 User Manual 39



3. To show the event log retention period:
a. Enter the rotate show command and press Enter.

MXviewOne# rotate show

b. The system will display the event log retention period (in days). The default is 90 days.
MXviewOne# rotate show

90 days

Setting the Time Zone

1. Enter the set timezone [timezone] command and press Enter.

MXviewdne# set timezone AsiasTaipei

2. The system will display the time zone setting result.

M¥v iewOne# set timezone Asia/Taipel

set timezone: AsiasTaipel

he host to

make

/7  NOTE

Please restart the host to make the time zone settings take effect.

Showing the System Time Settings

1. Enter the show time command and press Enter.

MXview One Central Manager Control Panel

Before launching the MXview One Central Manager web console, you will need to start the MXview One
Central Manager server on the host computer. Follow the steps below to open the MXview One Central
Manager Control Panel.

Open VMware Workstation on the host computer that is running MXview One Central Manager.

2. In the command console, enter the show ip command to show MXview One Central Manager'’s IP
address.

3. Open a web browser and navigate to https://[system IP address]:7100, with [system IP
address] representing the IP address of MXview One Central Manager.

For example: https://192.168.1.250:7100
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4. Log in using the default username and password:
Username: admin
Password: moxa

*®" MXview One Central Manager Control Panel

If this is your first time logging into the MXview One Central Manager Control Panel, it is highly
recommended to change the default password for security reasons.

Login Notification

We strongly recommend that you change the default password to enhance security.

5. Once logged in, the Server Control page will be shown.

*©" MXview One Central Manager Control Panel @ english

| Server Control

MXview One Central Manager Service Mode is active
Configuration

DB Backup & Restore \/

Certificates . . .
Service is running
You are monitoring your network.

Open MXview One Central Manager

HTTP port is disabled

HTTPS Port: 443

Database Port: 5432

MXview One Central Manager Site Service Port: 8883

/  NOTE

By default, MXview One Central Manager is running in Service Mode and cannot be stopped. Service mode
means that MXview One Central Manager remains active in the background.
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Configuration

From the Configuration page, you can configure the port number and status of the MXview One Central

Manager interfaces.

*@"* MXview One Central Manager Control Panel

Server Control

Configuration

IP Address *
DB Backup & Restore

Certificates

MXview One Central Manager Interface

192.168.88.130 -

Port

MXview One Central Manager Site

Service Port *

8883

Site Authentication Password *

Web Interface

HTTPS *

HTTP *

Database Interface

Port*

Password *

65535

Status Port

65535

At least 8 characters 8/63

MXview One Central Manager Interface

Setting Description

IP Address

Specify the IP address used to access the MXview One Central Manager web
interface.

MXview One Central Manager
Site Service Port

Specify the service port of the MXview One Central Manager server. The
default port is 8883.

Site Authentication Password

Enter the site authentication password. This password is used on MXview

One local sites to connect to MXview One Central Manager.

Web Interface

Setting Description

Specify the HTTPS port of the MXview One Central Manager server. The
HTTPS .

default port is 443.
HTTP Enable or disable HTTP. If enabled, specify the listening port of the server.

The default port is 80.

Database Interface

Setting Description

Port Specify the service port of the MXview One Central Manager database
server. The default port is 5432.

Password Enter the database authentication password. This password is necessary to
access the MXview One Central Manager database server.
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DB Backup & Restore

From the DB Backup & Restore page, you can back up the current MXview One Central Manager database

or use a previous backup to restore the database.

Backing Up the Database

1. Navigate to DB Backup & Restore.
2. Click the Back Up tab.

“®" MXview One Central Manager Control Panel
Server Control
Configuration Back Up Restore

| DB Backup & Restore

Certificates Name *

Historical backups

Version Name Date Time

3. In the Name field, enter a name for the backup file.
4. Click Save.
5. A message will appear to confirm the backup file has been generated and its location.

The database has been backed up to fusr/mxview/db_backup/20230716_155530

The backup will now show in the in the Historical backups list.

*®" MXview One Central Manager Control Panel

Server Control

Configuration Back Up Restore
‘ DB Backup & Restore

Certificates Name * backup0716

Historical backups

Version Name Date Time

B 00 backup0716 20230716 5:55:30

The system backup file includes the following data:

e Licenses

e Groups

e Sites

e Accounts

e Event History

e Report Templates

e The records of Generated Reports (without the report files)
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¢ Notifications and Actions
e Mail Server Settings

Restoring a Database Backup
Navigate to DB Backup & Restore.
2. Click the Restore tab.

*®" MXview One Central Manager Control Panel

Server Control

Configuration Back Up Restore

| DB Backup & Restore

- @ Al database backups are stored on the MXview One Central Manager server at /usr/mxview/db_backup |_|:|
Certificates

You can manually add a database to the MXview One Central Manager server and use the Refresh button to update the list.

Version Name Date Time

() 100 backup0716 20230716 15:55:30

3. Select the backup you want to restore in the table. You can also manually copy a database to a specific
path and press the Refresh icon to update the backup table.

4. When prompted, click Restore.

Restore Backup

Are you sure you want to restore this backup?

The backup restoration progress will be shown on screen.

Restore Backup

° MXview One Central ° Restored backup ° MXview One Central
Manager stopped successfully Manager started

Close

5. When finished, click Close.
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Certificates

From the Certificates page, you can view the certificates used by MXview One Central Manager. Certificate

information is further divided into the Web and MQTT sections.

Web Certificates

On the Web tab, you can view the information for the current web certificates, including:

e Issue To - Common Name (CN)
e Issue By - Common Name (CN)
e Issue By - Organization (O)

e Issued On

e Expires On

*®" MXview One Central Manager Control Panel

Server Control

Configuration et MQTE

DB Backup & Restore

: Certificate Information
Certificates

Issue To - Common Name (CN)
MXview One

Issue By - Common Name (CN)
MXview One

Issue By - Organization (0)
Moxa Inc

Issued On
Tuesday, Jul 19, 2033 at 12:00:00 AM

Expires On
Wednesday, Jul 19, 2023 at 12:00:00 AM

Import Certificate

Private Key (.key) * [}

CA Certificate (.crt, .cer) * [}

Regenerating the Certificate

1. Click the Regenerate button.
The Regenerate Certificate window will appear.

Web MaTT

Certificate Information
ssue To - Common Name (CN)
MXview One

ssue By - Common Name (CN)
MXview One

ssue By - Organization (O)
Moxa Inc.

ssued On

Wednesday, June 7, 2023 at 12:00:00 AM

Expires On

Tuesday, June 7, 2033 a1 12:00:00 AM

Regenerate
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2. Click Regenerate to regenerate the certificate.

Regenerate Certificate

A\ Are you sure you want to regenerate the certificate?

The existing certificate will be deleted and a new certificate will be

generated.

3. After successfully regenerating the certificate, MXview One Central Manager Control Panel will need to
be restarted for the certificate to take effect. Click Close and restart the instance.

Restart Required

Please restart MXview One Central Manager Control Panel and
MxXview One Central Manager to activate the certificate.

Close

Importing a Certificate
You can manually import a certificate file and key file.
1. Click the folder icon for the Private Key and CA Certificate fields and navigate to the certificate
(.crt, .cer) and key (.key) file on the local host.
Import Certificate
Private Key (key) * Chmxview.key m]

CA Certificate (.crt, .cer) *  C:Amxview.crt o

2. Click Import.

3. After successfully importing the certificate, MXview One Central Manager Control Panel will need to be
restarted for the certificate to take effect. Click Close and restart the instance.

Restart Required

Please restart MXview One Central Manager Control Panel and
MxXview One Central Manager to activate the certificate.

Close
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MQTT Certificates

On the MQTT tab, you can view the information for the current MQTT certificates, including:
e Issue To - Common Name (CN)

e Issue By - Common Name (CN)

e Issue By - Organization (O)

e Issued On

e Expires On

*©™* MXview One Central Manager Control Panel

Server Control
Wek
Configuration L MO
DB Backup & Restore
—— Certificate Information
ssue Ta - Common Name (CN)
MXview One
issue By - Common Name (CN)
MXview One
ssue By - Organization (0)
Mozxa Inc
ssued On

Thursday, Jul 14, 2033 at 08:00:00 AM

Expires On
Friday, Jul 14, 2023 at 08:00:00 AM

Import Certificate

Private Key ( key) * (]
Certificate (.pem) * O
CA Certificate (.crt, .cer) * B3

Regenerating the Certificate

1. Click the Regenerate button.
The Regenerate Certificate window will appear.

Web MQTT

Certificate Information
ssue To - Common Name (CN)
MXview One

ssue By - Common Name (CN)
Mxview One

ssue By - Organization {0)
Moxa Inc,

ssued On

Wednesday, June 7, 2023 at 12:00:00 AM

Expires On

Tuesday, June 7, 2033 at 12:00:00 AM

Export CA Certificate
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2. Click Regenerate to regenerate the certificate.

Regenerate Certificate

AAre you sure you want to regenerate the certificate?

The existing certificate will be deleted and a new certificate will be

generated.

3. After successfully regenerating the certificate, MXview One Central Manager Control Panel will need to
be restarted for the certificate to take effect. Click Close and restart the instance.

Restart Required
Please restart MXview One Central Manager Control Panel and

MXview One Central Manager to activate the certificate.

Close

Exporting the CA Certificate
Click the Export CA Certificate button to export the CA certificate to the local host.

Web MaTT

Certificate Information
ssue To - Common Mame {CN)
MXview One

ssue By - Common Mame (CN)
MXview One

ssue By - Organization (0}
Maoxa Ing,

ssued On

Wednesday, June 7, 2023 at 12:00:00 AM

Export CA Certificate

Expires On

Tuesday, June

Regenerate

Importing a Certificate
You can manually import a certificate file, CA certificate, and key file.

1. Click the folder icon for the Private Key, Certificate, and CA Certificate fields and navigate to the
certificate and key file on the local host.

Import Certificate

Private Key (key) * Covmxview key =]
ertificate | pam) * Chumuview. pem (=]
CA Certificate (ort, cer)* | Cmxview.crt =]

2. Click Import.
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3. After successfully importing the certificate, MXview One Central Manager Control Panel will need to be

restarted for the certificate to take effect. Click Close and restart the instance.

Restart Required
Please restart MXview One Central Manager Control Panel and

MxXview One Central Manager to activate the certificate.

Close

Logging Into MXview One Central Manager

1. Click the Open MXview One Central Manager button on the Server Control page.

*®" MXview One Central Manager Control Panel @ english
Server Control
MXview One Central Manager Service Mode is active
Configuration
DB Backup & Restore J
Certificates . . .
Service is running
You are monitoring your network
Open MXview One Central Manager

HTTP port is disabled

HTTPS Port: 443

Database Port: 5432

MXview One Central Manager Site Service Port: 8883

2. Log into MXview One Central Manager using the default username and password.
Username: admin
Password: moxa
Central Manager
o
/  NOTE
The MXview One Central Manager web console supports a maximum of 100 concurrent users.
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License Management

After logging into MXview One Central Manager, the License Management screen will show.

To access the MXview One Central Manager services, you can either click the Start Free Trial button to try
out MXview One Central Manager for free for 90 days free trial or activate new licenses by clicking Add

New License button. Refer to the License Management chapter for more detailed information and
instructions.

| { License Management

*®”* MXview ONE CEXLIT

License Management

MXview One Central Manager

\ Site License
Status: N/A
% Used: 0
O Available: 0

Total: 0

Moxa License Site [4

teense Types

Free Trial

Experience the power of MXview One
Central Manager for free for 00 days

‘Start Free Trial

Node License
Status: N/A
Used: 0
Available: 0

Total: 0

Re-activate License

Use a Deactivation Code and User Code
to reactivate a deactived license.

Re-activate

Changing the Display Language

Wireless Add-on License
Status: N/A

Used: 0

Available: 0

Total: 0

@ English

Power Add-on License
Status: N/A

Used: 0

Available: 0

Total: 0

You can change the display language of MXview One Central Manager (Control Panel) at any time.

The following languages are supported:

3.

German (Deutsch)
Japanese (HZAEE)

English

Spanish (Espaiol)

French (Frangais)
Simplified Chinese (f&j#&H12)
Traditional Chinese (B#&H=7)

In the top-right of the MXview One Central Manager tool bar, click the Language (@) icon. The

Language screen will appear.

Select a language from the drop-down menu.

Language

Language

English

Click Apply.

Cancel Apply

2 admin v
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The interface will update the display language immediately.
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4. Dashboard

The MXview One Central Manager Dashboard contains several widgets that provide summary information
about the status of your sites and events.

Dashboard Overview

To access the Dashboard, in the function tree, navigate to Dashboard.

Use the Dashboard screen to get a quick overview of your sites’ status and events, and to view the
physical location of your sites on the interactive map.

/7  NOTE

The Dashboard only displays sites which have been registered with MXview One Central Manager and
have been allocated an active site license.

'®" MXview ONE CIEIETS @Enolish 2, admin v
B3 Dashboard
B © ciitical Waming & Healthy Maintenance
Events v 2 2 4 .I
crit Namin Jealt o TET— = Q
A Notifications . Wa v i .
= Reports <

Site Name
@ Group Management

B © chengdufactory

£ Site Management
Brea factory]

& Account Management -] ° Y,
@ License Management I < chatham = 8% B Headquarter
@ Heb o B Laim factory

B 9 Shanghal factory

Y
B 9 Brea factory2
Columb
B 9 New York factory
we
B 9 Berlin factory
B Watford factory

Viewing the Site Status

To view the site status widget, In the function tree, navigate to Dashboard.

The site status widget shows the total number of sites managed by this instance of MXview One Central
Manager and their current status.

2 2 4 1

Critical Warning Healthy Maintenance

e Critical: The number of sites with unconfirmed critical events.
¢ Warning: The number of sites with unconfirmed warning events.
e Healthy: The number of sites with no events or no unconfirmed events.

¢ Maintenance: The number of sites in Maintenance mode. MXview One Central Manager does not
receive event logs from local sites in Maintenance mode.
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Viewing the Interactive Site Map

To view the site status widget, In the function tree, navigate to Dashboard.

On the interactive map you can view the physical location and status of your sites. Each site is represented
on the map by a colored dot, indicating the health of the site.

Red dot: Critical site.

Orange dot: Warning site.

Green dot: Healthy site.

Grey dot: Site in Maintenance mode.

Click the Zoom out (.~ ) button to zoom out on the map. When zoomed out beyond a certain point, all

adjacent sites in an area will be represented as a clustered dot instead. The number inside the dot
represents the number of sites in that cluster. The color of the cluster dot is based on the site with the
highest priority. For example, if a cluster with 3 sites has one critical site and 2 healthy sites, the cluster dot
will appear red (critical).

Use the Zoom in (( *) button to zoom in and show the individual site dots.

= eaflet 0,6
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Importing an Offline Map

When MXview One Central Manager is used in an offline environment, the interactive will not be available.
Users can upload an offline map through the VMware using the MXview One Central Manager CLI to enable

the map function offline.

*®" MXview ONE

] B3 Dashboard

B Events v 0 O 0
‘ Notifications Critical Warning Healthy
S Reports v

@ Group Management
£ Site Management
2 Account Management

@ License Management

0 Help v

1. Download the map files:

© ciitical

Maintenance =

0

= Leaflet

@ English & admin ¥

A Waring @& Healthy Maintenance

Q Search

a. Open a web browser and visit https://mobac.sourceforge.io/.

b. Click Download Now to download the latest version of Mobile Atlas Creator.
The installation package (.zip) will be downloaded to your computer.

Download

Latest stable version: 2.3.1 (2023-01-18) (universal binary for Windows, Linux,
MacCs,..)

Download Now

SourceForge - Trusted for Open Source

c. Unzip and open the folder, then execute Mobile Atlas Creator.

& = Manage Mobile Atlas Creator 2.3.1
Home Share View Application Tools
<« S > This PC » Windows (C:) » Users > NikkiYC_Hung > Downloads > Mobile Atlas Creator 2.3.1
Name " Date modified Type
s Quick access
mapsources 6/1/2023 9:27 PM File folder
@ OneDrive || CHANGELOG 6/1/2023 9:27 PM Text Document
@ OneDrive - Personal ~ gpl 6/1/2023 9:27 PM Text Document
ﬁ MapkEvaluator 6/1/2023 9:27 PM JAR File
S This PC € Mobile Atlas Creator 6/1/2023 927 PM Aver e e
@ Network m Mobile_Atlas_Creator 6/1/2023 9:27 PM JAR File
G README 6/1/2023 9:27 PM Chrome HTML Docu...
|| ReleaseNotes 6/1/2023 9:27 PM Text Document
|| startsh 6/1/2023 9:27 PM SH File
_| world.map 6/1/2023 9:227 PM MAP File
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https://mobac.sourceforge.io/

d. Select Osmdroid ZIP as the atlas format and click OK.
The Mobile Atlas Creator screen will appear.

Settings for new Atlas X

Name of the new atlas:
Unnamed atlas

Please select the desired atlas format
Osmdroid ZIP

Osmdroid GEMF

Osmdroid SQLite

(OSMTracker tile storage
OziExplorer (PNG & MAP)
Paper Atlas (PDF)

Paper Atlas (PNG)

PathAway tile cache

PNG + Worldfile (PNG & PGW)
RMaps SQLite

Run.GPS Atlas

Sports Tracker

TomTom Raster (image + SAT)
Touratech QV

Cancel

e. In the Map Source section, select any available version of OpenStreetMap (e.g. OpenStreetMap
4UMaps.eu).

. Map Source: OpenStreetMap 4UMaps.eu

T
= MapsforgeWorld &
(=i nztopomaps.com (New Zealand only)

=i Reit- und Wanderkarte (SAbo)

i=si Turaterkep (Hungary)

=] UMP-pcPL (Poland only)

JSGS National Map Relief

i==1 UUSGS National Map Satellite

izl USGS National Map Satellite & Topo

i== USGS National Map Topo v

f. Select the scope you want to include in the map files.

| I | Grid disabled v [ e T N
Coleman
(s19)

g. In Zoom Levels section, select the zoom levels of your map. This will determine how far you can
zoom in and out on the offline map.
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L Zoom Levels:

[]15s Q1 B Fir Fiu
M0 M9 8 7 6
M5 M4 M3 V]2

27 tiles

h. In Atlas Content section, click Add selection.

£ Atlas Content:
~~~~~ . Unnamed atlas (Osmdroid ZIP)

New I Add selection m

Name: Layer

A new layer will be added.

£ Atlas Content:

E--. Unnamed atlas (Osmdroid ZIP)
+.-. L{lyCl'

i. Click Create Atlas to generate and download the map.

£ Saved profiles:

| V|2

Delete Save Load
ﬁ Create Atlas

When finished downloading, click Open Atlas Folder to view the downloaded files
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€ Atlas creation finished successfully - m} X

ATLAS Unnamed atlas

Processing map Layer 13 of layer Layer from map source OpenStreetMap 4UMaps.cu

Processing maps of atlas: 12 of 12 done 100.0% done Time remaining: 0 seconds
Collecting tiles for zoom level 13 12 of 12 tiles done 100% done Time remaining: unknown
Map Creation

Downloaded : 543.19 KiByte [[] ignore download errors and continue automatically

Loaded from tile store : 171.61 KiByte

Average download speed : 225.67 KiByte / second

Active tile fetcher threads 10

i Status: FINISHED
Transient download errors : current map: 0, total: 0

Unrecoverable download errors : current map: 0, total: 0

Total creation time : 10 seconds

Close Window Pause/Resume Open Atlas Folder

j. Unzip and open the folder. Inside this folder will be several numbered folders, representing the
selected zoom levels.

vl v Extract 4uMaps
Home Share View Compressed Folder Tools
&« v 9 « Mobile Atlas Creator 2.3.1 (1) » atlases » Unnamed atlas_2023-07-17_003941 > 4uMaps v D
Name a Type Compressed size
> sk Quick access
2 File folder
> @ OneDrive 3 File folder
> @ OneDrive - Personal 4 File folder
5 File folder
> ®This PC & File folder
> & Network 7 File folder
8 File folder
9 File folder
10 File folder
1 File folder
12 File folder
13 File folder

k. Select all the zoom level folders and compress them into a ZIP file, then copy this ZIP file onto an
external USB storage device.

v| < | 4uMaps

Home Share View

&« % 7 « Mobile Atlas Creator 2.3.1 (1) » atlases > Unnamed atlas_2023-07-17_003941 > 4uMaps v D

Name Date modified Type
# Quick access
E 4uMaps 7/17/2023 12:44 AM Compressed (zipped)...
@ OneDrive
@ OneDrive - Personal
S This PC

¥ Network

2. Add a USB controller. Skip this step if you have already added a USB controller.
a. Open VMware Workstation.

b. Right-click the virtual machine from the list and click Settings.
The Virtual Machine Settings screen will appear.
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VMware Workstation 17 Player (Non-commercial use only) - o

Player v P ~ )

fizh
v
_ Power On

Settings...

Rename...

Remove from the Library
Delete from Disk

Virtual Machine Name:
test

State: Powered Off
0S: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2GB

» Play virtual machine

[E' Edit virtual machine settings

c. In the Hardware tab, click Add at the bottom of the screen.
The Add Hardware Wizard screen will appear.

Virtual Machine Settings

Hardware Options

Device — | Summoy | [Memory
E={Memory 268 | Specify the amount of memory allocated to this virtual machine. The memory
Processors 4 size must be a multiple of 4 MB.
[ Hard Disk (SCSI) 64 GB =
~ Memary for this virtual machine: 2048 5 MB
(2 CO/DVD (IDE) Using unknown backend ¥y for this vir !
) CD/DVD 2 (IDE) Using unknown backend
NAT pa 68
Auto detect 3268
1668 <
868 B Maximum recommended memory
. < (Memory swapping may
oceur beyond this size.
208 4 = )
13368
168
sizhe B Recommended memory
256 MB
4GB
128 M8
Game Guest 05 recommended minimum
2M8 2
16M8
8M8
ame

Remove

Cance el

d. Select USB Controller and click Finish.
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Add Hardware Wizard X

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation
[\Hard Disk Add a USB controller.
CD/DVD Drive
oI .
Fluppy Drive
23 Network Adapter

I USB Controller

N ound Lard

@ Parallel Port

@ Serial Port

(= Printer

@ Generic SCSI Device

{L, Trusted Platform Module

e. Select USB Controller in the Virtual Machine Settings screen, select USB 3.1 from the USB
compatibility drop-down list, check the Show all USB input devices box, then click OK.

Virtual Machine Settings X

Hardware Options

Device Summary
£ Memory 268 UsB compatibility: USB3.1
L:F Processors 4 Show all USB input devices
=23 Hard Disk (SCST) 64GB - .
) Coyov (08 Using unknown backend Share Bluetoath devices with the virtual machine
(=) CO/OVD 2 (IDE) Using unknown backend
21 Network Adapter NAT
[ usB Controller Present
Cloisplay Auto defect
Add.. Remove

3. Log into the virtual machine:
a. Select the virtual machine from the list and click Power on.
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4.

VMware, tation 17 Player (Non-commercial use only) = o x
Player = [Ll]

ﬁh Homé Power on

Virtual Machine Name:
test

State: Powered Off
0S: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 2 GB

@

’ Play virtual machine

E' Edit virtual machine settings

b. When prompted, log in using your login credentials, or use the default username and password:
Username: admin
Password: moxa

Upload the offline map files to an external storage device:

a. Insert the USB storage device with the map ZIP file.
The New USB Device Detected screen will appear.

b. Select Connect to a virtual machine and click OK.

Mew USB Device Detected x

Choose where you would like to connect Transcend Mass Storage Device

() Connect to the host
#) Connect to a virtual machine

Virtual Machine Name
test

[ ] Remember my choice and do not ask again

c. Enter the show exp command and press Enter.
The name and size of the USB storage device will be displayed.

e. Enter the password for the zip file and press Enter. If you did not set up a password, leave this field
blank.

MxXviewOne# get maps local://sdhbil/duMaps.zip

password for the Zip file:

f. The system will download the map file. When finished downloading, the following message will
appear.
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/7  NOTE

You can also upload the map ZIP file to an SFTP server and use the get maps sftp://[sftp-user]@[sftp-
ip]:[sftp-port]/[folder name]/[map zip file name] command to download the file.

5. View the map in an offline environment:

a. Enter the show ip command in the VMware to view the MXview One Central Manager IP address.

b. Open a web browser and navigate to https://[system IP address], with [system IP address]
representing the IP address shown by the show ip command. The web browser will navigate to the
MXview One Central Manager web interface.

c. Enter your login credentials or use the default username and password:
Username: admin
Password: moxa

2 MX view ONE

o

d. In the function tree, navigate to Dashboard.
The Dashboard screen will appear.
e. If successful, you can now view the uploaded map when offline.
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©* MXview ONE @engish 2 admin v

| B3 Dashboard

g ° Critical A Warning & Healthy Maintenance
Events v 0 0 0 0
= S t
A Notifications Critical Warning Healthy Maintenance = Q. Search
B Reports e + Site Name

@ Group Management
£ Site Management
2 Account Management

@ License Management

@ ep v S

(519)

= Leaflet
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Viewing the Site List

To view the site list, In the function tree, navigate to Dashboard.

From the site list view, you can see the name and status of all sites in list format. The icons next to each
site indicate the status of the site.

e Critical (e): The site has unconfirmed critical events.
e Warning (“*): The site has unconfirmed warning events.
e Healthy ( Q ): The site has no events or no unconfirmed events.

¢ Maintenance ( " ): The site is in maintenance mode, meaning that MXview One Central Manager
stops to receive events from the local site.

6 Critical Warning @ Healthy Maintenance
= Q Search
Site Name
B ° Chengdu factory
B ° Brea factory1
a Headquarter
B Laim factory
B Q Shanghai factory
B 0 Brea factory2
B (V] New York factory
B Q Berlin factory
B Watford factory
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Filtering Site Status in the Site List

1. In the function tree, navigate to Dashboard.

The Dashboard screen will appear.

2. In the site list, click the Filter ( =) icon.

3. Check which site statuses to show in the site list.

° Critical wWarning @ Healthy Maintenance
— Q Search
All
ite Name
Critical
Chengdu factory
Warning
Brea factory1
Healthy

Headquarter

Maintenance
|.aim factory

Shanghai factory

Brea factory2

New York factory

O 0 & 0

Berlin factory

Watford factory

4. Only the sites with the filtered statuses will now show in the site list.

Searching for a Specific Site in the Site List

1. In the function tree, navigate to Dashboard.
The Dashboard screen will appear.
In the Search text field, type the full or partial name of the site.
All sites matching the entered string will now show in the site list.
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Viewing the Location of a Site on the Map

Using the interactive map, you can quickly jump to the physical location of the site on the map.

1. In the function tree, navigate to Dashboard.
The Dashboard screen will appear.
2. In the site list, click on the name of the site you want to view the location for.

B © Chengdufactory

B O secon

B A Headquarter

B A tLamfatoy

B 9 Shanghai factory
B 9@ oy

& o (o]
B @ seinfactoy

B @  watordfactoy

Itemsperpage: 10 1-90f9 K < > >l
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Viewing Site Details

You can view more detailed information about each site, including status, site contact, and list of events
from the site summary screen.

1. In the function tree, navigate to Dashboard.
The Dashboard screen will appear.

2. Click the Site Summary (B) icon of the site you want to view detailed information for. Alternatively,
you can click on the site’s dot on the interactive map to open the Site Summary screen.
The Site Summary window will appear.

Site Name

B ° Chengdu factory
B ° Brea factory1

B Headquarter

B Laim factory

3. The following information about the site will be shown:

Site Summary: Laim factory

Basic Information

Name: Laim factory
Access Local Site Remotely [

Status: Offline
Contact: 404

Warning Alerts (2) @
2" 192.168.4.246-EDR-810 / Device SNMP unreachable / 2023/02/09 11:46:34

/" 192.168.4.244--EDS-408A / Device SNMP unreachable / 2023/02/09 11:46:31

Confirm All Close

Item Description

The name of the site.

Name Remote to Local Site allows you to access the site remotely. Refer to Accessing
a Site Remotely for more information.

The current connection status of the site:

e Running: The site is connected to MXview One Central Manager.

Status e Offline: The site is disconnected, or the service was stopped.
e Maintenance: The site is in Maintenance mode
Contact The contact information of the site representative.
Critical Events Information about critical events that have occurred at the site.
Warning Alerts Information about warning events that have occurred at the site.
g
V4 NOTE

Only the most-recent 100 critical and warning events will be shown in the Critical Events and Warning
Alerts sections.
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Accessing a Site Remotely

You can remotely access a site at any time from the Site Summary screen. Remotely accessing a MXview
One site is useful to quickly investigate and troubleshoot an issue at the local site without the need for on-
site personnel.

1. In the function tree, navigate to Dashboard.
The Dashboard screen will appear.

2. Click the Site Summary (B) icon of the site you want to view detailed information for. Alternatively,
you can click on the site’s dot on the interactive map to open the Site Summary screen.

The Site Summary window will appear.

Site Name

B ° Chengdu factory
B ° Brea factory1

B Headquarter

B Laim factory

3. Click the Access Local Site Remotely link.
The MXview One login page of the local site will appear.

Site Summary: Laim factory

Basic Information

Name: _Laim factor
Access Local Site Remotely [

Status: Offline
Contact: 404

Warning Alerts (2) o
2" 192.168.4.246-EDR-810 / Device SNMP unreachable / 2023/02/09 11:46:34

2" 192.168.4.244-EDS-408A / Device SNMP unreachable / 2023/02/09 11:46:31

Confirm All Close

4. Log in with the username and password of the local MXview One instance to remotely access the site.

/  NOTE

MXview One Central Manager can only connect to one local site at a time.
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Confirming All Events of a Site

Confirming events is a useful way for the central administrator using MXview One Central Manager to
acknowledge resolved events at local sites. Once confirmed, these events will no longer appear in the Site
Summary screen or on the dashboard.

1. In the function tree, navigate to Dashboard.
The Dashboard screen will appear.

2. Click the Site Summary (E) icon of the site you want to view detailed information for. Alternatively,
you can click on the site’s dot on the interactive map to open the Site Summary screen.
The Site Summary window will appear.

Site Name

B ° Chengdu factory
B e Brea factory1

B Headquarter

B Laim factory

3. Click Confirm All.
The Confirm All Events window will appear.

Site Summary: Laim factory

Basic Information

Name: Laim factory
Access Local Site Remotely &

Status: Offline
Contact: 404

Warning Alerts (2) o

2" 192.168.4.246-EDR-810 / Device SNMP unreachable / 2023/02/09 11:46:34
2" 192.168.4.244-EDS-408A / Device SNMP unreachable / 2023/02/09 11:46:31

Confirm All Close

4. Click Apply.
Confirm All Events

Status
Confirmed

BaCk m
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Confirmed events will no longer appear on the dashboard and the site status will change to Healthy.
Site Name

Chengdu factory

Brea factory1

Headquarter

Shanghai factory

Brea factory2

New York factory

Berlin factory

0|0 6 6 0

Laim factory

Watford factory

Modifying the Event Details of a Site

You can manually set the resolution status of events of a specific site and add a note from the Site
Summary screen.

1. In the function tree, navigate to Dashboard.
The Dashboard screen will appear.

2. Click the Site Summary (E) icon of the site you want to view detailed information for. Alternatively,

you can click on the site’s dot on the interactive map to open the Site Summary screen.
The Site Summary window will appear.

Site Name

B ° Chengdu factory
B ° Brea factory1

B Headquarter

B Laim factory
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3. Click the Modify ( ") icon next to the event you want to modify.

The Modify Event screen will appear.

Site Summary: Laim factory

Basic Information

Name: Laim factory
Access Local Site Remotely [4

Status: Offline
Contact: 404

Warning Alerts (2) o

1 92.168.4.246-EDR-810 / Device SNMP unreachable / 2023/02/09 11:46:34
/ 192.168.4.244-EDS-408A / Device SNMP unreachable / 2023/02/09 11:46:31

Confirm All Close

4. Select the Process status of the event:

>

Modify Event

Device Alias: 192.168.4.246--EDR-810
Description: Device SNMP unreachable

Time Issued: 2023/07/12 10:28:09

Confirmed >

o -

New: The event is unresolved. This is the default status.
In Progress: The event is currently being processed.

Processed: The event has been processed at the local site, but has not been confirmed by MXview
One Central Manager.

Confirmed: The event has been processed and confirmed by MXview One Central Manager.

5. (Optional) Add a note (up to 255 characters) for the event.

Click Apply.

/  NOTE

Once

updated to Processed in MXview One Central Manager.

the event has been processed and acknowledged at the local site, the status of the event will be

/7  NOTE

Confirmed events do not appear on the dashboard.
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5. Events

MXview One Central Manager allows you to monitor site events and modify the severity of individual events
for each site.

Event History Overview

To access the Event History, In the function tree, navigate to Events > Event History.

From the Event History screen, you can view a history of all events that have occurred at sites managed
by MXview One Central Manager.

" MXview ONE CIREIIETS @enolish 2 admin ¥
B3 Dashboard (] -
B sens ~ Event History

| Event History
g w & =
Event Severity
(] Status D Site Name Source IP Device Alias Category Description Time Issued
A Notifications
& Reports . O /2 B New m::‘:g“;?“e Central MXview One Server Alerts :Aa”e“ tologinto MXview One Central  5093/47/14 17.04:45
Q Group Management [m} f E New 9221 Brea factory1 192.168.127.200  192.168.127.200-SNMP Device  Device Status Alerts Cold start. 2023/02/08 16:24:09
q
£y Site Management O ~ B New 9119 Brea factoryl 192.168.127.211  192.168.127.211-AWK-1131A  Device Unreachable Device ICMP unreachable 2023/02/08 14:16:29
2 Account Management
[m} /’ B New 9118  Brea factoryl 192.168.127.243  192.168.127.243-EDS-508A Device Status Alerts The device configuration has changed. 2023/02/07 18:11:20
@ License Management
D /' B New M7 Brea factory1 192.168.127.243  192.168.127.243-EDS-508A Ethernet Port Alerts Port 1 link down 2023/02/07 17:53:45
@ Heb )
] /’ B New 9116  Brea factory1 192.168.127.243  192.168.127.243-EDS-508A Ethernet Port Alerts Port 1 link down 2023/02/07 16:18:39
D /' B New 9115 Brea factory1 192.168.127.245  192.168.127.245-EDS-405A Device Unreachable Device ICMP unreachable 2023/02/07 16:18:37
[m} /’ B New 9114 Breafactoryl 192.168.127.243  192.168.127.243-EDS-508A Device Status Alerts The device configuration has changed. 2023/02/07 16:18:02
D /' a New 9113 Brea factory1 192.168.127.212  192.168.127.212-AWK-1137C Device Unreachable Device SNMP unreachable 2023/02/07 16:12:32
[m} /’ B New 9112 Breafactoryl 192.168.127.24 192.168.127.24-ICMP Device Device Unreachable Device ICMP unreachable 2023/02/06 17:07:19
D /' B New 91 Brea factory1 192.168.127.24 192.168.127.24-ICMP Device Device Unreachable Device ICMP unreachable 2023/02/06 16:36:08
Item Description
Status The current process status of the event.
ID The unique identifier of the event.
Site Name The site to which the device that issued the event belongs.
Source IP The IP address of the device that issued the event.
Device Alias The unique name of the device.
Category The category of the event.
Description The description of the event.
Time Issued The time the event was issued.

/  NOTE

The Site Unreachable and MXview One Central Manager Login Failure events only occur in MXview
One Central Manager. As a result, the ID of these events will not be displayed in the Event History table.
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Confirming All Events in the Event History Table

Use the Event History screen to confirm all events in the table by clicking Confirmed All Events icon
after all events have been processed.

1. In the function tree, navigate to Events > Event History.

The Event History screen will appear.

2. Click the Confirm All Events (@) icon in the top-left corner of the screen.

The Confirm All Events screen will appear.

Confirm All Events

Status
Confirmed

Note o

%~

3. (Optional) Add a note (up to 255 characters).
4. Click Apply.
A message will appear to verify all events have been confirmed.

/  NOTE

Once confirmed, events will no longer show on the dashboard. If you have added a note, the content of
the Note field will replace the confirmed events in the Confirm All Events screen.
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Deleting One or Multiple Events in the Event History Table

In the function tree, navigate to Events > Event History.

1.
The Event History screen will appear.
2. Check the box(es) of the event(s) you wish to delete and click the Delete (W) icon.
m Status D Site Name Source IP Device Alias Category Description Time Issued
/7 B New m:::g:fme Central MXview One Server Alerts i;a"::g‘:""g‘m MxXview One Central - 5053/07/14 17:04:45
O ,’ B New 9221 Brea factory1 192.168.127.200  192.168.127.200-SNMP Device  Device Status Alerts Cold start, 2023/02/08 16:24:09
3. When prompted to confirm after the 3-second countdown, click Delete.

Delete Event

Are you sure you want to delete this event?

Deleting All Events in the Event History Table

In the function tree, navigate to Events > Event History.

1.
The Event History screen will appear.

2. Click the Delete All Events (i-:) icon in the top-left corner of the screen.
The Delete All Events window will appear.

3. When prompted to confirm after the 3-second countdown, click Delete.

Delete All Events

All events will be deleted. Are you sure you want

to continue?

Exporting Events in the Event History Table

1. In the function tree, navigate to Events > Event History.

The Event History screen will appear.

2. Click the Export (E) icon.

@ = &8 =

O Export Current Page to CSV

O »°  Export All Events to CSV €
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3. Click Export Current Page to CSV to only export the events displayed on the current page or click
Export All Events to CSV to export all events.

MXview One Central Manager will immediately generate a CSV file.

Filtering Events in the Event History Table

1. In the function tree, navigate to Events > Event History.
The Event History screen will appear.

2. Click the Filter (=) icon in the top-left corner of the screen.
The filter window will appear.

X
Severity v Status v
Site Name v Source IP
Category v
Start Date & Hour v Minute v Second v
End Date () Hour v Minute v Second v

o
3. Specify the filter criteria:
Criteria Description

Severity Select the severity of the event.

Status Select the process status of the event.

Site Name Select the site to which the device that issued the event belongs.
Source IP Specify the IP address of the device that issued the event.
Category Select the category of the event.

Start Date Specify the start date and time for the period to show events for.
End Date Specify the end date and time for the period to show events for.

4. Click Apply.
All events that match the selected criteria will be shown in the table.
5. (Optional) Click Reset to clear the filter criteria.

Reordering Events in the Event History Table

1. In the function tree, navigate to Events > Event History.
The Event History screen will appear.
2. Click the column header to sort the events in ascending or descending order based on the column value.

O Status II@ Site Name Source IP Device Alias Category Description Time Issued

o 7 B New 9221  Brea factoryl 192.168.127.200  192.168.127.200-SNMP Device  Device Status Alerts Cold start. 2023/02/08 16:24:09
o 7 B New 9119  Breafactoryl 192.168.127.211  192.168.127.211-AWK-1131A Device Unreachable Device ICMP unreachable 2023/02/08 14:16:29
o 2 B New 9118  Brea factoryl 192.168.127.243  192.168.127.243-EDS-508A Device Status Alerts The device configuration has changed. 2023/02/07 18:11:20
o 7 B New 9117  Brea factoryl 192.168.127.243  192.168.127.243-EDS-508A Ethemet Port Alerts Port 1 link down 2023/02/07 17:53:45
o 7 B New 9116  Brea factoryl 192.168.127.243  192.168.127.243-EDS-508A Ethernet Port Alerts Port 1 link down 2023/02/07 16:18:39
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Status

New

N

New

New

New

OO0 0| 0O mE
N N

N N
P ® @ @® @

New

D+

3331

3332

6222

6223

7331

Site Name

Laim factory

Laim factory

Chengdu factory

Chengdu factory

Headquarter

Source IP

192.168.4.244

192.168.4.246

192.168.123.246

192.168.123.211

192.168.123.244

Device Alias

192.168.4.244-EDS-408A

192.168.4.246-EDR-810

192.168.123.246-EDR-810

192.168.123.211--AWK-1131A

192.168.123.244-EDS-408A

Category

Device Unreachable

Device Unreachable

Ethernet Port Alerts

Device Unreachable

Device Unreachable

Description

Device SNMP unreachable

Device SNMP unreachable

Port 1 link down

Device ICMP unreachable

Device SNMP unreachable

Modifying an Event in the Event History Table

1. In the function tree, navigate to Events > Event History.

The Event History screen will appear.

2. Click the Edit (#') icon next to the event you want to edit.

The Modify Details of Event screen will appear.

Modify Details of Event ID: 9221

New

'o

3. Select the status of the event:

> New: The event is unresolved. This is the default status.

> In Progress: The event is currently being processed.

Time Issued

2023/02/09 11:46:31

2023/02/09 11:46:34

2023/02/08 18:19:02

2023/02/09 11:45:37

2023/02/09 11:46:31

> Processed: The event has been processed at the local site but has not been confirmed by MXview
One Central Manager.

» Confirmed: The event has been processed and confirmed by MXview One Central Manager.

(Optional) Add a note (up to 255 characters) for the event.

5. Click Apply.

/7  NOTE

Confirmed events will not be shown on the dashboard.

Modifying Multiple Events in the Table

1. In the function tree, navigate to Events > Event History.

The Event History screen will appear.

2. Check boxes next to the events you want to modify and click the Modify Events ( ‘=") icon in the top-

left corner.

The Modify Multiple Events screen will appear.
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Modify Multiple Events

Status

Confirmed w 0

Note

This will replace the original content of all
selected events.

3. Select the status of the event:
» New: The event is unresolved. This is the default status.
» In Progress: The event is currently being processed.

> Processed: The event has been processed at the local site but has not been confirmed by MXview
One Central Manager.

» Confirmed: The event has been processed and confirmed by MXview One Central Manager.
(Optional) Add a note (up to 255 characters) for the event.
5. Click Apply.

/7  NOTE

In Modify Multiple Events, confirmed events will not be shown on the dashboard and the new note will
replace the original content.

Viewing Detailed Information of Event in the Table

1. In the function tree, navigate to Events > Event History.
The Event History screen will appear.

2. Click the Show Details (B) icon next to the event you want to view detailed information for.

The Details of Event screen will appear.
3. Detailed information about the event will be displayed.

Details of Event ID: 9221

Site Name: Brea factory1

Source IP: 192.168.127.200

Device Alias: 192.168.127.200--SNMP Device

Severity: Warning

Category: Device Status Alerts

Description: Cold start.

Time Issued: 2023/02/08 16:24:09

Status: New

Last Status Change: 2023/07/16 22:10:06

Note:

Close

Site Name The site to which the device that issued the event belongs.
Source IP The IP address of the device that issued the event.
Device Alias The unique name of the device.
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Criteria Description

Severity The severity of the event.

Category The category of the event.

Description The description of the event.

Time Issued The time when the event was issued.

Status The current process status of the event.

Last Status Change The last time the process status of this event was changed.
Note The user-entered note, if any.

Event Severity Overview

To access the Event Severity page, In the function tree, navigate to Events > Event Severity.

From the Event Severity screen, you can view all events by category and their corresponding configured
severity for each site.

By .

®" MXview ONE CELETTD @Ergish 2 adminy
B3 Dashboard =
B Evems ~  Event Severity

Event History Reset to Defaults

Event Severity

Device Unreachable ]
A Notifications
B Reports v Description Register as Critical Register as Warning Register as Information
@ Group Management .
/' Device ICMP unreachable Shanghal factory, Headquarter , Chengdu
£ Site Management
/" Device SNMP unreachable Shanghai factory, Headquarter , Chengdu
2 Account Management
@ License Management
@ Hep v Network Alerts &
Description Register as Critical Register as Warning Register as Information
/" Theinput packet error rate has exceeded the threshold. Shanghai factory, Headquarter , Chengdu
/' The output packet error rate has exceeded the threshold. Shanghal factory, Headquarter , Chengdu
/°  Thetopology has changed. Shanghai factory, Headquarter , Chengdu
/' Port Looping Shanghal factory, Headquarter , Chengdu.

Column Description

Description The description of the event.

Receive as Critical The site(s) that register this event as critical.
Receive as Warning The site(s) that register this event as warning.
Receive as Information The site(s) that register this event as information.
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Modifying the Event Severity of a Site

Can determine which site will register an event and the severity it will record the event as when it occurs.
1. In the function tree, navigate to Events > Event Severity.

The Event Severity screen will appear.
2. Click the Edit (#') icon of the event you want to edit.

The Edit Event screen will appear.

Edit Event

Description
event.event_description.icmp_unreachable

Severity

Critical

Shanghai factory, Headquarter, Chengdu factory, ... ~

Severity

Warning

Severity
Information

Register as Information
None

Cancel m

3. Select the site(s) that will register this event as Critical or Warning from the drop-down menu.
4. Click Apply.

/7 NOTE

By default, all event types have a severity associated with it. The default severity will be applied unless
otherwise configured to be received as a different severity.
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Resetting the Event Severity to the Default

1. In the function tree, navigate to Events > Event Severity.

The Event Severity screen will appear.

2. Click the Reset to Defaults button in the top-right corner of the screen.

The Reset Event Severity Settings window will appear.

Reset Event Severity Settings

Are you sure you want to reset the event severity
settings to their default values?

3. Click Apply.
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6. Notifications

Use the Notifications screen to configure an email server and site event notifications with a registered

action (e.g., sending an email message to specified recipients) when a configured event is detected on one
of your sites.

Notification Management

From the Notification tab, you can search for, modify, and delete configured notifications.

/7  NOTE

Notifications require a registered action to be set up and associated with the notification for specific sites

or groups to trigger. Refer to Registered Action Management for more information.

Searching for a Site Event Notification

In the function tree, navigate to Notifications.

The Notifications screen will appear.

Click the Notification tab.

The Notification tab will display a list of configured site event notifications.
In the Search text field, type the full or partial information of the notification.
All notifications matching the entered string will be shown in the table.

a Site Event Notification

In the function tree, navigate to Notifications.

The Notifications screen will appear.

Click the Notification tab.

The Notification tab will display a list of configured event notifications.
Click the Edit (#') icon next to the event notification you want to edit.
The Modify Notification screen will appear.
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Modify Notification

notification test 1

Device ICMP unreachable -
New York -
Néw York factory b

action test 1_edit -

4. Maodify the following:

» Name: Enter a name for the event notification.
> Description: Select the description of the event.
» Group(s): Select the group(s) you want to apply the notification to.
> Site(s): Select the site(s) you want to apply the notification to. The available sites depend on the
selected groups in the Group(s) field.
» Action: Select the notification action MXview One Central Manager will perform when the specified
event is detected on the previously selected site(s).
» (Optional) Content: Add an event notification description (512 characters max.).
5. Click Save.
If the notification is currently in use, the updated notification information will show in the Notification
table.
Notification Action Settings
Q searct
O Name Description Scope Action

Deleting

O o~ B |notification test 1_edit Device ICMP unreachable New York factory action test 1_edit

a Site Event Notification

1. In the function tree, navigate to Notifications.

The Notifications screen will appear.
2. Click the Notification tab.
The Notification tab will display a list of configured event notifications.

3. Click the Delete (.) icon next to the event notification you want to delete.

A

confirmation screen will appear.
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Delete Notification
Are you sure you want to delete this notification?

Cancel Delete

4. Click Delete.

Deleting Multiple Site Event Notifications

1. Navigate to Navigation Menu> Notifications.

The Notifications screen will appear.
2. Click the Notification tab.

The Notification tab will display a list of configured site event notifications.
3. Select the check boxes next to the event notifications you want to delete.

Click the Delete (W) icon.

Notification Action Settings

= Name Description Scope Action

= /’ i notification test 1_edit Device ICMP unreachable New York factory action test 1_edit
2/ W notification_test 1 Device ICMP unreachable Munich factory test1

2 W@ notification_test 2 Device ICMP unreachable Berlin factory test1

A confirmation screen will appear.
Delete Notification

Are you sure you want to delete these
notifications?

Cancel Delete

4. Click Delete.
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Registered Action Management

From the Action tab, you can search for, modify, and delete configured actions.

/  NOTE

To use email notifications, the email server must be set up first. Refer to Configuring Email Server

Settings.

Configuring a Site Event Notification Action

You can configure event notification actions for sites in MXview One Central Manager that will trigger when

the event occurs on the local site.

1. Navigate to Navigation Menu> Notifications.
The Notifications screen will appear.

2. Register an action:
a. Click the Action tab.

The Action tab will display a list of previously configured registered actions (if any).

b. Click the Add (E) icon.

The Add Notification Action screen will appear.

Add Notification Action

Email v

Receiver Email * o

Cancel

c. Configure the following:
O Action Name: Enter a name for the action.

O Type: Select the notification method when a specified event is detected on your sites.
O Receiver Email: Enter the email address(es) of the recipients that will receive the event

notification message.

/  NOTE

To add multiple email recipients, add each email address separated by a comma.

d. Click Add.
The action will appear in the Action table.

Notification Action Settings

O Action Name Type Action Information

O ~/ @ -actiontestl Email aaa@ccc.com
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3. Add an event notification for one or more sites:
a. Click the Notification tab.

b. Click the Add (E3) icon.

The Add Notification screen will appear.

Add Notification

Cancel

c. Configure the following:

O Name: Enter a name for the event notification.

O Description: Select the description of the event.

O Group(s): Select the group(s) you want to apply the notification to.

O Site(s): Select the site(s) you want to apply the notification to. The available sites depend on
the selected groups in the Group(s) field.

O Action: Select the notification action MXview One Central Manager will perform when the
specified event is detected on the previously selected site(s).

O (Optional) Content: Add an event notification description (512 characters max.).

d. Click Add.

The notification will appear in the Notification table.

O

Notification Action Setting

Name Description Scope Action

O o~ W notificationtest 1 Device ICMP unreachable New York factory action test 1

Searching for a Registered Action

1. In the function tree, navigate to Notifications.

The Notifications screen will appear.
2. Click the Action tab.
The Action tab will display a list of registered actions.

3. In the Search text field, type the full or partial information of the registered action.

All actions matching the entered string will be shown in the table.
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Editing a Registered Action

1. In the function tree, navigate to Notifications.

The Notifications screen will appear.
2. Click the Action tab.

The Action tab will display a list of registered actions.
3. Click the Edit (#') icon of the action you want to edit.
The Modify Notification Action screen will appear.

Modify Notification Action

action test 1
Email -

aaa@ccc.com o

Cancel m

4. Modify the following:

» Action Name: Enter a name for the action.
» Type: Select the notification method when a specified event is detected on your sites.

> Receiver Email: Enter the email address(es) of the recipients that will receive the event notification

message.

/7  NOTE

To add multiple email recipients, add each email address separated by a comma.
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5. Click Save.
A message will appear to verify the action was updated.

Action updated successfully

Notification Action Settings
O Action Name Type Action Information
O o @ | actiontest 1_edit Email aaa@ccc.com

If the registered action is being used by any notification, the updated action information will show in the
Notification table.

Notification Action Settings

Q_search

O Name Description Scope Action

O o~ @ notification test 1 Device ICMP unreachable New York factory action test 1_edit

Deleting a Registered Action

1. In the function tree, navigate to Notifications.
The Notifications screen will appear.
2. Click the Action tab.
The Action tab will display a list of registered actions.

3. Click the Delete (.) icon next to the action you want to delete.

A confirmation screen will appear.

Delete Action

Are you sure you want to delete this action?

4. Click Delete.

If the registered action you want to delete is being used by any notifications, the system will generate
an error. To delete the action, it must be removed from any notifications.

One or several of the selected actions is currently assigned to a

notification. Unassign the action from the notification and try again.

Deleting Multiple Registered Actions

1. In the function tree, navigate to Notifications.
The Notifications screen will appear.
2. Click the Action tab.
The Action tab will display a list of registered actions.
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3. Select the check boxes next to the actions you want to delete.

4. Click the Delete (i) icon.

Notification Action Settings

Action Name Type Action Information

action test 1_edit Email aaa@ccc.com

test1 Email aaa@bbb.com

KND%@

NN N
]

test2 Email bbb@ccc.com

A confirmation screen will appear.

Delete Action
Are you sure you want to delete these actions?

Cancel Delete

5. Click Delete.
A message will appear to verify the selected actions were deleted.

Action deleted successfully

If any of the registered actions you want to delete is being used by any notifications, the system will
generate an error. To delete the actions, they must be removed from any notifications.

One or several of the selected actions is currently assigned to a

notification. Unassign the action from the notification and try again.

Email Server Settings

From the Settings tab, you can configure an email server used for delivering notifications.

Configuring Email Server Settings

You can set up an email server to notify specified recipients by email whenever a specific event occurs at a

local site.

1. In the function tree, navigate to Notifications.
The Notifications screen will appear.
2. Click the Settings tab.

The Email Server Configuration screen will appear.
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Notification Management

Notification Action Settings

Email Server Configuration

Server Domain Name/IP *

SSL/TLS v

3. Configure the following:

Port Number: Specify the port number used for SMTP communication.
Encryption: Select the encryption method (SSL/TLS, STARTTLS, None).
(Optional) Username: Enter the username used for SMTP server authentication.

Y V V V V

(Optional) Password: Enter the password used for SMTP server authentication.
4. Click Save.

Server Domain Name/IP: Specify the SMTP server domain name or IP address.
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7. Reports

MXview One Central Manager allows you to create report templates and set up schedules to automatically

generate periodical reports.

Report Template Overview

To access the Report Templates page, In the function tree, navigate to Reports > Report Templates.

From the Report Templates screen, you can view all configured report templates.

0" MXview ONE

B3 Dashboard

g cvents . Report Templates
A Notifications
= Reports ~

Report Templates (] Report Template Name
Generated Reports.

O / & Headquarter

@ Group Management

. O o/ = Gemansites
g Site Management

o

2 Account Management 0O 7 & woaus
@ License Management O o/ @ MoxaAsiaReport
@ Heb v 0 / = MoxaAsiaReport

Repeat

Weekly

Monthly

Daily

Once

Once

Next Report

2023/07/17 09:30:00

2023/08/01 09:30:00

2023/07/17 09:30:00

2023/07/10 22:17:00

2023/07/10 22:07:00

& English 2. admin ¥
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Adding a Report Template

1. In the function tree, navigate to Reports > Report Templates.

The Report Templates screen will appear.

2. Click the Add () icon in the top left-corner of the screen.

The Add Report Template screen will appear.

< Add Report Template

Basic Information

Manthly G

Next Report: --
Report Period: --

Content

Chart Widget Name

3. Configure the following:

Level T

Criteria Description

Group

Select the group the report will cover.

Site

Select the site(s) to include in this report from the drop-down menu. The
available sites depend on the selected group.

Report Scope

Select the scope of the report, either group- or site-level.

Report Template Name

Enter a name for the report template.

(Optional) Description

Enter a description (up to 255 characters in length) for the report template.

Repeat

Select the frequency at which the report will be generated. If set to Once,
the report will only be generated once and will not repeat.

Generate at

Specify the time of day the report will be generated.

If you selected Once as the Repeat Execution frequency, specify the date

Date the report will be generated.
If you selected Once as the Repeat Execution frequency, specify the
Start Date starting date of the report coverage The starting date must be earlier than
the ending date.
If you selected Once as the Repeat Execution frequency, specify the ending
End Date date of the report coverage The ending date must be before the report

execution date.
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/  NOTE

After specifying the Repeat and Generate at fields, information about the next scheduled report will be
displayed.

4. 1In the Content field, you can view the report contents that will be covered in the Group-level or Site-
level report, depending on your Report Scope selection.

» Group-level report content:
O Server Health Overview
O Network and Device Health Overview
O Top 10 Sites by Number of Critical Events
O Top 10 Sites by Number of Warning Events
> Site-level report content:
O Site Server Health Overview
O Site Network and Device Health Overview
O Event Category Summary
O Top 10 Events
O Event Trends
5. Click Apply.

Searching for a Report Template in the Table

1. In the function tree, navigate to Reports > Report Templates.
The Report Templates screen will appear.
In the Search text field, type the full or partial information of the report template.
All report templates matching the entered string will be shown in the table.

Editing a Report Template in the Table

1. In the function tree, navigate to Reports > Report Templates.
The Report Templates screen will appear.

2. Click the Edit (/‘) icon next to the template you want to edit.

The Modify Report Template screen will appear.
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< Modify Report Template

Basic Information

Laim-section -
Laim factory
Group -

test

Maonthly - TFI12:59

Next Report: 2023/08/01 12:59

Report Period: 2023/07/01 00:00:00 - 2023/07/31 23:59:59

Content
Chart Widget Name
Server Health Overview
Network and Device Health Overview
Top 10 Sites by Number of Critical Events

Top 10 Sites by Number of Waming Events

3. Modify the following criteria:

Criteria Description

Group

Select the group the report will cover.

Site

Select the site(s) to include in this report from the drop-down menu. The
available sites depend on the selected group.

Report Scope

Select the scope of the report, either group- or site-level.

Report Template Name

Enter a name for the report template.

(Optional) Description

Enter a description (up to 255 characters in length) for the report template.

Repeat

Select the frequency at which the report will be generated. If set to Once,
the report will only be generated once and will not repeat.

Generate at

Specify the time of day the report will be generated.

If you selected Once as the Repeat Execution frequency, specify the date

Date the report will be generated.
If you selected Once as the Repeat Execution frequency, specify the
Start Date starting date of the report coverage. The starting date must be earlier than
the ending date.
If you selected Once as the Repeat Execution frequency, specify the ending
End Date date of the report coverage. The ending date must be before the report

execution date.

4. Click Apply.

Executing a Report Template Immediately

You can manually generate a report from a template on the spot, disregarding the schedule configured for

the template.

1. In the function tree, navigate to Reports > Report Templates.

The Report Templates screen will appear.

MXview One Central Manager 1.0.0 User Manual 92



l_’
2. Click the Generate Report (+) icon next to the template you want to generate a report for.

The system will immediately generate a report based on the corresponding template.

Report generated successfully. Check the Generated

Reports page for the result.

The generated report will be displayed in the Generated Reports table. Refer to the Generated
Reports section for more information.

Generated Reports

Report Name Report Template Name Time Issued

O
O W [ test20230716.234109 test 2023/07/16 23:41:09

Deleting One or Multiple Report Templates in the Table

1. In the function tree, navigate to Reports > Report Templates.
The Report Templates screen will appear.

2. Select the check box(es) of the template(s) you want to delete and click the Delete (i) icon.

®

Delete

Report Template Name Repeat Next Report
S T test Monthly 2023/08/01 12:59:00
O o/ & Headquarter Weekly 2023/07/17 09:30:00

A confirmation window will appear.
Delete Report Template

Are you sure you want to delete this report

template?

3. Click Delete.
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Generated Reports Overview

To access the Generated Reports, In the function tree, navigate to Reports > Generated Reports.

From the Generated Reports screen, you can view all generated scheduled and instant reports.

*®" MXview ONE @cngish 2 adminy
Bg Dashboard
B Events . Generated Reports
A Notifications
B Reports A L3 Qse
Report Templates (m] Report Name Report Template Name Time Issued
Generated Reports
O @ [ test20230716.234109 test 2023/07/16 23:41:09
@ Group Management
O i E Moxa US _20230716_093025 Moxa US 2023/07/16 09:30:25
£ Site Management
2. Account Management [m} i B Moxa US _20230715_093001 Moxa US 2023/07/15 09:30:01
Q License Management [m} i E Headquarter _20230714_092652 Headquarter 2023/07/14 09:26:52
@ e v O ® @ Germansites 20230714.092524 German sites 2023/07/14 09:25:24
O i E Moxa US _20230714_092324 Moxa US 2023/07/14 09:23:24
O @ @ MoxaAsiaReport 20230713_092601 Moxa Asia Report 2023/07/13 09:26:01
(m] i E Moxa EU Report_20230710_221614 Moxa EU Report 2023/07/10 22:16:14
O @ @ MoxaAsiaReport_20230710_220752 Moxa Asia Report 2023/07/10 22:07:52
Deleting One Report in the Table
1. In the function tree, navigate to Reports > Generated Reports.
The Generated Reports screen will appear.
2. Click the Delete (W) icon next to the report you want to delete.
A confirmation window will appear.
Delete Report
Are you sure you want to delete this report?
3. Click Delete.
1. In the function tree, navigate to Reports > Generated Reports.
The Generated Reports screen will appear.
2. Select the check boxes in front of the reports you want to delete and click the Delete (W) icon.
OL
Delete
Report Name Report Template Name Time Issued
B [ test 20230716_234109 test 2023/07/16 23:41:09
i E Moxa US _20230716_093025 Moxa US 2023/07/16 09:30:25
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A confirmation window will appear.

Delete Report
Are you sure you want to delete these reports?

3. Click Delete.

Deleting All Reports in the Table

1. In the function tree, navigate to Reports > Generated Reports.
The Generated Reports screen will appear.

2. Click Delete All Reports (i-=) icon in the top-left corner of the screen.

A confirmation screen will appear.

Delete All Reports

All reports will be permanently deleted. Are you

sure?

3. Click Delete.

Searching for a Report in the Table

1. In the function tree, navigate to Reports > Generated Reports.
The Generated Reports screen will appear.
In the Search text field, type the full or partial information of the report.
All reports matching the entered string will be shown in the table.

Exporting a Single Report in the Table

Use the Generated Reports screen to export the report in the table by clicking the Export icon.
1. In the function tree, navigate to Reports > Generated Reports.

The Generated Reports screen will appear.
2. Click the Export ( E) icon next to the report you want to export.

3. MXview One Central Manager will export the report as an Excel file.
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Exporting Multiple Reports in the Table

1. In the function tree, navigate to Reports > Generated Reports.
The Generated Reports screen will appear.

2. Select the check boxes of the reports you want to export and click the Export ( E) icon.

- - Report Name Report Template Name Time Issued
B [ test.20230716.234109 test 2023/07/16 23:41:09
i @ Moxa US _20230716_093025 Moxa US 2023/07/16 09:30:25

3. MXview One Central Manager will export the reports as Excel files.

/7  NOTE

A maximum of 10 reports can be exported at once.
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8. Group Management

MXview One Central Manager’'s Group Management function allows you to create site groups based on the
scale and needs of your organization. Using groups, you can more efficiently manage all your local MXview
One sites.

Group Management Overview

To access the Group Management page, in the function tree, navigate to Group Management.
The Group Management page will appear.

‘& MXview ONE

B3 pashboard

B cents . Group Management
A Notifications
B reports > v oA Q_search

@ Group Management

\ ® v @ MoxaEu
i Site Management

2 Account Management i v @ Gemany

) License Management

@ +ep “

# v @ Munich
# > @ Lim
# Munich factory ( Nondicensed
i > @ Berlin
2 > QUK
® + @ MoxaUs
# > @ Brea
# v @ Newvork

i New York factory

The Group Management screen shows a multi-layer tree structure based on your organizational
configuration, consisting of groups (9) and sites (':'3Ci ).

Refer to the definition of terms used in the Group Management below:

e Root Group: The highest-level group in the structure. The system admin will allocate licenses to the root
group which will be distributed to the groups and sites under that root group.

e Parent Group: Any group under the root group level that has child groups under it.

e Child Group: A group that belongs to a parent group.

/ NOTE

Each root group can have a maximum of 4 sublayers.
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Functions in the toolbar menu include:

& MXview ONE

8§ Dashiocand
(= Group Management
L
¥ & Q
B Reports a
1) Group Management
i s 2 v 8 MoxaEU
b DTl
& actount Management B @ Gemeny
1 Ucense Mamagement
B~ @ Munich
[
53 @ Laim
i Muniich factory [t
i * @ Belin
E * @
* v B Moxals
B @ Bea
B v @ NewYork
i Mew York factory

You can perform the following basic functions from the Group Management screen:

Action Description
Add ( ) Click to create a new root group. Refer to Adding a Root Group for more information.

Expand All ( ¥) |Click to expand all groups and sites under the root group.

Collapse All (Q) Click to collapse all groups and sites under the root group.

Search (Q ) Enter the full or partial group or site name to quickly find a specific group or site.
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Adding a Root Group

In order to create site groups, you will need to create a root group. You can create multiple root groups,
depending on the structure and needs of your organization.

/7 NOTE

There are no pre-configured root groups by default. A root group must be created first in order to create
site groups. Only users with System Administrator privileges can create new root groups.

No Root Group

No root groups found. Create a root group and try again.
Only users with System Admin privilege can add root groups.

1. In the function tree, navigate to Group Management.

2. Click the Add () icon.
The Add Root Group window will appear.

Add Root Group

Group Name *

0/255

Group Description
“
0/255

Remaining MXview One Central Manager Licenses:
Site License: 100

Node License: 20000

Wireless Add-on License: 100

Power Add-on License: 100

Site License *
1
1-100
Node License *
1
1-20000

Wireless Add-on License *

0

Cancel Add
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3. Configure the following:

Group Name Enter a name for the root group.

(Optional) Group Description |Add a description for the root group.

Site License Specify the number of site licenses to allocate to this root group.

Node License Specify the number of node licenses to allocate to this root group.

Wireless Add-on License Specify the number of Wireless add-on licenses to allocate to this root
group.

Power Add-on License Specify the number of Power add-on licenses to allocate to this root
group.

(Optional) Address Enter the address of the root group.

(Optional) Contact Enter the contact information of the root group.

(Optional) Note Enter additional information for the root group.

4. Click Add.

Adding a Group

/7  NOTE

If no root group exists, a root group must be created first before you can create more groups. Refer to
Adding a Root Group for more information.

1. In the function tree, navigate to Group Management.

2. Click the Add () button in the banner of the root or parent group you want to add a new group for.
The Add Group window will appear.

Add Group
Parent Group

Japan

Group Nar

Cancel

3. Configure the following:

Group Name Enter a name for the group.

(Optional) Group Description |Add a description for the group.

(Optional) Address Enter the address of the group.

(Optional) Contact Enter the contact information of the group.

(Optional) Note Enter additional information for the group.
4. Click Add.
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Editing a Root Group or Group

1. In the function tree, navigate to Group Management.
2. Edit a root group:

a. Click the edit icon (/. ) in the banner of the root group you want to edit.

The Modify Root Group window will appear.

Modify Root Group Modify Root Group
Moxa EU 50
Location in the Europe ZOOlO

Remaining MXview One Central Manager Licenses: =
Site License: 1446

Node License: 20497

Wireless Add-on License: 875 50
Power Add-on License: 575

Licenses Used by this Root Group:

Site License: 4 Address
Node License: 40

Wireless Add-on License: 2
Power Add-on License: 0

Contact

Note

2000 =

b. Maodify the following:

Field Description

Group Name Enter a name for the group.

(Optional) Group -

Description Add a description for the group.

Site License Specify the number of site licenses to allocate to this group.
Node License Specify the number of node licenses to allocate to this group.

Wireless Add-on License |Specify the number of Wireless add-on licenses to allocate to this group.
Power Add-on License Specify the number of Power add-on licenses to allocate to this group.

(Optional) Address Enter the address of the group.
(Optional) Contact Enter the contact information of the group.
(Optional) Note Enter additional information for the group.

c. Click Apply.
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3. Edit a group:

a. Click the edit icon (/‘) in the banner of the group you want to edit.

The Modify Group window will appear.

Modify Group

Parent Group
Japan

Group Name *

Tokyo

Group Description

Address

Contact

Note

Cancel Apply

b. Modify the following:

Group Name Enter a name for the group.

(Optional) Group Description Add a description for the group.

(Optional) Address Enter the address of the group.

(Optional) Contact Enter the contact information of the group.

(Optional) Note Enter additional information for the group.
c. Click Apply.
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Deleting a Root Group or Group

/  NOTE

Root groups and groups cannot be deleted if there are sites associated with them. Make sure to delete or
move any sites before deleting the group.

/ NOTE

When deleting a root group, all child groups and user accounts associated with this root group will also be
deleted.

1. In the function tree, navigate to Group Management.

2. Click the Delete icon (i) in the banner of the root group or group you want to delete.:

The Delete Root Group or Delete Group window will appear.

Delete Root Group Delete Group

Are you sure you want to delete this root group? Are you sure you want to delete this group?

Al child groups and user accounts associated All groups associated with this account will also
with this root group will also be deleted. be deleted.

3. After the 3-second countdown, click Delete to delete the group.

Moving a Parent Group or Group

You can easily move groups between layers to adjust your group and site structure as needed.

/  NOTE

Root groups cannot be moved.

/  NOTE

Groups cannot be moved under one of their own child groups or be moved to another root group.

In the function tree, navigate to Group Management.
2. Move a parent group:

Click and drag a parent group to move the group including all its child groups and associated sites. You
can move a parent group under another parent group, or directly under the root group.

A parent group cannot be moved under one of its own child groups or to another root group.
3. Move a group:

Click and drag a group to move the group. You can move a group under another parent group, or
directly under the root group.
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9. Site Management

MXview One Central Manager Site Management function lets you centrally manage all your local MXview
One sites, providing you with important site information such as allocated licenses, the group it belongs to,
and the current registration status.

Site Management Overview

To access the Site Management page, In the function tree, navigate to Site Management.

From the Site Management screen, you can manage and view information on all your MXview One sites.

®* MXview ONE

B3 Dashboard

B events . Site Management
A Notifications
+ =
S Reports Vv aa
@ Group Management o e Nara
1 Site Management R
O & NewYorkfactory 2
2 Account Management
[0 # shanghaifactory
 License Management
O & Headquarter
@ Hep v
[0 & chengdufactory
[0 o/ Breafactory2
[0 o/ Breafactoryl
0O & NewvYorkfactory
#°  Watford factory
[0 # Munichfactory
[0 4 Bserinfactory
O & Laimfactory

Refer to the table below for an overview of each field:

(]

300

Site License Root Group

Moxa US

Moxa Asia

Moxa Asia

Moxa Asia

Moxa US

Moxa US

Moxa US

Moxa EU

Moxa EU

Moxa EU

Moxa EU

Parent Group

New York

Shanghai

Taiwan

Chengdu

Brea

Brea

New York

UK

Munich

Berlin

Laim-section

Licensed Nodes

Add-on License

Locally Managed

Power Add-on

Power Add-on

Power Add-on

Wireless Add-on

Wireless Add-on

Wireless Add-on

Power Add-on

Wireless Add-on

Q searc

Maintenance Mode ~Registration Status

Locally Managed

Wait for Registration

Registered

Registered

Registered

Registered

Registered

Registered

Registered

Registered

Registered

Registered

100

Site ID
[n]
n]
(u}
u}
u}
u}
(8]
[n]
(n]
u}
(u}

@ English

2 admin ¥

Column Description

Site Name The name of the site.
Site License Indicates if a site license has been assigned to this site.
Root Group The root group that this site belongs to.

Parent Group

The parent group that this site belongs to.

Licensed Nodes

If the licenses of this site are not centrally managed, this field will say
Locally Managed.

If the licenses of this site are managed through MXview One Central Manager,
this field will show the number of nodes allocated to this site.

Add-on License

If the licenses of this site are not centrally managed, this field will say
Locally Managed.

If the licenses of this site are managed through MXview One Central Manager,
this field will show Wireless Add-on, Power Add-on, or be blank.

Maintenance Mode

Indicates if the site is in Maintenance mode.

Registration Status

The registration status between the MXview One local site and MXview One
Central Manager. Once registered, the site can be managed through MXview
One Central Manager.

Site ID

The ID of the site. This is used in the MXview One Control Panel of the local
site to register the site with MXview One Central Manager.
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Click the column headers to sort the data in the table in ascending or descending order.

Site Mame Site License  Root GroupD

Filtering Sites

1. In the function tree, navigate to Site Management.
The Site Management screen will appear.

2. Click the Filter (=) icon.

3. Select the filter criteria.

Site License hd

Maintenance Mode A

4

Group Site Name

Add-on License v

4. Click Apply.
Only sites matching the filter criteria will be shown in the list.
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Adding a Site

1. In the function tree, navigate to Site Management.

The Site Management page will appear.

2. Click the Add icon ( )-

The Add Site window will appear.

Add Site

Licensed -

Get GPS Coordinates

Cancel

3. Configure the following:

Field Description

Site License

Select the license mode.

If set to Unlicensed, the site will show in the Site Management table
without a checkmark in the Site License column and will appear as non-

licensed on the Group Management page.

If set to Licensed, a site license will be assigned to this site from the
license pool of that group. The site will show in the Site Management table

and appear as licensed on the Group Managed page.

Maintenance Mode

Enable or disable Maintenance Mode. When in Maintenance Mode, MXview

One Central Manager will stop receiving events from this site.

Root Group Specify the root group for this site.
Parent Group Specify the parent group for this site.
Site Name Enter a name for the site.

(Optional) Site Description

Enter a description for the site.

(Optional) Address

Specify the address of the site.

Latitude

Enter the latitude of the site or click Get GPS Coordinates to
automatically retrieve the latitude coordinates.

Longitude

Enter the longitude of the site or click Get GPS Coordinates to
automatically retrieve the longitude coordinates.

(Optional) Contact

Enter the contact information of the site.
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(Optional) Note

Description
Enter additional information for the site.

4. Click Add.

Registering a Site

In order to manage a site through Central Manager, it needs to be registered first. As a safety measure,
sites will always be in the “"Wait for Registration” state by default.

'®" MXview ONE

3 dashboard

B evens . Site Management
A Notifications.
+ =
B Reports v B o=
@ Group Management [m] site Name site License
4 Site Management
O /' serinfactory2 (V]
2 Account Management
O o/ Shanghaifactory [}
@ License Management
®  Headquarter
@eh - o 7/ q (]
About MXview One Central O o/ Chengdufactory [
Manager
O o/ sreafactoy2 (V]
O 4 sreafactoryl [}
O /' NewvYorkfactory [V]
O # watfordfactory (]
O /' Munichifactory
O / serinfactory (]
O o/ Lamfactory (]

Root Group.

Moxa EU

Moxa Asia

Moxa Asia

Moxa Asia

Moxa US

Moxa US

Moxa US

Moxa EU

Moxa EU

Moxa EU

Moxa EU

Parent Group

gerlin

Shanghai

Taiwan

Chengdu

Brea

Brea

New York

UK

Munich

Berlin

Laim-section

Licensed Nodes

@ English 2 admin v

Q Search

‘Add-on License Maintenance Mode  Registration Status Site ID
:
Power Add-on Registered [n]
Power Add-on Registered ]
Power Add-on Registered [n]
Wireless Add-on Registered D
Wireless Add-on Registered D
Registered [n]
Wireless Add-on Yes Registered ]
Power Add-on Registered ]
Wireless Add-on Registered D
Registered ]

0 -

1. Log in to the MXview One Control Panel of the corresponding site in MXview One Central Manager

you wish to register.

/7  NOTE

Only sites running MXview One v1.2.0 or later support remote management through MXview One Central

Manager.

2. In the MXview One Control Panel, go to Configuration.

3. In the MXview One Central Manager Server Settings section, set Enable to Yes.

MXview One Control Panel

Server Control

| Configuration
Enable *
DB Backup & Restore
Plug-in Manager
Certificates Manage Licenses Through MXview One

Central Manager

Server Address *

Authentication *

Site ID *

MXview One Central Manager Server Settings

‘Yes

Yes

P/Domain Name

Port

8883

4. Configure the following MXview One Central Manager Server Settings:
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Field Description

License Managed by
MXview One Central
Manager

Enable to allow the licenses of this MXview One site to be managed through
MXview One Central Manager. Disable to manage the licenses locally.

Server Address

Enter the MXview One Central Manager’s IP and port number. The default port
number is 8883.

Authentication

Enter the MXview One site’s authentication password as configured in the
MXview One Central Manager Control Panel.

Site ID

Paste the Site ID of this site which can be found in the Site ID column on the
Site Management page in MXview One Central Manager.

5. Click Save.

Depending on your configured settings, the Save Configuration confirmation window will appear.

Save Configuration

Save Configuration

This MXview One site and all its local licenses This MXview One site will be managed through
will be managed through MXview One Central MXview One Central Manager, but all licenses of
Manager. this site will be managed locally.

Are you sure you want to save the configuration? Are you sure you want to save the configuration?

6. Click Save.

If successful, the site will be shown as “Registered” in the Site Management table.
& MXview ONE

B Dashboard

B erents . Site Management
A Notifications
+ = Q Sear
B Reports ~ B a
@ Group Management (m] Site Name. Site License  Root Group Parent Group Licensed Nodes \dd-on Lis i Site D
.
Site Management
o O # eerinfactory2 (] Moxa EU Berlin 0 Wit for Reg " m}
3 Account Management
: B i o - o o
License Management
@k - O # Headquarter < Moxa Asia Taiwan 99 Pawer Add-on Registered [}
About Mxview One Central O # chengdufactory (] Moxa Asia Chengdu 12 Power Add-on Registered D
Manager
O / eeafactoryz (] Moxa US Brea 20 wireless Add-on Registered 0
O # eeafacton (] Moxa US Brea 10 Wireless Add-on Registered 0

Editing a site

1. In the function tree, navigate to Site Management.

2. Click the Edit icon ( /.) of the site you want to edit.

The Modify Site screen will appear.
Available license settings depend on if the site licenses are managed locally or through MXview One

Central Manager.
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If managed locally:

Modify Site

The license for this site is managed by the MXview One.

Licensed -

Londaon factory

51.44830206932918 -0.05822724689758

Get GPS Coordinates

iy m

If managed through MXview One Central Manager:

Modify Site
Liténsed -

No -0

Remaining Root Group Licenses:
Node License: 1974

Power Add-on License: 50
Wireless Add-on License: 49

Berlin M

Berlin factory

Site Description

3. Modify the following:

Modify Site

Berlin factory

e Get GPS Coordinates
13.4228514879942

Ming

cencel m Epiicdl m

Field Description

Site License

Select the license mode.

If set to Unlicensed, the site will show in the Site Management table
without a checkmark in the Site License column and will appear as non-
licensed on the Group Management page.

If set to Licensed, a site license will be assigned to this site from the
license pool of that group. The site will show in the Site Management table
and appear as licensed on the Group Managed page.

Maintenance Mode

Enable or disable Maintenance Mode. When in Maintenance Mode, MXview
One Central Manager will stop receiving events from this site.
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Field Description

Parent Group Specify the parent group for this site.

Site Name Enter a name for the site.

(Optional) Site Description |Enter a description for the site.

If the site is registered and its licenses are managed by MXview One
Node License Assignment |Central Manager, specify the number of node licenses to allocate to this
site.

If the site is registered and its licenses are managed by MXview One
Central Manager, specify the add-on license to allocate to this site.
(Optional) Address Specify the address of the site.

Enter the latitude of the site or click Get GPS Coordinates to

Add-on License

Latitude automatically retrieve the latitude coordinates.

Longitude Enter the longitude of the site or click Get GPS Coordinates to
automatically retrieve the longitude coordinates.

(Optional) Contact Enter the contact information of the site.

(Optional) Note Enter additional information for the site.

4. Click Apply.

Deleting a Site

1. In the function tree, navigate to Site Management.

2. Select the site(s) you want to delete and click the Delete icon ( .) in the top-left corner of the screen.

The Delete Site window will appear.

Delete Site

Are you sure you want to delete this site?

All historical site data and report templaies of the
site(s) will also be deleted. If you wish to keep the
site data, set the site license to non-licensed.

3. After the 3-second countdown, click Delete to delete the site(s).

Exporting Sites to CSV

In the function tree, navigate to Site Management.
2. The Site Management screen will appear.

Click the Export (E) icon.

Select Export CSV.
5. MXview One Central Manager will export the sites as a CSV file.
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10. Account Management

The Account Management function lets you manage access for site groups more efficiently by setting up
user accounts with customized access permissions, depending on their role and requirements.

Account Management Overview

To access the Account Management page, in the function tree, navigate to Account Management.

From the Account Management screen, you can manage user accounts for specific site groups. You can
configure the privileges and scope of each account for more granular access control.

The default System Admin account cannot be deleted.

*®* MXview ONE @eisn 2 scminy

B3 Dashboard
B Evens . Account Management
A Notifications User Accounts Privileges
T Reports v
@ Group Management Q Search
2 Site Management

O Username Privilege Groups
2. Account Management

— Moxa EU, Germany, Munich, Berlin, Moxa Asia, UK, Laim, Brea, Taiwan, Shanghai, Chengdu, China, New York, Laim-

@ License Management 0O 7/ W admin System Admin section, Moxa US v 9 <
0 Help v O /’ i Jimmy Root Group Admin  Moxa Asia, Taiwan, Shanghai, Chengdu, China

O /’ i Tim Group Admin Germany, UK

(] / i Amy Supervisor Munich, Berlin

Refer to the table below for an overview of each field:

Column Description

Username The username of the account.

The privilege level of this account. There are 5 privilege levels:
System Admin

Root Group Admin

Group Admin

Supervisor

User

Group The groups this account has access to.

Privilege

Click the column headers to sort the data in the table in ascending or descending order.

O Username PrivilegeD Group
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Searching for a User Account

1. In the function tree, navigate to Account Management.

The Account Management screen will appear.
2. In the Search text field, type the full or partial information of the user account.
3. All accounts matching the entered string will be shown in the table.

Adding a User Account

1. In the function tree, navigate to Account Management.
The Account Management screen will appear.

2. Click the Add icon () in the top-left corner of the screen.

The Add User Account screen will appear.

Add User Account

Username *
0/32
Password * ©
0/16
Privilege * v

Cancel

3. Configure the following:

Field Description

Username Enter the username for the account.
Password Enter the password for the account.
Privilege Select the privilege level for the account. Refer to Privileges Overview for more
9 information.
4. Click Add.
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Editing User Accounts

1. Navigate Navigation Menu > Account Management.
The Account Management screen will appear.

2. Click the Edit (/) icon of the account you want to edit.

The Modify User Account screen will appear.

Modify User Account

Password * o
Privilege *

Group Admin -
Root Group *

Moxa EU hd
Group

Germany 2 d

Cancel

3. Configure the following:

Field Description
Username Enter the username for the account.
Password Enter the password for the account.
- Select the privilege level for the account. Refer to Privileges Overview for more
Privilege . h
information.
Root Group Select the root group the account will have access to.
Group Select the groups(s) the account will have access to.

4. Click Apply.
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Deleting a Single User Account

/  NOTE

The default System Admin account cannot be deleted.

1. In the function tree, navigate to Account Management.
The Account Management screen will appear.

2. Click the Delete (.) icon of the account you want to delete.

3. The Delete Account window will appear.

Delete Account

Are you sure you want to delete this account?

4. Click Delete.

Deleting Multiple User Accounts

/7  NOTE

The default System Admin account cannot be deleted.

1. In the function tree, navigate to Account Management.
The Account Management screen will appear.
2. Select the check boxes of the user accounts you want to delete.

Click the Delete (.) icon in the top-left corner of the screen.

4. The Delete Account window will appear.

Delete Account

Are you sure you want to delete these accounts?

5. Click Delete.
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Privileges Overview

To access the Privileges page, In the function tree, navigate to Account Management > Privileges.

From the Privileges screen, you can review the access permissions of each privilege role.

Py .
”'g MXview ONE I @ English & admin ¥
B3 Dashboard
B Events . Account Management
A Notifications User Accounts Privileges
B Reports v
@ Group Management Privilege
.
g8 Site Management B System admin
2 Account Management
B Root Group Admin
Q License Management
B Group Admin
0 Help v
E Supervisor
B User

Click the Details icon (B) next a privilege role to see details about the permissions of that role.

Privilege Details

Privilege

Group Admin
Configuration Section Access Add Modify Delete
Dashboard a
Event History Q Q Q
Event Severity (] (]
Notifications -] @ ] @
Report Templates ° O O e
Generated Reports Q Q
Group Management ] 9 o ] []
Site Management Q Q Q Q

Account Management

License Management

Close
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11. License Management

License Management Overview

To access the License Management screen, In the function tree, navigate to License Management. The
License Management screen shows information of all licenses managed by MXview One Central Manager.
The License Management page is also used to add a new license, deactivate, reactivate, and transfer
licenses. Refer to the following sections for more information and instructions.

* MXview ONE @engish 2 aminv

B3 Dashboard

B Bents . License Management

Notifications .
LR MXview One Central Manager

T Reports v \ Site License Node License Wireless Add-on License Power Add-on License

Status: Authorized Status: Authorized Status: Authorized Status: Authorized
@ Group Management
Used: 105 Used: 2501 Used: 75 Used: 75

i Site Management : Available: 1395 Available: 27496 Available: 825 Available: 525

& Account Management Total: 1500 Total: 29997 Total: 900 Total: 600
Moxa License Site 23

@ License Management

@ Heb v

Licenses v

Re-activate License

Use a Deactivation Code and User Code
to reactivate a deactived license

Re-activate

Refer to the table below for an overview of each field:

Field Description

The type of license, including Site License, Node License, Wireless Add-on License, and
License Type Power Add-on License. Refer to License Types for more information about each license
type.
Status The license status, including None, Trial, or Authorized.
Used The number of already allocated licenses.
Available The number of available licenses that can be allocated to sites.
Total The total number of licenses held.
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License Types

MXview One Central Manager supports several types of different licenses, each with a specific purpose.
Refer to the table below for an overview and description of each license type.

License Types

Experience the power of MXview One Central Manager

Trial License for free for 90 days.

Allows users to monitor a local site through MXview One

Site License Central Manager.

Determines the number of the devices users can

Node License monitor through MXview One Central Manager.

Provides access to additional wireless-related features

Wireless Add-on License and functions.

Provides access to additional power-related features

Power Add-on License Sr functions.

Close
License Type Description
Trial License Allows you to try out MXview One Central Manager for free for 90 days.

Allows you to monitor a local MXview One site through MXview One Central
Manager. One site license is required for each local MXview One instance.
Determines the number of the devices users can monitor through MXview One
Central Manager.

Enables the Wireless add-on for a local MXview One site, providing access to
additional wireless-related features and functions.

Enables the Power add-on for a local MXview One site, providing access to
additional power-related features and functions.

Site License

Node License

Wireless Add-on License

Power Add-on License
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Adding a New Node License

After purchasing a node license, you will need to add it to MXview One Central Manager for it to take effect.
Node licenses are used to increase the number of devices (nodes) that can be managed at each MXview One
local site. For more information about license types, refer to the License Types section.
1. In the function tree, navigate to License Management.

The License Management screen will appear.
2. Click the Add New License button.

The Add New License screen will appear.

License Management

MXview One Central Manager

(\ Site License Node License Wireless Add-on License Power Add-on License
Status: Trial Status: Trial Status: Trial Status: Trial
Used: D Used: 0 Used: D Used: D
’ Available: 100 Available: 20000 Available: 100 Available: 100
Total: 100 Total: 20000 Total: 100 Total: 100

Moxa License Site [4

Add New License License Types

3. Click Next.

Add New License

(1] 2] ©

Go to the Moxa License Site Copy the Us

1. Log in to the Moxa License Site [

2. Go to Products and Licenses = Activate a Product License, and select MXview One
or MXview One Central Manager as the Product Type.

Enter the license Registration Code.

Your registration code (Type: MXview One NEW)

(Model name: LIC-MXviewOne-NEW-XN-SR) is
XOOOOCOXEXOOOOCKEX XX XXX XK

4. Copy the User Code and click Next.

Add New License

/] (2] (3]

Log in to the Moxa License Copy User Code Activate
Site

Copy the User Code to the Moxa License Site [

User Code: |
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/  NOTE

MXview One node licenses can be activated on either MXview One Central Manager or MXview One.

¢ To manage the license through Central Manager: Enter the MXview One Central Manager User
Code and activate the license on MXview One Central Manager.

¢ To manage the license at the local site: Enter the MXview One User Code and activate the license on
the local MXview One site. Refer to the MXview One user manual for more information.

5. Open a web browser and visit https://license.moxa.com/. Enter your Moxa user ID and password, check

the I have read and agree with Moxa’s Privacy Policy checkbox, and click Login.

MOX/\ | Software Licensing

Manage Your Software License
User ID

Login Moxa Software Licensing System to activate or query your Moxa software license.

Password

Forgot your password?

g O have read and agree with Moxa's
b, ‘ Privacy Policy.

Apply for an account

d

6. Navigate to Products and Licenses > Activate a Product License.

Products and Licenses ¥ Download ¥ Software Information Account Management v

View Activated Products

Activate a Product License

Request an add-on or renewal License

Activate an add-on or renewal License

Transfer a Product License

7. Select MXview One from the product type list.

Producis and Licenses / Achvate a Product License

Product Type Please select a product v

Please select a product
sDhC

IEF

IEC

MRC QuickLink
MXview One CM
MXview

MX-AOPC UA Server
MX-AOPC UA Logger
MXsecurity

Security Package
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https://license.moxa.com/

8. Enter a valid Registration Code and confirm if the Product Type next to the Registration Code field is
correct. The registration code is included in your license purchase confirmation email.

and Licenses / Activate a Product License

Product Type MXview One v
I Registration Code Product Type : MXview One Node I
User code Enter your user code

) I have read and agree to the EULA (End-user License Agreements)
This is the first activation of the software, you need to read the EULA, and click | know,_so that the activation proce
can be handled.

Note: The entered User Code will determine how the license is activated and managed
1. Enter the User Code of a MXview One instance to activate and manage this license locally in the MXview One instance.
2. Enter the User Code of MXview One Central Manager to activate and centrally manage this license in MXview One
Central Manager.

MXview ONE

9. Paste the User code copied from MXview One Central Manager in step 4 in the User Code field.
10. Read and agree to the EULA.

| have read and agree tolthe EULA (End-user License Agreements)l
This is the first activation of the software, you need to read the EULA, and click |
know,_so that the activation process can be handled.

PRIVACY STATEMENT. Moxa implements reasonable and appropriate
measures designed to protect the security and privacy of your personal
data. Please review Moxa Privacy Statement on Moxa's website:
https://www.moxa.com/en/privacy-policy, which governs the use of
personal data. All internet use is subject to security vulnerabilities. You
shall implement all necessary security measures to ensure the protection
and privacy of personal information and to protect the Software.

11. Check the acknowledgement checkbox and click Activate.

I have read and agree to the EULA (End-user License Agreements)

can be handled.

Note: The entered User Code will determine how the license is activated and managed
1. Enter the User Code of a MXview One instance to activate and manage this license locally in the MXview One instance

2. Enter the User Code of MXview One Central Manager to activate and centrally manage this license in MXview One

Central Manager.

12. A notice window will appear to inform you that your license has been activated. Click I know to close
the window. If the license failed to activate, enter the correct registration code and user code again. If
you are still experiencing problems, please contact Moxa Support.

Message notification

Thank you for purchasing an MXview One product license!
Your license has been activated, we will send you an activation notification
to your mailbox.

\ I know ‘
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13. Check the email account you used to apply for your Moxa account. The license activation code will be
sent to this email address.

MOXAN

Dear Customer,

Your MXview One Activation Code

has been activaled successfull

y. Visit the License Activation Porial to see more details about your product and license activation code

14. Copy the activation code from the email.
15. In MXview One Central Manager, paste the activation code into the Activation Code field.

Add New License

/] (/] e

Log in to the Moxa License Copy User Code Activate
Site

Download the license from the Moxa License Site , and paste the Activation Code
here.

Activation Code *

Close

16. Click Apply to activate the new node license in MXview One Central Manager.
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Adding a New Site License

After purchasing a site license, you will need to add it to MXview One Central Manager for it to take effect.
Site licenses are used to increase the number of MXview One sites that can be managed through Central

Manager. For more information about license types, refer to the License Types section.

1. In the function tree, navigate to License Management.
The License Management screen will appear.

2. Click Add New License.
The Add New License screen will appear.

License Management

MXview One Central Manager

N\ Site License Node License Wireless Add-on License
Status: Trial Status: Trial Status: Trial
Used: D Used: 0 Used: 0
’ Available: 100 Available: 20000 Available: 100
Total: 100 Total: 20000 Total: 100

Moxa License Site [4

3. Click Next.

Add New License

(1] 2] ©

Go to the Moxa License Site Copy the Us

1. Log in to the Moxa License Site [

2. Go to Products and Licenses = Activate a Product License, and select MXview One
or MXview One Central Manager as the Product Type.

Enter the license Registration Code.

Your registration code (Type: MXview One NEW)

(Model name: LIC-MXviewOne-NEW-XN-SR) is
XOOOOCOXEXOOOOCKEX XX XXX XK

4. Copy the User Code and click Next.

Add New License

/] (2] (3]

Log in to the Moxa License Copy User Code Activate
Site

Copy the User Code to the Moxa License Site [

User Code: |

Power Add-on License
Status: Trial

Used: D

Available: 100

Total: 100
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5. Open a web browser and visit https://license.moxa.com/. Enter your Moxa user ID and password, check
the I have read and agree with Moxa’s Privacy Policy checkbox, and click Login.

MOX/\  Software Licensing

Manage Your Software License
User ID

Login Moxa Software Licensing System to activate or query your Moxa software license.

Password

g

rgot your password?

o [ | have read and agree with Moxa’s
£ ‘ Privacy Policy.
Nt ’

CERTFCTE 5

" |
Apply for an account

.

6. Navigate to Products and Licenses > Activate a Product License.

Products and Licenses ¥ Download v  Software Information Account Management v

View Activated Products

Activate a Product License

Request an add-on or renewal License

Activate an add-on or renewal License

Transfer a Product License

7. Select MXview One CM from the product type list.

Products and Licenses / Aclivate a Product License

Product Type Please select a product v

Please select a product
sSDC

IEF

IEC

MRC QuickLink
MXview One

MXview

MX-AOPC UA Server
MX-AOPC UA Logger
MXsecurity

Security Package
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8. Enter a valid Registration Code and confirm if the Product Type next to the Registration Code field is
correct. The registration code is included in your license purchase confirmation email.

Products and Licenses / Activate a Product License

Product Type MXview One CM v
Registration Code Product Type : MXview One CM Site I
User code Enter your user code

Note: The entered User Code will determine how the license is activated and managed
1. Enter the User Code of a MXview One instance to activate and manage this license locally in the MXview One
instance
2. Enter the User Code of MXview One Central Manager to activate and centrally manage this license in MXview One
cMm

9. Paste the User code copied from MXview One Central Manager in step 4 in the User Code field.
10. Read and agree to the EULA.

| have read and agree to the EULA (End-user License Agreements)]
This is the first activation of the software, you need to read the EULA, and click [
know,_so that the activation process can be handled.

PRIVACY STATEMENT. Moxa implements reasonable and appropriate
measures designed to protect the security and privacy of your personal
data. Please review Moxa Privacy Statement on Moxa's website:
https://www.moxa.com/en/privacy-policy, which governs the use of
personal data. All internet use is subject to security vulnerabilities. You
shall implement all necessary security measures to ensure the protection
and privacy of personal information and to protect the Software.

11. Check the acknowledgement checkbox and click Activate.

| have read and agree to the EULA (End-user License Agreements)
This is the first activation of the software, you need to read the EULA, and click I know, so that the activation process
can be handled.

Note: The entered User Code will determine how the license is activated and managed
1. Enter the User Code of a MXview One instance to activate and manage this license locally in the MXview One instance.

2. Enter the User Code of MXview One Central Manager to activate and centrally manage this license in MXview One

Central Manager.
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12. A notice window will appear to inform you that your license has been activated. Click I know to close
the window. If the license failed to activate, enter the correct registration code and user code again. If
you are still experiencing problems, please contact Moxa Support.

Message notification

Thank you for purchasing an MXview One CM product licensel
Your license has been activated, we will send you an activation notification

to your mailbox.

13. Check the email account you used to apply for your Moxa account. The license activation code will be
sent to this email address.

MOXN\

Dear Customer, Your MXview One CM Activation Code
has

been activated successfully. Visit the License Activation Portal fo see more details about your product and license activation cod
e.

14. Copy the activation code from the email.
15. In MXview One Central Manager, paste the activation code into the Activation Code field.

Add New License

/] o (3]

Log in to the Moxa License Copy User Code Activate
Site

Download the license from the Moxa License Site , and paste the Activation Code
here.

Activation Code *

Close

16. Click Apply to activate the new site license in MXview One Central Manager.
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Adding an Add-on License

After purchasing an add-on license, you will need to add it to MXview One Central Manager for it to take
effect. Add-on licenses are used to enable additional features and functionality for MXview One sites. For

more information about license types, refer to the License Types section.

1. In the function tree, navigate to License Management.
The License Management screen will appear.

2. Click Add New License.
The Add New License screen will appear.

License Management

MXview One Central Manager

N\ Site License Node License Wireless Add-on License
Status: Trial Status: Trial Status: Trial
Used: D Used: 0 Used: 0
’ Available: 100 Available: 20000 Available: 100
Total: 100 Total: 20000 Total: 100

Moxa License Site [4

3. Click Next.

Add New License

(1] 2] ©

Go to the Moxa License Site Copy the Us

1. Log in to the Moxa License Site [

2. Go to Products and Licenses = Activate a Product License, and select MXview One
or MXview One Central Manager as the Product Type.

Enter the license Registration Code.

Your registration code (Type: MXview One NEW)

(Model name: LIC-MXviewOne-NEW-XN-SR) is
XOOOOCOXEXOOOOCKEX XX XXX XK

4. Copy the User Code and click Next.

Add New License

/] (2] (3]

Log in to the Moxa License Copy User Code Activate
Site

Copy the User Code to the Moxa License Site [

User Code: |

Power Add-on License
Status: Trial

Used: D

Available: 100

Total: 100
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/  NOTE

MXview One add-on licenses can be activated on either MXview One Central Manager or MXview One.

¢ To manage the license through Central Manager: Enter the MXview One Central Manager User
Code and activate the license on MXview One Central Manager.

¢ To manage the license at the local site: Enter the MXview One User Code and activate the license on
the local MXview One site. Refer to the MXview One user manual for more information.

5. Open a web browser and visit https://license.moxa.com/. Enter your Moxa user ID and password, check
the I have read and agree with Moxa’s Privacy Policy checkbox, and click Login.

MOX/\ Software Licensing

Manage Your Software License
User ID

Login Moxa Software Licensing System to activate or query your Moxa software license.

Password

Eorgot your password?

= [ | have read and agree with Moxa’s
5 ‘ Privacy Policy.
alpgamnes o T8

CERTFCHTE. 5

Apply for an account

6. Navigate to Products and Licenses > Activate an add-on or renewal License.

Products and Licenses ¥ Download ¥  Software Information Account Management ¥

View Aclivated Products

Activate a Product License

Request an add-on or renewal License

Aclivate an add-on or renewal License

Transfer a Product License

7. Enter a valid Registration Code and confirm if the Product Type next to the Registration Code field is
correct. The registration code is included in your license purchase confirmation email.

Products and Licenses / Activale an add-on or renewal License

Add-on or Renewal Registration Code Enter your Registration Code Product type :
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8. Paste the User code copied from MXview One Central Manager in step 4 in the User Code field and
confirm if the License Type is correct.

Products and Licenses / Activate an add-on or renewal License

Add-on or Renewal Registration Code Product type : MXview One CM Power
User code Enter your user code
License Type ADD

9. A notice window will appear to inform you that your license has been activated. Click I know to close
the window. If the license failed to activate, enter the correct registration code and user code again. If
you are still experiencing problems, please contact Moxa Support.

Message notification

Thank you for purchasing an MXview One CM product licensel
Your license has been activated, we will send you an activation notification

to your mailbox.

10. Check the email account you used to apply for your Moxa account. The license activation code will be
sent to this email address.

MOXAN\

Dear Customer, Your MXview One CM Activation Code
has

been activated successfully. Visit the License Activation Portal to see more details about your product and license activation cod

e.

11. Copy the activation code from the email.
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12. In MXview One Central Manager, paste the activation code into the Activation Code field.

Add New License

o o (3]

Log in to the Moxa License Copy User Code Activate
Site

Download the license from the Moxa License Site , and paste the Activation Code
here.

Activation Code

Close

13. Click Apply to activate the new add-on license in MXview One Central Manager.

Deactivating a License

If you want to transfer a license to a different instance of MXview One Central Manager, the license has to
be deactivated first.
1. In the function tree, navigate to License Management.
The License Management screen will appear.
2. Expand the Licenses section.
A list of activated licenses and activation codes will appear.
3. Click the Deactivate button next to the license you want to deactivate.

'@ MXview ONE CIEIIr @englsh 2 admin'v
B3 Dashboard
B eens . License Management
[ARegiEns MXview One Central Manager
"B Reports v k Site License Node License Wireless Add-on License Power Add-on License
Status: Authorized Status: Authorized Status: Authorized Status: Authorized
@ Group Management
Used: 105 Used: 2501 Used:75 Used: 75
gt Site Managemen ’ Available: 1405 Available: 27546 Avalable: 830 Avallale: 530
T Total: 1510 Total: 30047 Total: 905 Tota: 605
Mo ite &
@ License Management
@ep v
Licenses .
License Type: Node License
Licensed Nodes: 9999
¢ v Lk
TV2LYVGMVIE, a T

License Start: 2023/06/2116:44:26 Deactivate

License Type: Node License
Licensed Nodes: 50
Activation Code:

4. When prompted, click Deactivate.
The license will deactivate and appear as Deactivated in the license list.

Deactivation

Once deactivated, the license will be invalid and
can no longer be used. Are you sure you want to
continue?

Deactivate Cancel
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5.

After deactivating the license, you can choose to do one of the following:

» Reactivate license: Reactivate the license in the current instance of MXview One Central Manager.

»

Refer to Reactivating a Deactivated License for more information.

Transfer license: Transfer the license to a different instance of MXview One Central Manager. Refer
to Transferring a License to a Different Instance of MXview One Central Manager for more

information.

Reactivating a Deactivated License

A deactivated license can be reactivated for the current instance of MXview One Central Manager.

1.

In the function tree, navigate to License Management.

The License Management screen will appear.

Expand the Deactivated licenses section.

A list of deactivated licenses and deactivation codes will appear.

Click the Re-activate button next to the license you want to reactivate.

The Re-activate License screen will appear.

'&* MXview ONE

B3 Dashboard

B Events v
Notifications
Al MXview One Central Manager
"B Reports v ‘ Site License
Status: Authorized
@ Group Management
Used: 105
0 . _
2 Site Management W Available: 1405

2 Account Management Total: 1510

Moxa License Site &5
 License Management

@ Hep v

Add New License

Licenses

Deactivated licenses
License Type: Node License
Licensed Nodes: 50

Deactivation Code:

License Start: 2023/07/21 13:53:02

Click Next.

Re-activate License

o (2]

Go to the Moxa Copy
License Site Deactivat

1. Log in to the Moxa License Site &5

License Management

License Types

Node License
Status: Authorized
Used: 2501
Available: 27496
Total: 20997

Wireless Add-on License
Status: Authorized

Used: 75

Available: 830

Total: 905

2. Go to Products and Licenses > Transfer a Product License.

3. Select MXview One or MXview One Central Manager as the Software Product.

Power Add-on License
Status: Authorized

Used: 75

Available: 530

Total: 605

@ English

2 admin ¥
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5. Copy the Deactivation Code and click Next.

Re-activate License

Log In to the Moxa Copy Deactivation Copy User Code Activate
License Site Code
Copy Deactivation Code and paste it on Moxa License Site
Deactivation Code:
O
Close Next

Copy the User Code and click Next.

Re-activate License

o o © [ 4]

Go to the Moxa Copy the
License Site Deactivation Code

Copy the User Code Activate

Copy the User Code to the Moxa License Site

User Code:’ (]

Open a web browser and visit https://license.moxa.com/. Enter your Moxa user ID and password, check

the I have read and agree with Moxa’s Privacy Policy checkbox, and click Login.

MODXX/\  Sofiware Licensing [Engish v

Manage Your Software License

Login Moxa Software Licensing Syssem 10 ScOvate of Query your Moxa software license

Password

Forgat your passwoed?

| have read and agree with Moxa's
Privacy Polio
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8. Navigate to Products and Licenses > Transfer a Product License.

Products and Licenses ¥ Download ¥  Software Information Account Management ¥

View Activated Products
Activate a Product License _
Request an add-on or renewal License

Activate an add-on or renewal License

Transfer a Product License

9. To reactivate a MXview One node or add-on license, select MXview One from the product type list. To
reactivate a MXview One Central Manager site or add-on license, select MXview One CM from the
product type list.

10. Paste the Deactivation Code copied from step 5 and the User Code copied from step 6 into the
Deactivation Code and New User Code fields respectively, then click Product Transfer.

Products and Licenses / Transfer a Product License

Product Type ‘ MXview One v

Deactivation Code

New User Code

Please contact Moxa Technical Support if you encounter the following situations: Product
1. The PC/server hosting MXview One was damaged before being able to deactivate the MXview One license and obtain Transfer
the deactivation code.

2. The host system’s OS was reinstalled without first deactivating the MXview One license and obtaining the deactivation
code.

11. A notice window will appear to inform you that your license has been deactivated. Click I know to close
the window. If the license failed to deactivate, try again. If you are still experiencing problems, please
contact Moxa Support.

Message notification

Deactivation Success

12. Check the email account you used to apply for your Moxa account. The license activation code will be
sent to this email address.

13. Copy the activation code from the email.
14. In MXview One Central Manager, paste the activation code into the Activation Code field.
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Re-activate License

o o /]

Go to the Moxa Copy the Copy the User Code
License Site Deactivation Code

(4]

Activate

Download the license from the Moxa License Site, and paste the Activation Code

here.

15. Click Apply to re-activate the license in MXview One Central Manager.

Close

Transferring a License to a Different Instance
of MXview One Central Manager

A deactivated license can be transferred to a new instance of MXview One Central Manager.

1. Copy the license deactivation code of the current instance of MXview One Central Manager:

a. In the function tree, navigate to License Management.

The License Management screen will appear.

b. Expand the Deactivated licenses section. A list of deactivated licenses and deactivation codes

appears.

c. Copy the deactivation code of the license you want to transfer.

®" MXview ONE

B3 Dashboard

B Events . License Management

e oS MXview One Central Manager

D Reports. v k Site License Node License

Status: Authorized Status: Authorized
@ Group Management

Used: 105 Used: 2501
2 Site Management ’ Available: 1405 Available: 27496
& Account Management Total: 1510 Total: 29997

Moxa License Site &5

@ License Management

@ Hebp v

Licenses

Deactivated licenses
License Type: Node License
Licensed Nodes: 50
Deactivation Code:

License Start: 2023/07/21 13:53:02

Wireless Add-on License
Status: Authorized

Used: 75

Available: 830

Total: 905

Power Add-on License
Status: Authorized

Used: 75

Available: 530

Total: 605

@ English 2 admin ¥
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2. Copy the user code in the new instance of MXview One Central Manager:

a. In the new MXview One Central Manager instance, In the function tree, navigate to License
Management.

The License Management screen will appear.
b. Click Add New License.
The Add New License screen will appear.

License Management

MXview One Central Manager

N\ Site License Node License Wireless Add-on License Power Add-on License
Status: Trial Status: Trial Status: Trial Status: Trial
Used: 0 Used: 0 Used: 0 Used: 0
: Available: 100 Available: 20000 Available: 100 Available: 100
Total: 100 Total: 20000 Total: 100 Total: 100

Moxa License Site [4

Add New License License Types

c. Click Next.

Add New License

(1] (2] ©

Go to the Moxa License Site Copy the User Code Activate

1. Log in to the Moxa License Site [

2. Go to Products and Licenses = Activate a Product License, and select MXview One
or MXview One Central Manager as the Product Type.

Enter the license Registration Code.

Your registration code (Type: MXview One NEW)
(Model name: LIC-MXviewOne-NEW-XN-SR) is

0O
e [

d. Copy the User Code and click Next.

Add New License

/] (2] (3]

Log in to the Moxa License Copy User Code Activate
Site

Copy the User Code to the Moxa License Site (4
User Code: 0
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3. Open a web browser and visit https://license.moxa.com/. Enter your Moxa user ID and password, check
the I have read and agree with Moxa’s Privacy Policy checkbox, and click Login.

MOX/\ Software Licensing

Manage Your Software License
User ID

Login Moxa Software Licensing System to activate or query your Moxa software license.

Password

Forgot your password?

= [ | have read and agree with Moxa’s
5 ‘ Privacy Policy.

CERTFCHTE. 5

e
» | Apply for an account

d

4. Navigate to Products and Licenses > Transfer a Product License.

Products and Licenses ¥ Download v  Software Information Account Management v

View Activated Products
Activate a Product License _
Request an add-on or renewal License

Activate an add-on or renewal License

Transfer a Product License

5. To transfer a MXview One node or add-on license, select MXview One from the product type list. To
transfer a MXview One Central Manager site or add-on license, select MXview One CM from the
product type list.

6. Paste the Deactivation Code copied from the original MXview One Central Manager instance (step 1-c)
and the User Code copied from the new MXview One Central Manager instance (step 2-d) into the
Deactivation Code and New User Code fields respectively, then click Product Transfer.

Products and Licenses / Transfer a Product License

Product Type ‘ MXview One v ‘

Deactivation Code

New User Code

Please contact Moxa Technical Support if you encounter the following situations: Product:
1. The PC/server hosting MXview One was damaged before being able to deactivate the MXview One license and obtain Transfer
the deactivation code

2. The host system’s OS was reinstalled without first deactivating the MXview One license and obtaining the deactivation
code.

7. A notice window will appear to inform you that your license has been deactivated. Click I know to close
the window. If the license failed to deactivate, try again. If you are still experiencing problems, please
contact Moxa Support.
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Message notification

Deactivation Success

8. Check the email account you used to apply for your Moxa account. The license activation code will be
sent to this email address.

9. Copy the activation code from the email.

10. In the new instance of MXview One Central Manager, paste the activation code into the Activation
Code field.

Add New License

o /] (3]

Log in to the Moxa License Copy User Code Activate
Site

Download the license from the Moxa License Site , and paste the Activation Code
here.

Activation Code *

Close

11. Click Apply to activate the license in the new MXview One Central Manager instance.
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