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System Requirements

The computer that SDC is installed on must satisfy the following system
requirements. The systems requirements depend on the number of
nodes that will be managed through SDC.

System Requirements
Managed Nodes 50 100 | 150 | 200 | 300 | 400 | 500
CPU (virtual cores)| 4 4 6 8 12 14 16
RAM (GB) 8 16 16 32 64 128 | 256
Hard Disk Space 256 GB or above (recommended)
Supported Virtual VMWare ESXi 6.x or above, VM Workstation 14
Machines or above, KVM 2.x or above

Installing SDC on a VMware Workstation

This section describes how to deploy Security Dashboard Console (SDC)
to a VMware Workstation system.

Prerequisites

e The OVA packages provided by Moxa must be available and
accessible to the VMware Workstation.
e VMware workstation 14 or later is required.

Deploying Security Dashboard Console

1. Start the VMware Workstation and click File on the menu bar.

Select Open to import the SDC VM image file (*.ova).

3. Select the SDC VM image file from your localhost file path and click
Open.

4. Specify the name for the new virtual machine, and the storage path
for the new virtual machine, and then click Import.

5. Check the detailed VM information of the imported SDC VM (Virtual
Machine).
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6. Add an external disk. The SDC requires one external disk with at
least 50 GB of available storage, otherwise the SDC will not finish
initialization and the boot process will not be completed. The
external disk is used to store the system configurations and event
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logs. You may attach the external disk of a terminated SDC
instance here instead of adding a new disk if you want to migrate
the previous configurations and logs to the new SDC instance.

A ATTENTION

Due to software architecture changes, SDC v1.0 and v1.1 are
not fully compatible. If you are migrating from SDC v1.0 to
v1.1, we highly recommend attaching a new external drive and
not use the old drive. Refer to the System Migration section
for more information.

a. Click Edit virtual machine settings
b. Click Add, then choose Hard Disk

Add Hardware Wizard X

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation

Add a hard disk.
(=) CD/DVD Drive

Floppy Drive

e Network Adapter

[ uss controller

<19 Sound Card

@ Parallel Port

6] serial Port

o Printer

Generic SCSI Device

c. Select a disk type

virtual disk type

(C)IDE

(®)sCsI (Recommended)
(CysATA

NVMe

[ NyMe devices are not supported on Workstation 11.x virtual machines.

d. Select Disk size. You can decide the external disk size
depending on the number of logs you want to store, as shown
in the table below.

# of Logs Disk
10,000,000 50 GB
50,000,000 150 GB
100,000,000 300 GB

If the SDC needs to increase the number of the logs that can be

stored, please perform the following steps:

i. Power off the SDC.

ii. Enlarge the external disk size to fit the maximum log
requirement.

iii. Power on the SDC instance.



Disk
(®) Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which will
appear as a single hard disk to the guest operating system. Virtual disks can
easily be copied or moved on the same host or between hosts,

() Use an existing virtual disk
Choose this option to reuse a previously configured disk.

(OUse a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard disk.
Requires administrator privileges.

Add Hardware Wizard X

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GB): sol <

Recommended size for Other: 8 GB

[[] Allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the physical
disk space to be available right now. If you do not allocate all the space now, the
virtual disk starts small and grows as you add data to it.

(O Store virtual disk as a single file
(@) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

e. Select path to store the disk
f. Click OK

7. (Optional) Adjust your SDC instance to use proper resource
configurations based on the following sizing table or using default
settings (8 CPU cores, 16 GB of memory). Click Edit virtual
machine settings.

Sizing Table

Nodes CPU Memory
50 4 cores 8 GB
100 4 cores 16 GB
150 6 cores 32 GB
200 8 cores 32 GB
300 12 cores 64 GB
400 14 cores 128 GB
500 16 cores 256 GB

a. Click Edit virtual machine settings.
b. Configure the amount of memory.
c. Configure the number of CPU cores.
8. (Optional) Change the network adapter setting from ‘NAT’ to
‘Bridged’.
a. Right click the SDC VM icon and select Settings.
b. Select Network Adapter and change the default setting from
[NAT] to [Bridged] if necessary.

9. Boot the SDC VM, and the SDC instance will start.



System Migration

A IMPORTANT!

Because SDC v1.0 and v1.1 are not fully compatible due to
software architecture changes, all logs, patterns, and firmware
stored on SDC v1.0 cannot be migrated to SDC v1.1
automatically. Only policy enforcement rules, DDoS protection
rules, and objects can be migrated from the SDC v1.0 over to
SDC v1.1.

Follow the instructions below if you are upgrading from SDC
v1.0 to v1.1:

1. Back up your current SDC v1.0 configurations.

2. Install the new SDC (v1.1) with a new external disk.

3. Activate the SDC v1.1 license key, followed by any IEC or
IEF Series licenses.

4. Load the SDC v1.0 configuration backup file onto the new
SDC v1.1 instance.

5. Confirm all your devices appear correctly in SDC v1.1.

When a new version of SDC is released, the settings of the old SDC can
be migrated by attaching the external disk of the old SDC to the new
SDC VM. The settings that will be migrated to the SDC includes:

e The UUID of the old SDC. (To ensure all virtual machines are
identified properly, each virtual machine is automatically assigned a
universal unique identifier (UUID).)

e The pattern and firmware downloaded by the old SDC.

e The system configuration set from the old SDC including its license,
accounting information, security policies, and so on.

e The security event logs stored by the old SDC.

Procedure

1. Launch the new instance of SDC. (For more details, see
“Deploying Security Dashboard Console” under the “Installing SDC
on a VMware Workstation”.)

2. Power off the old SDC

Attach the external disk of the old ODC to the new SDC.

4. A window will pop up where you can select which settings and
data will be migrated into the new SDC, and after your
confirmation the old SDC'’s selected information will be migrated
into the new SDC.

w

Installing SDC on a VMware ESXi

This chapter describes how to deploy the Security Dashboard Console
to a VMware ESXi system.

Requirements

e The OVA packages provided by Moxa must be available and
accessible to VMware ESXi.

e ESXi version 6 or above with the required specifications.

e The necessary networks have been properly created in ESXi.
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Deploying Security Dashboard Console

1. Log in to the VMware vSphere web client.
2. Under Navigator, click Host and then click Create/Register VM.

“1% Navigator [} ” [J localhostlocaldomain

(@ GetvCenter Server || ) CreateRegister M | (g Shutdown [y Reboot | @ Refresh

£# Actions

Manage

Monitor

localhost.localdomain cru FREE 25 GHz
~ (1 Virtual Machines. Version: 6.5.0 (Build 4564106) O 82%
USED: 11.1GHz  CAPACITY: 138 GHz

- B Kai state Normal (not connected to any vCenter Server)
Uptime: 1023 days MEMORY FREE: 123568
Menitor — 61%
USED: 19.48G8  CAPACITY: 318368

More VMs...
— sToRAGE FREE: 14991 GB
B storage \ e
@ Networking 3| USED:30834GB  CAPACITY. 45825 GB
vSwitch0

3. Select Deploy a virtual machine from an OVF or OVA file.

91 New virtual machine

Rg 1 Select creation type Select creation type
2 Select OVF and VMDK file;

How would you like to create a Virtual Machine?

Create a new virtual machine This option uides you through the process of creating a
virtual machine ffom an OVF and VMK files.

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

4. Input a name for your SDC and then select an SDC image to
upload.



5. Choose a storage location for the SDC virtual machine.

2 New virtual machine - odc

¥ 1 Select creation type
+ 2 Select OVF and VMDK
J st s m—|

4 Deployment options

Select storage

Select the datastore in which to store the configuration and disk fles.

‘The following datastores are accessible from the destination resource that you Selected. Select the destination datastore for

5 Ready to complete. the virtual files and all of
Name v Capacity v Free v Type v Thinpro..v Access v
datastore1 363TB 163718 VMFS5 Supported Single
THoms
Next Finish Cancel
6. Select deployment options.
#4 New virtual machine - odc
v L options
/2 Select OVF and VMDK files Select deployment options.
5
Qi oo gt ora M
5 Ready to complete Metwork mappings NAT | test i
Disk provisioning ©Thin (" Thick

Back

Finish

Gancel

7. When you see the Ready to complete screen, click Finish to start

the deployment.

1 New virtual machine - ode

+ 1 Select creation type
+ 2 Select OVF and VMDK files

Ready to complete

Revlew your settings selection before finishing the wizard

v3
+ 4 Deployment options

5 Readly to complete

Product
VM Name

Disks

Datastore
Provisioning type
Network mappings

Guest OS Name

Unknown
odo
Instance.vmak,nstance.vmak.
datastore!

Thin

NAT: test

Debian_64

jour browser while this VM is being deployed.

il} Do ot refresh yc

Cancel




Under the Recent tasks pane, you will see a progress bar
indicating that the SDC image is being uploaded. Please wait until
the upload is finished.

Add an external disk with at least 50 GB free to the SDC instance.
a. Power off the SDC instance if it is powered on.

b. Add the external disk by taking the following steps: Actions >
Edit settings > Add hard disk > Save.

(5] Edit settings - ode (ESXi 6.0 virtual machine)

VrGATEEwEeY] W options |

B Adahard cisk W8 Add network adapter (@ Add cnr device

» ’McPu A s v @

» B Memory /i\ ‘ 20480 MB

» (2 Hard disk 1 /A [25 B

» (2 New Hard disk /iy GB

» &1 SCSI Controller 0 LSl Logic Parallel ¥

» 8 Network Adzpter 1 test |8 Conneet

» [l video Card Specify custom settings X

Add an external disk

I\ save || Gancel |

5 it setings - ode (E5XI 6.0 vitual machine)

Virtlal Hardware | VM Options |

2 Add hard disk | P Add network adapter (S Add other device
| B New hard disk n
2 Existing hard disk

» [ Hard disk 1 /8 25 a8 ¥

el 509 Gontoer L1 Logic Parallel

» B8 Network Adapter 1 et v | @ Gonnect

» (8l video Card ‘Speciy custom settings

| sae || cancel |

c. You can decide the external disk size depending on the number
of logs to be stored, as shown on the table below.

#of Logs Disk
10,000,000 50 GB
50,000,000 150 GB
100,000,000 300 GB

(Optional) If the SDC needs to increase the number of logs
that need to be stored, the steps are as follows: (1) power off
the SDC, (2) enlarge the external disk size to fit the maximum
log requirement, and (3) power on the SDC instance. After
that, the SDC will have enlarged the available storage for log
files.

(Optional) If you want to migrate the existing SDC settings to
the newly launched VM, please refer to System Migration.



NOTE The SDC requires one external disk and the minimum size of
the external disk must be above 50 GB, otherwise the SDC will
not finish initialization and the boot process will not be
completed.

NOTE The external disk is used to store the system configurations and
event logs. You may attach the external disk of a terminated
SDC instance here instead of adding a new disk if you want to
migrate the previous configurations and logs to the new SDC
instance.

A ATTENTION

Due to software architecture changes, SDC v1.0 and v1.1 are
not fully compatible. If you are migrating from SDC v1.0 to
v1.1, we highly recommend attaching a new external drive and
not use the old drive. Refer to the System Migration section
for more information.

10. Power on the VM.

11. (Optional) Adjust your SDC instance to use proper resource
configurations based on the following sizing table or using the
default settings (8 core CPU, 16 GB memory).

a. Shut down the instance of SDC and click Edit, and the Edit
settings window will appear.

b. Configure the number of CPU cores.

c. Configure the amount of memory.

d. Boot the SDC instance.

Sizing Table

Nodes CPU Memory
50 4 cores 8 GB
100 4 cores 16 GB
150 6 cores 32 GB
200 8 cores 32 GB
300 12 cores 64 GB
400 14 cores 128 GB
500 16 cores 256 GB

[ ViridalFardware | M Options

3 Add hard disk M Add network adapter (S Add other device
|> Eoru A B Select the “CPU’ item to customize
—1 the number of CPU.

MB

» 8 Memory /i 16

» (3 Hard disk 1 A\,

> [ 5CSl Controller 0 LSl Logic Parallel

» W Network Adapter 1 VM Network

Dl Specify custom settings

Save Gancel



() Edit settings - 0.8.1-Neo-ODC (ESXi 6.0 virtual machine)

| Virtual Hardware: | VM Options

2 Addhard disk M8 Add network adapter (3 Add other device

> Hcru Ay 8 T @ Select the ‘Memory’ item and
| =TTy = = | adjust the amoum_of memory
allocated to SDC instance.
» A Harddisk 1 A\ 100 8
» B3 SCS! Controller 0 LS Loglc Paralel v
» B Network Adapter 1 VM Network Connect

» @l video Card Specify custom settings

System Migration

A IMPORTANT!

Because SDC v1.0 and v1.1 are not fully compatible due to
software architecture changes, all logs, patterns, and firmware
stored on SDC v1.0 cannot be migrated to SDC v1.1
automatically. Only policy enforcement rules, DDoS protection
rules, and objects can be migrated from the SDC v1.0 over to
SDC v1.1.

Follow the instructions below if you are upgrading from SDC
v1.0 to v1.1:

1. Back up your current SDC v1.0 configurations.

2. Install the new SDC (v1.1) with a new external disk.

3. Activate the SDC v1.1 license key, followed by any IEC or
IEF Series licenses.

4. Load the SDC v1.0 configuration backup file onto the new
SDC v1.1 instance.

5. Confirm all your devices appear correctly in SDC v1.1.

When a new version of SDC is released, the settings of the old SDC can
be migrated by attaching the external disk of the old SDC to the new
SDC VM. The migration of settings includes:

e The UUID of the old SDC (To ensure all virtual machines are
identified properly, each virtual machine is automatically assigned a
universal unique identifier (UUID).)

e The pattern and firmware downloaded by the old SDC.

e The system configuration set from the old SDC including its license,
accounting information, security policies etc.

e The security event logs stored by the old SDC.

Procedure

Launch the new instance of SDC. (For more details, see “Deploying
Security Dashboard Console” under the “Installing SDC on a VMware
ESXi".)

1. Power off the old SDC.

2. Attach the external disk of the old ODC to the new SDC.
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3. The old SDC’s information will be migrated into the new SDC.

() Edit settings - new_odc (ESXi 6.0 virtual machine)

VM Options
2 Add hard disk | B Add network adapter (& Add other device

2 New hard disk

BB Existing hard disk
e

» L Hard disk 1 /)

» [ SCsl Controller 0

LS! Logic Parallel ®
» B Network Adapter 1 test ¥ @ Connect
> i video Gerd Specify custom settings »

Save
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Configuring the SDC system

Accessing the SDC CLI

Jury

Open the SDC VM console.
Log in with “root/moxa”

Change the default password
a. Type the following command to change the default password
$ oobe

b. Change the default password.
c. Re-log in to the SDC with your new password.

After re-logging in to the SDC, you can type the “help” command to
see a list of available commands for the instance.

on the 1
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Getting the IP Address of the SDC Instance

1. Type the following command to get the IP address of the SDC
Instance.

$ iface 1s

ault glen 1

Bfito_tast state 0P TEUIT alen 100)

2. If your VMware network adaptor setting is using NAT, please set up
port forwarding rules and specify NAT outbound IP to allow traffic to
pass from the IEC-G102-BP Series to the SDC:

a.

Setup port forwarding rules. Please click Edit > Virtual
Network Editor, and then select the right network subnet.
Click NAT Settings to create the following port forwarding
rules:

i. To access a web management console, forward packets
from host TCP port 8443 to the SDC server IP TCP port
443.

ii. To allow users to configure the IEC-G102-BP Series through
the SDC including all configuration settings and commands,
packets should be forwarded from the host TCP port 7590
to the SDC server IP TCP port 7590.

iii. To allow IEC-G102-BP Series to upload logs to the SDC,
packets should be forwarded from the host TCP port 9093
to the SDC server IP TCP port 9093.

Port Forwarding

HostPort Type Virtual Machine IP Address Description
7590 TCP 192.168.18.128:7590 SDC Command Channel
9093 TCP 192.168.18.128:9093 SDC Logging Channel

8443 TCP  192.168.18.128:443 Web Console Access

Add... Remove
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b. Set up the NAT outbound IP address for the SDC environment
parameters

i. Find the NAT outbound IP address on the VM host PC. If

your host PC is using Windows, you can type “ipconfig” to
find it.

ii. Type the following command in the SDC CLI to set the IP
environment parameters of the SDC Instance

S env exip [the NAT outbound IP address]
$ service reload

(Optional) Configure the IP Address Settings

You can choose to configure the IP address manually.

1.

Use the “iface update” command to update the settings of an
existing network interface. For example, the following command
sets the interface “eth0” to a static IP address 10.7.19.157/24 with
the Gateway IP address 10.7.19.254:

$ iface update eth0 --method static --address
10.7.19.157 --netmask 255.255.255.0 --gateway
10.7.19.254

Confirm the network interface settings are correct and execute the
following command to bring the new settings into effect:

$ iface restart ethO

Execute the following command to view the network interface
settings:

$ iface 1s
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4. Use the “resolv add” command to add a DNS server and “resolv Is”

to list the DNS servers that have been added. For example, the
following command adds “8.8.8.8” to the DNS server list.

$ resolv mode custom [the name of server]

$ resolv add 8.8.8.8

Type the following command to view the DNS server settings.
$ resolv 1ls

Fle Edit Tabs Help

Open the TCP and UDP communication ports below to allow IEC-
G102-BP and IEF-G9010 Series devices to communicate with SDC.

Service UDP [TCP Description

Command 7590 Send commands to devices, bi-

Channel directional

Events Log 9093 Send event logs to SDC

NTP Services 123 NTP time synchronizing services

Syslog 601 514 Send syslog to SDC

Web Console (443 Allow SDC to access the device
web console

SSH 22 (Optional) Allow SDC to access
the device command line

Execute the following command to reboot the VM:
$ reboot

Opening the Management Console

The Security Dashboard Console provides a built-in management
console that you can use to configure and manage the product. View
the management console using a web browser.

NOTE View the management console using Google Chrome version 63

or later; Firefox version 53 or later; Safari version 10.1 or
later; or Edge version 15 or later.

Procedure

1.

In a web browser, type the address of the Security Dashboard
Console in the following format:

https://<target server IP address or FQDN>

The login screen will appear.

Enter your user name and password.

Use the default administrator credentials when logging in for the
first time:

e User name: admin

e Password: moxa

Click Log On.

If this is your first time to log on, the Login Information Setup
frame will appear.
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NOTE You must change the default login name and password at first
log on before you can access the management console.

”ow

NOTE New login name cannot be “root”, “admin”, “administrator” or
“auditor” (case-insensitive).

a. Confirm your password settings.
e New Login Name
e New Password
e Retype Password
b. Click Confirm.
You will be automatically logged out of the system. The Log On
screen will appear again.
c. Log on again using your new credentials.

MOXA\ Security Dashboard Console & ningrao iy - 3

Register IEC-G102-BP devices to SDC

On the web console of the IEC-G102-BP device, please go to
Administration > Sync Settings, and set up the SDC IP address and
enable SDC management.

MOX A EtherCatch

SDC Settings

D) Enable SDC

-16 -



	Security Dashboard Console Quick Installation Guide
	System Requirements
	Installing SDC on a VMware Workstation
	Prerequisites
	Deploying Security Dashboard Console
	System Migration
	Procedure

	Installing SDC on a VMware ESXi
	Requirements
	Deploying Security Dashboard Console
	System Migration
	Procedure

	Configuring the SDC system
	Accessing the SDC CLI
	Getting the IP Address of the SDC Instance
	(Optional) Configure the IP Address Settings
	Opening the Management Console
	Procedure

	Register IEC-G102-BP devices to SDC



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



