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1. Introduction

This Windows 10 IoT Enterprise LTSC 2021 (21H2) user manual is applicable to Moxa’s x86-based
computers listed below and covers the complete set of instructions for these series. Detailed instructions on
configuring advanced settings are covered in following chapters of the manual. Before referring to sections
in these chapters, confirm that the hardware specification of your computer model supports the
functions/settings covered therein.

Applicable Series

¢ DA-681C Series
« DA-682C Series
o DA-820C Series
e V2403C Series

e V2406C Series

e MC-1200 Series
¢ MC-3201 Series

Moxa Windows

Moxa computers are integrated with Windows drivers and I/O controller utilities based on the Microsoft
Windows up-to-date version so that you can use the most compatible hardware-software combination in
your application field.
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2. System Initialization

In this chapter, we describe how to initialize the system settings when you boot up the computer for the
first time. When you turn on the computer, you will see the Windows Out of Box Experience (OOBE) wizard.
OOBE consists of a series of screens that require customers to accept the license agreement, connect to the
internet, log in with or sign up for a Microsoft Account, and share information with the OEM.

Initializing User Settings

The following is a non-exhaustive list of OOBE screens that you will see in the order that they are listed
here:

1. Select a region.

Let's start with region. Is this right?

Uganda

Ukraine

United Arab Emirates

United Kingdom

United States

Uruguay

Uzbekistan

Vanuatu

Vatican City

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual 6



2. Select a keyboard.

s this the right keyboard layout?

If you also use another keyboard layout, you can add that next.

us

Canadian Multilingual Standard

English (India)

Irish

Scottish Gaelic

United Kingdom

United States-Dvorak

United States-Dvorak for left hand

United States-Dvorak for right hand

3.

Want to add a second keyboard layout?

000000
Oooo0o
Y — |

Add layout
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4. Connect to a network or continue with limited setup.

Let's connect you to a network

g Ethernet 3
Not connected

| don't have internet

Network

There's more to discover when you connect to the internet

Access the full range of apps that help you work and play the way you want when you connect to a network and sign in with Microsoft.
Along with being able to browse the internet, get email, and work across devices, you'll also get enhanced features and security.

Full setup with
Microsoft account

Advanced Security and Privacy
Protect and secure your device and personal data \/

Free access to Office Online, Outlook, Skype, and

more \/
Office Online, Outlook, Skype, Free OneDrive cloud
storage, and more

Unlock the best Windows 10 features

Sync photos from your Android phone, pick up where
you left off, and more

Continue with limited setup Connect now
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Sign in to or create a local account or a Microsoft account (MSA).

Whao's going to use this PC?

What name do you want to use?

Set a password.

Create a super memorable password

Make sure to pick something you'll absolutely remember.
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Choose your privacy settings.

Choose privacy settings for your device

Microsoft puts you in control of your privacy. Choose your settings, then select ‘Accept’ to save them. You can change these settings at any

Online speech recognition

Use your voice for dictation and to talk to Cortana and other apps that use
Windows cloud-based speech recognition. Send Microsoft your voice data
to help improve our speech services.

® Yes

Find my device
Turn on Find my device and use your device's location data to help you

find your device if you lose it. You must sign in to Windows with your
Microsoft account to use this feature.

® Yes
Inking 8t typing
Send inking and typing data to Microsoft to improve the language

recognition and suggestion capabilities of apps and services running on
Windows.

® Yes

Advertising ID
Apps can use advertising ID to provide more personalized advertising in
accordance with the privacy policy of the app provider.

® Yes

time.

Location

Get location-based experiences like directions and weather. Let Windows
and apps request your location and allow Microsoft to use your location
data to improve location services.

® Yes

Diagnostic data

Send all Basic diagnostic data, along with info about the websites you
browse and how you use apps and features, plus additional info about
device health, device activity, and enhanced error reporting.

® Full
Tailored experiences
Let Microsoft offer you tailored experiences based on the diagnostic data
you have chosen (either Basic or Full). Tallored experiences mean
personalized tips, ads, and recommendations to enhance Microsoft
products and services for your needs.

® Yes

Select ‘Learn more’ for info on the above settings, how Windows Defender
SmartScreen works, and the related data transfers and uses.

Learn more

Initializing the System

After the OOBE settings, you will be redirected to the device desktop of the device. Wait until the
process is complete.

spComple

After the process is completed, the system initialization is done. The device will reboot, and the new
settings will take effect after the system restarts.

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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3. BitLocker

This chapter describes the BitLocker setup process.

Enabling the BitLocker

1. In the Windows Devices and drives, right-click on the drive and select Turn on BitLocker.
W Pl= DriveTogls  ThisPC - m] X
Computer View Manage o
« A 3 5 ThisPC » v O Search This PC r
# Quick access  Folders ()
) Desktop Desktop A1 Documents Downloads
4 Downloads - ;j ‘
[£ Documents
= Pictures ) Music Pictures ﬁ Videos
X This PC ~ Devices and drives (1)
= Netwark - ﬁal Disk (C:)
e 125 o
Open in new window
Pin to Quick access
G Turn on BitLocker
ER Scan with Windows Defender...
Share with >
Restore previous versions
Pin to Start
Format...
Copy
Create shortcut
Rename
Properties
Titems  1item selected B
2. Select an option to back up the recovery key. For example, select Save to a file.
X
%@J BitLocker Drive Encryption (C:)
How do you want to back up your recovery key?
A recovery key can be used to access your files and folders if you're having problems unlocking your PC,
It's a good idea to have more than one and keep each in a safe place other than your PC.
— Save to your Microsoft account
— Savetoafile
—> Print the recovery key
How can | find my recovery key later?
Mext Cancel
Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual 11



3. Select the path to store the file in.

4 Save BitLocker recovery key as *

&« v M am » ThisPC 5> NEW VOLUME (D:) v & Search NEW VOLUME (Dx) P
~
Name Date modified Type Size
7 Quick access
[ Desktop
‘ Downloads

|| Documents

Organize « Mew folder

Mo items match your search.

&= Pictures
& This PC
- NEW VOLUME (D)

oF Network

File name: | BitLocker Recovery Key 06A92F47-93AA-4514-BB5F-DEB2CAF43C03
Save as type: | Text Files (*.txt)

+ Hide Folders

Save Cancel

Follow the onscreen instructions to specify the drive encryption options.

<« :ﬁ&' BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need te encrypt the part of the drive
that's currently being used. BitLecker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

(®) Encrypt used disk space only (faster and best for new PCs and drives)

(C) Encrypt entire drive (slower but best for PCs and drives already in use)

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual 12



< %@' BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mede.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version 1311)
or later, you should choose the new encryption mode

(®) New encryption mode (best for fixed drives on this device)

() Compatible mode (best for drives that can be moved from this device)

5. Click Continue.

L % BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.
You can keep working while the drive is being encrypted, although your PC might run more slowly.
[] Run BitLacker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive,

BitLocker will restart your computer before encrypting.

Note: This check might take a while, but is recommended to ensure that your selected unlock method
works without requiring the recovery key.

Continue Cancel

6. Restart the computer.

%, BitLocker Drive Encryption X

: % The computer must be restarted

Manage Bitlocker

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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7. Wait for the encryption process to complete and then click Close.

’%. BitLocker Drive Encryption X

‘% Encrypting...

Drive C: 56.9% Completed

Close

Manage BitlLocker

Disabling the BitLocker

1. In the Windows Devices and drives, right-click on the drive and select Manage BitLocker.

L JEE - Manage  This PC
i | o
&« v 1 = ThispC v ® | Search This PC
i ~ Folders (7)
st Quick access
I Desktop 3D Objects Desktop 4 Documents
& Downloads » |
4] Documents * Downloads Music Pictures
& Pictures x —
@ This PC Videos
~ USB Drive (D) E
~ Devices and drives (2
Example @ —
Platform L. Windows (©) Open in new window
= U I ) )
& Network ¥ 130 6B free of 28,5 Gy Pin to Quick access

Manage BitLocker
[ scan with Windows Defender..

Give access to e
Restore previous versions

Pin to Start

Format...

Copy

Create shortcut

Rename

Properties

9 items 1 item selected

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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2. Click on Turn off BitLocker.

4 > Control Panel > System and Security > BitLocker Drive Encryption

v Search Control Panel »
Control Panel H - ; :
SR RAelone BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.
@ For your security, some settings are managed by your system administrator.
Operating system drive
Windows (C:) BitLocK sitLocker Drive Encryption X
Turn off BitLocker
Your drive will be decrypted. This might take a long time, but
you can keep using your PC during the decryption process.
] ] Turn off BitLocker Cancel
Fixed data drives
Removable data drives - BitLocker To Go
D: BitLocker off
See also
& 1PM Administration
G Disk Management
Privacy statement
3. Wait for the decryption process to complete and click Close to exit the program.
BitL En o
T > Control Panel > System and Security > BitLocker Drive Encryption v O | Search Control Panel pel
®
Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

2 & BitLocker Drive Encryption X
Operating system

Decrypting...

Windows (C:) Bi
Drive C: 46.2% Completed

-~

Fixed data drives §
Manage BitLocker

Removable data drives - BitLocker To Go

D: BitLocker off

See also
& 1PM Administration
) Disk Management

Privacy statement

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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1 | > Control Panel > System and Security > BitLocker Drive Encryption v U Search Control Panel »p
Control Panel H °
SR AESome BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.
3 & BitLocker Drive Encryption P4
Operating system
Decryption of C: is complete.
Windows (C:) Bi e B
Manage BitLocker
Fixed data drives
Removable data drives - BitLocker To Go
D: BitLocker off
See also
& TPM Administration
G Disk Management
Privacy staternent
4. Check the disk status after the decryption process is completed.
W|IP=] DiiveTogls  This PC - 2 X
Computer View Manage (7]

« < 4 @5 ThisPC » v | @ | Search This PC p

7 Quick access
[ Desktop
J Downloads
5 Documents
=] Pictures

[ ThisPC

¥ Network

Titems  1item selected

L T

~ Folders (6)

Val Desktop

@“{l

Documents ' Downloads

J’) Music == Pictures m Videos
e

~ Devices and drives (1)

-

Local Disk (C:)

[ |
125 GB free of 139 GB

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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4. Configuring RAID

This chapter describes the setup process for RAID.

Changing the RAID Mode

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select the Setup Utility option.

MSetup Utility

3. Select the SATA Configuration option.

»SATA Configuration

F5/F6
Enter

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual 17



4. If your device processor is older than 11th Gen Intel® Core™ Processor (Intel® Tiger-Lake),
select the SATA Mode Selection followed by the Intel RST Premium option.

Enable the Hot Plug function on all ports.

$A4TA Hode Selection <Intel RST Prenium>

*
Intel RST Premium

F5/F6
Enter

$ATA Hode Selection <Intel RST Preniun>

Fb/F6
Enter

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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5. If your device CPU is 11th Gen Intel® Core™ Processors (Intel® Tiger-Lake) or newer processor
generation, select the Map SATA Root Port under VMD and Enable this option.

Enable the Hot Plug function on all ports.

Hap $ATA Root Port under VHD <Disabled>

Enabled

F5/F6
Enter

Hap SATA Root Port under VHD <Enab led>

Fb/F6
Enter

6. Press F10 to save the settings and then press ESC to return to the main page.

Exit Saving Changes

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual 19



7. Select Exit Saving Changes, and then select Yes to save the settings.

Exit Saving Changes

[fes] %

Fb/F6
Enter

Creating a RAID Disk in BIOS

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select the Device Management option.

Mievice Hanagement

Enter

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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3. Select Intel® Rapid Storage Technology.

Device Manager

FIntel{R) Rapid Storage Technology

14
Enter

4. Select Create RAID Volume.

*Create RAID Volune

F5/F6
Enter

5. Select the RAID Level option and then press Enter to select the raid level; for example,
RAID1(Mirror).

RAID Level: <RAIDO{Stripe)>

RAIDIC(HYrord

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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RAID Level: <RAIDT{Hirror)>

6. Select the target disk.

SATA 0.2, INTEL $SDSC2BB150G70
Dv651405D5150MGN, 139. 76B

Fb5/F6
Enter

7. Enter X and then press Enter.

$ATA 0.2, INTEL $SDSC2BB150G70
DV651405D5150MGN, 139. 76B

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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8. The disk is now marked with an X next to it to indicate the selection.

$ATA 0.3, FUJITSU HHZ2160BH G2
K60HT9A3Y6AN, 149. 0GB

F5/FG
Enter

9. Select the Create Volume option.

Mreate Volume

F5/F6
Enter

10. A RAID volume is created based on the settings specified.

MWaolunel, RAIDICHIrror), 139.7GB, Normal

Fb5/F6
Enter

11. Press F10 to save the settings.

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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Replacing a Disk

1. Run Intel® Rapid Storage Technology from the Windows Start menu.

- Intel
[ES Intel(R) PROSet Adapter Configurati...
"30 Intel(R) Rapid Storage Technology Microsoft Edge
| Intel® Management and Security St...

M

‘R‘ Microscft Edge

MOXA

Moxa Serial Interface

Settings

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell
Windows Security

Windowrs Sustem

£ [iype here to search

2. Physically unplug the target SSD.

@ Intel® Rapid Storage Technology

E -

Intel® Optane™ Memory || Performance || Breferences

Help ‘

intel)

S current status

Your system is functioning nommally
Manage

&
Click on any element in the storage system view to manage s properties. %

© The Wingows write-cache buffer flushing policy can be enabled for all RAID array Grives to ensure data integrity or disabled to improve data performance. Click the Help icon for more informaticn on setting the write-cache

buffer fushing policy based on your needs.

Intel® Optane™ Memory.

Intel® Optane™ memory status: disabled.

Storage System View

SATA_Array_0000

Qg > 166s
Qe sacn

& Internal empty port O

% Internal empty port 1
Q. riem empyy port2

o

Volume1
Type: RAID 1
116 GB

The status of the SSD that is unplugged will change from green (check mark) to yellow (exclamation

mark) as shown below:

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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(@ Intel® Rapid Storage Technology

Manage || Intel® Optanc™ Memory || Performance | Breferences

(=1, Current Status Storage System View
Your system Is reporting one or more events, and data may be at risk. e o
Refer to the details below for more information. -
Manage

Qe > 23868

lh’ 0GB
© The Windows* write-cache buffer fushing poiicy can be enbied for all RAID array crives o ensure data integrity or disabled to improve data performance, Cck the Help icon for more informatien on setting the wite-cache
buffer flushing policy based on your needs.

Ciick on any element in the storage system view to manage ts properties, &

[ ——
St 000 D

- [ N E——
Details: Fix any problems reported an the amay disks, or rebuld the volume to 2 new disk.
Internal empty port 2
Unkro s onCottermnn, i isin © . ramai vy
% Internal empty port 3
Intel® Optane™ Memory

Intel® Optane™ memory status: disabled. £

More nelp on this page

|
3. Install the new SSD.
4. Click on the Manage tab.

& Intel® Rapid Storage Technology

atus Manage

Manage Disk Storage System View ()]

Intel® Qptane™ Memory

Performance || Preferences

Controller Unknown, Port Unknown SATA_Aray_ 0000
Port location: Unknown

Type: SATA hard disk Volumel

Usage: Array disk R
® 116 68

Size:OMB.

Serial number: 20AA0831000005:0

Moget:

QP> STsorac

Firmurare: 14068

» Acvanced
% Interal empty port 0
[\ N —
% Intermal empty port 2

More nelp on this page

5. Select the new SSD and click Rebuild.
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@ Intel® Rapid Storage Technology

Intel® Optane™ Memory Breferences

Performance

Manage Volume

Name: Volume1
Status: Degraed & Rebuid to another disk

Detalls: Fix any problems reported on the array disks, of rebuild the volume to 3 new disk.
Type: RAID 1
Size: 118,286 MB.

» Agvanced

Storage System View

SATA_Array_0000

Qg > 23868
(PP 068
Qg ST 00
14068
% Intermal empty port 0
% Intemal empty port 1
% Internal empty port 2

More heip on this page

@ Intel® Rapid Storage Technology

Intel® Optane™ Memory

Performance | Preferences

Manage Volume

Name: Volume1
Status: Degraded (7' Rebuid to anoter sk

Details: Fix any problems reported on the array disks, or rebuild the volume ta 2 new disk.
Type: RAID 1
Size: 118,286 MB.

» Advanced Rebuild Velume [ <]

An array disk has failed and you need to rebuild the volume to maintain redundancy and keep your Gata protected.

Select the disk you want o rebuild the volume to:
@ sATA SSD on Controlier 0, Port 3 (140 G8)

i\ WARNING: Completing this action will permanently delete existing data on the selected disk. Back up data before
continuing.

© You can continue using other applications during this time.

More help

Storage System View
SATA Array_0000
@ > 23868
AR ZP 068
Q> SRR
14068
% Internal empty port 0
% Internal empty port 1
% Intermal empty port 2

More nelp on this page

Wait for the rebuild process to complete.

& Intel® Rapid Storage Technology

Intel ® Qptane™ Memory

Performance || Preferences

Manage Volume

Name: Volumet

Status: Rebuilding 2% complete:
Type: RAID 1

Size: 118,286 MB

» Advanced

pr—————— &)

SATA_Array 0000
¢

@ 256 Volume1

Type: RAID 1

116 GB

[
[\ —

% Intermal empty port 2

More nelp on this page
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Removing a RAID Volume From the BIOS

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select Device Management.

Mevice Hanagenment

3. Select the Intel® Rapid Storage Technology option.

Device Manager

»Intel{R) Rapid Storage Technology

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual
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4. Select the RAID volume that you want to remove.

Molunel, RAIDICHirror), 115.5GB, Normal

Fb/F6
Enter

5. Select Delete and then press Enter.

Melete

F5/F6
Enter

6. Select Yes to confirm and then press Enter.

F5/F6
Enter

7. Press F10 to save the settings.
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i

Teaming

This chapter describes the setup process for the Intel® Teaming function.

Creating an Intel® Net Team

1. Run the Intel® PROSet Adapter Configuration Utility as administrator.

|
i Intel
Intel(R) PROSet Adapter Configurati...
B Intel(R) Rapid Storage Technology =3 Pin to Start

Intel® Management and Security St... More -1 Pin to taskbar
[ Uninstall L3 Run as administrator

Microsoft Edge [';T_|, Open file location
MOXA

Mozxa Senal Interface

' l‘l

Settings

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows Security

]
2
W
w
=
=
-
¢
=

Wind s Sustem

£ Type here to search
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2. In the Teaming/VLANs tab, click Create Team.

[ intel® PROSet Adapter Configuration Utility - o X
WINDOWS-IC10GVP & <  Intel(R) Ethemet Connection (2) 1219-LM
ntel(R) Ethemet Comecton (2) 213-LM 5 .
Itel(R) 210 Gigabit Network Connection Teaming/VLANs
Intel(R) 1210 Gigabit Network Connection #2
Intel(R) 1210 Gigabit Network Connection #3 Teammg VLANs
Team this adapter with other adapters: VLANS associated with the selected adapter:
Team:  |Unteamed 2. | create Team =l Name Status

Priority: | None Selected

New Remove Modify

3. Select the adapter to include in this team and click Next. An Intel ANS team can contain a maximum of
eight members.

New Team Wizard X

Step 1

Select Member Adapters

Select the adapters to include in this team:

[J Name

M Intel(R) Ethernet Connection (2) 1219-LM
%} Intel(R) 1210 Gigabit Network Connection

[J Intel(R) 1210 Gigabit Network Connection #2
O Intel(R) 1210 Gigabit Network Connection #3

Note: Teams must contain at least one Intel Adapter supporting ANS
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4. Name the team and select a team type. Click Next to continue.

New Team Wizard

Step 2

Provide Team Information

Please name the team and select a type:

Name: Team 1 |

Type: Adapter Fault Tolerance 5
Adapter Fault Tolerance

Adaptive Load Balancing

|IEEE 802 .3ad Dynamic Link Aggregation
Static Link Aggregation

Switch Fault Tolerance

Note: All fields are required

/7  NOTE

You cannot use an Intel AMT enabled adapter in a Dynamic Link Aggregation (DLA) team. You cannot use
an Intel AMT enabled adapter in a Static Link Aggregation (SLA) team.

5. Select the primary and secondary adapters for the team and click Finish to create an Intel net team.

New Team Wizard

Step 3

Configure Member Adapters

Select Pimary and Secondary Adapters for the team

Primary Adapter: None Selected

~

None Selected
Secondary Adapter: Intel(R) Ethernet Connection (2) 1219-LM
Intel(R) 1210 Gigabit Network Connection

T
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6. Check the Network adapters in the Windows Device Manager.

 Device Manager — O X

File Action View Help
e 4 E dm =

v B WIN-355Q28D4H1A A
> Iy Audio inputs and outputs
g Computer
= Disk drives
E& Display adapters
i Firmware
> {i) Human Interface Devices
“= |DE ATA/ATAPI controllers
= Keyboards
(B Mice and other pointing devices
23 Monitors
> 58 MOXA Embedded Drivers
v P Network adapters
? Intel(R) 1210 Gigabit Network Connection #2

58 TEAM: Team 1

? TEAM: Team 1 - Intel(R) Ethernet Connection (2) 1219-LM
? TEAM: Team 1 - Intel(R) 1210 Gigabit Network Connection
WAN Miniport (IKEv2)

&P WAN Miniport (IP)

EF WAN Miniport (IPv6)

P WAN Miniport (L2TP)

& WAN Miniport (Network Monitor)

F WAN Miniport (PPPOE)

& WAN Miniport (PPTP)

ISl \WARI MininArt (SSTDY

Modifying an Intel® Net Team Member

Adding an Intel® Net Team Member

1. Select an Intel net team and click Modify Members.

[ intel® PROSet Adapter Configuration Utility - o X

WIN-3S5Q28D4H1A O < Team1
Intel(R) 1210 Gigabit Network Connection #2 =
Intel(R) 1210 Gigabt Network Connection #3 Teaming/VLANs
)
Intel(R) Ethemet Connection (2) 1213-LM N N
ntelR) 1210 Gigabt Network Connection Ll ML e
Name: [feam1 |||Adaptersintisteam
Type: Adapter Fault Tolerance B | [ | Adaster Name Sahe
ntelR) Ethemet Connecton (2) 1218-4M Actve
Driver Name: iansw60e IntelR) 1210 Gigabt Network Connection nactive

Driver Version:  9.9.0.72
Ethemet Address: 0090E800D84A

Primary Adapter:

Intel(R) Ethemet Connection (2) 1219-LM v
Secondary Adapter.

Intel(R) 1210 Gigabit Network Connection v

I Modify Members

Team Settings VLANs

Activation Delay CrentVokie VLANs associated with the selected adapter.
Alow Faiback
(Check Time (n Seconds) 0 B O o Name Status
Localy Adminitered Address =

Probe

Default Value:
0
Use Default

s ] |
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2. Select the adapters to include in this team and click Apply Changes.

Team 1 Member Adapters X

Select the adapters to include in this team:

[] Name

Intel(R) Ethernet Connection (2) 1219-LM
Intel(R) 1210 Gigabit Network Connection
Intel(R) 1210 Gigabit Network Connection #2
Intel(R) 1210 Gigabit Network Connection #3

ORKE

Apply Changes Cancel

3. Click Yes to continue.

Warning Setting Team Members

The team will lose connectivity momentarily.

Do you want to continue?

Yes Mo

/7 NOTE

Modifying team members will cause the members to momentarily lose connectivity.
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4. Check the Network adapters in the Windows Device Manager.

% Device Manager — O X

File Action View Help

== =] e,

v % WIN-355Q28D4H1A A
> Wy Audio inputs and cutputs

> Il Computer
> s Disk drives
» [ Display adapters
» i Firmware
> & Human Interface Devices
> "m |DE ATA/ATAPI controllers
> K2 Keyboards
> u Mice and other pointing devices
> [ Monitors
> ' MOXA Embedded Drivers
[ Network adapters
I? Intel(R) 1210 Gigabit Network Connection #3
(3 TEAM: Team 1
? TEAM: Team 1 - Intel(R) Ethernet Connection (2) 1219-LM
[? TEAM: Team 1 - Intel(R) 1210 Gigabit Network Connection
? TEAM: Team 1 - Intel(R) 1210 Gigabit Network Connection #2
I WAN Miniport (IKEv2)
¥ WAN Miniport (IP)
I WAN Miniport (IPv6)
EF WAN Miniport (L2TP)
I WAN Miniport (Network Monitor)
¥ WAN Miniport (PPPOE)
& WAN Miniport (PPTP)

<

Il \AANI Mininart (SSTDY A
Removing an Intel® Net Team Member
1. Select an Intel net team and click Modify Members.
[ intel® PROSet Adapter Configuration Utility - (=) X

WIN-3S5Q28D4H1A O < Team1
Intel(R) 1210 Gigabit Network Connection #2 K
Intel(R) 1210 Gigabit Network Connection #3 Teaming/VLANs
B
Intel(R) Ethemet Connection (2) 1213-LM & Lk
ntelR) 1210 Gigabt Network Connection Ll G
Nomes [feam1 ||| Adaptersintisteam
Type: Adapter Fault Tolerance B || [ | Adavter Name Sahue
IntelR) Ethemet Connection (2) 219-4M Actve
Driver Name: iansw60e Intel(R) 1210 Gigabit Network Connection Inactive

Driver Version:  9.3.0.72
Ethemet Address: 0090ES00D24A

Primary Adapter:

Intel(R) Ethemet Connection (2) 1219-LM v
Secondary Adapter
Intel(R) 1210 Gigabit Network Connection v
I Modify Members
Team Settings VLANs
CiiientValie VLANS associated with the selected adapter:
Alow Faiback
(Check Time (n Seconds) 0 E a o Name Status
Localy Adminstered Address =
Probe
Default Value:
0
Use Default

e el T
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2. Uncheck the adapters you want to remove in this team and click Apply Changes.

Team 1 Member Adapters X

Select the adapters to include in this team:

[] Name

Intel(R) Ethernet Connection (2) 1219-LM
O Intel(R) 1210 Gigabit Network Connection

Apply Changes Cancel

3. Click Yes to continue.

Warning Setting Team Members X

The team will lose connectivity momentarily.

Do you want to continue?

Yes Mo
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4. Check the Network adapters in the Windows Device Manager.

& Device Manager — O X

File Action View Help
= E H e,
v % WIN-355Q28D4H1A -
> Wy Audio inputs and cutputs
» Computer
>« Disk drives
» [ Display adapters
» i Firmware
> @ Human Interface Devices
> "m |DE ATA/ATAPI controllers
> E2 Keyboards
> ﬂ Mice and other pointing devices
> [ Monitors
> ' MOXA Embedded Drivers
v [ Network adapters
? Intel(R) 1210 Gigabit Network Connection
(F Intel(R) 1210 Gigabit Network Connection #2
? Intel(R) 1210 Gigabit Network Connection #3
(F TEAM: Team 1
? TEAM: Team 1 - Intel(R) Ethernet Connection (2) 1219-LM
F WAN Miniport (IKEv2)
@ WAN Miniport (IP)
I WAN Miniport (IPv6)
EF WAN Miniport (L2TP)
I WAN Miniport (Network Monitor)
¥ WAN Miniport (PPPOE)
WAN Miniport (PPTP)
P
5 \WARI Mininart (SSTD\

Removing an Intel® Net Team

Select an Intel net team and click Remove Team to remove the specified Intel ANS team.

[ intel® PROSet Adapter Configuration Utility - [m] >

WIN-3S5Q28D4H1A s}
Intel(R) 1210 Gigabt Network Connection #3
& Team
Intel(R) Ethemet Connection (2) 1219-LM

Intel(R) 1210 Gigab Network Connection = A
Intel(R) 1210 Gigab Network Connection #2 Team Information Team Members

\Bng [feam1 |||Adspersinthisteam

Type Adaptive Load Balancing | ||| Adeetortiome sk
Intel(R) Ethemet Connection (2) 1219-LM Active

Driver Name: ianswb0e Intel(R) 1210 Gigabit Network Connection Standby
Intel(R) 1210 Gigabit Network Connection #2 Inactive

Driver Version: 99072
Ethernet Address: 0090ES00D84A

Primary Adapter.
Intel(R) Ethemet Connection (2) 1219-LM v
Secondary Adapter.
Intel(R) 1210 Gigabit Network Connection v
Modify Members

Team Settings VLANs

ClirentVakic VLANS associated with the selected adapter.
Alow Faiback
Check Time fin Seconds) ) - a o Name Status.
Load Balance Refresh Rate =
Locally Administered Address
Probe Default Value
Receive Load Balancing 0

Use Default

Apply Changes Discard Changes ‘ Remove Team
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6. Unified Write Filter

This chapter describes how to use the Unified the Write Filter (UWF).

To use the UWF, you must first install the feature and enable it; the default is disable.

The first time you enable UWF on your device, UWF makes the following changes to your system to improve
its performance:

Paging files are disabled.

System restore is disabled.

SuperFetch is disabled.

File indexing service is turned off.
Fast boot is disabled.
Defragmentation service is turned off.

BCD setting bootstatuspolicy is set to ignoreallfailures.

After UWF is enabled, you can select a drive that you want to protect and start using UWF. UWF can help
you manage PCs and devices remotely using WMI.

Turning on UWF on a Running PC

1.

Install UWF.

a.

In the Windows Start window, type Turn Windows features on or off.

b. Open the Windows Features window and expand the Device Lockdown node.

c. Select Unified Write Filter and click OK.

d. Windows searches for the required files and displays a progress bar. Once the files are found,
Windows applies the changes. When the changes are complete, a message to this effect is
displayed.

e. Click Close.

[Fl Windows Features — O x
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on.

[m] | Device Lockdown ~
Custom Legon
Keyboard Filter
Shell Launcher
Unbranded Boot
Guarded Host
Hyper-¥
Internet Explorer 11
Internet Information Services

KOOoOd

Internet Information Services Hostable Web Core

Cancel

1RO

| enarv Comnnonents

Enable the following filter as an Administrator:
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cmd uwfmgr filter enable

B Administrator: Command Prompt

Enable write protection for a drive:
cmd uwfmgr.exe volume protect C:

B Administrator: Command Prompt

Restart your computer.
Confirm that UWF is running:
cmd uwfmgr.exe get-config

em restart.

BN Administrator: Command Prompt

C:\windows\system32>uwfmgr.exe get-config
Unified Write Filter Configuration Utility version 10.6.17763
Copyright (C) Microsoft Corporation. All rights reserved.

Current Session Settings

FILTER SETTINGS
Filter state: ON
Pending commit: N/A
Shutdown pending:No

SERVICING SETTINGS
Servicing State: OFF

OVERLAY SETTINGS

Type: RAM
Maximum size: 1024 MB
Warning Threshold: 512 MB
Critical Threshold: 1624 MB
Freespace Passthrough: OFF
Persistent: OFF

Reset Mode: N/A
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Installing UWF Using WMI

If you have already installed Windows on your computer and you do not want to use a provisioning
package, you can configure UWF by using Windows Management Instrumentation (WMI) providers. To turn
on UWF using WMI, use the UWF_Filter function, specifically the UWF_Filter.Enable method in one of the
following ways:

e Use the WMI providers directly in a PowerShell script

e Use the WMI providers directly in an application

e Use the command line tool, uwfmgr.exe

NOTE

You must restart your computer after you turn on or turn off UWF for the changes to take effect.

You can also change the settings after you turn on UWF. For example, you can move the page file location
to an unprotected volume and re-enable paging files.

IMPORTANT!

If you add UWF to your image by using SMI settings in the unattend.xml file, turning on UWF only sets the
bootstatuspolicy BCD setting and turns off the defragmentation service. You must manually turn off the
other features and services if you want to increase the performance of UWF.

After the device is restarted, UWF maintains configuration settings for the current session in a registry. UWF
automatically excludes these registry entries from its filter. Static configuration changes do not take effect
until after a device restart; the changes are saved in registry entries for use in the next session. Dynamic
configuration changes occur immediately and persist after a device restart.
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7. Moxa IO Controller Utility

This chapter describes how to use the Moxa 10 Controller utility.

EX Administrator: Command Prompt — [m} b'Y

Computer IO Controller

To use the Moxa IO Controller utility, first install the utility and enable the utility to configure the DIO, UART
mode, and SIM settings. After the installation process is complete, run the Windows command prompt as an
Administrator and change the path to C:\Program Files\Moxa\Moxa Computer I0 Controller.

Setting the DIO Status

Type the mx-dio-ctl --help command to see the instructions on using this utility and follow them to get or
set the DIO status.

/\  IMPORTANT!

The DIN and DOUT indices start at 0. Even though the console output starts at 1, the indices still start at
0.

EX Administrator: Command Prompt — [m| b

dio-ctl.exe --help
d.
lue from DIN port 1:
1L =ik gl
rom DOUT port 1:
d ctl -0 1
DOUT port alue to HIGH:

#DIN index» (Start from @)

<#DOUT inde rt from @)

--help Display this help screen.

--version Displ ersion information.

rogram Files\k xa 10 Controllers>
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Example:

EX Administrator: Command Prompt — [m} %

Computer Controller -dio-ctl -i @

Computer Controller>mx-dio-ctl -o

Computer Controller>mx-dio-ctl -o

Computer Controller

Computer Controller>,

Setting the UART Mode

Type the mx-uart-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the UART mode.

/\  IMPORTANT!

The UART index starts from 0. Even though the console output starts at 1, the index still starts at 0.

EX Administrator: Command Prompt — [m} %

from
-p 2
mode

¢ this help s

sion information.

xa I0 Controller

Example:

EX Administrator: Command Prompt - [m} >

uart mode is 2W inter

ram Files\M \ Computer IO Controller>_
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Setting the Relay Status

Type the mx-relay-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the relay status.

/\  IMPORTANT!

The relay index starts from 0. Even though the console output starts at 1, the index still starts at 0.

E® Administrator: Command Prompt — O W

Moxa I0 Controller>mx-rel tl.exe --help

a Inc. All rights reserved.

art from @)

n off
n on

--help is this help screen.

--version i y version information.

Example:

EX Administrator: Command Prompt - [m} >

Computer IO Controller

a Computer IO Controller>

Computer IO Controller:
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Setting the LED Status

Type the mx-led-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the LED status.

/\  IMPORTANT!

The relay index starts from 0. Even though the console output starts at 1, the index still starts at 0.

E¥ Administrator: Command Prompt — ] W

Moxa I0 Controller»mx-led-ctl.exe --help
a Inc. All rights reserved.

value from LED index 1:
-led -i1
on LED inde
-m 1
to blink mode:

-m 2

Required. -i <#LED inde rt from @)

led off
led on
led blink
¢ this help screen.

sersion information.

xa 10 Controller>g

Example:

EX Administrator: Command Prompt — O Y

Computer IO Controller

Computer IO Controller:

Computer IO Controller
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Setting the SIM Status

Type the mx-sim-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the status of the SIM card slot.

EX Administrator: Command Prompt

Moxa Inc. All r

module
sim-

Required. -s <#Module s

art from

--help is y this help s

--version rsion information.

oxa I0 Controller

Example:

EH Administrator: Command Prompt

Controller im-ctl.exe -5 1

rollers: sim-ctl.exe -s 1 -i
* module power o
module power on
1 SIM slot:

roller

Controller
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Setting PCIE Slot Power Status

Type the mx-pcie-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the status of the PCIE slot power.

/\  IMPORTANT!

The PCIE Slot index starts from 0. Even though the console output starts at 1, the index still starts at 0.

EX Administrator: Command Prompt — [m| ®

pcie-ctl.exe --help
All rights reserved.
from pcie slot 1:
ie slot 1 power on:
1-i1-m

cie slot 1 power on with delay Time 288ms:
tl -i 1 -m1 -t 200

Required. -i <#PCIE Slot ind ( rt from @)

cie power
PCIE p
PCIE power on

this help

on information.

\Program Files\Mo Moxa I0 Controller>g

Example:

EX Administrator: Command Prompt — m] %

-m @

\Program Files'‘Mo: g I0 Controller»
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Setting PCIE Reset Pin Status

Type the mx-pciereset-ctl --help command to see instructions on using this utility and follow the
onscreen instructions to get or set the PCIE reset pin status and delay time.

/\  IMPORTANT!

The PCIE reset pin index starts from 0. Even though the console output starts at 1, the index still starts at
0.

EX Administrator: Command Prompt — O b4

Program Files\Moxa\Moxa IO Controller>mx .exe --help
. 1e6e0
Inc. All rights reserved.

r

Required. -i <#PCIE Reset index> (Start from 8)

PCIE Reset Delay time
this help reen.

sersion information.

\Program Files\Mo xa I0 Controllers>

Example:

EH Administrator: Command Prompt — m] ®

oxa I0 Controller

10 Controller>m Lex i -t 280

\Program Files\Mo Moxa IO Controller>
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Setting M.2 B Key Socket 5G Module Power
Status

Type the mx-5Gpower-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the status of the M.2 B Key socket power.

EX Administrator: Command Prompt — [m} be

Required. - > (Start from 1)

-p <Power
1 - D on
power off

module hardware reset

Example:

EX Administrator: Command Prompt - ] X
xa IO Controller>
"~ module

ainPow of
G module power

for module power o
module power on.

Controllers»
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8. Moxa Serial Interface Utility

In this chapter, we describe how to use the Moxa Serial Interface utility to set the UART mode in your
computer's serial interface.

Setting the Serial Port Mode

1. Install the Moxa Serial Interface utility.
2. From the Windows Start menu, run the Moxa Serial Interface utility.

- Intel

M

™ Microsoft Edge Microsoft Edge

BB voa
- Moxa Senial Interface
Moxa Senal Interface
5
Q Settings
w
- Windows Accessones
- Windows Administrative Tools
- Windows Ease of Access
- Windows PowerShell
== Windows Security

- Windows System

£ fiype here to search
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3. Select the target COM port and UART mode and click Apply to save the settings.

Y

Moxa Serial Interface o &
~COM Port ~ Status
COmM Maode
RS-232 ( ::’
COM1 RS-232 _
COomM2 RS-232 RS-485-2W C
RS-422 7 B
R5-485-4W C
Apply | | Cancel
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9. I0 Control API

This chapter describes how to use the I0 Control API.

Downloading the API

1. Access the Moxa support page: https://www.moxa.com/en/support
2. Select the product series (e.g., DA-820).

ContactUs | PartnerZone | MyMoxa  Signln =

MOXN\ Products Solutions Support How to Buy About Us Q

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

--Select-- -
DAB20
) anty Resources
DA-820 Series
DA-820-Ethernet Series Expansion Modules
iervice/RMA Literature Library
Easily find drivers, software, and Moxa's product repair service " Moxa offers a wealth of resources
documentation for a specific centers provide quick, quality 8 to help you find in-depth
=

product. service with complete traceability > information on our products and

of your product. solutions as well as the

technologies that drive them.

3. Download the related files.

DA-820 Series

3U 19-inch IEC 61850 native PRP/HSR computer with
Intel® Celeron®, Core™ i3 or i7 CPU

GO TO PRODUCT PAGE [ save

Software & Documentation ~ Product FAQs ~ Security Advisories

Related Software, Firmware, and Drivers

FILTER  Operating System v Bl v P e Ui
name Tvee VERSION™  OPERATING SYSTEM RELEASE DATE
Library for DA-820 Series (Windows 7 Example) & Uibrary Vo Jan 29,2015

Drverfor DA-820 Seriss (Peripheral for Linux) 3, Diver o Jan 22,2015
65168

Drverfor DA-820 Seris (Linux) L, Drver o san 22,2015
stasKs

SHOWALL v
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Supported Series

mxdgio

e DA-681C Series
¢ DA-682C Series
o DA-820C Series
e V2403C Series
e V2406C Series
e MC-3201 Series

mxsp

e DA-681C Series
¢ DA-682C Series
e DA-820C Series
e V2403C Series

e V2406C Series

e MC-1200 Series
e MC-3201 Series

mxrelay

e« DA-681C Series
e DA-682C Series
e DA-820C Series

mxled

e DA-681C Series
e DA-682C Series
« DA-820C Series
e V2403C Series

mxsim

e V2403C Series
e V2406C Series
¢ MC-1200 Series
e MC-3201 Series

mxpcie

e V2403C Series
e V2406C Series
e MC-1200 Series
¢ MC-3201 Series

mxpciereset

e MC-3201 Series

mx5Gpower
¢ MC-3201 Series
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mxwdg

DA-681C Series
DA-682C Series
DA-820C Series
V2403C Series

V2406C Series

MC-1200 Series
MC-3201 Series

mxdgio

The mxdgio library operates on the digital I/Os and consists of the following:

GetDinStatus
GetDoutStatus
SetDoutStatus

GetDinStatus

Syntax

int GetDinStatus (int port) ;

Description

Gets the status of a digital input port.

Parameters

port: The index of the digital input port; starts at 0.

Return Value

The status of the digital input port; 0 for low and 1 for high.

Error codes

The following error codes can be retrieved by the DIO_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open the json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile [ModelName].json
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GetDoutStatus

Syntax

int GetDoutStatus(int port);

Description

Gets the status of a digital output port.

Parameters

port: The index of the digital output port; starts at 0.

Return Value

The status of the digital output port; 0 for low and 1 for high.

Error codes

The following error codes can be retrieved by the DIO_STATUS function.

LIB_INITIALIZE_FAIL

-1

The mxdgio library initialization failed. Cannot open json profile.

PORT_OUTOF_INDEX

-2

Target port index is out of range.

Requirements

ﬁ

Header mxdgio.h

Library mxdagio.lib

DLL mxdgio.dll

Profile MxdgioProfile [Mode/Name].json
SetDoutStatus

Syntax

int SetDoutStatus(int port, int status);

Description

Sets the status of a digital output port.

Parameters

port: The index of the digital output port; starts at 0.

status: The status of the digital output port; 0 for low and 1 for high.

Return Value

Returns the value 0 if the digital output status is successfully set.

Error codes

The following error codes can be retrieved by the DIO_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.
Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile [Mode/Name].json

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual

53




mXxsp

The mxsp library operates on the serial port and consists of the following:

¢ GetUartMode
¢ SetUartMode

GetUartMode

Syntax

int GetUartMode (int port) ;

Description

Gets the status of the UART port.

Parameters

port: The index of the UART port; starts at 0.

Return Value

The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, and 2 for RS-422/RS-485-4W.

Error codes

The following error codes can be retrieved by the UART_STATUS function.

Name —|value |
LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

T (v

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile [ModelName].json
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SetUartMode

Syntax

int SetUartMode (int port, int mode) ;

Description

Sets the status of the UART port.

Parameters

port: The index of the UART port; starts at 0.

mode: The mode of a UART interface; 0 for RS-232, 1 for RS-485-2w, and 2 for RS-422/RS-485-4W.

Return Value

Returns 0 if the UART mode is successfully set.

Error codes

The following error codes can be retrieved by the UART_STATUS function.

Name  —  |value |

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile [ModelName].json

Windows 10 IoT Enterprise LTSC 2021 (21H2) User Manual

55




mxrelay

The mxrelay library operates on the relay output and consists of the following:

¢ GetRelayData
¢ SetRelayData

GetRelayData

Syntax

int GetRelayData (int port) ;

Description

Gets the status of the relay output port.

Parameters

port: The index of the relay output port; starts at 0.

Return Value

The status of a relay output port; 0 for OFF, 1 for ON.

Error codes

The following error codes can be retrieved by the RELAY_STATUS function.

Name " Value |

LIB_INITIALIZE_FAIL

-1

The mxrelay library initialization failed. Cannot open json profile.

PORT_OUTOF_I

NDEX

-2

Target port index is out of range.

Requirements

e vy

Header mxrelay.h

Library mxrelay.lib

DLL mxrelay.dll

Profile MxrelayProfile [ModelName].json
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SetRelayData

Syntax

int SetRelayData(int port, int status);

Description

Sets the status of the relay output port.

Parameters

port: The index of the relay output port; starts at 0. status: The status of a relay output; 0 for OFF, 1 for

ON.

Return Value

Returns 0 if the status of the relay output is successfully set.

Error codes

The following error codes can be retrieved by the RELAY_STATUS function.

Name " |Value |

LIB_INITIALIZE_FAIL -1 The mxrelay library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.
SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxrelay.h
Library mxrelay.lib
DLL mxrelay.dll
Profile MxrelayProfile [ModelName].json
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mxled

The mxled library operates on the relay output and consists of the following:

¢ GetLedData
e SetLedData

GetLedData

Syntax

int GetLedData (int port) ;

Description

Gets the status of the LED port.

Parameters

port: The index of the LED port; starts at 0.

Return Value

The status of a LED port; 0 for OFF, 1 for ON.

Error codes

The following error codes can be retrieved by the LED_STATUS function.

Name |Value |
LIB_INITIALIZE_FAIL -1 The mxled library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

T (v

Header mxled.h

Library mxled.lib

DLL mxled.dll

Profile MxledProfile [ModelName].json
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SetLedData

Syntax

int SetLedData (int port, int status);

Description

Sets the status of the LED port.

Parameters

port: The index of the LED port; starts at 0.

status: The status of the LED; 0 for OFF, 1 for ON, and 2 for blinking.

Return Value

Returns 0 if the LED status is set successfully.

Error codes

The following error codes can be retrieved by the LED_STATUS function.

Name  —  |value |

LIB_INITIALIZE_FAIL -1 The mxled library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxled.h

Library mxled.lib

DLL mxled.dll

Profile MxledProfile [ModelName].json
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mxsim

The mxsim library operates on the relay output and consists of the following:

¢ GetSIMSIot
¢ SetSIMSlot

GetSIMSIlot

Syntax

int GetSIMSlot (int port) ;

Description

Gets the SIM card slot index number.

Parameters

port: The index of the SIM card slot; starts at 0.

Return Value

The SIM card slot number; 1 for SIM 1 slot, 2 for SIM 2 slot.

Error codes

The following error codes can be retrieved by the SIM_STATUS function.

Name " Value |

LIB_INITIALIZE_FAIL

-1

The mxsim library initialization failed. Cannot open json profile.

PORT_OUTOF_INDEX

-2

Target port index is out of range.

Requirements

T v

Header mxsim.h

Library mxsim.lib

DLL mxsim.dll

Profile MxsimProfile [ModelName].json
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SetSIMSIiot

Syntax

int SetSIMSlot(int port, int slot);

Description
Sets the SIM card slot.

Parameters

port: The index of the SIM card slot; starts at 0.

slot: The SIM card slot of a SIM number; 0 is SIM 1 slot, 1 is SIM 2 slot.

Return Value

Returns 0 if the SIM card slot of the SIM number is successfully set.

Error codes

The following error codes can be retrieved by the SIM_STATUS function.

Name " |Value |

LIB_INITIALIZE_FAIL -1 The mxsim library initialization failed. Cannot open the json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.
SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxsim.h

Library mxsim.lib

DLL mxsimdll

Profile MxsimProfile [ModelName].json
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mxpcie

The mxpcie library operates on the relay output and consists of the following:

¢ GetPCIESlotStatus
o SetPCIESlotStatus
e SetPCIESlotStatus

GetPCIESIotStatus

Syntax

int GetPCIESlotStatus(int port) ;

Description

Gets the PCIE slot power status.

Parameters

port: The index of the PCIE slot; starts at 0.

Return Value

The status of a PCIE slot power; 0 for OFF, 1 for ON.

Error codes

The following error codes can be retrieved by the PCIE_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile [ModelName].json
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SetPCIESlotStatus

Syntax

int SetPCIESlotStatus (int port, int status);

Description

Sets the PCIE slot power status.

Parameters

port: The index of the PCIE slot; starts at 0.

status: The status of the PCIE slot power; 0 for OFF, 1 for ON.

Return Value

Returns 0 if the PCIE slot power is successfully set.

Error codes

The following error codes can be retrieved by the PCIE_STATUS function.

Name  —  |value |

LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile [ModelName].json
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SetPCIESlotStatusWithReset

Syntax

int SetPCIESlotStatusWithReset (int port, int status, int time);

Description

Sets the PCIE slot power status and PCIE slot reset pin turn ON and OFF.

Parameters

port: The index of the PCIE slot; starts at 0.

status: The status of the PCIE slot power and PICE reset pin; 0 for OFF, 1 for ON.

time: The delay time between PCIE slot reset pin turn ON and OFF.

Return Value

Returns 0 if the PCIE slot power and PCIE reset pin are successfully set.

Error codes

The following error codes can be retrieved by the PCIE_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile [Model/Name].json
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mxpciereset

The mxpciereset library operates on the relay output and consists of the following:

¢ GetRESETSIlotStatus
o SetRESETSIlotStatus

GetRESETSIlotStatus

Syntax

Description

Gets the PCIE slot reset pin status.

Parameters

port: The index of the PCIE slot; starts at 0.

Return Value

The status of a PCIE slot reset pin; 0 for OFF, 1 for ON.

Error codes

The following error codes can be retrieved by the RESET_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxpciereset library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxpciereset.h

Library mxpciereset.lib

DLL mxpciereset.dll

Profile MxpcieresetProfile [Mode/Name].json
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SetRESETSIlotStatus

Syntax

int SetRESETSlotStatus(int port, int time);

Description

Sets the PCIE slot reset pin ON/OFF cycle and delay time.

Parameters

port: The index of the PCIE slot; starts at 0.

time: The delay time between PCIE slot reset pin turn ON and OFF.

Return Value

Returns 0 if the PCIE slot reset pin is successfully set.

Error codes

The following error codes can be retrieved by the RESET_STATUS function.

Name " |Value |

LIB_INITIALIZE_FAIL -1 The mxpciereset library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.
SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxpciereset.h

Library mxpciereset.lib

DLL mxpciereset.dll

Profile MxpcieresetProfile [Mode/Name].json
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mx5Gpower

The mx5Gpower library operates on the relay output and consists of the following:

o GetPowerStatus
¢ SetPowerStatus
¢ ResetModule

GetPowerStatus

Syntax

int GetPowerStatus (int port) ;

Description

Gets the 5G module power status.

Parameters

port: The index of the M.2 B key slot; starts at 0.

Return Value

The status of a 5G module power; 0 for OFF, 1 for ON.

Error codes

The following error codes can be retrieved by the RETURN_STATUS function.

Name Value Meaning

ACTION_SUCCESS 0 Action success.

ACTION_ERROR -1 Action error.

LIB_INITIALIZE_FAIL -2 The mx5Gpower library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -3 Target port index is out of range.

SET_STATUS_ERR -4 Status setting failed or is defined with a bad format.
INVALID_MODULE -5 Invalid module.

ACTION_TIMEOUT -6 Action timeout.

Requirements

e

Header mx5Gpower.h

Library mx5Gpower.lib

DLL mx5Gpower.dll

Profile Mx5GpowerProfile [Mode/Name].json
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SetPowerStatus

Syntax

int SetPowerStatus (int port, int status);

Description

Sets the 5G module power status.

Parameters

port: The index of the M.2 B key; starts at 0.

status: The status of a 5G module power; 0 for OFF, 1 for ON.

Return Value
Returns 0 if the

Error codes

5G module power status is successfully set.

The following error codes can be retrieved by the RETURN_STATUS function.

Name " lValue |

ACTION_SUCCESS 0 Action success.

ACTION_ERROR -1 Action error.

LIB_INITIALIZE_FAIL -2 The mx5Gpower library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -3 Target port index is out of range.

SET_STATUS_ERR -4 Status setting failed or is defined with a bad format.
INVALID_MODULE -5 Invalid module.

ACTION_TIMEOUT -6 Action timeout.

Reguirements

Header mx5Gpower.h

Library mx5Gpower.lib

DLL mx5Gpower.dll

Profile Mx5GpowerProfile [Mode/Name].json
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ResetModule

Syntax

int ResetModule (int port) ;

Description

Resets the 5G module power status. Run the 5G module power cycle.

Parameters

port: The index of the M.2 B key; starts at 0.

Return Value

Returns 0 if the 5G module power status is successfully set.

Error codes

Name Value Meaning

ACTION_SUCCESS 0 Action success.

ACTION_ERROR -1 Action error.

LIB_INITIALIZE_FAIL -2 The mx5Gpower library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -3 Target port index is out of range.
SET_STATUS_ERR -4 Status setting failed or is defined with a bad format.
INVALID_MODULE -5 Invalid module.

ACTION_TIMEOUT -6 Action timeout.

Requirements

Header mx5Gpower.h

Library mx5Gpower.lib

DLL mx5Gpower.dll

Profile Mx5GpowerProfile [ModelName].json
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mxwdg

The mxwdg library operates on the relay output and consists of the following:
¢« mxwdg_open

¢ mxwdg_refresh

¢ mxwdg_close

mxwdg_open

Syntax

PVOID mxwdg_open (unsigned long time) ;

Description

Initializes the watchdog timer.

Parameters

time: The interval at which the watchdog timer is refreshed; the unit is seconds.

Return Value

Returns the pointer to the watchdog handle; returns -1 on failure to initialize the watchdog timer.

Requirements

[Name ___[Items |

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll

mxwdg_refresh

Syntax

int mxwdg_refresh(PVOID £d);

Description

Refreshes the watchdog timer.

Parameters

fd: The handle of the watchdog timer.

Return Value

Returns 0 on success; otherwise, the function has failed.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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mxwdg_close

Syntax
void mxwdg_close (PVOID £d);

Description

Disables the watchdog timer.
Parameters

fd: The handle of the watchdog timer.
Return Value

This function does not return a value.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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10. Windows Recovery

This chapter describes the setup process of the Windows Recovery function.

Preparing the USB device

1. Contact a Moxa technical staff and get the required file.

(=] = | WindowsRecaovery - o x
Home Share View Application Tools 0
« v WindowsRecovery v | O »
Harme Date modified Type Size
7 Quick access
[ BuildWindowsRecoveryUSB_V1.1.0.exe 54 KB
I Desktop -
2] MicrosoftWim.dll 37 KB
i Downlads [ MxUsbFormatLib.dil 2,617 KB
= Documents [7] WindowsRecovery V1 2.0_Build_22012518 wim 861,734 KB
& Pictures

2. Run the BuildWindowsRecoveryUSB_V1.1.0.exe.

g} BuildRecoverylUSB — O *

Select USB and WinPE image
USB Drive:
TestUSB (D:) [32 GB]

Windows Recovery File:
Cancel
3. Select the USB drive to format.
a5 BuildRecoveryUSE — O *
Select USB and WinPE image
USB Drive:
TestUSB (D:) [32 GB] v

TestUSB (D) [32 GB]

Cancel
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4. Click ... to select .wim file from the folder.

a5l BuildRecoverylUSE

Select USB and WinPE image
USB Drive:
TestUSB (D:) [32 GB]

Windows Recovery File:

Cancel

Chose the WindowsRecovery file...
“ v P » WindowsRecovery v O Search BuildUSE -l
Organize + Mew folder

~

() Name Date modified Type Size
~ 3k Quick access

I Deskop D WindowsRecovery V1.2.0_Build_22012518.wim 2022/3/17 T
# Downloads
|‘_j Documents

05:31  WIM 861,734 KB

LG,

&= Pictures

w

EE e | v\ WIM files v

el

5. Click Start and make sure the selected USB can be formatted. Click Yes to start creating the recovery
USB.
a5 BuildRecoveryUSE — O *
Select USB and WinPE image
USB Drive:
TestUSB (D:) [32 GB] w

Windows Recovery File:

owsRecovery\WindowsRecovery_V1.2.0_Build_22012518wim [ . |

Start Cancel
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6. Wait for the process finished, the program will format the USB device and create a UEFI bootable

volume and a WiIinPE volume.

You may see some additional windows about folder information; do not close these. You can close the

windows after the process finishes.

g} BuildRecoverylUSB

Build Recovery USB

1. Partition Disk (Done)
2. Apply File (Done)

Build WinPE USB Complete !

— O

Exit

x

7. To create a recovery USB disk with the Windows 10 image, copy the os_image_ModelName directory

to the \home\partimag folder in the USB drive.

a4 = | Manage WindowsRecoveryUSB (F:)

Home Share View Drive Tools

T wm * WindowsRecoveryUSB (F) »

SnmpWalk A Name
System32 Boot
> [ This PC EFl
EN-us
~ e UEFINTFS (G:)
> EFI SOUrCes
IV - WindowsRecoverylSB (F:) I D bootmgr.ch
> Boot
> EFI
en-us v
Gitems
| B = | partimag
Home Share View
« v » WindowsRecoveryUSE (F:) » home » partimag »
= ~
I This PC ame
os_image_V2406C_V1.0
= UEFI_NTFS (G:) i
EFI
- WindowsRecoverylUSB (F:)
Boot
EFI
en-us
home
sources %

1item

Date modified

3:2
f2020 3:3
11/13/2020 2:49 PM
11/10/2020

Date modified

12722/

~ U

Type

File folder
File folder
File folder
File folder
File folder
EFl File

Type

File folder

v 0

= O x
2]
Search WindowsRecoveryUSB... 0
Size
1473 KB
— O X
2]
Search partimag yel
Size
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8. To create a recovery USB disk with a Linux image, copy the ModelName.gz or ModelName.img
image file to the \home\partimag folder in the USB drive.

L1 & [ = | partimag — m] X
Home Share View b E
« v A4 » WindowsRecoveryUSB (F:) > home » partimag ~ O Search partimag pt
= UEFI_NTFS (G) 2 Name - Date modified Type Size
EFI D FWR_V2406C-LX_V1.2.9z T/27/2020 420PM  GZ File 253,940 KB
FWR_V2406C-LX_V1.2.img 10/21/2020 5:29 PM  Disc Image File 2,008,176 KB
- WindowsRecoverylUSB (F:)
| Boot
il EFI
| en-us
. home
| sources
i‘ Metwork v
2items @

Booting From the USB Disk

1. Turn on the computer and press F2 when you hear the beep sound to enter the BIOS setup menu.
2. Select Boot Manager and press Enter to continue.

MBoot Hanager

3. Select the EFI USB Device on the computer and press Enter to continue to boot from the USB device.

Boot Hanager

EF1 USB Device {Patriot Hemory>}
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System Image Backup

To back up the image from the USB disk, run Windows Preinstallation Environment(WinPE) and the
Windows Recovery utility will display. Follow these steps.

1. Click Backup.

Information Shutdown

ecovery

2. Select the Source disk to backup and Destination USB to store the OS image, also give an image
name and description. Click Start to backup.

o] B[]

a5 Windows Recovery

Windows Backup @

Source

|Disk-0 vl

Model: MREAJAADB4GTW25C00
Used Space: 19.3 GB (20.719.685.632) Bytes
Free Space: 36.58 GB (39.284.023,206) Bytes

Destination

e “
Patriot Memory USE Device, Partition#0
Used Space: 12.00 GB (12,985,724,928) Bytes
Free Space: 42.97 GB (46,136,131,584) Bytes

Image Information
Build 1D:

Image Description.

Shutdown

os_image_ywyMMddHHmmss

Startto backup
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3. Click Yes to continue.

= |3 = |
=]
Digk- 0
E:
s
o Start Backup Process?
:I Yes % No g
— - S
Backup R n Shutdown
=P Windows
F ecovery

Image Capturing...

n Shutdown

=% Windows
ecovery

os_image_Windows_image_01

Start to backup |
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5. When the process is completed, click OK.

- ;i
B Windows Recovery E]

Backup Recovery Option Information Shutdown

6. Click OK, the computer will shut down.

.
3 Windows Recovery

Backup Recovery Option Information Shutdown

)

indows
ecovery
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7. The OS image will be saved to the USB disk at home\partimag.

| = | partimag N o X
Home Share View v o

“— v » This PC » WindowsRecoveryUSE (0:) » home » partimag » v @ Search partimag el

-

I Desktop CJ MName Date modified Type Size

Documents
‘ Downloads
J‘! Music

[&] Pictures

B videos

i Windows (C:)

os_image_Windows_lmage_01 7/20/2020 3:49 PM File felder

- WindowsRecoveryUSB (D:)

1item

8. In the os_image folder you can view the backup information and the image files.

| @ = | os_image_Windows_lmage_01 — [l x
Home Share View v o
- v <« home » partimag » os_image_Windows_Image 01 v O Search os_image_Windows_|... 0©
[ Desktop 2 MName : Date modified Type Size
| Documents ] comm 11/28/20199:53 AM  Configuration sett... 1KB
4 Downloads [ os_image_Windows_lmage_01.wim 11/29/201910:03 ... WIM File 5,438,672 KB

J‘! Music >B Windows_lmage_01 11/29/201 3AM  Configuration sett... 1KB
[&=| Pictures D Windows_lmage_01 3/3/202011:08 AM  Text Document 1KB

2o Windows (C)
- WindowsRecoveryUSB (D:)

4 items
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Restoring the System From a Backup

To restore the image, run the Windows Preinstallation Environment(WinPE) and the Windows
Recovery utility will display. Follow these steps.

1. Click Recovery.

Information Shutdown

2. Select the Source USB Device, Image Folder File and check the image information, select the
Destination Disk to restore. Click Apply.

===

3B Windows Recovery

Windows Recovery = e ] |

Source
Device
|E: (Patriot Memory USB Device) ~|

Select Folder File

os_image_Windows_lmage_01 ~ |

Build ID:Windows_Image_01
Image Size:6.51 GB
Image Description:

Va406C
120190325
Testlmage
I
Destination
i Disk - 0 (MRSAJAADB4GTW25COD) -

Model: MRSAJAADB4GTW2EC00
Used Space: 55.9 GB (60.019.868.160) Bytes

Apply
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3. If you are using Linux image, select Linux image to restore.

r

3B Windows ETY

(===

Windows Recavery @ :

Source

Device

| D: (Patriot Memory USE Device) |

Select Folder File
| Fwr v2406c-Lx vi2 | v

EBuild ID:Build 1D:
Image Size:247.9% MB
Image Description:

Destination
| Disk - 0 (INTEL SSDSCZD@B24DGS} ¥

Model: INTEL SSD5C2KB240G8
Used Space: 223.57 GB (240.054.796.800) Bytes

Apply ‘

Shutdown

4. Click Yes to continue the process.

r

& Windows

|E: (Patriot Memory USE Device}
Select Folder File

P meos Windos loar O

Build ID:Windows_Image_01
g T

v [ | [ came |

5
| Disk - D (MRSAJAADBIGTW5C00)
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5. Click Yes to overwrite the destination drive.

2

a5 Windows Recovery

Source
Device:
& (Patriot Mermory USE Device) =

Select Folder File

Destination drive will be overwritten {1}
Do you want to continue?

[ % |

Bppty

6. Wait for the process to complete.

3 Windows Recovery

Windows Recovery |

Shutdown

Apply image

Information

Shutdown
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7. If you restore the Linux image, a new window will appear. Wait for the process to complete.

v
G

=

Information Shutdown

~== Windows
Cecovery

8. Click OK.

8 Windows Recover) E"E”E‘

Apply Image Successed!
The system will be shutdown now !

Recovery Information Shutdown
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9. Click OK, the system will shut down and restart.
=lm=]

-
@ Windows Recovery

/  NOTE

When you restart the computer, you will need to wait about 5 minutes for the computer to go through two
cycles of the reboot process. The system configuration files will be initiated during the first boot-up
process. Do not turn off or shut down the computer while the system is restarting.
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