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Moxa Tech Note How to Build an Industrial DMZ to Protect Internal LAN Networks
With Moxa Secure Routers

1 Introduction

A demilitarized zone, or DMZ for short, is a crucial concept in network security. It is a
region located between an organization's internal trusted network and the external
untrusted network. The primary purpose of a DMZ is to provide an additional layer of
security while allowing certain network services and resources to be visible to the external
world.

This guide provides information and instructions on how to set up a DMZ for different
scenarios using Moxa’s Secure Router Series devices.

2 Important Benefits of a DMZ

The Purdue Model of Industrial Control Systems (ICS) Security is a widely recognized
framework for securing industrial networks. In this model, the Level 3.5 DMZ plays a
crucial role in ensuring the security and reliability of critical industrial processes.
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The Purdue Model
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A DMZ provides several important security advantages, including:

Segregation and Protection: The DMZ acts as a buffer zone between the enterprise
network (Level 4) and the process control network (Level 0-3). It provides a clear
segregation of the different network levels, ensuring that critical industrial processes
remain isolated from less secure enterprise networks.

Controlled Access: The DMZ allows for controlled access to and from the process control
network. It enforces strict security policies to limit interactions with the industrial
network, reducing the attack surface and preventing unauthorized access.

Security Inspection: Security devices, such as firewalls, intrusion detection systems
(IDS), intrusion prevention systems (IPS), and application-layer gateways (ALG), are
usually deployed in the DMZ. These devices inspect network traffic, detect anomalies, and
prevent malicious activities from reaching the critical process control network.

Network Monitoring: The DMZ provides a vantage point for monitoring network traffic
between the enterprise network and the process control network. Security teams can
analyze traffic patterns, detect potential threats, and respond promptly to any security
incidents.

Data Exchange Gateway: In many industrial environments, data exchange between the
enterprise network and the process control network may still be necessary for reporting,

data analytics, and remote monitoring purposes. The DMZ serves as a secure gateway for
facilitating this data exchange without compromising the integrity of industrial processes.

Resilience and Redundancy: Redundancy and failover mechanisms can be
implemented within the DMZ to ensure the continuity of critical industrial processes.
Proper redundancy tools help maintain the availability of essential services and minimize
downtime from network disruptions.

Compliance and Auditing: Many industries have regulatory requirements for network
security and data protection. The DMZ helps organizations comply with these regulations
by enforcing security policies and providing a clear separation of networks.

Risk Mitigation: By placing security controls and monitoring functions within the DMZ,
organizations can mitigate the risks associated with cyberthreats and vulnerabilities. This
minimizes the potential impact of security incidents on industrial operations.

The following sections will introduce three different DMZ implementation scenarios. Each
section will provide guidelines on how to set up the Moxa Secure Router for each
scenario.

NOTE

The instructions and images in this guide are for reference only and may appear different
depending on which Moxa Secure Router is used.
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3 Reference Scenario 1: LAN Fully Isolated From
the Internet

3.1 Architecture

The user wants to access a field site from the Internet, while also protecting production
equipment in the LAN from exposure to any external networks. To address this concern,
the user aims to isolate direct communication from the WAN to LAN. To achieve this, the
user will require an independent network zone allowing indirect data exchanges between
the LAN and the Internet. To further enhance the network security of the field site, only
user-specified IP addresses may access this network zone.

1

= Ethernet
<) Data Flow

Reference Diagram

Key Actions:

1. Configure 3 network interfaces: WAN, LAN, and DMZ.
Refer to the Network Configuration > Network Interface section in the MX-ROS
user manual for more information on how to create these interfaces.

Configure the Layer 3 firewall filter.

Create the allowlist policies.

Set up a DMZ to facilitate data exchange between the LAN and WAN interfaces.
Set up PAT for WAN to access the specific services in the DMZ.

o u kAW

Create NAT rules for the devices in the DMZ to access the Internet.
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3.2 Scenario 1 Configuration Guide

As shown in the network topology below, the user intends to access the NPort web
console in the LAN remotely to monitor the communication status. To enhance security
and prevent unauthorized access from external networks, a DMZ is created to isolate the
LAN and WAN segments.

To achieve remote access to the NPort web console, the user will connect to a remote
access server (PC-2) located inside the DMZ. By allowing bidirectional communication
between the DMZ and LAN, the user can access the NPort’s web console through the
remote server in the DMZ.

Refer to the network topology for this scenario below:

WAN NPort Series LAN

IP Address: 192.168.10.253

220.128.222.101
Port 8

PC-1 (User)

DMz

4

<
Remote Access
(Port 3389)

b
|

PC-2 (Remote Access Server)
IP Address: 192.168.127.102

s Ethernet
<4—p Data Flow

Network Topology
Communication Principles:

1. The DMZ is configured to allow bidirectional communication with the WAN.

=h . &,

2. The DMZ is configured to allow bidirectional communication with the LAN interface.

=0

3. The LAN is not allowed to communicate with the WAN.
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[

ST —— ..

Setup Instructions:

1. In the Secure Router’s web interface, navigate to Firewall > Layer 3-7 Policy.

2. In the Global Policy Settings section, set the Default Action to Deny All. This will
block all communications except for user-specified IP addresses.

Global Policy Settings
tatus Default Actic
Enabled v DenyAll v

Global Policy Event Settings
Lo
Enabled v

APPLY

3. Click the Add (+) icon to create a new firewall rule. Create the following firewall rules
to establish the correct communication policy between the LAN, DMZ, and WAN:
¢ WAN-to-DMZ
e DMZ-to-WAN
e DMZ-to-LAN
¢ LAN-to-DMZ

The firewall rules are subject to the network environment. Refer to the overview
below as a reference for how to configure the firewall rule parameters.

Incoming Outgoing Filter Mode R e—— Destination Destination Port

(] Index  Status  Name Event T e Address or Protocol

Action
VAR Enabled  WAN-DMZ Disabled/Warning WAN oMz 1P and Port Filtering  Any Any Any Any Allow

7 2 Enabled  DMZ-WAN Disabled/Warning oMz WAN 1P and Port Filtering  Any Any Any Any Allow

7 s Enabled  DMZLAN Disabled/Warning DMZ LAN 1P and Port Filtering  Any Any Any Any Allow

O o o o

V' Enabled  LAN-DMZ Disabled/Warning LAN oMz 1P and Port Filtering  Any Any Any Any Allow

NOTE The L3-7 firewall is a stateful firewall which allows bidirectional communication. When
configuring a unidirectional communication rule (e.g. DMZ-to-LAN), a connection between
the specified interfaces must be established first before the interfaces can communicate in
the opposite direction.
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NOTE If you want to monitor the Layer 3-7 firewall events, enable the Global Policy Event
Settings option.

Global Policy Settings

Enabled = Deny All -

Global Policy Event Settings

Enabled

O Index  Status  Name Event
O Va Enabled DMZ-WAN Enabled/Warning
O # =2 Enabled LAN-DMZ Enabled/Warning

4. Navigate to NAT Settings and click the Add (+) icon to create a new NAT rule for
the DMZ to access the Internet.

i Set the Mode to N-to-1 and enter the Source Start and End IP address in the
Original Packet field. This range will determine the IP addresses in the DMZ
that may connect to the Internet.

Create Index 2

Enabled *

DMZ_WAN

Translated Packet (Action)

ii. Set the Outgoing Interface to WAN.
iii. Click APPLY to create the rule.
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5. Click the Add (+) icon to create a new NAT rule for port forwarding the remote
access server.

i Set the Mode to PAT and select the appropriate protocol.

ii. Set the Incoming Interface to WAN and specify the port number of the
remote service (in this case, 3389).

iii. Specify the Destination IP and Destination Port for the remote service.

iv. Click APPLY to create the rule.

Create Index 1

Status *
Enabled v

Descriptio
Remote_Access_Server

-
1

1-512

Mode

PAT v

Protocol
TCP v

NAT Loopback Double NAT
Disabled ~  Disabled v

Create Index 1

original Packet (Condition)
Incoming Interface

WAN v

Destination Port
3389

1-65535

Translated Packet (Action)

Destination IP

192.168.127.102

Destination Port

3389

CANCEL APPLY
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6. The created NAT rules will appear in the NAT rule table.

Q Search for a function

[ —
£ Setup Wizard
£} system

[yr—

£ Redundancy

2 Networkservce

= MOX/\ EDRG010-VPN-2MGSFP

Network Address Translate

1=

Incoming
o Status  Description index  Mode  Protocol o
O /  Enobles  Remote Access.Server 1 PaT T wan
O 7/ Enabled DMZWAN & N1 Any

Expected Result

1. The image below shows users can remotely access the server in the DMZ from the
Internet via the NAT PAT function. In this scenario, we accessed the NPort’s web
console in the LAN via the remote server in the DMZ.

Hi, admin
Qe
sre. IP:Port Dst. IP:Port Outgoing Sre. IP:Port. Dst. IP:Port
(Orgiaipackey  (igmaipacke)  nerace  (Wandtedpacke)  (Tansistedpacke)
Aoy P -~ 1921681277028
162168127180y
Anyany e oyamicany anyany

192.168.127.254Any

D) @ O O Notweb Consoe x [+ - o x
& C A FEZ | 19216610253 homehtm?Submit=Submits ca1D A w M B 3 [0 @
MOXAN Q
E : |
Fjain Haad) Welcome to NPort's web console !
2 overview a
] Basic Sathat Model Name NPort 5110
a MAC Address s
B0 Serlal Settings [Serial No. 5961
903 Operating Settings [Firmware Version [2.10 Build 21032913 [
(3 Acessble 1P Setngs  [5,stem Uptime 0 days, 02h:30m:335
#100 Auto Warning SeiNGE  pore's web console provide the following function groups.
#23 monitor +
) crenge password Basic Settings
(3 Load Factory Defoult Server name, real time clock, time server IP address, and Web console, Telnet console Enable, Disable function.
) Sove/Restart
Networ
P a ask, default gateway, static IP or dynamic IP, DNS, SNMP, P location report.
Serial Settings
Baud rate, start bits, data bits, stop bits, flow control, UART FIFO.
Operating Settings
Operation mode, TCP alive check, inactivity, delimiters, force transmit timeout.
Accessible IP Settings
"Accessible IP or Accessible IP group". Disable to accept all IP's connection.
Auto Warning Settings
‘Auto warning E-Mal, SNMP Trap server IP address, o
Monitor
Fime Asins Asimoa.Cabbin c

2. The firewall log shows devices in the DMZ can

successfully connect to the Internet.
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= MO\ EDRGIO10-VPN-2MGSFP. Hi admin

Q_Search for a function Event Log
B oevice summary = systemiog FirewalLog VN Log Setings and Backup
£ sewp wizard
£} system Layer 3-7 Policy ~
@} Nework coniguraon
) @ Qassg
[p—

Senvice O Poicy poiciname  Eher P e e Sowce  Outgoing iationtp _ DeStination  TCP 1CMP ICMP .
Eirens M e Severly S potey P S Soucemac Source oue U pecinatonip  DeSISIon TGP IOUP 0P
& ot B, Wews 4 weMz e T Wy oomedele  @mwtst o oz e we - - A

173715:800 - Ack

~ w RS w4 wawowz 2 TP wAv  bmsssodets  Gzasorst ona  ou  toaisanice wm TSP - Al
& otiect Management g

- @ wsaese wanw 4 WANOMZ M TP wAv  bomsssodets  zasorse eny  ow  waieewnie wy TSP - Al
B ven

Certfcate Management

G security

B Diagrostics

System Status

Network tatus

Event Logs and Notfcatons.

Event Log

Event Notfcations

Sysiog

SNVP Trap/inform =

“« »

= MOX/\ EDRG9010-VPN-2MGSFP precng

Q search for a function Event Log
[ vevice summary System Log FirewallLog VPN Log Settings and Backup

Layer 3.7 Policy ~
[T —
c @ QoMZWAN

& Redundancy

. - Poicy poiconame  EMer P Incoming g wree Sowce  Outgoing poiio o Destinaion TCP ICMP ICMP o

2 Networkservice [ Severty S ooty P Y e e Source P ouee  QUIONG  petngtonip  OFSinaen 6P IOMP 1HE
Routin
O nar
2 20242/ Warning 3 DMZWAN 2048 TP DMZ 00€000:60966d  192168.127.102 32116 WAN 10168123 5 SN~ —  Alow
P Aprr— 175715+800
o RS wamg 3 ouzwav 3 TP NI ODMOOROSA  IRISITI2 99 WA toteaiz @ oW - = e
s 20242, Waming 3 DMZWAN 2048 TcP DMZ  00e00D609SA 19216812702 52098 WAN 0168128 58 SN - Alow
o TS e s ouwaw s Tee oz ooboosessss  Iieizic s wan  Toissizs s on - - A
7 RS w3 owiwaw  a Tor oMz oowoowoses  Iaieeizioe e wa dolesiz ® s - ow
System Status 8 . Warning 3 OMZ.WAN 208 TP OMZ 000000609660 192168127102 32113 WAN 0168123 53 s Allow
Network Status
5 20242 Waning 3 DMZWAN 045 TcP  DMZ  00eOODS0OS6Sd 192168127102 S22 WAN AL TR SN~ Alow
1737124800
Event Logs and Notfications.
bk i w 3 7 - w
— 0o s Waning 3 OMZWAN 2048 T DMZ  00e00060966d  1o216812TA2 G211 WAN 1612 8 s Al
JT— W RS wamw 3 ouzwav 2 TP Mz ODoosossd  IRiseizioe o WA foiesiz @ oW - = ow
Sysk s
i o BWES  wamg 3 ouzwav 2 TP DM ODGOOROSA  IRISII2 uee WA toieeiz @ oW - e
SNWP Trap/inform <
“ »

3. Devices in the DMZ can establish a TCP connection with devices in the LAN.

= MO\ EDRGIOTO-VPN-2MGSFP Hi, admin \

Q search fora function Event Log
B3 oevice summary System Log Firewall Log VPN Log Settings and Backup
Layer 37 Policy ~
@ Network configuaton .
c ] QN
5 Reundancy
nder Tmestam e Py poicyname  EMer P incoming o e Source  Ougoing o Destination TCP ICMP ICMP .
m D &=y D PoleyN Type Protocol interface SOVt MAC =P Pot merface  CeUIONP oo™ oge Type  code A
1 WIS wamg 1 OMZLW o TP ONZ  Geooosoosd 12112 szios LN Iszieaiozss o=~ low
o BUES . wamg 1 ML e T oMz oomncosess Imieiziz 20 LN to2ieeiozss w0 I —
w TS anng 1 oz o ToP DMZ  00e0000Soed 12101z 92097 LN 1021681025 0 o=~ low
s TS aung 1 owzL o ToP DOMZ  00e000e0Soed 192181z 9209 LN 1021681025 0 E—
System staus
[rm—
Event Logs and Notifcations
EventLog
EventNotifca
Sysiog
SNM Tropinform M
‘ >
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4, LAN devices cannot communicate with the WAN interface.

Pinging 8.8.8.8 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

Copyright © 2024 Moxa Inc.
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4.1

Reference Scenario 2: Isolated LAN With
Limited Internet Access

Architecture

The user wants to access a field site from the Internet, while also protecting production
equipment in the LAN from exposure to external networks. However, the PCs in the LAN
must still be able to access the Internet. Here, the user wants to isolate all direct
communication from WAN to LAN, but allow the LAN to access the Internet. This requires
an independent network zone allowing data exchanges between the LAN and the Internet
alongside a user-defined security policy to only allow the LAN to send information to this
zone. Additionally, only user-specified IP addresses may access this network zone.

:ﬁELAN

=

e Ethernet

<4 Data Flow

Reference Diagram

Key Actions:

1. Configure 3 network interfaces: WAN, LAN, and DMZ.
Refer to the Network Configuration > Network Interface section in the MX-ROS
user manual for more information on how to create these interfaces.

Configure the Layer 3 firewall filter.

Create the allowlist policies.

Set up a DMZ to exchange data between the LAN and WAN interfaces.
Set up PAT and NAT for DMZ communications.

ok LD

Create NAT N-1 rules for devices in the LAN and DMZ to access the Internet.

Copyright © 2024 Moxa Inc. Page 12 of 28
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4.2

Scenario 2 Configuration Guide

In this scenario, the user aims to access data sent by the NPort while ensuring the LAN
remains protected from direct external connections coming from the WAN or DMZ.
However, the NPort is configured to send email notifications to an external server on the
Internet.

To fulfill these requirements, the user will establish a connection to a remote access
server (PC-2) within the DMZ which is receiving data from the NPort. From PC-2, the user
can monitor the data transmitted by the NPort while ensuring the security of the LAN
environment. Additionally, the NPort will send email notifications to PC-1 over the
Internet.

Refer to the network topology for this scenario below:

WAN NPort Series LAN

IP Address: 192.168.10.253

Email Notifications

A

220.128.222.101

l TCP Connection

PC-1 (User)

DMZ

Remote Access
(Port 3389)

[
»

PC-2 (Remote Access Server)
IP Address: 192.168.127.102

—  Ethernet
<4—p Data Flow

Network Topology
Communication Principles:

1. The DMZ is configured to allow bidirectional communication with the WAN.

=h . &,

2. The LAN is allowed to communicate with the DMZ but blocks all incoming connections

from the DMZ.
=f ¥
4—
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3. The LAN can access the Internet, but the WAN cannot communicate with the LAN.

Setup Instructions:

(-

5 o
LAN WAN

1. In the Secure Router’s web interface, navigate to Firewall > Layer 3-7 Policy.

2. In the Global Policy Settings section, set the Default Action to Deny All. This will
block all communications except for user-specified IP addresses to access the DMZ.

Global Policy Settings
tatus

Enabled v

Default Action

Deny All

Lo

APPLY

Enabled v

Global Policy Event Settings

3. Click the Add (+) icon to create a new firewall rule. Create the following firewall rules
to establish the correct communication policy between the LAN, DMZ, and WAN:

e WAN-to-DMZ
e DMZ-to-WAN
e LAN-to-DMZ
e LAN-to-WAN

The firewall rules are subject to the network environment. Refer to the overview
below as a reference for how to configure the firewall rule parameters.

o/

Index  Status  Name

Enabled  WAN-DMZ

o/ 2 Enabled DMZ-WAN

o/ s Enabled  LAN-DMZ

o /2 4 Enabled  LAN-WAN-only

Event

Disabled/Warning

Disabled/Warning

Disabled/Warning

Disabled/Warning

Incoming
Interface

WAN

DMZ

LAN

LAN

Outgoing
Interface

Filter Mode

1P and Port Filtering A

1P and Port Filtering

IP and Port Filtering A

1P and Port Filtering

Source Address

Destination
Address

Destination Port

orProtocol  A°tN

Source Port
Any Allow
Any Any Any Allow

Any Any Any Allow

Any Any Any Allow

Copyright © 2024 Moxa Inc.
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NOTE

If you want to monitor the Layer 3-7 firewall events, enable the Global Policy Event

Settings option.

Global Policy Settings

Enabled = Deny All

Global Policy Event Settings

Enabled

O Index  Status  Name
O # Enabled  DMZ-WAN
O 7/ =2 Enabled LAN-DMZ

Event

Enabled/Warning

Enabled/Warning

4. Navigate to NAT Settings and click the Add (+) icon to create a new NAT rule for
the LAN interface to access the Internet.

i Set the Mode to N-to-1.

ii. Specify the Source IP Start and End to determine the LAN IP address range
that can access the Internet.

iii. Set the Outgoing Interface to WAN.
iv. Click APPLY to create the rule.

5. Click the Add (+) icon to create another new NAT rule for the WAN to access the
remote desktop service in the DMZ.

i Set the Mode to PAT and select the appropriate protocol.

ii. Set the Incoming Interface to WAN and specify the port number of the
remote service (in this case, 3389).

iii. Specify the Destination IP and Destination Port for the remote service.
iv. Click APPLY to create the rule.

6. Click the Add (+) icon to create another new NAT rule for the DMZ to access the

Internet.

i Set the Mode to N-to-1.

ii. Specify the Source IP Start and End to determine the DMZ IP address range
that can access the Internet.

iii. Set the Outgoing Interface to WAN.
iv. Click APPLY to create the rule.

Copyright © 2024 Moxa Inc.
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7. The created NAT rules will appear in the NAT rule table.

= MOX/\ EDR-GI010-VPN-2MGSFP Hi, admin

Q search for a function Network Address Translate

1= Q search

R e oD e oo owm e e
O # Enabled Remote Access Server 1 PAT TcP WAN AnyAny Dynamic:3389 Any Any:Any 192.168.127.102:3389
O / cnebed OmzwWan 2 o1 Ay Yoz renry2smy  AOVATY wan Dynamicany AnyiAny

O 7/ nobled LanwaN 3 Mo any 19216810A *  anyany waN DynamicAny AnyAny

192.168.10.254:A0y

4.3 Expected Result

1. The image below shows users can remotely access the server in the DMZ from the
Internet via the NAT PAT function. In this scenario, we accessed the remote server in
the DMZ and received data from the NPort in the LAN.

b 220.128.222.101 - Remote Desktop Connection

= 7168.10.253:5010 )(local:4001 ) Dumb Terminal
Profile Edit PortManager Window Help

4 Q]| & |2|cs[=]| 28w

= fon
[am [[iFe: 15:1€:43, Temperatuze: 28.75 C ~
ime: 15:1€:53, Temperature: 2€.0 C
ize 17:03, Temperature: 15.07 C
ize . Temperature: 1€.€2 C
ize . Temperature: 15.71 C
ize . Temperature: 23.34 C
ize , Temperature: 18.1 C
ize , Temperatuze: 22.24 C
ize . Temperature: 24.54 C
ize :13, Temperature: 15.17 C
ize . Temperature: 20.83 C
ize . Temperature: 18.52 C
ime: 15:18:43, Temperature: 20.€8 C
ize :53, Temperature: 25.58 C
ize , Temperature: 18.81 C
ize , Temperature: 18.33 C
ize . Temperature: 27.0€ C
ize :33, Temperature: 23.5€ C
ize , Temperature: 28.27 C
ize :§3, Temperature: 28.54 C
ize , Temperature: 18.2 C
v
[ >
Status:Connect | | | | Ready [TX0 AX1924E

2. The firewall log shows devices in the LAN and DMZ can successfully connect to the
Internet. Additionally, devices in the LAN can communicate with devices in the DMZ.

Copyright © 2024 Moxa Inc. Page 16 of 28
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WAN-to-DMZ

Q Search for a function

B9 oevice summary
£+ seup wizard
System
Network Confguration
+ Redundancy
[r——
Routng
NaT
[y —
Firewall
ven

Certificate Management

& seouy

22 viagnostics

System status

Network status

Event Logs and Notifcations
EventLog
[—
Syslog

SNMP Trap/inform

Q Search for a function

e Summary
* Setup Wizard
System
2 Network Configuration
5 Redundancy
Network Service
Routing
NAT
Object Management
Firewall
ven
Certificate Management
T securty
A biagnostics
System Status
Network Status
Event Logs and Notfcations
Event Log
Event Notifcations
Syslog

SNMP Trap/inform

MO\ EDRGIO10-VPN-2MGSFP

Event Log
System Log FirewallLog VeNLog Settings and Backup
Layer 3-7 Policy ~
policy Eher P incoming
index Timestamp. Severty WS poloyname  Gher P tncoming
2 2004206 15576+800 Waming 3 WAN.OMZ w8 TeP wan
3 2024/26155754800 Waming 3 WANDMZ 268 TP wan
. 2004261537580 Waming 3 WANDMZ 08 TCP wAN
5 20047206 15574+800 Waming 3 WAN.OMZ 08 TCP WAN
7 2042615372480 Waming 3 WANOMZ 08 TP WA
8 200426 153724800 Waming 3 WAN.OMZ 08 TP WAN
B 2024/2/6 153724800 Warning WAN.OMZ 08 TP WA
12 2042615370480 Wamng 3 WANOMZ 08 TP WAN
. 2w ,
w2 Waming 3 WANDMZ 6 TP AN
20247206
w 2 Waming 3 WANDMZ 6 TP wAN
20247206 ,
v e Waming 3 WANDMZ 2068 TP wAN
Event Log
System Log Firewall Loy VPN Log Settings and Backup
Layer 3-7 Policy ~
c ¥ a
st . Policy o, Eher P incoming
index Timestamp. Severty WY polcyname  Sher P | ineoming
2028726 .
w2 Waming 4 LanwaN e TP Lan
20 2022615358600 Waming 4 LANWAN w8 TCP LN
w2 Waming 4 LanwaN e TP LN
264 sl Warning n LANWAN 2088 TCP AN
153438+6:00 u
265 202412/6 Warning 4 LANLWAN 2088 TCP AN
“ 15:34:38+8:00 -
268 Z = Warning 4 LAN_WAN 2048 TCP LAN
1534344800 4

Source MAC

00308880 defe

00308880 defe

00308880 defe

00308880 defe

00308880 defe

0030:88:80 decfe

00308880 defe

00308880 defe

00308880 defe

003088580 defe

o030sBE0 defe

Source MAC

0090:e8:65c3:4f

009086534

0090286534

0090286534

00902865 c3:4f

0090:e8:65c3:4f

Source P,

9521455253

185163815

185163815

9521455253

185163815

185163815

9521455253

9521455253

185163815

185163815

9521455253

Source P

19216810258

19216810253

19216810253

19216810253

19216810253

19216810253

Hiadmin |
QWANDMZ
Source  Outgoing Destination  TCP ICMP  ICMP.
Pot interface  DeStinefion P Port  Flags Type code A1
SN
sgis oMz 102168.127.102 3389 ECE ~  ~  Alow
cwr
RST,
sa4s omz 192168.127.102 3389 ey Alow
S,
41487 oMz 192168.127.102 3389 ECE ~  —  Alow
cwr
509 oMz 192168127102 3389 BT~ —  Alow
ACK
26980 oMz 192168127102 3389 BT Alow
ACK
SN,
ssas omz 192168.127.102 3389 ECE, Alow
cwR
SN,
57096 oMz 192168127102 ECe, Alow
cWR
RST
60613 DMz 192168.127.102 3389 ol Alow
SN
26980 omz 192168.127.102 3389 e~ —  Alow
cwR
RST
1939 oMz 192168.127.102 3389 G Alow
W
60613 omz 192168127.102 3380 ECE ~  —  Alow
R -
>
QULAN_WAN
Source  Outgoing o~ Destination  TCP ICMP  IOMP ¢
Port interface  DeStnefionP Port  Flags Type Code A°1°"
1038 waN 74125203100 25 AK ~ = Alow
1038 WaN 74125203109 25 SN~ —  Alow
1087 waN 74125203109 25 AK ~ = Alow
1087 WaN 74125208109 25 SN~ —  Alow
1036 WaN 74125203100 25 ACK ~ = Alow
1036 wan 74125208109 25 SN~ —  Alow
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3. The firewall policy is blocking devices in the DMZ to ping and communicate with

4,

devices in the LAN.

L

@ O | & 19216810253 x IS =
& G (D 19216810253 A fe M s @G @
&3 Command Prompt - powershell - o X

‘Test-NetConnection ::

 False
etails (RTT) : O ms

The device in the LAN is sending mail notifications to the user via the Internet.

#® NP6150 alert (S/N:7838, 192.168.10.253, 00:90:E8:65:C3:4F): (2024-02-06, 12:04:29... TF12:04
# NP6150 alert (S/N:7838, 192.168.10.253, 00:90:E8:65:C3:4F): (2024-02-06, 03:59:16... EF11:59
E27 NP6150 alert (S/N:7838, 192.168.10.253, 00:90:E8:65:C3:4F): (2024-02-06, 03:58:5... E4F11:59
® NP6150 alert (S/N:7838, 192.168.10.253, 00:90:E8:65:C3:4F): (2024-02-06, 03:50:0... 4150
® NP6150 alert (S/N:7838, 192.168.10.253, 00:90:E8:65:C3:4F): (2024-02-06, 03:49:4... EF1:49
21 NP6150 alert (S/N:7838, 192.168.10.253, 00:90:E8:65:C3:4F): (2024-02-06, 03:42:4... EF11:42

NPé6150 alert (S/N:7838, 192.168.10.253, 00:90:E8:65:C3:4F): (2024-02-06,
03:58:58) admin: Authentication failed 192.168.127.102:39482 » W#E x

NP6150 alert (S/N:7838, 192.168.10.253, 00:90:E8:65:C3:4F): (2024-02-06, a8 g
12:04:29) Port 1DSR changed (0 -> 1) » ##E x
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5.1

Reference Scenario 3: LAN Fully Isolated From
the Internet, With Modbus Communications

Architecture

In this scenario, the user is running a factory network that uses the Modbus protocol to
communicate with Modbus field devices. The user wants to access the field site from the
Internet, but they have some security concerns. The user wants to protect the Modbus
devices in the LAN which includes much of the sensitive production line equipment.

To achieve this, direct communication from WAN to LAN is blocked. As a result, an
independent network zone is required to allow the Modbus master in the zone to call
specific Modbus read functions to poll data from Modbus Slave devices in the LAN.
Additionally, the isolated zone will only share this data with specific IPs.

]

Modbus TCP Only

1l

e Ethernet
<4—>» Data Flow

Reference Diagram

Key Actions:

1. Configure 3 network interfaces: WAN, LAN, and DMZ.
Refer to the Network Configuration > Network Interface section in the MX-ROS
user manual for more information on how to create these interfaces.

Configure the Layer 3 Firewall filter.

Create the allowlist policies.

Set up a DMZ to exchange Modbus data between the LAN and WAN interfaces.
Set up NAT and PAT policies for the DMZ.

o u kW

Configure the Modbus policy in the advanced firewall protection settings.
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5.2 Scenario 3 Configuration Guide

In the provided network topology, the user aims to retrieve I/O data from the ioLogik
device within the LAN using the Modbus TCP protocol. To enhance security and prevent
unauthorized access from external networks, a DMZ has been created to isolate the LAN

and WAN segments.

To interact with Modbus devices in the LAN, the user will connect to a remote access
server (PC1) situated within the DMZ. Through remote access capabilities, the user can
securely monitor the I/0O data from an external network while safeguarding the integrity

of the LAN environment.

Refer to the network topology for this scenario below:

WAN

ioLogik Series

LAN

IP Address: 192.168.10.250

] H

t

220,128.222.101
Port 8

g’ ¢ |
PC-1(Usen)
-

Remote Access
(Port 3389)

o
»

Modbus TCP
Read-only (Port 502)

bDmz

PC-2 (Remote Access Server)
IP Address: 192.168.127.102

= Ethernet

<4—p Data Flow

Network Topology

Communication Principles:

1. The DMZ is configured to allow bidirectional communication with the WAN.

=h . . D.

2. Only allow Modbus TCP read-only communications between the DMZ and the LAN.

[

Modbus TCP Read Functions Only

—

=

3. The LAN is not allowed to communicate with the WAN.

(-

= b= LaN 4—@—» WAN
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Setup Instructions:
1. In the Secure Router’s web interface, navigate to Object Management.

2. Click the Add (+) icon to create a new Modbus object. This object is necessary for
restricting traffic between the DMZ and LAN to Modbus traffic only.

i Select Industrial Application Service as the type.
ii. Check Modbus (TCP 502, UDP 502).

Create Object

Modbus

Industrial Application Service

idustrial Application Service(s

4]

Modbus (TCP 502; UDP 502)

DNP3 (TCP 20000)

|EC-60B70-5-104 (TCP 2404)

IEC-61850-MMS (TCP 102)

OPC-DA (TCP 135)

B B B B @

OPC-UA (TCP 4840; UDP 4840)

]

IR Etharklad (IR FTER AAGT 0 1R 2997

iii. Click CREATE.
3. Navigate to Firewall > Layer 3-7 Policy.

4. 1In the Global Policy Settings section, set the Default Action to Deny All. This will
block all communications except for user-specified IP addresses to access the DMZ.

Global Policy Settings
tatus Default Actic
Enabled v DenyAll v

Global Policy Event Settings
Lo
Enabled v

APPLY

5. Click the Add (+) icon to create a new firewall rule. Create the following firewall rules
to establish the correct communication policy between the LAN, DMZ, and WAN:
¢ WAN-to-DMZ
¢ DMZ-to-WAN
e DMZ-to-LAN: Uses the Modbus object created in step 2 as the Destination Port.
e LAN-to-DMZ: Uses the Modbus object created in step 2 as the Source Port.
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The firewall rules are subject to the network environment. Refer to the overview
below as a reference for how to configure the firewall rule parameters.

Status  Name Event

Enabled

Enabled

Enabled

Enabled

Incoming Outgoing Destination Destination Port

Inerfoce Interface  Filter Mode el Address orProtocol  ACtion
UAN 1z P and Port Filtering  Any any Any Any Allew
oMz WaN P and Port Filtering  Any Any Any Any Allow
oMz AN P and Port Filtering  Any Any Any us All
LA DMZ P and Port Filtering  Any Any Any Allow

NOTE
Settings options.

If you want to monitor the Layer 3-7 firewall events, enable the Global Policy Event

Global Policy Settings

Enabled = Deny All

Global Policy Event Settings

Enabled -

O Index  Status  Name
O # Enabled  DMZ-WAN
O 7 2 Enabled  LAN-DMZ

Event

Enabled/Warning

Enabled/Warning

6. Navigate to Firewall > Advanced Protection > Configuration > Global Settings.

7. In the Enforcement section, set Enforcement to Enable to enable advanced

protection.
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8. Enable Modbus/TCP Firewall and specify the Modbus TCP service’s port nhumber.
The default port is 502.

Global Settings

Intrusion Prevention System (IPS)

Disabled = Prevention Mode -
Enforcement

Enabled = Reset -
Enabled = Enabled | 502
Enabled =  Enabled = 20000
Enabled - Enabled - 2404
Enabled - 102
Troubleshooting

Disabled -

9. Navigate to Firewall > Advanced Protection > Configuration > Protocol Filter
Object.

10. Click the Add (+) icon to create a new Modbus TCP protocol filter object.

i. Select Modbus/TCP as the Category and set the Protocol Filter Profile to Read
Only.

Create Object

Read_Only

Modbus/TCP -
1
Read Only -

1,2,3,4,7,20,24 -

ii. Click CREATE to create the object.

11. Navigate to Firewall > Advanced Protection > Protocol Filter Policy.
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12. Click the Add (+) icon to create a new protocol filter policy for the Modbus Master in
the DMZ to interact with Modbus Slave devices in the LAN.

Select DMZ as the From Interface and LAN as the To Interface and specify
the corresponding IP addresses.

Set the Command Type to Master Query. Since the Modbus Master is within
the DMZ, the Master Query should be allowed to pass through the firewall
between the DMZ and the LAN.

Select the Modbus object created in step 10 as the Application Protocol.

iv. Select Accept as the Action.
V. Click APPLY to create the rule.
Edit Policy

1

Read_Query
Enabled
:J‘u"IZ

Single

Single

Master Query
Read_only

Accept

192.168.10.250

13. Click the Add (+) icon to create a new protocol filter policy for the Modbus Slave
devices in the LAN to interact with the Modbus Master in the DMZ.

Select LAN as the From Interface and DMZ as the To Interface and specify
the corresponding IP addresses.

Set the Command Type to Slave Response.
Select the Modbus object created in step 10 as the Application Protocol.

Select Accept as the Action.
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V. Click APPLY to create the rule.

Add Policy

2

ﬁea-:I_SIa'\*e

En.abled

;_Ah, . - I.I!MZ

Single -. :‘I92.I63.]D.2SD
Sn.gle. - ;IQQ 168.127.102
iI'CP

Slave Response
Read_Only

Accept

oo (D

Both rules will appear in the protocol filter policy table.

[m] Index Policy Name Staws Protocol Fifter Object From interface ~ To Interface Source IP Destination P Protocol Command Type ‘Application Protocol Action

OB /A s Master Enabled Modous omz Lan Any Any TR Master Qusry Modbus/TCP Accept

OB /A s slave Enatled Modbus LaN oMz Any Any TP Slave Respanse Modbus/TCP Accept

14. Navigate to NAT Settings and click the Add (+) icon to create a new NAT rule for
the DMZ to access the Internet.

i Set the Mode to N-to-1.

ii. Specify the Source IP Start and End to determine the DMZ IP address range
that can access the Internet.

iii. Set the Outgoing Interface to WAN.
iv. Click APPLY to create the rule.

15. Click the Add (+) icon to create another new NAT rule for the WAN to access specific
services in the DMZ.

i Set the Mode to PAT and select the appropriate protocol.

ii. Set the Incoming Interface to WAN and enter the port number of the remote
service (in this case, 3389).

iii. Specify the Destination IP and Destination Port for the remote service.
iv. Click APPLY to create the rule.
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16. The created NAT rules will appear in the NAT rule table.

= MOX/\ EDR-G9010-VPN-2MGSFP Hi,admin

Q search for a function Network Address Translate

[ < —

% m o=
&+ seupwizard 8= Q
&t system ncoming s pport ost pport outgong st Pt ost Pport
o Sthus  Deacription fndex Mode  Protocol 1o face (original Packet) (original Packet) Interface (Transisted Packet)  (Transiated Packet)
@ Networkcontiuraton
T Redundancy 0 # Enabled Remote Acc 1 PAT Tcp WAN AnyAny Dynamic:3389 Any AnyAny 92.168.127.102:3389

2 networkservie

O 7/ cnabled DMZWAN 2 Nto-1

o A aN oyame y
@ roung 102
Y
&5 Object Management

5.3 Expected Result

1. The image below shows users can remotely access the server in the DMZ from the
Internet via the NAT PAT function. In this scenario, we accessed the ioLogik in the
LAN via the remote server in the DMZ. However, the remote server can only
communicate with the ioLogik through the Modbus protocol. As a result, pinging
the ioLogik via the remote server failed.

Able to access but unable to ping the ioLogik device
a

B Select Command Prompt - powershell

) Lost = 2

0> Test-NetConnection 192.16
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2. Monitoring Modbus TCP communications between PC and ioLogik

#/1 Modbus Poll - Mbpoll1
File Edit Connection Setup Functions Display View Window Help

B, 220.128.222.101 - Remote Desktop Connection

NBE& X ™

Tx =4859: Er=1:1D=1:F =01: SR = 1000ms

B 5 110506 15 16 17 22 23 TC 2 B[ 7 K2

Name

00000

wle |d|lo |[vn|sr|w[v|[s o

3. The firewall log shows the Modbus Master in the DMZ can establish a connection
to the Modbus Slave in the LAN.

Q Search for a function

jork Configuration

5 Redundancy

Netwe

Event Logs and Notifcation

Event Notific

Syslog

= MOX/\ EDRG9010-VPN-2MGSFP

Hi, admin

Event Log
SystemLog Firewall Log VPN Log Settings and Backup
Layer 3.7 Policy ~
c ® O QDMZLAN
Eher P Source  Outgoing Destination  TCP ICMP  IOMP.

Index  Timestamp Severity Policy Name Source MAC Source P ore®  iShnd Destinationtp CeSpreton 108 Action
4 2024/2/617:450+600  Warning oMZLAN 2048 ToP 006000609660 192168127.102 23008 LAN 19216610250 502 P .~ Alow
2020126 es
n 02 Waring oMZLAN 28 TcP 0000060966 192168.127.102 23008 LAN 19216810250 502 et Alow
2027276 [

7 WS Warning oMZ_LAN 2048 TCP 006000609660 192168127.102 23008 LAN 19216810250 502 e Alow

< PSH,
2 202472/ . Warning oMZ_LAN 208 TCP 006000609660 192168127.102 23008 LAN 19216810250 502 it Allow
20227216 PSH
» WIS Warning oMZ_LAN 2048 ToP 006000609660 192168127.102 23008 LAN 19216810250 502 e Allow
202126 P
55 202472/ . Warning oMz_LAN 2048 ToP 006000609660 192168127102 23008 LAN 19216810250 502 it Allow
202¢/26 P
B W Warning oMz_LAN 24 TCR 006000609660 192168127102 23008 LN 19216810250 502 oo Allow
PSH
s L LT Warning oMz LAN 204 TCP 006000609660 192168127102 23008 LaN 19216810250 502 o Allow
0 2242 "
arning oMz_LAN w8 TCR 006000609660 192168127102 23008 LN 19216810250 502 ACK = = Alow
17.4435+800
CoR 202210 ws oMZ_LAN 208 TCP 006000609660 192168127102 23008 LaN 19216810250 502 Ak - — A
17.4432+800 i « o
2022726 . o Ps o
e e 0 Warning oMZ_LAN 208 TCP 006000609660 192166127102 23008 LAN 19216810250 502 et Al
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4. Since the Advanced Protection settings are configured for read-only traffic to pass

through, the Write Coil function will cause the firewall to reset the connection.

= MOXA\ EorG901

Q Search for a function

0-VPN-2MGSFP

Event Log

mmeny systemLog FirewallLog VPNLog Setiings and Backup
? Setup Wizard
Protocol Filter Policy ~

c §Q

index  Timestamp Severity Applcation OISy pojcy Name B
1 e, Emergency  Modbus/TCP 99999 Enforcement 288 Tep
2 R Emergency  Modbus/TCP 99999 Enforcement 2048 TcP
g e Emergency  Modbus/TCP 99999 Enforcement 2048 TCP
4 Dissoim Emergency  ModbwsTCP 99999 Enfocement 2048 TP
s Hiame Emerency  ModbusTCP 99999 Enfocement 2048 TcP
6 17:4326+8:00 Emergency  Modbus/TCP. 99999 Enforcement 2048 Tep
7 e Emegency  Mochus/TP 99999 Enfowement 2048 TP
8 2 Emergency  Modbus/TCP 99999 Enforcement 2048 TcP
° . emergency  Modbus/TCP 99999 Enforcement 2048 TeP
LOJ 202 Z/C R Emergency  Modbus/TCP 99999 Enforcement 2048 ToP
" R Emeigency  Modbus/TCP 99999 Enforcement 2048 TcP

SNMP Trap/nform
“

5. The remote server can

Incoming
Interface

Q search
Socerp Souee
w2res 27102 5007
2168127102 23006
To2t68 127102 23008
2168127102 23008
To2rea 27102 25008
To2rea 27102 2002
26827102 250
12168127102 25000
[P ——
[ER——

192168127102 22997

LN

LN

LN

LN

Lan

Interface

Destination P

192.168.10.250

10216810250

102.168.10.250

192.168.10.250

192.168.10.250

192.168.10.250

192.168.10.250

192.168.10.250

192.168.10.250

192.168.10.250

192.168.10.250

Hi, admin
oesthaton i
F—
@ pen
@ heet
@ e
@ hen
@ e

>

monitor Modbus communication between the server and

the ioLogik. Any write data will be blocked by the firewall as it violates the read-

only policy.

*{, 220.128.222.101 - Remote Desktop Connection
%1 Modbus Poll - Mbpoll1

File Edit Connection Setup Functions Display View Window Help

DEEE X ™

Tx=16: Err=16:1D =1: F = 05: SR = 1000ms
\Write error

Namel 00000

B 5|1 0508615 16 17 22 23 TC | [
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