Using a RESTful API to Connect to Remote I/0s

Moxa Technical Support Team

support@moxa.com

Contents
1 B0 o e [T ot o ' 1 2
2 What is @ RESTIUl AP I ... ciiciiiereriare e ssssassassssssssrasssssssssasssssssssassnssssssasansnssnsasnnsnn 2
3 Why using a RESTful API is easy for web service development...........c.cociiviiiiininnnnnes 3
4 Using a RESTful API with Remote I/O deviCes .......ccrimimimimimrmrerasassisssinsasasasasasasasasass 3
4.1 How to use a RESTful API with remote I/0 devices......cccivimiumimminririe s snannanas 3
4.2 Using RESTful API via web ServiCe.....iciiiiimmmmnmsmiamsmi s ssassassassssasssssassassansanss 3
4.3 Using RESTful API via Postman.....cciciiciiemimmammmmssmsassssa s ssassassasssassnssassassansanss 6
4.3.1 Introduction to Postman......cccvremirmiermsnssessssssssasasssssasansnsasnasannns 6
4.3.2 How to set up Postman......cuiciiiiiisnnsnnsnnsni s snsn v sn s s s s snnnas 7
4.4 How to deploy GET and PUT methods with the ioLogik E1200.........cccctiemiannanns 8
4.5 Troubleshooting reference......ccccviimimirieiieresresrssrs s s s s s s ssnssassassannas 10
5 The difference between RESTful APIs and MQTT ..cccviummummiemiessassassassasnsanssassnssansansans 10
I 7o T 5 T o] LT 1o Y o 12
Copyright © 2023 Moxa Inc. Released on May 2, 2023
About Moxa

Moxa is a leading provider of edge connectivity, industrial computing, and network infrastructure
solutions for enabling connectivity for the Industrial Internet of Things. With 35 years of industry
experience, Moxa has connected more than 82 million devices worldwide and has a distribution and
service network that reaches customers in more than 80 countries. Moxa delivers lasting business
value by empowering industry with reliable networks and sincere service for industrial
communications infrastructures. Information about Moxa’s solutions is available at www.moxa.com.

How to Contact Moxa

Tel:  1-714-528-6777
Fax: 1-714-528-6778 MOX/AA



http://www.moxa.com/
mailto:support@moxa.com

Moxa Tech Note Using a RESTful API to Connect to Remote I/0Os

1 Introduction

The latest firmware versions of ioLogik E1200 Series products support a RESTful API
protocol. In this tech note, we explain what a RESTful API is, why using a RESTful API is
easy for web service development, and show how to implement a RESTful API for IIoT
applications.

RESTful API functionality can only be implemented if the latest firmware and utility
versions have been installed on your ioLogik E1200 product. Refer to the information
listed below for details:

Firmware

e iolLogik E1210 V2.5 (std. version) or later
e iologik E1211 V2.4 (std. version) or later
e iolLogik E1212 V2.5 (std. version) or later
e iolLogik E1213 V2.6 (std. version) or later
e iolLogik E1214 V2.5 (std. version) or later
e iolLogik E1240 V2.4 (std. version) or later
e iolLogik E1241 V2.5 (std. version) or later
e iolLogik E1242 V2.5 (std. version) or later
e iolLogik E1260 V2.5 (std. version) or later
e iolLogik E1262 V2.5 (std. version) or later
Utility

e ioSearch V1.15 (std. version) or later

2 What is a RESTful API?

A RESTful API is an API that is based on REST (REpresentational State Transfer)
principles. A RESTful API provides programmers with convenient programming functions
for transmitting data back and forth between web resources at various network locations.
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4.2

Why using a RESTful API is easy for web service
development

Since RESTful APIs communicate via HTTP (HyperText Transfer Protocol) and are a
standard means of web communication, they play an important role in IIoT (Industrial
Internet of Things) applications. RESTful APIs are suitable for cross-application and cross-
device topologies because of the large number of frameworks, drivers, and other
resources that leverage the HTTP protocol. With high accessibility and convenience
RESTful APIs provide to web connectivity, they have become one of the best options for
II0T device-to-cloud communications.

A RESTful API can turn an ioLogik E1200 Series product into an IoT device. You will be
able to monitor production lines, check machine status, and receive active alarm
messages quickly—anytime, anywhere. Furthermore, it is easy to connect ioLogik E1200
series products to the Microsoft Azure cloud with the aid of Moxa’s MX-AOPC UA Server
and MX-AOPC UA Logger.

A RESTful API can reduce the need for specialized gateway hardware, protocol converters,
and middleware. Not only are RESTful APIs easy for IT experts to use since they are
already familiar with HTTP, RESTful APIs can also be used by automation engineers, who
are more familiar with OT protocols. From the automation engineer’s point of view,
RESTful APIs are an ideal tool for connecting legacy industrial devices to the Internet.

Using a RESTful API with Remote I/0 devices

How to use a RESTful API with remote I/0 devices

Since RESTful APIs are based on HTTP, they are highly compatible with a variety of
programming languages (including C# and JavaScript). Consequently, you do not need to
learn a new programming language to communicate with Moxa’s ioLogik E1200 products.
The RESTful API's GET method makes it easy for IT professionals to get data, and the PUT
method allows you to easily change the configuration and/or status of your devices.

The following examples give step-by-step instructions on how to use a web service or
Postman to PUT and GET data.

Using RESTful API via web service
The example uses the Windows 7 OS, with the server configured as follows:

e Node.js: v5.3.0
e Express: v4.15.0

The following flowcharts illustrate how only four steps are needed to implement the GET
and PUT methods.
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GET: 4 steps (status updated at regular intervals)

GET Request

ioLogik E1200 Series Web Server Interface
1. Get request

2. Send JSON file I 3. Parse JSON file I 4. Show value

PUT: 4 steps (triggered by command)

PUT Request

ioLogik E1200 Series Web Server Interface

1. Put request
3. Parse JSON file I 4. Show value

1. GET request: The server sends RESTful API GET requests to the ioLogik E1200 to get
information.

2. Send JSON file

equest’');

api/slot/@/io/di",

lication/json’,
1°
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PUT request: The server sends RESTful API PUT requests to the ioLogik E1200 to
change information.

setDiTable = fi

var formData = {};
formData req.body;
jsonData = JSOM.str fy(formData) ;

require(’request’);

cation/json’,
"Content-Le ": B 1{jsonData)
} 3
body: jsonData |
i, regPutCallback);

Note When sending requests, headers should be included to ensure that the RESTful API is
implemented successfully. Headers should include the following information:
e Accept: vdn.dac.v1
e Content-Type: application/json

2. Send JSON file: The ioLogik E1200 sends a response to the server in JSON format.

3. Parse JSON file: The content is parsed and saved by the server.

ion regGetCallback(error,
(lerror resp.statusCode

restTable = {};

diInfolist = [];

var info = JSON.parse(body);
restTable = info;

diInfolist= info.io.di;

dilnfolist [1;
diInfolist = defaultDilist;
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4. Show value: The information can be displayed in various interfaces. Here, we take a
web browser as an example:

GET: Show current I/O status

DI Group
DI-00
Index 0
Mode Counter Mode
Status STOP Start Stop

PUT: The counter status will be changed from STOP to START.

DI Group
DI-00
Index I
Mode Counter Mode
Status START Start = Stop

4.3 Using RESTful API via Postman

As an alternative, test tools offer another, easier solution. Postman, for example, is an
application that helps users build, test, and document APIs. Step-by-step procedures on
how to use Postman are described below:

4.3.1 Introduction to Postman

In the example illustrated below, Postman is the master and the ioLogik E1200 is the
slave. We first explain how to set up Postman, and then explain how to deploy GET and
PUT methods to get data from, and change data in, the ioLogik E1200.

RESTful

Postman Moxa ioLogik E1200 Series §
IP address: 192.168.127.100 IP address: 192.168.127.254 § ,
-
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4.3.2 How to set up Postman

1.
2.

5.

First, check the type of data your product is transmitting (e.g., DI, relay, or RTD).

Refer to Chapter 3 of the ioLogik E1200 Series user’s manual to enable the RESTful
API.

Open Postman, and use the tabs near the top to create a GET example and PUT
example.

GET example

GET example

Select the GET method on the GET example tab, and select the PUT method on the
PUT example tab.

GET v 192.168.127.254/api/slot/0/io/di
Headers (2)

pe

OPTIONS
LINK
UNLINK
PURGE
LOCK
UNLOCK
PROPFIND

VIEW
vicwy

Click Headers on the menu bar and then create the following content:
» Content-Type: application/json
» Accept: vdn.dac.vl

PUT 192.168.127.254/api/slot/0/io/di Params
Headers (2) [
Accept vdn.dac.v1
Content-Type application/json
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Note When typing commands (e.g., headers) keep in mind that the commands are case-
sensitive.

4.4 How to deploy GET and PUT methods with the ioLogik
E1200

1. Refer to Appendix C of the E1200 Series user's manual: RESTful API Default
Address Mappings for API map details. The GET and PUT methods are supported.

(We use the E1212 module with 8 DIs and 8 DIOs to illustrate.)

2. Enter the request URL based on the IP address, file type, and API map. For this
example, the request URL should be written as follows:

192.168.127.254/api/slot/0/io/di

GET example
GET 192.168.127.254/api/slot/0/io/di Params

3. To use the GET method, click the Send button. You should see the status code,
response time, and results.

Body (6) Status: 200 0k Time: 160 ms
Pretty HTML = Save Response
i 1 {
2 "slot™: @,
3 io": {]
4 div: [
5 {
6 "diIndex": @,
7 "diMode™: 8,
8 "diStatus": @
9 I
{
11 "diIndex": 1,
12 "diMode": @,
13 "diStatus": @
14 Ts
15 {
16 "diIndex": 2,
17 "diMode™: ©,
18 "diStatus”: @
19 1
20 {
21 "diIndex": 3,
22 "diMode™: @,
23 "diStatus”: @
24 I
25 {
26 "diIndex": 4,
27 "diMode": 8,
28 "diStatus": @
29 1,
38 {
31 "diIndex": 5,
32 "diMode": @,
33 "diStatus”: @
34 }
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4, To use the PUT

method, first locate the Body tag and select raw to edit the contents.

The format is the same as for the GET results. Copy the response from the GET
response and change the value with read-write access (refer to Appendix C in the
User’s Manual) if you are not familiar with the format. This document opens the DO as

follows.
GET ~ http:/f192.168.127.254 api/slat/0/io/do
Params Authorization Headers (7) Body Pre-request Script Tests Settings
Accept vdn.dac.vl
Content-Type application/json
Body Cookies Headers (10) Test Results
Pretty Raw Preview Visualize JSON =
1
2 "slot": @,
3 "io": {
4 “do": [
5 {
[ "doIndex": @,
7 "doMode™:
i "doStatus": @
9 )
18 i
11 "doIndex": 1,
12 "doMode™: @,
13 "dostatus": @
14 s
15 I
16 "doIndex": 2,
17 "doMode™: @,
18 "doStatus": @
15 s
PUT ~ http:/(192.168.127.254 api/slot/0/io/do
Params Authorization Headers (9) Body e Pre-request Script Tests Settings
none form-data w-www-form-urlencoded @ raw binary GraphQL JSON ~
1
2 "slot": @,
3 "igT: {
4 “do": [
5 {
6 "doIndex": @,
7 "doMode™: - @,
8 "doStatus": -1
E Ta
18
11 "doIndex": 1,
12 "doMode™: @,
13 "doStatus™: @
14 Ta
15
16 "doIndex": 2,
17 "doMode™: @,
18 "doStatus™: @
15 Ta
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4.5

5. Click Send. You should see the status code, response time, and results.

Body (6) Status: 200 Ok Time: 1508 ms

Pretty HTML 5 Save Response

il {"error”:{"message”:"Successful requests.”,"code”:0}}

Troubleshooting reference

The ioLogik E1200 Series supports various combinations of I/O points. To get detailed
data structure information for troubleshooting, use the ioSearch utility’s built-in help tool.

Path: Help > ioSearch Help > RESTful API > ioLogik E1200 RESTful API

0 voxa Sea_ e I
e A — H o« & o
File  Spstem  Sort Help ' oL £ Back % Qi)%:ns

=2 Host 192168127, LSS HE'P Corterts | x| oareh |
EI@ About ioSearch mote IIO - = ioSearch Help

=) 192168127254 Introduction

Modbus Address and Register b
; Q EtherMet/lP Objects, Messages,
&-{( RESTuI API

1 Elziz
ME]ioLogik E1200 RESTHI API

§ Server Name Model

The help file includes information related to data type, data structure, supported
methods, sample code (Curl, JavaScript, etc.), and response codes.

Note

Some of the sample code does not apply to the ioLogik E1200 Series.

Moxa ioLogik E1200 series RESTful API

APl and SDK Dacumentation

Data type

"N apiiSIotONO/AIGet = — = = = = — e e Data structure

Overview Wethioa

Sample code

The difference between RESTful APIs and MQTT

MQTT (message queue telemetry transport) is another protocol that could be used for
some IIoT applications. MQTT is appropriate for low power, small bandwidth applications
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that use lightweight data packets. MQTT differs from RESTful APIs in that MQTT requires
using a network packet broker to parse publish/subscribe requests, whereas RESTful API
packets can get data directly from web services via HTTP commands. The characteristics
of MQTT make it easy for programming and management. However, MQTT is not suitable
for local networks or small-scale communication between devices because of the network
packet broker requirement. Network packet brokers have the disadvantage of being
relatively costly and difficult to integrate. The simple application diagrams shown below
illustrate how implementing MQTT requires a higher degree of complexity compared with
a RESTful API implementation.

RESTful API system structure

RESTful APl System Structure

1.
Nl
- <

m 2. HTTP RESpOnse

Client

1, WTTP Reauest \\‘

se
‘\\\\ 2 WTTP Respon Server

Client

MQTT system structure

MQTT System Structure

scri0® %
& "5"“.

2 Pub\‘\s\'\ \\

2. publish \\. *”’I 1. Subscripg

2. Pyhi:,
MQTT Broker Ublish ﬂ’

ﬁ 2. Publisp, W‘

Temp. Sensor

PC/NB

Flow Meter Phone

Copyright © 2023 Moxa Inc. Page 11 of 12




Moxa Tech Note Using a RESTful API to Connect to Remote I/0Os

6 Conclusion

Currently, several different protocols are available for implementing I1oT applications.
However, before implementing your own IIoT application, research the various protocols
to determine which protocol best suits your needs. Moxa’s ioLogik E1200 Series remote
I/0 products not only collect data from sensors and I/0 points, they also support multiple
protocols, including RESTful APIs, EtherNet/IP, SNMP, and Modbus, offering a great
solution for both OT and IT experts. For more information about Moxa’s durable
industrial-grade products, please contact a Moxa sales representative or visit our global
website at http://www.moxa.com/.
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