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Installation

Download and save the Moxa Remote Connect client software from https://moxaftp.box.com/v/mrcclient to

the target computer. The MRC-Client software can be installed on Windows-based systems including Windows
7, Windows 8, and Windows 10. Before installing the software, please make sure the system environment is
equipped with Microsoft .NET framework version 4.0 or newer versions. Then, make sure the executable
file is run with ADMINISTRATOR privilege to start the installation.

NOTE

Windows 7 SP1 or later Windows versions are already embedded with .NET framework V4.5. You can double
check it in the "Programs and Features” under the Control Panel.

STEP 1: Click on the saved file to start the installation with administrator privilege.

C-L Open
. )
1703

% Run as administrator I
fe5ets Troubleshoot compatibility
7-Zip 3

&2 Copy to pCloud Sync >

Pin to Taskbar
Pin to Start Menu

Restore previous versions
Send to L

Cut
Copy

Create shortcut
Delete
Rename

Properties
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Moxa Remote Connect Client Software Installation

STEP 2: Accept Moxa’s software license agreement. Then, click "Next” to continue.

B voum

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

MOXA END USER LICENSE AGREEMENT AND LTMITED WARRANTY

The software accompanying this license agreement (the Software) is the property

of Moxa Inc, and is protected by United States and International Copyright laws
and International treaty provisions. Mo ownership rights are granted by this
Agreement or possession of the Software. Therefore, you must treat the
Licensed Software like any other copyrighted material (e.g., a book or musical
recording), except that you may make a single copy for backup or archival
purposes. Your rights and obligations as its use are described below:

(7 I do not accept the agreement

STEP 3: Choose if you want to create a shortcut on your desktop or not. Then, click "Next” to continue.
[ etp - vOXA RS

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing MOXA
Remote Connect Client Software, then didk Mext.

Additional shortcuts:
Create a desktop shortout




Moxa Remote Connect Client Software Installation

STEP 4: Click “Install” when you are ready to install the software.

Ready to Install

Setup is now ready to begin installing MOXA Remote Connect Client Software on
your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Additional tasks:
Additional shortouts:
Create a desktop shortcut

STEP 5: Install the TAP-Windows virtual network interface. Agree with the OpenVPN license agreement and
continue the process.

Welcome to the TAP-Windows
9.21.2 Setup Wizard

This wizard will guide you through the installation of
TAP-Windows, a kernel driver to provide virtual tap device
functionality on Windows originally written by James Yonan.

MNote that the Windows version of TAP-Windows will only run
on Windows XP or later.
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Moxa Remote Connect Client Software Installation

Please review the license terms before installing TAP-Windows
9.21.2,

Press Page Down to see the rest of the agreement.

tap-windowss license -----------—---——-— The source and object code of the tap-windowss
project is Copyright (C) 2002-2014 OpenVPN Technologies, Inc. The NSIS installer is
Copyright (C) 2014 OpenWPN Technologies, Inc. and (C) 2012 Alon Bar-Lev. Both are
released under the GPL version 2. See COPYRIGHT.GPL for the full GPL license. The
licensors also make the following statement borrowed from the SPICE project: With
respect to binaries built using the Microsoft(R) Windows Driver Kit (WDK), GPLv2 does
not extend to any code contained in or derived from the WODK ("WDK Code™). As to WDK
Code, by using or distributing such binaries you agree to be bound by the Microsoft
Software License Terms for the WDK. All WDK Code is considered by the GPLv2 licensors
to qualify for the spedal exception stated in section 3 of GPLv2 (commanly known as the

system library exception).

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install TAP-Windows 9.21.2,

Choose which features of TAP-Windows 9.21.2 you want to
install,

Select the components to installfupgrade. Stop any TAP-Windows processes or the
TAP-Windows service if it is running. All DLLs are installed locally.

Select components to install: TAP Virtual Ethernet Adapter

—
1 TAF oames

[JTar sok

Description
Space required: 324.0KB

Choose the folder in which to install TAP-Windows 9.21.2,

Setup will install TAP-Windows 9.21.2 in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the installation.

Destination Folder

C:\Program Files{TAP-Windows|

Space required: 324.0KB
Space available: 370.5GE

Install ] [ Cancel




Moxa Remote Connect Client Software Installation

Installing
Please wait while TAP-Windows 9.21. 2 is being installed.

TAP update (tap0901) (May reguire confirmation)
| e

Extract: tapinstall.exe... 100%

Output folder: C:\Program Files\TAP-Windows\driver
Extract: Cemvista.inf... 100%

Extract: tap0901.cat... 100%

Extract: tap0901.5ys... 100%

Output folder: C:\Program Files\TAP-Windows
Exfract: license. txt... 100%

Extract: icon.ico... 100%

tapinstall.exe hwids returned: 0

TAP update (tap0901) (May reguire confirmation)

Completing the TAP-Windows 9.21.2
Setup Wizard

TAP-Windows 9.21.2 has been installed on your computer,

Click Finish to dose this wizard.

STEP 6: After successfully installing the TAP-Windows virtual network interface, you will see a new “Moxa
Remote Connect” network interface.

WARNING

In Windows 10 environment, users may need to change the network interface name manually if it does not
change automatically.

= | & » Control Panel » Network and Internet » Network Connections »
=)
-

Organize » =2 O @

-

Ay A AV A A |

= X<F ! X ol X ol

Local Area Moxa Remote Wireless Wireless Wireless
I Connection Connect Network Network MNetwork
Connection Connaction 2 Connection 3

Network connection name must be
I "Moxa Remote Connect”




Moxa Remote Connect Client Software Installation

STEP 7: Run the MRC-Client software

Completing the MOXA Remote
Connect Client Software Setup
Wizard

Setup has finished instaling MOXA Remote Connect Client
Software on your computer. The application may be launched
by selecting the installed shortouts.

Clidk Finish to exit Setup.

V| Launch MOXA Remote Connect Client Softwarei

WARNING

If the wrong .NET Framework version is detected or not installed, you may see the below error message when
running the MRC-Client. It is necessary to install the latest .NET Framework from Microsoft before running

MRC-Client.

Windows - Application Error lth

f ¥ 1 The application failed to initialize properly (0xc0000135). Click OK to
y ' terminate the application.

Download Microsoft .NET Framework from Microsoft’s website: https://www.microsoft.com
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Introduction

Moxa Remote Connect client software (MRC-Client) is designed for computer-based devices, such as SCADA
servers, application servers, log servers, or engineers’ troubleshooting tools to connect with Moxa Remote

Connect server (MRC-Server) and remote devices.

There are four major function blocks in the Moxa Remote Connect Client software user interface including
buttons, operation area, system information, and the client status.

Function Button

@ Import activation file

’ D:\li_peng\Downloads\li.peng@moxa.com (1).key

Input account information

mrcus.moxa.com

CLIENT001

Remember account Remember password

Operation Area

Fri Jul 07 17:19:50 2017 OPTIONS IMPORT: route-related options modified

Fri Jul 07 17:19:50 2017 Preserving previous TUN/TAP instance: Moxa Remote Connect
Fri Jul 07 17:19:50 2017 Initialization Sequence Completed

Fri Jul 07 17:19:51 2017 Sign in successfully

Fri Jul 07 18:09:34 2017 Sign out

System Information

Status |Signed In ‘ ‘Visible | | Startup Mode

Client Status




Function: Sign In

Click “Sign In” and the window below will be displayed.

° lmpor]’é\}ation file

D:\li_peng\Downloads\li.peng@moxa.com (1).key

) Input account information

mrcus.moxa.com

P

CLIENTO01

s sk ke e e sk sk ke e e e ok ke e o o ok ke o e ok ke e e e ek ke ke e ek e e o o o e e o ok ke e K

Remember account Remember password

Test Connection

Fri Jul 07 17:19:50 2017 OPTIONS IMPORT: route-related options modified

Fri Jul 07 17:19:50 2017 Preserving previous TUN/TAP instance: Moxa Remote Connect
Fri Jul 07 17:19:50 2017 Initialization Sequence Completed

Fri Jul 07 17:19:51 2017 Sign in successfully

Fri Jul 07 18:09:34 2017 Sign out

Status |Signed InJ |Visib|e| |Startup Mode Virtual IP l:l




Moxa Remote Connect Client Software Function: Sign In

Users can choose either “Import activation file” or “Input account information” to sign into the connectivity
portal. The activation file or the account information is provided by the Moxa Remote Connect Server portal
administrator. Users need to click "Apply” to import the sign in information.

@ Import activation file ]

L J

| D:\li_peng\Downloads\li.peng@moxa.com (1).key

) Input account information]

mrcus.moxa.com

PR ——

CLIENTO001

T T

Remember account Remember password

== =X

Fri Jul 07 17:19:50 2017 OPTIONS IMPORT: route-related options modified

Fri Jul 07 17:19:50 2017 Preserving previous TUN/TAP instance: Moxa Remote Connect
Fri Jul 07 17:19:50 2017 Initialization Sequence Completed

Fri Jul 07 17:19:51 2017 Sign in successfully

Fri Jul 07 18:09:34 2017 Sign out

Status ‘Signed In‘ ‘Visiblel |Startup Mode |

Click on "Remember account” or “Remember password” or both to remember the information for the next time
you sign in.

@ Import activation file

‘ D:\li_peng\Downloads\li.peng@moxa.com (1).key

) Input account information

mrcus.moxa.com

PR ——

CLIENTO001

T T

Remember account Remember password

== =X

Fri Jul 07 17:19:50 2017 OPTIONS IMPORT: route-related options modified

Fri Jul 07 17:19:50 2017 Preserving previous TUN/TAP instance: Moxa Remote Connect
Fri Jul 07 17:19:50 2017 Initialization Sequence Completed

Fri Jul 07 17:19:51 2017 Sign in successfully

Fri Jul 07 18:09:34 2017 Sign out

Status ‘Signed In‘ ‘Visiblel |Startup Mode | Virtual IP I:|

After inputting your sign in information:

e Click “Test Connection”, you can check if the Moxa Remote Connect Server is reachable.
e Click “Sign In” button, you can log into the Moxa Remote Connect Server with the input information.
e Click “Sign Out” button, you can log out the Moxa Remote Connect Server.

The system and connection initialization information window shows you the information when you operate the
buttons.



Moxa Remote Connect Client Software Function: Sign In

NOTE If you see “Fail” information, please check if you have “Moxa Remote Connect” network interface on your
computer.

@ Import activation file

‘ D:\li_peng\Downloads\li.peng@moxa.com (1).key

_ Input account information

mrcus.moxa.com

CLIENTO001

Remember account Remember password

Test Connection

Fri Jul 07 17:19:50 2017 OPTIONS IMPORT: route-related options modified

Fri Jul 07 17:19:50 2017 Preserving previous TUN/TAP instance: Moxa Remote Connect
Fri Jul 07 17:19:50 2017 Initialization Sequence Completed

Fri Jul 07 17:19:51 2017 Sign in successfully

Fri Jul 07 18:09:34 2017 Sign out

Status ‘Signed In‘ ‘Visiblel |Startup Mode |

The MRC client software status bar shows the current status after user’s operation.

e Signed In: turns to green when the client software successfully signs into the Moxa Remote Connect Server
e Visible: turns to green when this computer can be accessed by other clients in the same device group
e Startup Mode: turns to green when “Sign in at Windows Startup” is enabled in the option

e Virtual IP: after successful sign-in, this computer will get a virtual IP address from the Moxa Remote
Connect Server

© Import activation file

‘ D:\li_peng\Downloads\li.peng@moxa.com (1).key

 Input account information

mrcus.moxa.com

Remember account Remember password

Fri Jul 07 17:19:50 2017 OPTIONS IMPORT: route-related options modified

Fri Jul 07 17:19:50 2017 Preserving previous TUN/TAP instance: Moxa Remote Connect
Fri Jul 07 17:19:50 2017 Initialization Sequence Completed

Fri Jul 07 17:19:51 2017 Sign in successfully

Fri Jul 07 18:09:34 2017 Sign out

| Status |Signed Inl ‘Visiblel |Startup Mode | I | Virtual IP l:l I
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Function: Device Pool

After successfully signing into the Moxa Remote Connect Server, the software will list all the Moxa Remote
Connect gateways and the connected remote devices in the device pool.

O

Device Name Status  Tunnel Virtual IP Local IP / MAC
5 GWO001 | 10.10.1.1 -

—~Machine_01

10.10.1.2 192.168.127.254

~Log Server l:l 10.10.0.6 -

Status Isigned Inl |Visible ‘ | Startup Mode Virtual IP 10.10.0.5




Moxa Remote Connect Client Software Function: Device Pool

Users can monitor the online/offline status of the MRC-Gateway and remote devices. Green means the gateway
or the local device is online, red means the device is offline, and grey means the status check is unavailable.
(Note: users must enable “Health Check” in the gateway for remote devices, otherwise the button will change
to grey as the status is unknown.)

L.

Device Name Status | Tunnel Virtual IP Local IP / MAC
= GWOD1 | @ 10.10.1.1 -

~Machine_01 I @ 10.10.1.2 192.168.127.254
—Log Server l; E] 10.10.0.6 -

Status [Signed Inl |Visib|e ‘ | Startup Mode | Virtual IP

Click on the buttons in the “Tunnel” column to start or close the connection with the remote device.

The tunnel is down. Click on the button to start the connection (the icon will become green).

C@]} The tunnel is live. Click on the button to close the connection (the icon will become red).

Device Pool

Device Name Status Virtual IP Local IP / MAC
- GWO001 [ 10.10.1.1 -

~Machine_01 I - 10.10.1.2 192.168.127.254
Log Server l;l 10.10.0.6 -

Status [Signed Inl |Visible ‘ | Startup Mode Virtual IP 10.10.0.5
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Moxa Remote Connect Client Software Function: Device Pool

Once the tunnel is open, the virtual IP will turn to green.

~z

Device Name Status  Tunnel Virtual IP Local IP / MAC
- GWO01 | @ 10.10.1.1

~Machine_01 I 10.10.1.2 192.168.127.254
Log Server lg E] 10.10.0.6

Status [Signed Inl |Visible ‘ | Startup Mode | Virtual IP

Users can look up the mapping table of virtual IP addresses to the real IP address of each remote device. If a
device does not have a virtual IP, it means the “Auto IP Mapping” feature in the MRC-Gateway is disabled and
users should access the remote device via its original local IP address.

Device Name Status  Tunnel Virtual IP Local IP / MAC

= GWO001 | @ 10.10.1.1 : :

T S T
—Log Server lg E] 10.10.0.6

Status [Signed Inl |Visible ‘ | Startup Mode | Virtual IP 10.10.0.5

e Click “Refresh” to refresh the device pool and get the latest update from MRC-Server.

e Click "Snapshot” to save the current device pool and connection status. This will make these setting the
default settings the next time the MRC client software is run.

e Click “Save as” to save the current device pool to a *.Ist file.

e Click “Load” to load a saved .Ist file and display the devices in the device pool.
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Moxa Remote Connect Client Software

Function: Device Pool

Device Name

=-GWO001

~Log Server

Tunnel

| @
@

Status

I

Virtual IP

10.10.1.1

10.10.0.6

Status [Signed In| |visible | | Startup Mode

10.10.1.2 192.168.127.254

Local IP / MAC
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Function: Option

Click “Option” for advanced settings.

/| Sign in at Windows start up

[¥] visible in the device group

Status |Signed Inl |visible} |Startup Mode I Virtual IP

Enable “Sign-in at Windows starts up” to automatically connect with remote devices after Windows system
bootup and the “Startup Mode” status will turn to green.



Function: Log

Users can check the history logs of the account sign-in and sign-out events. The activity of the remote machine
connection is also recorded in the log book.

e Click “Refresh” to get the latest log from the Moxa Remote Connect Server within a defined period.

e Click “Save as” to save the log as an excel file.

e Click “Clear” to clear the display of event logs in the MRC-Client software. The history logs can be retrieved
back by clicking “Retrieve”.

mﬂ.
1 Sign in to [VPN server domain name] JAN. 18,2016 20:15:36
Sign out from [VPN server domain name] JAN. 18,2016 20:15:36
Start up as Windows service JAN. 18,2016 20:15:36
Connect to remote devices [device name] JAN. 18,2016 20:15:36
Connect to multiple remote devices or clients JAN. 18,2016 20:15:36
Connect to remote client [client 1D] JAN. 18,2016 20:15:36
Disconnect from remote devices [device name] JAN. 18,2016 20:15:36
Disconnect from multiple remote devices or clients JAN. 18,2016 20:15:36
Disconnect from remote client [client ID] JAN. 18,2016 20:15:36
Save / Load device pool [file name] JAN. 18,2016 20:15:36
Snapshot the device pool JAN. 18,2016 20:15:36

Clear the log history JAN. 18,2016 20:15:36

Status [Signed In| |Visible | | Startup Mode Virtual 1P | 10.10.0.5
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Function: Language

The default language is English. Users can import other language files to change the MRC-Client software
language.

Select Language English]

Import Language File

Status |Signed Inl |Visﬁle} IStartup Mode Virtual IP




